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1. ESET NOD32 Antivirus

B pe3ynbTaTe pocTa nonyaapHoctn Unix-nogobHbIxX
onepauMOoHHbIX CUCTEM CO34aTeNn BPeOoHOCHbIX NMPOrpaMmm
CTaNu aKTUBHee pa3pabaTtbiBaTb BUPYChI 414 3TOM
nnatpopmbl. Mpunoxenne ESET NOD32 Antivirus
obecneumBaeT MOLWHYO 1 3PDEKTUBHYIO 3aWMTY OT Yrpos.
OHo TaKKe mo¥KeT 0bHapyxunBaTb yrposbl ana Windows,
3almMuas nonb3osartenet Mac Bo Bpemsi B3aMMOAENCTBUSA C
nonb3osatenamv Windows n Hao6opoT. XoTa Bpe4OHOCHbIEe
nporpammbl ana Windows He npeacrasnsatoT
HenocpeacTBEHHOM Yrpo3bl Ans cuctembl Mac, ux
[eaKTUBaLUMA Ha KoMMbloTepe ¢ cuctemoit Mac nossonset
npesoTBPaTUTb 3aparKeHMe APYTrMX KOMMbIOTEPOB C CUCTEMOW
Windows no nokanbHoM ceTn nnm yepes MHTepHer.

1.1 Tpeb6oBaHusa K cucteme

Y1o6bbl npunoxeHne ESET NOD32 Antivirus paboTtano
HOPManbHO, annapaTHble CPeaCcTBa U MPOrpaMmHoe
obecneyeHne Ha KOMMNbIOTEPE A0/XKHbI COOTBETCTBOBATb
YKa3aHHbIM HUXKe TpeboBaHMAM.

ESET NOD32 Antivirus:

TpeboBaHuA K cucteme ‘

ApxuTeKTypa npoueccopa |32-paspagHan unm 64-paspagHan
Intel®

OnepaunoHHas cuctema |Mac OS X 10.5 nnum 6onee
nosaHel Bepcum

O6bem namaTu 512 Mb

O6bem cBoboaHoro mecrta | 100 Mb
Ha AncKe




2. YcTaHOBKa

Mpexae yem NpUCTynaTb K NPOLLECCY YCTAHOBKU, HYXKHO
3aKpbITb BCe OTKpbITble nporpammbl. B ESET NOD32 Antivirus
€CTb KOMMOHEHTbI, KOTOPble MOTYT KOHGIMKTOBATL C APYrMMU
YCTAHOB/IEHHbIMUW aHTUBUPYCHbIMM NPOrpaMmMamm Npu Ux
Hannumn. KomnaHusa ESET HacToATeNbHO pekomeHayeT
yAanuTb ntobble ApyrMe nporpamMmel, YTobbl NpeaoTBPaTUTDL
BO3MOMHble npobaembl. YctaHoBuTb ESET NOD32 Antivirus
MOXHO C YCTaHOBOYHOIO KOMMAKT-AMUCKA MU C MOMOLLbIO
daiina, poctynHoro Ha Beb-cante ESET.

[na 3anycka mactepa yCTaHOBKM BbINOJIHUTE OAHO U3
nepeyYyncieHHbIX aanee AencTBui.

® Ec/iM yCTaHOBKA BbINOJIHAETCA C YCTAHOBOYHOIO KOMMAKT-
[OMCKa, BCTaBbTe 3TOT AUCK B AUCKOBOZA,. [BaXKAbl LLEeNKHUTE
3HAYoK ycTtaHoBKM ESET NOD32 Antivirus, 4Tobbl 3anycTutb
nporpaMmmy yCTaHOBKM.

® EC/iM yCTaHOBKA BbIMOJIHAETCA C MOMOLLbIO 3arpyKeHHOro
dalina, aBaxAabl WeNKHUTe 3TOT paiin, YyTobbl 3anycTUTb
NporpaMmmy yCTaHOBKW.

800 =\ ESET NOD32 Antivirus 4 )

.4 3 items, 82.6 MB available
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3anycTuTe yCTaHOBOYHbIN dalif, U MacTep YCTaHOBKM
NMOMOXKET YCTaHOBUTb NpuaoxkeHue. MNocne NpuHATUA
NIMLLEH3MOHHOTIO COrlallEHMA MOXKHO BblOpaTb O4MH 13
YKa3aHHbIX HUXKe TUMOB YCTaHOBKM.

e O6bluHas ycTaHoBKal 5"

e Bbi6opoyHasn ycTaHoBka! 5'

® YpnaneHHasa YCTaHOBKA N

2.1 O6blyHan ycTaHOBKA

O6blyHasA yCTaHOBKA BbIMOJIHAETCA C UCMO/Ib30BaHNEM
napameTpoB KOHPUrypaLuK, NOAXOAALLMX ANA 6ONbLWMHCTBA
nonb3oBartenei. 3T NapameTpbl obecneynsatoT
MaKCMMa/IbHYHO 3alLMTY U BbICOKYHO MPOU3BOAUTENBHOCTD
cuctembl. OBblYHAA YCTaHOBKA — 3TO BApMAHT MO YMOJIYAHMIO;
npw oTCyTCTBUM 0cobbIX TpeboBaHUIA He cneayeT BbibMpaTb
Apyroi cnocob.

Mocne Bbibopa B KauecTBe peknma ycTaHOBKU «O6bluHan
(pekomeHAayemble)» npeanaraeTcs BBECTU MMSA NOIb30BaTENA
M Naposb, 4TOObl BKAOUYMTL aBTOMATUYECKOE 0OHOBAEHME
nporpammbl. 9To BaXKHO A1 obecneyeHma HenpepbIBHOM
3alWMTbl KOMMblOTEpa. BBegute Mma nonb3osaTens U Naposb

(maHHbIE pNA ayTeHTUUKALMM, NONYYEHHbIE NPU MOKYMNKe UK
perncrpauumn NpoayKTa) B COOTBETCTBYHOWME nond. Ecam umsa
Nonb30BaTeNA U Naposib B AaHHbIA MOMEHT HEM3BECTHbI, 415
NPOAO/IKEHNA YCTaHOBKM BbibepumTe napameTp «YCTaHOBUTb
napameTpbl 06HOB/IEHUA MO3XKe».

Cuctema 6bicTporo onoseweHusa ThreatSense.Net
npefHasHavyeHa ANA CBOEBPEMEHHOIo MHPOPMUMPOBaAHUA
KomnaHuu ESET o noasaeHnmn HoBbIX yrpo3. OHa nomoraeT
6bICTPO pearnpoBaTb Ha Yrpo3bl 4714 3aLNTbl NOb30BaTeNelN.
3Ta cucTema npegycmaTpusaeT nepesady obpasuos
BPeAOHOCHOro Koaa B labopatoputo ESET Threat Lab. Tam
OHM aHanunsnpyroTcsa, obpabaTtbiBatoTcsa U AobaBAAOTCA B 6asy
[aHHbIX CMTHATYp BMpPYCOB. 1o ymonyaHuio Gbnarkok
«BkAounTb cuctemy 6bictporo onoseleHus ThreatSense.
Net» yctaHoBneH. [InA nameHeHMA NnapameTpoB nepesaym
Nof03puTeNbHbIX Galinos HaxkmuTe KHoMnKy «Hactpoiika».
JononHutenbHyo MHbopmaumio cm. B cTatbe «ThreatSense.
Net»[207,

Cnefyowmm AecTBUEM NPU YCTAHOBKe ABAAETCA HACTPOMKa
06HapyKeHMA NOTEHLMAIbHO HEeXeNaTeNbHbIX MPUNOKEHWNA.
MpunoxkeHuna, oTHOCAWMECA K NOTEHLMANBbHO
HexkenatenbHomy MO, MmoryT He 6bITb BPeLOHOCHbIMM, OA4HAKO
OHM YacTo HeraTMBHO BAMUAIOT Ha paboTy onepaLMoHHOM
cuctembl. Takne Nporpammbl HacTo NOCTABAAKTCA BMECTe ¢
NOJIE3HbIMM, U UX YCTAHOBKY TPYAHO 3aMeTUTb BO Bpems
YCTaHOBKM BCEro NakeTa nporpamm. XoTa Npu ycTaHOBKe
TaKMX NPUNONKEHUN 06bIYHO OTOBpParkaeTcsa yBegOMEHME,
OHMW BMOJIHE MOTYT BbITb YCTAaHOB/IEHbI 6e3 cornacus
nonb3osaTensa. PekomeHayeTca Bbl6paTb NapameTp
«BKAOUNTb 06HapY}KeHUe NOTEHLUANIbHO HeXeNnaTe/ibHOro
NO», yTo6bI paspelwmnTs NpuaoxKeHno ESET NOD32 Antivirus
BbIAB/ATL YrPO3bl TAKOro TMNa. Ecam BKkAOYaTb 3Ty QYHKLUMIO
He HY}XHO, yCTaHOBUTE GNaXKOK «OTKAOUYUTL O6HapyKeHune
NOTeHUMNaNbHO HeXenaTtenbHoro MO».

Haxkmute KHOMKy «YCTaHOBUTbY, UTOObI YyCTaHOBUTL ESET
NOD32 Antivirus Ha cTaHgapTHbIM Anck Macintosh HD. Ecan
HYXXHO BbIBpaTb APYroi AUCK, HaXkMmuTe « UI3SMEeHUTb MecTo
YCTaHOBKMU...».

2.2 BblbopouHanA ycTaHOBKa

BblbopoyHas ycTaHOBKA NpefHa3HauYeHa 4/1A OnbITHbIX
NnoNb30BaTesNel, KOTOPbIE KeNatT USMEHUTb PACLUMPEHHbIE
HaACTPOWKM B XO4€ YCTAHOBKM NPUIOXKEHUS.

Mocne BbIbOpa B KAYecTBe PerKMMa YCTaHOBKM «BbliGopouHas»
HY>XHO BBECTM UMSA NO/b30BaTeNA 1 Naposb (LaHHble Aas
ayTeHTUdMKaLMM, MONYYEeHHbIe NPW NOKYNKe UK

perncrpauumn NpPoAyKTa) B COOTBETCTBYIOWME nond. Ecam umsa
No/ab30BaTeNA U Naposib B AaHHbIA MOMEHT HEM3BECTHbI, 415
NPOAO/IKEHNA YCTaHOBKM BbibepmTe napameTp «YCTaHOBUTb
napameTpbl 06HOBNEHUA NO3XKe». TN AaHHbIe MOXHO ByaeT
BBECTM Mo3aHee.

Ecnu ncnonb3yeTtca NpoKcu-cepsep, MOXKHO YKa3aTb ero
napameTpbl, yCTaHOBMB G1aXKOK «fl MCNONb3YI0 NPOKCU-
cepsep». Beegute IP-agpec nnm URL-agpec npoKcu-cepsepa B
none «Agpec». B none «fMopt» yKaxute NopT, N0 KOTOPOMY
NPOKCU-cepBep MPMHUMAET 3aNpockl Ha coeguHeHme (no
ymon4yaHuto 3128). Ecam npoKkcu-cepsep TpebyeT



ayTeHTUdMKaLmMK, BBeAUTE NPaBU/IbHbIE UMA NOAb30BaTeNsA U
naponb, KOTopble HeobXxoaMMbI A8 [OCTyna K Hemy. Ecnu
NMPOKCU-CepBEP HE MCMNO/Ib3YeTCs, YCTaHOBUTE G1aKoK «f He
MCNO/b3YyH NPOKCcU-cepep».ECnu Bbl He yBepeHbl B BbIGOpeE,
MOMHO MCNO/Ib30BaTb TEKYLLME CUCTEMHbIE MapaMeTpbl,
ycTaHoBMB $1aXKoK «CUCTEeMHble HaCTPOMKHU
(pekomeHayeTca)».

Ecan agmunHuctpmposaHue npunoxerdna ESET NOD32
Antivirus 6yaeT ocyLLecTBAATbLCA C NOMOLLbto cpeacTBa ESET
Remote Administrator (ERA), Mo*KHO yKa3aTb napameTpbl ERA
Server (uma cepBepa, NOPT 1 MNapo/b), YTOObI MPUIOKEHNE
ESET NOD32 Antivirus aBTomaTHU4YeCcKu noakatoumnocb K ERA
Server nocse yCTaHOBKM.

Ha cnepytowem sTane MoOXKHO onpeaenuTb Nosb3oBaTenei ¢
npaBamu, KOTOpble CMOTYT U3MEHATb KOHOUIypaLmto
nporpammsl. Y1o6bl HaZeNUTb NONb30BaTENEN NPaBaMHU,
BblbepuTe X B CMIMCKE B IEBOM YACTU OKHA U HAXKMUTE
KHOMKY «[06aBUTb». YT06bI 0TOBPA3UTL BCEX CUCTEMHbIX
nonb3oBaTenel, yctaHosuTe dnaxKok «MoKasbiBaTb BCex
nosb3oBaTenen».

Cucrema 6bicTporo onoseweHua ThreatSense.Net
npegHasHavyeHa 411 CBOEBPEMEHHOTO MHPOPMUPOBAHUSA
KomnaHum ESET o noasaeHnn HoBbIX yrpo3. OHa nomoraeT
6bICTPO pearMpoBaTh Ha Yrpo3bl AA 33l MTbl NONb30BATENEN.
3Ta cuctema npeaycmatpuBaeT nepegady obpasuos
BpeAoHOCHOro Koga B nabopatoputo ESET Threat Lab. Tam
OHU aHanM3unpytoTca, obpabaTtbiBatoTcs U gobasastoTcs B 6asy
AaHHbIX CUrHATYp BUPYCOB. Mo yMonyaHuo GaarkoK
«BKAOUUTb cuctemy 6bicTporo onoseleHus ThreatSense.
Net» yctaHoBneH. A nsmeHeHnAa napameTpoB nepesayn
NnoAo3puTenbHbIX GannoB HaxkMmuTe KHOMKy «HacTpoiKka».
JononHutenbHyo MHPopMaumto cMm. B cTaTbe «ThreatSense.

Net» 20,

Cnegyowmm aencTBMeM Npu YyCTaHOBKe ABIAETCA HACTPOMKa
06HapYKeHUA NOTEHUMANbHO HEXKENATENbHbIX MPUNONKEHWUN.
MpunoxKeHua, OTHOCALLMECA K MOTEHLMANIbHO
HexenaTesbHoMy MO, MOryT He 6bITb BPeAOHOCHbIMM, OHAKO
OHW YacTo HeraTMBHO BAMAIOT Ha PaboTy onepaLnoHHOM
cuctembl. Takne NporpaMmmbl HacToO NOCTABAAKTCA BMecTe C
NOIE3HbIMU, N UX YCTAHOBKY TPYAHO 3aMeTUTb BO BpemMs
YCTaHOBKM BCEro NakeTa nporpamm. XoTa nNpu ycTaHOBKe
TaKMX NPUIONKEHNIN 0ObIYHO OTOBparkaeTca yBegoMIeH e,
OHW BMOJIHE MOTYT BbITb YCTaHOBAEHbI 6€3 cornacus
nosnb3osatensa. PekomeHayeTcsa BbIOpaTh NapameTp
«BKNIOUNTL O6HapyKeHMe NOTEHLMAIbHO HeXKenaTeIbHoro
NO», yTOObLI paspelwmnTb NpuaoxKeHmto ESET NOD32 Antivirus
BbIAB/IATbL YrpO3bl TAKOTO TUNA.

Haxkmute «YcTaHOBUTLY, YTOObI ycTaHOBUTL ESET NOD32
Antivirus Ha ctaHgapTHbIM guck Macintosh HD. Ecnm Hy»HO
BblOpaTb APYrov AUCK, HAaXKMUTE «UI3MEHUTb MeCTO
YCTaHOBKMU...».

2.3 YpaneHHas yCTaHOBKa

YpaneHHas ycTaHOBKa NO3BO/IAET CO34aBaTb YCTAHOBOYHbIN
NnaKkeT, KOTOPbIN MOXKHO YCTAHOBUTb Ha LLe/IeBbIX KOMMbOTEPAX
C MOMOLLLbIO yaaneHHoro paboyero ctona. Mocne atoro
npunoxeHmem ESET NOD32 Antivirus MOXKHO ynpaBnaTb
yOaneHHo ¢ nomoubto cpeactea ESET Remote Administrator.

YpaneHHaa yCTaHOBKA BKOYAET ABa 3Tana, YKa3aHHbIX HUXKe.

1. CO3£I.aHVIe NakKeTa V,D,aHEHHOVI YCTAaHOBKUM C MOMOLLbKO
YCTaHOBLUWNKA ESET/ 6"

2. YaaneHHas yCTaHOBKA C MOMOLLbI YA3/IEHHOro paboyero
cronal 79

2.3.1 Co3paHuAa nakeTta ANA yAa/IeHHOW YCTaHOBKU

Mocne BbIboOpa pexknma yaaneHHOM YCTaHOBKM NpeasiaraeTcs
BBECTW UMSA M0/1Ib30BATENA U NapPOb, YTOObI BKAOUUTD
aBTomaTuyeckoe obHoBAeHMe npuaoxKeHns ESET NOD32
Antivirus. Beegute uma nonb3oBaTens 1 Naposb (gaHHble 4Ns
ayTeHTUdMKaLMKM, NOSYYEHHbIE NPU NOKYNKEe UK
perncrpauum npoAyKTa) B COOTBETCTBYOWME Noas. Ecam uma
NMonb30BaTeNA U Napo/ib B AaHHbI MOMEHT HEU3BECTHbI, AN
NPOAOJ/IKEHUA YCTAaHOBKM BblbepuTe napameTtp «YCTaHOBUTb
napameTpbl 06HOBIEHUA NO3XKe». ITN AaHHbIE MOXKHO BBECTU
HenocpeacTBEHHO B MpOrpaMme no3aHee.

Cnepyrowmii aTan — HaCcTPOMKA NoaKAoUYeHUaA K HTepHeTy.
Ecnv ncnonb3yeTca NPOKcK-cepBep, MOXKHO YKa3aTb ero
napameTpbl, yCTaHOBMB G1AXKOK «fl MCNOJIb3YH0 MPOKCU-
cepBep». Ecnm npokcu-cepsep He UCMOb3YeTcs, yCTaHOBUTE
dnarKoK «fl He UcNonb3yto NPOKCcU-cepsep». Ecnu Bbl He
yBEpPEHbI B BbIOOPE, MOXKHO MCMNO/b30BaTb TEKYLLME
CUCTEMHbIE NapameTpbl, ycTaHOBMB dnaxok «Mcnonb3oBaTb
CUCTEMHbIE HaCTPOMKNY.

3apaiTe napameTpbl ERA Server (Mms cepBepa, NopT u
naposb), 4Tobbl NpunoxkeHne ESET NOD32 Antivirus
aBTOMaTMYeCcKM nogkntoumnock K ERA Server nocne
YCTaHOBKMU.
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Ha cnegytowem saTane MOXKHO onpegenuTb Nosib3oBaTenemn ¢
npaBamu, KOTOpPble CMOTYT U3MEHATb KOHOUIypaLmio
nporpammsbl. YTo6bl HageNUTb Nob30BaTENEN NPaBaMy,
BblbepuTe UX B CMMCKE B NEBOM YAaCTU OKHA U HAaXKMUTE
KHOMKY «106aBUTb». YTOb6bl 0TO6PA3nUTb BCEX CUCTEMHbIX



nosab3oBaTesiei, yctaHoBuTe Gna*kok «MoKasbiBaTb BCEX
nonb3oBaTtenem».

Cucrema 6bicTporo onoseweHua ThreatSense.Net
npegHasHavyeHa 411 CBOEBPEMEHHOTO MHPOPMUPOBAHUSA
KomnaHum ESET o noasneHnn HoBbIX yrpo3. OHa nomoraet
6bICTPO pearMpoBaTh Ha yrpo3bl ANA 33l MTbl NONb30BATENEN.
3Ta cuctema npeaycmaTpuBaeT nepegady obpasuos
BpeAoHOCHOoro koga B nabopatoputo ESET Threat Lab. Tam
OHU aHanM3unpytoTca, obpabaTtbiBatoTcs U gobasastoTcs B 6asy
AaHHbIX CUrHATYp BMPYCOB. Mo yMmonyaHuo GaaXkoK
«BKAOUUTb cuctemy 6bicTporo onoseleHus ThreatSense.
Net» yctaHoBneH. na nsmeHeHnAa napameTpoB nepesayn
noAo3puTenbHbiX ¢pannoB HaxkMmuTe KHoMNKy «HacTpoiKka».
JononHutenbHyo MHPopmMaumto cMm. B cTaTbe «ThreatSense.

Net» 20,

Cnegyowmm aencTBMemM npu yCTaHOBKe ABIAETCA HAcTPOMKa
06HapYyKeHUA NOTEHUMANbHO HEXKEeNATENbHbIX MPUNONKEHWUN.
MpunoxeHuaA, oTHOCALMECA K MOTEHLMANIbHO
HexenaTesbHoMy MO, MOryT He 6bITb BPeAOHOCHbIMM, OHAKO
OHW YacTo HeraTMBHO BAMAIOT Ha PaboTy onepaLnoHHOM
cuctembl. Takne NporpaMmmbl HacToO NOCTABAAKTCA BMecTe C
NOIE3HbIMU, N UX YCTAHOBKY TPYAHO 3aMeTUTb BO BpeMs
YCTaHOBKM BCEro NakeTa nporpamm. XoTa nNpu ycTaHOBKe
TaKMX MPUIONKEHNIN 0ObIMHO OTOOparkaeTca yBegoMIeHe,
OHW BMOJIHE MOTYT BbITb YCTaHOBNEHbI 6€3 cornacus
nosnb3osatensa. PekomeHayeTcsa BbIOpaTh NapameTp
«BKAIOUNTb O6HapyKeHMe NOTEeHLUA/IbHO HeXKenaTeIbHoro
NO», yTOObLI paspelwmnTb NpuaoxKeHmto ESET NOD32 Antivirus
BbIAB/IATbL YrpO3bl TAKOTO TUNA.

Ha nocnepgHem atane paboTbl MacTepa ycTaHOBKYM BblbepuTte
Lenesyto nanky. Mporpamma yctaHoBkM ESET co3gact
yCTaHOBOYHbIN nakeT (EAV4_Remote_Install.pkg)wn cueHapwnit
yaaneHus npunoxenus (EAV4_Remote_Uninstall.sh).

2.3.2 YpaneHHaA yCTAaHOBKA Ha LeneBbiX KOMMbOTEpPax

MpunoxkeHne ESET NOD32 Antivirus MOXHO YCTaHOBUTb Ha
LeneBblX KOMMbOTEPAX C NOMOLLbIO Nporpammbl Apple
Remote Desktop nnu gpyroro MO, nogaepKMBaKOLLErO
YCTaHOBKY CTaHAapTHbIX NaketoB Mac (.pkg), kKonuposaHue
dalinoB m 3anycK cueHapres 060/104KN Ha LeneBbix
KOMMbloTepax.

Y106bI yCcTaHOBUTL NpuaoxKeHne ESET NOD32 Antivirus c
nomolubto nporpammsl Apple Remote Desktop, BbinosHUTe
KOMaHZAy «YCTaHOBUTb NaKeTbl», BbibepuTte dainn
EAV4_Remote_Install.pkg v HaXXMUTE KHOMKY «YCTaHOBUTbY.

JononHUTeNbHbIE MHCTPYKLMM NO aAMUHUCTPUPOBAHMUIO
KIMEHTCKMX KOMMbOTEPOB € nomoLbio cpeactsa ESET Remote
Administrator cm. B pykoBoacTse nosb3oBaTena ESET Remote
Administrator.

2.3.3 YpaneHHoe yganeHue

YT106bI yaanute npunoxkeHne ESET NOD32 Antivirus c
K/IMEHTCKOTO KOMMbIOTEPA, BbINOJIHUTE ONMUCAHHbIE HUXKE
nencreus.

1. BbinonHuTe KomaHAay « KonupoBaTb 06bEKTbI» B
nporpamme Apple Remote Desktop, BbibepuTe cueHapuii
vaoanenus EAV4_Remote_Uninstall.sh, co3gaHHbIN BMmecTe ¢
YCTaHOBOYHbIM NAaKeTOM, U CKONUPYINTE ero Ha LiesieBble
KOMMbIOTEPDI.

2. BbinonHuTe KomaHay «OTnpaBuTb KOMaHAy Unix» B
nporpamme Apple Remote Desktop. Mo 3aBeplieHumn
yAaneHus B KOHCOM 0TOBPA3NTCA KypHan.

2.3.4 YpaneHHoe o6HOBNEHUE

[na ynaneHHoro obHoBieHUsA npunoxkeHma ESET NOD32
Antivirus BbINONHUTE KOMAHAY «YCTAaHOBUTb NAaKeTbI» B
nporpamme Apple Remote Desktop.

NPUMEYAHUE. HacTpoliku, coxpaHeHHble B NakeTe
yAaneHHoM ycTaHoBKM ESET, He NpUMEHSAIOTCA K LiesneBbiM
KoMnbloTepam BO Bpems obHOBAeHUA. A yaaneHHon
HAcTPOMKKU npunoxeHua ESET NOD32 Antivirus nocne
obHOBNEHMA CcneayeT ucnonb3osaTtb cpeactso ESET Remote
Administrator.

2.4 Bsoa umeHM Noab30BaTeNA U Napona

[Ons obecneyeHna oNTUMaIbHOM PaboTbl NPOrpaMmMbl BaXKHO
BKNHOYMTb aBTOMATUYECKYIO 3arpy3Kky o6HoBAeHMI 6a3bl
[AaHHbIX CUTHATYP BMPYCOB. 9TO BO3MOXHO TO/IbKO B TOM
c/lyyae, ecm B napameTpax 06HOoBAEHMsA| 16] yKasaHbl
npaBu/ibHble UMSA NONIb30BaTENA 1 NAPOb.

2.5 CkaHupoBaHue MK no TpeboBaHuio

Mocne yctaHoBKK npunoxeHma ESET NOD32 Antivirus cnegyet
BbINONHUTbL CKAaHMPOBAHME KOMNMNbIOTEPA HA Hanume
BPeAO0HOCHOTO KoAa. B rnaBHOM OKHe nporpammsl Bbibepute
NyHKT « CKaHMpoBaHWe KOMMNbloTepa», a 3aTem —
«CKaHupoBaHue Smart». [lonosHUTEeNbHYI0 MHOOPMALUIO O
CKAaHMPOBAHMM KOMMbtoTEpa No TpeboBaHUIO CM. B pasgene
«CkaHuposaHue MK no Tpe6osatuiox [ 11,




3. PyKoBOACTBO A1 HAUMHAKOLLMUX

I3TOT pasgen coaepKut o63op npunoxkeHmnsa ESET NOD32
Antivirus 1 ero 0OCHOBHbIX NAapameTpPOB.

3.1 BBogHble cBeaeHuA 06 nHtepdeiice
NoNb30BaTeNA: PEXXUMbI

nasHoe okHo ESET NOD32 Antivirus pasgeneHo Ha ase
OCHOBHble YacT. OCHOBHOE OKHO CnpaBa CoAEePKUT
MHGOPMaALMIO, OTHOCALLYHOCA K MapamMeTpy, BbibpaHHOMY B
rMaBHOM MEHIO C/eBa.

HuKe onucaHbl NYHKTbI F1aBHOTO MEHHO.

e «CoCTosiHME 3aLWUTbI»: 3TOT NYHKT NpeaocTaBaseT
nHbopmaLmio o cocTossHUKM 3awmnTbl ESET NOD32 Antivirus.
Ec/v aKTMBMPOBAH pacLUMPEHHbIN peXum, oTobpakaeTca
noameHto «CTaTUCTUKa».

e «CKaHUPOBaHUE KOMMbIOTEPa»: 3TOT MYHKT NO3BOAAET
HaCTPOWTb M1 3aNyCTUTb CKAHUPOBAHUE KOMMbIOTEPA NO
TpeboBaHuio.

® «O6HOBNEHUEY: BbIBOAMT MHOPMaLMIO 06 0BHOBNEHUSAX
6a3bl JaHHbIX CUFHATYP BUPYCOB.

e «HacTpoiika»: 3TOT MapameTp NO3BONAET HACTPOUTb
ypoBeHb 6e30MacHOCTM KomnbloTepa. Ecnn akTMBMpoBaH
paclMpEHHbIN peXum, oTobparkaeTca NogMeHto «3aluTa
OT BUPYCOB U LUIMMOHCKUX NPOrpammy.

e «CnyxebHble NPOrpaMmbI»: 3TOT MYHKT NpeaocTasaseT
J0CTyn K dainam KypHana, nanke KapaHTMHA 1
NNaHUpPOBLUMKY. OH 0TOBParKaeTCcs TO/IbKO B PacLUMPEHHOM
pexume.

e «CnpaBKa»: 3TOT NYHKT NpeaocTaBaseT MHGopMaLuo o
nporpamme, a TakxKe 4ocTyn K dainam cnpaeku, base
3HaHuI B IHTepHeTe 1 Beb-caTy KomnaHum ESET.

NHTepdeic nonbsosaTena ESET NOD32 Antivirus nossonser
NepeKaYaTbCa MEXAY CTaHAAPTHBIM U PACLUMPEHHBIM
pexnumamu. CTaHZAPTHBIW PeXMM NpeaocTaBAfeT fOCTyn K
byHKLMAM, HEOBXOAMMbIM A/1A BbINOJHEHUA 0ObIYHbIX
onepaumit. PaclwmpeHHble GYHKLMM MPU 3TOM HeLOCTYMHbI.
[NnA nepekntoyeHns MexXay pexxMMamm UCnosib3yrTe 3HAYOK «
+» PASOM C NYHKTOM « AKTUBUPOBATb PaCLUMPEHHbIA PeXUm»
WAV «AKTUBMPOBATb CTAHAAPTHLIN PEXUM» B IEBOM HUKHEM
YFNly FIaBHOTO OKHA MPUIOXKEHUA.

OO6bIYHbIN peXXMM NPeaocTaBAeT 4OCTYN KO BceM GYHKUUAM,
HeobXoAMMbIM A/1A BbINOAHEHUA 0ObIYHbIX ONepaLuii.
PacwmpeHHble GyHKLMM NPU 3TOM HELOCTYMHbI.

Mpun NnepekntoYeHNN B PacLUMPEHHbIV PEXKUM B FN1aBHOM MEHIO
noasaseTcA NyHKT «Cny:KebHble nporpammbl». OH no3sonseT
MCMNo/b30BaTb NogMeHI0 «Painbl KypHana», «KapaHTUH» n
«MnaHnpoBLWUKY.

NMPUMEYAHMUE. anee B 3TOM pyKOBOACTBE BCE YKa3aHMA
OTHOCATCA K PaCLUMPEHHOMY PEeXUMY.

CTaHAAPTHbLIN PeXKUm
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3.1.1 NpoBepKa paboTocNOCO6HOCTU CUCTEMDI

YT106bI NPOCMOTPETL COCTOAHME 3aLUTbI, BbIOepuTe
COOTBETCTBYIOLLMI NYHKT B [TaBHOM MeH0. B rnaBHOM OKHe
nosABUTCA cBoAHan MHpopmauus o paboTte npunoxenus ESET
NOD32 Antivirus a Tak:ke NOAMEHIO CTaTUCTUKKU. OTKpoOTe 3TO
noAMeHto, YTobbl NpocmoTpeTb 6onee NOAPO6HbIE CBEAEHUSA
N CTaTUCTUYECKYHO MHDOPMALLMIO O CKAHUPOBAHUMN
KomnbtoTepa. OKHO «CTaTUCTUKA» AOCTYMHO TO/IbKO B
paclUMPEHHOM peXXnme.
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3.1.2 [eicTBUA, KOTOPbIE CieayeT BbiNOJHUTb, €CK
npunoxkeHue He paboTaet HagneKawmm obpasom

Ecnv BKAOYEHHble MOAYNM pPaboTatoT NPaBUIbHO, OHK
o603HayvatoTca 3es1eHbIM Gpaarkkom. Mpu BO3HUKHOBEHUM
npobaem NoABAAETCA OpaHXKeEBbIM 3HAUYOK YBEAOMAEHUA UK
KPacHbIN BOCKINLATE/NbHbIN 3HAK, @ B BEPXHEM YacTh OKHa
BbIBOAATCA AOMNONHUTENbHbIE CBeAeHUA. Kpome Toro,
npegnaraetca peweHue npobsiembl. YTobbl U3IMEHUTD
COCTOAHME OTAENBHOTO MOAYAA, BbIbepuTe B rNaBHOM MEH0
NyHKT «HacTpoiika» 1 BbibepuTe moay b.



Ecnv npesnosKeHHble peLeHns He No3BONAIOT YCTPAHUTb
npobnemy, Bbibepute NyHKT «CnpaBKa» Ans A0CTyna K
daiinam cnpaBkM UK NOUCKA B Base 3HAHWUI.

Ecnv Bam noTpebyeTcs nomollb, 06paTuTech B CyKOY
noaaepku komnaHum ESET Ha Beb-caiiTe ESET. Cneunanuctsl
CNYXKObl NOAAEPKKU ONEepPaTUBHO OTBETAT Ha BalLW BOMPOCHI U
NMOMOTYT HalTK pelueHne npobiemsl.

ESET Business Edition
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4. PaboTtaet c ESET NOD32 Antivirus

4.1 3awmTa OT BUPYCOB M LUNMOHCKUX NpOrpamm

JTa cuctema obecnevnBaeT 3aluTy OT BPEAOHOCHbIX aTak,
n3MeHnAn dalinbl, NOTEHLMANbHO NpeacTaBAAoLLME YTPO3y.
Mpu 06HapyKeHUM BPeLOHOCHOIO KOAa MOAY/lb 3alMTbl OT
BMPYCOB M LUMMOHCKMX NpOrpamm obe3speskmBaerT ero,
6710KMpPYA €ro BbINONHEHNE, a 3aTEM OUULLAA, YAANAR UK
nomeLas Ha KapaHTUH.

4.1.1 3awura B pexxume peasibHOro BpemMeHu

DYHKLMSA 3aLWNTbI B PEXKMME pPeasibHOro BpeMeHu
KOHTPO/IMPYET BCE COBbLITUA B CUCTEME, OTHOCALLMECA K
3aluTe oT BUPYCOB. Bce daliibl CKaHMPYIOTCA Ha HaMumne
BPEAOHOCHOro KOZa BO BPEMS MX OTKPbITUA, CO34aHUA UK
3anycKa. 3almTa B peXkMme peasibHOro BpemeHu 3anyckaerca
Mpu 3arpysKke onepaumoHHON CUCTEMBI.

4.1.1.1 HacTpoiika 3awWwuTbl B peXXMme peasibHOro BpemeHu

®YHKLMA 3aLWMTbI B PEXKMME peanibHOro BpemMeHu nposepseT
BCE TUMbl HOCUTE/IEN U 3anyCcKaeTcA PasIMYHbIMK COBbITUAMM.
®YHKLMA 33Tl B PEXXMME peasibHOro BpEMEHM UCMONb3YeT
pasHble TexHonornm obHapyxeHusa supycos ThreatSense,
onucaHHble B pasaene «HacTpolika napameTpos Moayns
ThreatSense»|13). Cnoco6bl 06paboTKM HOBbIX U
CyLLecTBYHOLWMX GaNN0OB 3TOM PYHKLMEN MOTYT Pa3INYaThCA.
Mpn 06paboTKe HOBbIX haltN0B MOTYT ObITb MPUMEHEHbI
yrny6aeHHble cnocobbl KOHTPOAA.

Mo ymonyaHuto GyHKLMA 3aLMTbl B PEXKMME peasibHOro
BPEeMEeHM 3anycKaeTca Npu 3arpysKke cuctemol M obecneynsaet
NMOCTOAHHOE CKaHMpoBaHMe. B 0cobbix cayyanx (Hanpumep,
Npy" BOSHUKHOBEHUM KOHMIMKTA C APYTMM MOAYIEM
CKAHMPOBAHWA B pEXXMME peanbHOro BpemeHu) paboTty
OYHKLMM MOXKHO NpepBaTb, Haxas 3Ha4oK ESET NOD32
Antivirus, pacnonoeHHbIN B CTPOKE MeH!IO (B BEPXHEW YacTu
3KpaHa) 1 Bbibpas BapMaHT «OTKAOUYUTL 3aWwmTy PainNioBoii
CUCTEMbI B PeXKMME peanbHoro BpemeHu». TakKe paboTy
bYHKUMM 3aLUKTBI B PEXKMME PeasibHOro BpEeMEHM MOXKHO
npepsaTh U3 FaBHOFO OKHa nNporpammbl («HacTpoika» >
«AHTUBUPYCY» > KOTKAOUUTBY).

Y106bI UBMEHUTH PaCLUMPEHHbIE NAPaMETPbI 3aLLUTbI B
pexume peasibHOro BPEMEHMU, BOCMO/b3YUTECh MYHKTaMM
MeHto «HacTpoika» > «BBecTU HaCTPOMKUN NPUNOXKEHUSA...» >
«3awuTa» > «3aluTa B pexume peasnbHOro BpemeHu» 1
Ha*kKMUTe KHoMKy «HacTpoiika...» pagom c NyHKTOM
«PacwmpeHHble pyHKUUN» (onvcaHMe NpuBeaeHO B pasaene
«PacuwimpeHHble NapameTpbl CKAHUPOBAHUAY Wﬁ).

4.1.1.1.1 CkaHupoBaTb Npu (CKAaHMpPOBaHKE NpU
HacTynneHuu cobbitua)

Mo ymonyaHuto Bce daliibl CKAHUPYOTCA NPU OTKPBITUM,
CO3JaHUM 1 BbINONHEHUU. PEKOMEHAYETCA HE U3MEHATb
HaCTPOMKM N0 YMONYaHMIO, MOCKOIbKY OHU 0becrneynsatoT
MaKCMMaJ/IbHYHO 3aLLMTY KOMMbIOTEPaA B PEXMME pPeasibHOro
BPEMEHMU.
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4.1.1.1.2 PacwupeHHble napameTpbl CKAHUPOBAHUA

B 3TOM OKHEe MOKHO onpeaennTb TUMbl 06BEKTOB, KOTOPbIE
6yaeT ckaHupoBaTb Mmoaynb ThreatSense, BKIOYUTL UK
OTK/IIOYUTH PACLUMPEHHYIO 3BPUCTUKY, a TaKKe U3MEHUTb
HACTPOMKKN apXmnBOB 1 GpaoBOro Kalla.

M3meHATb 3HaYeHUs No ymoa4aHuio B pasaene «MapameTpbl
CKaHUPOBaAHMA apXUBOB MO YMO/IYAaHUIO» HE PeKOMeHayeTcA.
MckatoyeHnamm moryT 6bITb Te caydau, Korga Tpebyetca
YCTPaHWUTb ONpeaeneHHyto Npobaemy, NOCKO/bKY yBENNYEHNE
YPOBHS B/IOKEHHOCTU $alNoB B apXMBE MOMKET CHU3UTb
NPOU3BOAMUTENIbHOCTb CUCTEMDI.

MO>KHO BKNHOUYUTL MAN OTKIIOYUTL PaclMpeHHoe
3BpUCTUYECKOe CKaHupoBaHue ThreatSense no otaesbHOCTH
[ON1A 3anyCKaeMblx, CO34aBaeMbIX UM U3MeHaeMblx Gpaiiios,
yCTaHOBMB GNarKoK «PaclumpeHHas 3BpuCcTUKa» B
COOTBETCTBYIOLWMX pasgenax napameTpos ThreatSense.

YT106bI CBECTM K MUHUMYMY BAMAHME 3aLWMUTbI B PEXUME
peanbHOro BpeMeHM Ha CUCTEeMY, MOXHO 3a4aTb pa3mep Kalua
onTMMm3auMn. 3Ta GYHKLMA aKTUBHA, €C/IM UCMO/b3YeTCs
napameTtp «BKAOUUTb OUUCTKY ¢aitnoBoro Kawa». Ecam oH
OTK/ItOUEeH, Bce dalinbl CKAHUPYIOTCA Kaxabli pas npu goctyne
K HUM. ®aiinbl He ByayT CKAHMPOBATLCA MOBTOPHO Noc/e
K3LMPOBaHUSA (€CAN OHM He BblIM U3MEHEHDI), MOKa He
NpeBbILEH YKa3aHHbIN pa3mep Kawwa. Palisibl CKaHupyoTcA
MOBTOPHO Cpasy nocne o6HoBAeHUA 6a3bl AaHHbIX CUTHATYP
BMPYCOB.

YTOObI BK/IOUYUTDL UM OTKAHOUNTL 3TY GYHKLNIO, UCNONb3YNTe
napameTp «BKAoUMTb OUMCTKY PaiinoBoro Kawa». Ytobbl
334aTb 06beM KalMpyemblix painnos, BBeAUTE HYXKHOe
3HayeHue B NnoJsie BBoAa «Pasmep Kaway.

B okHe «HacTtpoiika moaynsa ThreatSense» MOXKHO HaCTPOUTb
[OMNONHUTE/IbHbBIE NAPAaMETPbl CKAHMPOBaHUA, HaNpumep
MOKHO OnpeaennTb TUMbl 06bEKTOB, KOTOPblE HEOBXOAMMO
CKaHWPOBATb, UCMO/Ib3yeMble NAapaMeTPbl U YPOBEHb OYUCTKY,
a TaKKe yKa3aTb pacluMpeHUa N OFpaHUYEeHUA pa3mepa
dalinoB gNA 3aWMTbI B peXKMME peasibHoro spemeHn. OKHO
HacTponKku moayna ThreatSense MOXKHO OTKPbITb, HAXKaB
KHOMKY «HacTpoiika» pagom c anemeHTom « Moaynb
ThreatSense» B OKHe paclUMPEHHON HAaCTPOMKK.
JononHuTenbHyo MHPOPMaLMIO O MapameTpax Moayns
ThreatSense cm. B pasaene «HacTponka napaMeTpoB Moaya
ThreatSense» [ 131,

4.1.1.1.3 WcknouyeHUa U3 CKaHUPOBaHUA

B aTOM pasaene MoXKHO UCKAOYNTL onpeseneHHble ¢aﬁl’lbl n
nankun U3 CKaHMPOBaHUA.

e «[IlyTb»: NyTb K UCKAtOYaeMbIM dalinam v nankam.

e «Yrposa»: ecnum pAagom ¢ UCKIYaeMbiM dalinom yKasaHo
UMA yrpo3bl, Gaitn He CKaHMpPYeTCA TO/IbKO Ha NpeaMeT 3TO
yrposbl, a He Bceraa. Ecam ¢pain okaxkeTtca 3apakeH Apyroin
BPEeAO0HOCHOM NPOrpammoii, Moay/b 3alnUTbl OT BUPYCOB ee
06HapYKuUT.



® «[106aBUTb»: KOMAHAA, MCKOYAIOLLAA 06bEKTbI U3
CKaHMpOBaHMA. BBeguTe NyTb K 06bEKTY (AoNycKaeTcs
MCMNOo/Ib30BaHMe 3HAaKOB NOACTAaHOBKU * 1 ?) n1nbo BbibepuTe
dalin unv nanky B ApPeBOBUAHON CTPYKTYpe.

¢ «M3MEHUTb...»: KOMaHAA, U3MEHAIOLWAA BblAeNEHHble
3anucu.

® «YAanuTb»: KOMaHAa, Y4aNAOLWAN BblaeeHHble 3anucu.

e «[Mo ymonuaHuio»: KOMaHAa, OTMEHAIOLWAs BCe
UCKAtOYeHUA.

4.1.1.2 WN3meHeHMe NnapameTpoB 3aLUTbl B peXxume
peanbHOro BpemeHu

3awuTa B pexxnmme peasbHOro BpemeHu aBaseTca Hanbonee
CYLLECTBEHHbIM 3/1IEMEHTOM BCel cucTembl obecneveHun
6e3onacHocTW. M3meHATb MapameTpbl MOAYS 3aWMUTbI B
pexnume peasibHOro BPEMEHU CNefyeT C OCTOPOXKHOCTbIO.
PekomeHAayeTca fienaTb 3TO TO/IbKO B 0COBbIX Cy4anx,
Hanpumep NPy BO3HUKHOBEHWUU KOHOAMKTOB C KAKMMU-TNB0
NPUNOKEHUAMU UIN MOAYNAMU CKAHUPOBAHUA B PEXKMUME
peanbHOro BpeMeHU ApYrux aHTUBUPYCHbIX MPOrpaMmm.

Mocne yctaHosku ESET NOD32 Antivirus Bce napameTpbl
ONTUMMU3NPOBAHbI 419 MaKCUMMAJIbHOW 3aLUTbl CUCTEMDBI.
YT106bl BOCCTAHOBUTL NAPAMETPbI MO YMONYAHUIO, HAXKMUTE
KHOMKY «Io yMON4YaHUIO» B 1€BOM HUMNKHEM YI/ly OKHA
«3aluUTa B pexxume peasbHOro BpeMeHu» (ananorosoe
OKHO «HacTpoika» > «BBecTU HaCTPOMKU NPUNOXKEHUA...» >
«3awuTan > «3almuTa B pexume peasibHOro BpeMeHu»).

4.1.1.3 TpoBepKa 3awWuTbl B peXXUMe peasibHOro BpemMeHu

Y106bI NpOBEPUTL paboTocnocobHOCTb 1 3 HEKTUBHOCTb
3alLUMTbI B PEKMME PeasibHOro BpeMeHM, BOCMO/b3yMTech
TecToBbiM pansiom eicar.com. 3To cneumanbHbin 6e3BpegHbIn
daiin, obHapyKMBAEMbI BCEMU aHTUBUPYCHbIMM
nporpammamu. OH co3zgaH nHctutyTom EICAR (EBponeiicknit
WMHCTUTYT @aHTUBUPYCHbIX KOMMbIOTEPHbIX MCCe0BaHMIA) Ans
TECTUPOBAHMA GYHKLMOHANBHOCTM aHTUBUPYCHbIX MPOrpamm.

4.1.1.4 JleiAcTBMA, KOTOpPbIE CiIeAyeT BbIMNOJIHUTb, €C/IU
MOAY/b 3aLUTbI B PeXXMMe peasibHOro BpemeHu He
paboraer

B aTOM paszene onucaHbl Npobaembl, KOTOpble MOTYT
BO3HWKHYTb MPW 3alLMTe B PEXKMME PEaNbHOTO BPEMEHH, U1
Cnocobbl UX ycTpaHeHus.

3awnT a B pexume peaibHOro BpeMeHu OT KAKYeHa

Ecnv 3alumTa B pemMme peasnbHOro BpeMeHu bblna cnyvyanHo
OTK/ItOYEHA M0/Ib30BATENIEM, €€ HY}KHO BKIOYUTb. YTOObI
BK/IIOYUTb 3aLLUTY B PEXKMME PeanbHOro BpeMeHw, nepenanTe
Ha cTpaHuuy «HacTpoiika» > «3awumrTa oT BUPYCOB U
LNMOHCKUX NPOrPamMmM» U LLLENKHUTE CCbINKY «BKnountb
3alLUTY B peXKMme peanbHOro BpemeHu» crnpasa B rnaBHOM
OKHe MpuaoXKeHna. Kpome Toro, 3almTy B pexume peasbHoro
BPEMEHU MOXHO BKOYUTb B A4MANIOTOBOM OKHe
paclMpPeHHON HACTPOIMKKM B pasaene «3awmra» > «3awmra B
pexXume peanbHOro BpemeHu», BbiIbpas napameTp
«BKNOYUTDb 3aLLUTY B peXKume peasibHOro BpemeHu».

800 3awwra

. X .28

I 3awura cucrems | 3amura 8 pexmme peansHoro spemenn | Ckaunposanme MK Mcxniovenus -

¥ BiniounTs 3auuTy $ainosoi cHCTeMsI B PEXMME PEANBHOTD BPEMEH )

TS

Crannposats npu: M Otkpsitue daiina
Co3panne daina
™ Mcnonnenne daina

Pact : (Hacrpoiika... )

Moayns 3a1nT ainom0f CACTEMb 8 PEXAME PEATLHOTD BpeMErH ace cobumua i 33wt
& CuCTeme U NposepAET (AN Ha HANKIME BPEROHOCHOD KOAR NPH WX OTKPEITAW, 3aKPLITAN WM JANYCKE HA KOMMLIOTEPE. 3ACCH
MOKHO HACTOOWTE NADAMETPH JAUTH BAANOBOA CHCTEMBI B DEXHME PEANSHOTD BPEMEHH.

@ (Cemomams) o) (o)

OYHKLUMA 331 UT bl B PEXXKMME PEasbHOr0 BPEMEHM He
0b6HapyX uBaetr BUPYChI

Ybeautech, UTO Ha KOMMbIOTEPE HE YCTAaHOBAEHO Apyroe
aHTUBUPYCHOE NpunoxeHue. MNpu ogHOBPEMEHHOM paboTe
ABYX CUCTEM 3aLLUMUTBI OT BUPYCOB B PEXKUME peasibHoro
BPEMEHM MOTYT BO3HMKATb KOHOAMKTbI. PekomeHayeTca
YAanuUTb BCE APYI1e aHTUBUPYCHbIE NPUIOMKEHUA.

3awWmnT a B pex uMe peaNbHOro BDEMeHU He 3anNyCcKaeT cA
Ecav moZy b 3aWMTbl B pEXKMME pPeanbHOro BpeMeHu He
MHULMANN3MPYETCA NPU 3aMNyCKe CUCTEMbI, 3TO MOXKET ObITb
BbI3BAaHO KOHGIMKTOM C ApYrMMK Nporpammamu. B atom
c/nly4ae obpaTUTeCh 33 KOHCY/IbTalMeN K cneumnannctam
CNYXKObl TeXHMYECKOM noaaep»Kkm ESET.

4.1.2 CkaHuposaHue K no Tpe6oBaHuio

Mpu 06HapPYKEHNUN CUMMTOMOB BO3MOYKHOIO 3aParKeHNn
KomnbloTepa (HeobblYHOE NoBeAeHME U T. N.) 3anycTuTe
CKaHMPOBaHME KOMMbIOTEepPa, BOCMNO/Ib30BABLUMCL KOMAHLAMM
«CKaHMpoBaHMe KomnbloTepa» > «CKaHMpoBaHMe Smart».
Ons obecneyeHns MakCMMaIbHOM 3aLWMTbl CKAHMPOBaHME
KOMNbloTepa cnesyeT BbIMONHATb PErYAPHO, @ HE TO/IbKO Npwu
NoL03PEHMM Ha 3aparkeHne. PerynsapHoe ckaHMpoBaHue
no3BONAET 0OHAPYXUTb BUPYChI, NPONYLLEHHbIE MOAYAeM
CKAHMPOBAHMA B PEKMME PeasibHOro BPeMEHW Npu X 3anucu
Ha AWMCK. DTO MOXKET NPOU30MNTU, €CIM MOAYb CKAHUPOBAHUA
B PEeXMME peasibHOro BpemeHu bbli OTKAOYEH UK
Mcnosib3oBasiach ycTapesLan 6asa AaHHbIX CUTHATYP BUPYCOB.

PekomeHayeTcA 3anyckaTb CKAHMPOBAHME KOMMbIOTEPA MO
TpeboBaHMIO X0TA Obl pa3 B mecsaL,. MOXHO HacTpoUTb
CKAHMPOBAHMeE TaK, YTOObl OHO 3aMycKasoCb MO pacnmncanumto (
«Cny»ebHble nporpammbl» > «[NaHUPOBLLUKY).

800 ESET NOD32 Antivirus

ESET NOD32 Antivirus 4 Business Edition

COCTOAHME 3aLMTE Cranuposatme MK

@ camporaimeic ») Cianmposarue Smart
CKaHDOBANHE MOKALHBIX AMCKOB

() ez %) Bubopouoe cranuposaiie. ©
BuBOP NPoduna U Ueneskix 06LEKTOR CKaHWPOBAHMA
#ai HacTpofika

I coynebine nporpavus

o Cnpasia

HaCTpoiiKa CKaHNPOoBaHWs.

Axruanposars cranaapTHA pers (s
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http://www.eicar.org/anti_virus_test_file.htm

4.1.2.1 Twvn ckaHUpoOBaHMUA

[ocCTynHbl ABa TUNA CKAHUMPOBAHMA KOMMbOTEpa No
TpebosaHuio. Tnn «CKaHMpoBaHMe Smart» nNo3soaseT 6bICTPO
NpPOBEpPUTb CUCTEMY B3 HACTPOMKM KaKMX-1M60 NapameTpos.
Tun «Bbi6opouHOe CKaHMpPOBaHMUE» NO3BOJIAET BbibPaTh
npeaonpeseneHHbln Npoduab CKaHWPOBAHUA U YKa3aTb
06bEKTbI, KOTOPbIE HY}KHO NMPOBEPUTD.

4.1.2.1.1 CkaHupoBaHue Smart

Pexunm ckaHupoBaHuA Smart no3soaseT BbICTPO 3anycTUTbL
CKaHMPOBaHME KOMMbIOTEPA M OYUCTUTb 3aparkeHHble Gpaibl
6e3 BMelLaTeNbCcTBa Nob30BaTens. [NaBHbIM
NpenmyLLeCTBOM 3TOFO MeToAa ABAAETCA NPOCTOTa
MCMNoNb30BaHUA 6e3 feTaNbHOM HAaCTPOMKM NapameTpoB
CKaHUPOBaHUA. DYHKLMA CKaHMPOBaHWA Smart npoBepseT Bce
dalinbl BO Bcex Nankax M aBTOMaTUUYECKM OYULLAET UK
yaanaetr obHapyrKeHHble BUpPYCbl. [Tpy 3TOM aBTOMATUYECKM
MCMNOb3yeTCA YPOBEHb OYMCTKM MO YMOIYAHUIO.
JononHnTeNbHYIO MHPOPMALMIO O TUNAX OYUCTKU CM. B
pasgene «O4YMCTKa» (147,

4.1.2.1.2 Bbi6opoYHOE CKAaHMpPOBaHUE

Bbi6opoyHOE CKaHMPOBAHUE AB/AETCA ONTUMAJIbHbIM
pelleHnemM B TOM C/lydae, eC/iv HY»KHO yKasaTb napameTpbl
CKaHWPOBaHMSA (Hanprumep, 06BEKTbI U METOAbI
CKaHMpoBaHus). MpermyLL,eCcTBOM TaKOro CKaHUPOBaHUA
ABNAETCA BO3MOKHOCTb AE€Ta/IbHOW HAaCTPOMKM NapameTpoB.
PasnnyHble KOHGUTYPaLMM MOXKHO COXPaHWUTL B BUAE
NONb30BaTEIbCKMX NPOdUNE CKaHNMPOBAHMSA, KOTOpble
MOJIe3HbI, €C/IM CKAHMPOBaHWE BbIMOHAETCA PEryisipHo C
O4MHAKOBbIMM MapameTpamm.

YT106bl YKa3aTb 06bEKTbl CKAHMPOBAHWMA, BbIbEpUTE NYHKT
«CKaHupoBaHue KomnbloTepa» > «Bbi6opouHoe
CKaHMpPOBaHUe» Y OTMETbTE HY}KHble 06EKTbl CKAHMPOBAHUA
B ApeBOBUAHON CTPYKType. O6beKTbl CKAHMPOBAHMA MOXKHO
TaKKe onpeaenuTb 6osee TO4YHO. [INA 3TOro yKaxKuTe NyTu K
nankam u dannam, noasexalmMm cKkaHMpoBaHuto. Ecam
TpebyeTca TONIbKO NPOCKaHWPOBaTb cucTeMy 6e3 BbINOSHEHNA
O0MOJIHATE/IbHbIX AEeNCTBUIA MO ee 0YNCTKe, BbibepuTe
napameTp «CKaHUpoBaTb 6€3 OUMCTKUY. Kpome TOro, MOXKHO
BbIOpaTb O4MH M3 TPEX YPOBHEN OUMCTKU B pasgene
«HacTpoiika...» > «OuncTKa».

Monb30oBaTeNsim, He UMerLLMM AO0CTaTOYHOrO ONbITa PaboTbl C
AHTUBUPYCHbIMM NPOrpaMmmamu, He peKomeHayeTcs
BbIMNO/IHATb BbIOBOPOYHOE CKaHMpPOBaHME.

4.1.2.2 O6beKTbl CKAHUPOBaAHUA

[epeBo 06BbEKTOB CKaHMPOBaHMA NO3BO/IAET BbIOpPaTh Gaii/ibl
M Nanku, KOTopble HEO6X0AMMO MPOBEPUTbL Ha HasMYMe
BMPYCOB. BbIBOP NamnoK MOXKET TaKKe OCyLLeCTBAATLCA B
COOTBETCTBMM C NapameTpamm npoduns.

O6beKTbl CKAaHMPOBAHMA MOXKHO onpeaennTb bosee TOYHO,
BBeAA NyTb K ManKam uau dalinam, nognexawmm
CKaHMpPOBaHMIO. BbibepuTe 06bEKTbI CKAHMPOBAHUA B AepeBe,
coaepKallem BCe AOCTYMHble HAa KOMMNbIOTEPE NanKu.
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4.1.2.3 Mpodunu cKaHMpoOBaHUA

MpeanoyYTUTENbHbIE HACTPOMKM CKAHUMPOBAHUA MOMKHO
COXPaHUTb 4N15 UCMOAb30BaHMA B Byayliem. PekomeHayeTcs
€034aTb OTAE/NbHbIN NPOGUAb ANA KAXKA0r0 PerynapHo
MCnob3yeMoro Habopa napameTpos (C Pas3IMYHbIMM
06bEKTaMM U METOAAMM CKAaHUPOBAHUA U T. 4.).

YT106bI CO34aTb Npodub, BbibepuTe NYHKT «HacTpoiika» >
«BBECTU HACTPOMKM NPUNOKEHUA...» > «3aluuUTa» >
«CKaHMpoBaHMe KoMnbloTepa» 1 Bbibepute KomaHay
«M3meHUTb» PAAOM CO CMUCKOM CYLLECTBYOWMX npodunen.

800 3aumra
o pad O o
E! OBioBnenue  Cayxe6Hue nporpamis  Monksosarens  Pasnoe
| 3awmra cueremb | 3awmTa B pesume peansHoro BpeMeHy | CaHuposane MK | Mckniovenus
TIPOGUNL MHTENNEKTYNEHOTD CKAHUPOBAH HA:
| Cxanmposanne Smart 3] ( Mawewnrs... )
HacTpofika npodmneit
MNpoduns ckauposanus:
| Cxanmposanne Smart =)
Moayss ThreatSense: ( Hacrpoiika...
ObuexThi ckanuposauus: ( Hacrpoitka...
Moaynk CKanupoBaHMA NO TPeGOBAHMIO MCMONLIYETCA ANA MPOBEPKW G0 M NANOK HA KOMMLIOTEPE. DTOT MOAYNL MOKHO
3anycKaTh € NOMOWLLIG KoMarasl sCkaniposatue MK B rNasHoM OKHE NPOrpaMMbl. 34€Ch MOXHO HACTPOMTE NapaMeTPsl NPOBEPKM
KommbioTepa no TpeboBaHu .
@ )

NHdopmaumio o co3gaHnm npoduas, COOTBETCTBYIOLLETO
KOHKPETHbIM TPeBOBAHMAM, M OMMCAHME KaxA0ro napameTpa
CKaHMpPOBaHMA CM. B pasaene «HacTpoiika napameTpos
moayna ThreatSense»| 131,

Mpumep. Mpegnonoxunm, nonbsosaTento Tpebyercs co3gaTtb
cobcTBEHHbIV NPOodUIb CKAHMPOBAHUSA, NPUYEM
KOHUrypauma cKaHMpoBaHUA Smart YacTUYHO ycTpamBaeT
ero, 0iHaKo emy He TpebyeTca CKAHMPOBATb YNAKOBLLUKM UK
noTeHuManbHo HebesonacHble MPOrpaMmbl, HO HYKHO
NPUMEHUTb TLLATENIbHYIO OYMCTKY. B Aranorosom okHe
«Cnucok npoduneit Moayns CKaHUPOBAHUA NO
Tpe6oBaHuMIO» BBEAUTE UMA NPODUNSA U HAXKMUTE KHOMKY
«[o6aBuTb», a 3aTem — OK. MNocne 3Toro 3aganTe Hy>KHble
napameTpbl, HacTpons moaynb ThreatSense 1 ykasas
06beKTbl CKAHUPOBAHMUSA.

MNpoduan
JeransHoe CKAHWPOBAHME MNpodune:
CKaHKDOBAHWE YEPES KOHTEKCTHO. .. [
CxanuposaHue Smart
NobasuTs
Yaanute
® (Ommena ) ok )




4.1.3 Hacrpoiika napameTtpoB moaynsa ThreatSense

ThreatSense — 310 TexHoNorMA, 06beANHAIOWAA PAL,
cnocoboB 06HapyXKeHua yrpo3. OHa ABAAETCSA NPOAKTUBHOM, T.
€. 3alMLLIaeT Aarke OT HOBbIX Yrpo3. Mpu 3Tom ncnonb3yeTca
coyeTaHWe MeToh0B (aHa/M3 Koga, MOAEeMPOBaHMeE Ko4a,
0606LeHHbIe CUrHaTYpPbl, CUTHATYpPbl BUPYCOB), KOTOPOE
3HaAYMTe/IbHO NOBbLILWAET ypoBEHb HE€30MacHOCTM KOMMbIOTEPA.
MoZaynb CKaHUMPOBAHUA MOXKET KOHTPOZIMPOBATb HECKO/IbKO
NOTOKOB AaHHbIX OZHOBPEMEHHO, YTO MOBbIWAET
addeKTUBHOCTb 0OHapyKeHuA yrpo3. Kpome Toro,
TexHonorua ThreatSense apdeKTMBHA NPOTUB PYTKUTOB.

TexHonorua ThreatSense No3Bo/AET HACTPOUTb HECKO/IbKO
napameTpoB CKAHUPOBAHUA:

® paclwupeHuns 1 Tunbl GainoBs, NoaaerKalinx CKaHMPOBaAHMIO;
® coyeTaHWe MeToA0B OBHAPYKEHUA Yrpos;

® YPOBHU OYUCTKU U T. A.

YTOObI OTKPbLITb OKHO HAaCTPOMKK, BbIDEPUTE MYHKT
«Hacrpoika» > «3aluTa oT BUPYCOB U LIMUOHCKUX
nporpamm» > «PacluMpeHHasa HaCcTpoiKa NnapameTpoB
3aLWWMUTbl OT BUPYCOB U LUMMOHCKUX MPOrPaMM» U HAXKMUTE
KHOMKY «HacTpoiiKa...» B pa3genax «3awmra CUCTEMbI»,
«3aluTa B pexxume peasbHOro BpemeHu» 1 « CKaHupoBaHue
KOMMNbIOTEPa», B KOTOPbIX NPUMEHSAETCA TEXHONOTUA
ThreatSense (cm. HUKe). PasHble cueHapun obecneyeHus
6e3onacHoOCTM TPebyrT Pa3/IMYHbIX HACTPOEK, MO3TOMY
TexHonoruto ThreatSense MOXKHO HAaCTPOUTb OTAE/IbHO ANA
KaXKA,0ro 13 cnesyowmx Moy en 3alumTbl:
e «3awmra cuctembl» > « ABTOMaTHUYecKas NpoBepka ¢alinos,
MCMONHAEMbIX NPW 3aMyCKe CUCTEMbIY;
® «3awmTa B peasibHOM BpeMeHMU» > «3alluTa B pexrmme
peanbHOro BpemMeHm»;
e «CKaHUpoBaHUe KomnbiloTepa» > «CKaHMpoBaHue
KomnbtoTepa no TpeboBaHuo».

MNapameTpbl ThreatSense onTMMU3NpPOBAHbI A/1A KaXKA0ro 13
MOZAYNeN, N UX U3MEHEHNE MOXKET CYLLECTBEHHO NOBAUATb HA
paboTy cuctembl. Hanpumep, ecnm HaCTPOUTbL NapameTpbl
Taknm 06pa3om, 4To6bl YNaKOBLLMKM NPOBEPANUCH BCErAa UK
MOZY/1b 3aLMTbl B PEXMME peasnbHOro BpeMeHn UCNoib30Ba
pacLIMPEHHYIO 3BPUCTUKY, 3TO MOXKET 3aMeInTb paboTy
cucTembl. B cBA3M € 3TUM peKOMeHAYyeTCcAa HEe U3IMEHATb
napameTpbl ThreatSense No yMoa4YaHUIO HU 1A KaKKX
Mmoaynen, Kpome moaynsa « CKaHMPOBAHUE KOMMbIOTEPA.

4.1.3.1 O6beKTbl

B pasgene « O6bEKTbI» MOXKHO YKasaTb ¢alisibl, KOTopble
HeobXx04MMO NPOBEPUTL Ha MPEAMET 3aparkeHus.

e «®Paiinbi» : ckaHUpYOTCA dainbl BCEX YAaCTO UCMOJIb3yeMbiX
TMNOB (Nporpammbl, N306pakeHUs, 3BYKOBbIE U
Buaeodannbl, Gparinbl 6a3 4aHHbIX U T. 4.).

° «CMMBOJIMYECKUE CCbIJIKMY»: CKaHUpYtoTcA daiabl ocoboro
TUNA, copepiKalLme TEKCTOBYIO CTPOKY, KOoTopas
WHTEPNPETUPYETCA U UCMONb3YEeTCA ONepaLMoOHHON
CMCTEeMOW KaK NyTb K Apyromy dbanay unm Katanory (Tonbko
ANA MOAyNA CKaHMPOBaHMA No TpeboBaHUIo).

e «MoutoBble ¢aiinbi»: ckaHUpytoTca ocobbie painsbl,
copepKallme coobLLEeHNA INEKTPOHHOM NOYTbI (He4OCTYNHO
A9 MOZYNA 3aLMTbl B PEKMME PeanbHOro BpemeHu).

e «loyToBbIE ALWMKU»: CKAHUPYIOTCA NOYTOBbLIE ALLMKM
no/ib30BaTeNs B cMcTeme (He4OCTYMHO A4 MOAYA 3aLLMTbI
B peXunme peanbHOro spemeHun). HenpasunbHoe
MCMO/Ib30BaHME 3TOr0 NapameTpa MOXKeT NPUBECTU K
KOHQIMKTY C MOYTOBLIM KNMEHTOM. [LONONHUTE/IbHYIO
MHbOPMaALMIO O MPEMMYLLECTBAX U HeoCTaTKax
NPYMEHEHMA 3TOro NapameTpa CM. B 3TOM cTaTbe 6asbl
3HAHWN.

® «APXMBbI»: CKAHUPYIOTCA CXKaTble daibl B apxuBax .rar, .
zip, .arj, .tar u T. 4. (He4OCTYNHO ANA MOAYANA 3alUTbI B
peXnume peasibHOro BPEMEHM).

¢ «CamopacnaKoBbIBaKOLWMECA APXMBbI»: CKAHUPYOTCA
balinbl, cogeprralmecs B CaMopacnakoBbIBaOLLMXCSA
apxuBax (HegZOCTYNHO AN MOAYAA 3aLULUTLI B peXUMe
peanbHOro BpeMeHu).

® «YNaKOBLUMKU»: CKAHUPYHOTCA NPOrpamMbl-ynaKoOBLLUKMN,
KOTOpble B OT/IYME OT CTaHZAPTHbLIX apXMBOB
pacnaKkoBbIBatOT Gpai/ibl AMHAMUYECKU B CUCTEMHYIO
NamMATb, U CTaHAAPTHblE CTaTUYeCcKMe ynakoBwukmn (UPX,
yoda, ASPack, FGSu T. a.).

4.1.3.2 TMapameTtpbl

B pa3aene «MapameTpbi» MOXKHO BbiOpaTh MeToAbl, KOTOPbIE
6yAyT MCNONb30BaTbCA NPU CKAHUPOBAHWUM CUCTEMBI HA
npegmeT 3apaxeHua. [locTynHbl cneayrolme BapuaHThbl:

¢ «ba3a AaHHbIX CUFTHATYpP BUPYCOBY»: CUTHATYpPbl BUPYCOB
NMO3BOIAOT TOYHO M HAZEKHO 0OHapYKMBaTb U1
NAEHTUOULMPOBATL 3aPAXKEHUA NO UMEHM.

® «IBPUCTUYECKUI aHANU3»: IBPUCTUYECKMUE aNTOPUTMbI
aHaINM3UPYIOT aKTUBHOCTb NPOrPamMm Ha NpegmeT
BPEAOHOCHbIX AecTBUIA. OCHOBHbBIM NMPENMYLLECTBOM
3BPUCTUYECKOrO aHa/M3a ABAETCA BOSMOXKHOCTb
0b6HapyKMBaTb HOBOE BPeAOHOCHOE NPOorpammMmHoe
obecneveHune, cBe4eHMA O KOTOPOM ellle He nonanu B 6asy
[AHHbIX CUTHATYp BUPYCOB.

e «PaclwmMpeHHas 3BPUCTUKA»: STOT METOZ OCHOBAH Ha
YHUKa/IbHOM 3BPUCTUYECKOM anropuTme, paspaboTaHHOM
KomnaHuel ESET M onTUMU3NPOBAHHOM A1 OOHapyHKeHUs
KOMMbIOTEPHbIX YEPBEN U «TPOSHCKMX KOHEN», HanMCaHHbIX
Ha fA3blKax NPOrpPaMMMPOBAHMA BbICOKOTO YPOBHA.
MNMpumeHeHWe paclMPeHHOW 3BPUCTUKM CYLLECTBEHHO
Y/Iy4LLAET BO3MOKHOCTU 0OHapyKeHUA BPeSOHOCHbIX
nporpamm.

¢ «PeknamHoe/wnunoHckoe/onacHoe MO»: 3Ta KaTeropwmsa
BK/IIOYAET NPOrpammbl, cObMpatoLwme BaXKHyH
nHdopmMaLmio 0 nosb3oBaTenax 6e3 ux cornacma. Kpome
TOro, K Hell OTHOCATCA NMPOrpammbl, NMOKasblBatoLwme
peknamy.

e «MoteHumanbHO HexKenartenbHoe MO»: He Bce
NOTEHLMANbHO HEXKenaTeNbHble NPUIOKEHUA ABNAOTCA
BPeA0HOCHbIMU, OAHAKO OHU MOTYT TEM UMW UHBIM
06pa3om CHUKATb NPOU3BOAUTENIBHOCTL CUCTEMBI. TakMe
NPUNOXKEHUA 0BbIYHO 3anpalLMBatOT NPU YCTaHOBKE
cornacue nonbsosatend. Mlocne ux yctaHoBKM paboTa
cucTemMbl U3MeHseTcA. Hanbonee 3ameTHbI Takue
WN3MEHEHMSA, KaK NOABMEHME HEXeNaTeIbHbIX BCM/bIBAOLLMX
OKOH, 3aMyCK CKPbITbIX MPOLLECCOB, YBENNYEHMNE CTENEHN
MCMO/Ib30BaHMA CUCTEMHBIX PECYPCOB, U3MEHEHWE
pe3y/IbTaTOB MOMCKOBbIX 3aMPOCOB U 0OMEH AaHHbIMM C
yAaNeHHbIMU cepBepamMm.


http://kb.mozillazine.org/Email_scanning_-_pros_and_cons
http://kb.mozillazine.org/Email_scanning_-_pros_and_cons

e «lMoTteHumanbHO onacHoe MO»: B 3Ty KaTeroputo BXoaaT
KOMMepYeCcKmne 3aKOHHbIE MPUNONKEHWUSA, KOTOPbIMU MOTYT
BOCMO/1b30BaTbCA 3/10YMbILUNEHHUKM, €C/IU TaKne
NpUNOXKeHuaA bblnn ycTaHOBNEHbI 6e3 Begoma
nonb3osaTena. 3To B TOM YMC/e CPeACcTBa YAANEHHOTO
AocTyna. Mo ymon4yaHuio 3TOT NapameTp OTK/HOYEH.

4.1.3.3 OuuctKa

MapameTpbl O4UCTKM OMpPeaensitoT Cnocob OUMCTKM
3apakeHHbIX Gaia0B MoAyNeM CKaHMpPoBaHUA. ECTb Tpu
YPOBHSA OYMCTKM, YKa3aHHbIX HUXKeE.

e «be3 oUYUCTKM»: 3aparkeHHble Gpai/ibl He oumLaloTCA
aBTOMaTM4Yecku. Nporpamma BbIBOAUT NpeaynperKaeHne 1
npegnaraeT noib30BaTeNto BbIOPATb HYXKHOE AeNCTBUE.

e «CTaHpapTHaA OUUCTKA»: Nporpamma nbiTaeTca
ABTOMATUYECKN OYUCTUTb UK YAANUTb 3apaykeHHbIn daii.
Ec/v HEBO3MOKHO aBTOMATUYECKM BbIbpaTb NpaBuabHOE
OencTBue, Nporpamma npeanaraet caenatb Bbibop
nonb3oBaTento. Boibop npesocTaBaseTca U B TOM Cayyae,
ecnun npegonpeaeneHHoe AeNCTBUE HE MOXKET ObITb
BbIMNOJIHEHO.

e «TwaresbHasA OYMCTKA»: NPOrpaMma OYULLAET UK yaanseT
BCe 3apaKeHHble dalinbl, BKAOYAA apxuBbl. EAMHCTBEHHOE
WCK/IlOYEeHUe — cucteMHble dannbl. Ecamn dpannbi
HEBO3MOXHO OYUCTUTb, BbIBOAUTCA NpeaynpeRaeHune ¢
npegnoxeHnem BbibpaTtb TO MU NHOE AeNCTBUE.

lMpeaynpex geHne. B CTaHOAPTHOM PEXMME OUUCTKM,
KOTOPbIV UCMONb3YETCA MO YMONYAHUIO, apXMB yaanaeTca
Le/IMKOM TO/IbKO B TOM CJly4ae, ec/iv Bce ¢aiiibl B HeEm
3apakeHbl. Ecnn B apxmBe ecTb He3apaKeHHble ¢alinbl, OH He
yaansetca. Ecam 3apaskeHHbI apxmMB OOHAPYKEH B pexnme
TLLATENbHOMN OYUCTKU, OH YAQNAETCA LLe/IMKOM, [aKe ec/iv B
Hem ecTb dalinibl 6e3 BpegoHOCHOro Koaa.

4.1.3.4 PacwmpeHus

PacwmpeHnem HasbiBaeTca YacTb MMeHU dalina, oTaeneHHas
OT OCHOBHOW 4YacTu TouKkon. OHO onpeaenseT TMn ¢anna unm
€ro cofepKmmoro. IToT pasaen napameTtpos ThreatSense
no3BosAeT onpeaennTb TUMbl GanioB, KOTOPbIE HE HYXKHO
CKaHMpPOBATb.

Mo ymonyaHuto ckaHMpytoTcs Bce daitibl HE3aBUCUMO OT UX
pacwupeHusn. Jlloboe paclumpeHne MOXKHO 4006aBUTb B CMIUCOK
WCKOYEHUI U3 CKaHUPoBaHUA. C MOMOLLbIO KHOMOK
«4,06aBUTb» N «YAANUTB» MOXKHO U3MEHATH COAEPKUMOE
CMWCKa, OTKNIOYAA UK BK/OYAA CKaHMPOBaAHME ANA TeX UAn
MHbIX PacLIMpPEeHU.

UckntoueHne pannos U3 CKAaHMPOBAHUA MOXKET
noTpeboBaTbCA, ECAN CKAHUPOBaHWE GaitsIoB HEKOTOPbIX
TUMNOB MeLlaeT HopMasibHOW paboTe Nporpammbl, KOTOpasa MX
ncnonbsyet. Hanpumep, MHoOrAa LenecoobpasHo UCKNUYUTD
M3 CKaHUpoBaHMsA dainbl ¢ pacwmpeHuamm .log, .cfgn .tmp.
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4.1.3.5 OrpaHuyeHusa

B pa3zene «OrpaHUYEHUA» MOXKHO YKa3aTb MaKCMMabHbIN
pasmep 06bEKTOB U KOJIMYECTBO YPOBHEM B/IOKEHHOCTU ANA
CKAHMPOBAHMA aPXMBOB.

e MaKcuMmanbHbIii pa3mep:: onpeaensietT MakCMMaabHbIN
pa3smep CKaHMpyemblx 06bEKTOB. [locne yCTaHOBKM 3TOro
OorpaHUYeHnA MoAY/1b 3alLMTbl OT BUPYCOB ByaeT NpoBepsATh
TO/IbKO 06bEKTbI MEHbLUE yKa3aHHOTo pasmepa. He
peKoMeHAyeTCA U3MEHATb 3HAaYEHMe 3TOro napameTpa no
YMO/IMaHUIO, eC/IN AN1A 3TOro HET 0coboi npuymHbl. OH
npegHa3sHavyeH 405 ONbITHbIX MO/Ib30BaTeNel, KOTOPbIM
HEeobXo0ANMO UCKNOUYNTL Bonblune 06bEKTbI U3
CKaHMPOBAHUA.

° MakcMmanbHOe Bpems CKaHMPOBaHUA:: onpeaenaeT
MaKCMMaibHOEe BpemMs CKaHMpoBaHMA obbeKTa. Eciu
Nno/ib30BaTe b ONPEAEIN 3TO 3HAYEHNE, MOAY/b 3aLLUTbI
OT BMPYCOB MpPepbIBAET CKaHNMPOBaHME TeKyLLEero 06beKTa
Mo UCTEYEHUUN YKAa3aHHOTO MHTepBasa BPpEMEHM
He3aBMCMMO OT TOTO, 3aBEPLUEHO 1N OHO.

¢ MaKcMManbHbIN YPOBEHb BIOXKEHHOCTU:: ONpeaenser
MaKCUMasibHYO rNyBUHY CKaHMpOBaHMA apxnBoB. He
pPEKOMEHAYEeTCA U3MEHATb 3HaYeHMe 3TOro napameTpa no
ymonyaHuto, paBHoe 10; B 06bI4HbIX YCNOBUAX 417 STOrO
HeT 0cobol nNpuumMHbI. Ecnm ckaHMpoBaHue
npexAeBpeMeHHO NpepbIBaeTcA U3-3a NPeBbILEHNA YPOBHA
B/IOYKEHHOCTM, apXMB OCTAETCA HEMPOBEPEHHbIM.

e MaKcumanbHblii pasmep daitna:: onpegenset
MaKCUMa/ibHbI pasmep ¢aiiios B apxuse (nocne
M3B/IeYEHNMA), NOA/IEXKALLMX CKaHNPOBaHUIO. Ecnmn n3-3a
3TOro OrpaHMYeHUs CKaHMPOBaHUE NpepbIBaeTCA 40 ero
3aBepLUeHUSA, apXMB OCTAETCA HENPOBEPEHHDbIM.

4.1.3.6 Apyrue

Mpw BKAtOYEHHOM NapameTpe «OnTumunsauma Smart»
MCNONb3YIOTCA ONTUMA/IbHble HAaCTPOMKM Ana obecrneyeHumn
camoro 3pPeKTUBHOIO YPOBHS CKaHMPOBAHUA C COXPAHEHUEM
€ro BbICOKOW CKOPOCTW. PasHble Moy M 3aWMTbl BbINONHAOT
WHTeNIeKTyaNbHOe CKaHMPOBaHWe, NPUMEHAA OTAEe/IbHbIe
MeToApbl ANA pas3MyHbIX TUNoB ¢ainos. OnTummusauma Smart
He onpeaeneHa B NPOAYKTE KecTKMM obpasom. KonnekTms
pa3paboTtymkoB KomnaHun ESET NocToAHHO BHOCUT B Hee
NU3MEHEHMA, KOTopble MOXHO NMHTerpmposaTtb B ESET NOD32
Antivirus ¢ nomoLbto perynsipHbix o6HoBAeHWI. Ecin
onTMmmM3aumna Smart OTKIOYEeHa, NPU CKaHMPOBAHUN
MCMNO/Ib3YIOTCA TONbKO NOJIb30BATE/IbCKME HACTPOMKM AApa
ThreatSense Kaxgoro moayns.

«CKaHMpOBaTb abTePHATUBHbIE NOTOKMW AAHHbIX»:
NMPUMEHMMO TONIBKO K MOAY/IO CKAHMPOBAHMA NO
TpeboBaHuto.

ANbTEepHATUBHbIE MNOTOKM AaHHbIX (BETBNIEHME PECYPCOB UM
OaHHbIX), cnonb3yemble GainIoBoOM CUCTEMOM — 3TO CBA3M
$alifioB M NanokK, HeAOCTyMHbIe AN 0ObIYHbIX METOANK
CKaHMpPOBaHMA. MHore BpegoHOCHbIE MPOrpaMmbl BblAAOT
cebs 3a aNlbTePHATUBHbIE NMOTOKMU AaHHbIX, YTOObI He ObITb
06HapyXeHHbIMM.



4.1.4 [eiicTBUA NpU BbIABIEHUMN 3aparKeHUA

Bpe,0HOCHbIN KOA MOKET BbITb MOAYYEH U3 Pa3HbIX
MCTOYHMKOB: C BEO-CTPaHML, M3 0OLWMX Nanok, no
3N1EKTPOHHOM NOYTE UAN CO CMEHHbIX HocuTenen (USB-
HakonuTenemn, BHEWHMX ANCKOB, KOMMNaKT- nan DVD-gucKkos,
OUCKET U T. 1.).

Ecnn HabatogatoTcA NPU3HAKM 3aparkeHMA KOMMboTepa
(Hanpumep, oH cTan meg/ieHHee paboTaTb, YaCTO «3aBUCAET»
W T. N.), PEKOMEHAYETCA BbINOJHUTD AENCTBUA, ONUCAHHbIE
HUKe.

1. OtkpoinTe ESET NOD32 Antivirus 1 Bbibepute KomaHay
«CKaHupoBaHUe KoMnbloTepa».

2. Bbibepute napametp «CKaHMpoBaHue Smart»
(mononHUTeNbHYO MHbOPMALMIO CM. B pasaene
«CKaHMpoBaHue Smart» ’1—25).

3. Mo 3aBepLlUeHNN CKaHMPOBaAHMA NPOCMOTPUTE B KypHane
KONIMYECTBO NPOBEPEHHbIX, 3aPaXKEHHbIX U OYULLLEHHbIX
dainos.

Ecnv Heobxoarmo NpoBepuTb TOIbKO YacTb AMCKA, BblibepuTe
napameTp «BbI6OpPOUHOE CKaHMPOBAHME» U YKaXKUTE
06bEKTbI, KOTOPbIE HY}KHO NPOBEPUTD.

Hwuke onucaHo, 4To NnponcxoanT, Korga cuctema ESET NOD32
Antivirus BbiaBnsAeT 3aparkeHue. MNpeanonoKmm, 4tTo
3apaykeHre obHapyKeHo moaynem 3alnTbl GainaoBoii
CUCTEMbI B peXXMME peasibHOro BPEMEHU MPU YPOBHE OYMCTKU
no ymonyaHuto. CHayana Moy b NbITaeTca OYUCTUTb UK
yaanutb paiin. Ecam gencrTene no ymonyaHuio gns Mmoayns
3aWMTbl B peXUMe peasbHOro BpeMeHU He onpeseneHo, ero
npeanaraerca BbibpaTb nosib3osatento. O6bIMHO MOXKHO
BblbpaTh AericTBMe «OUnCTUTLY, «YAanuTb» nam «Huuero He
npegnpuHumatb». [lelicteue «Huuero He npeanpUHMMATL»
BbIOMpPaTb He peKOMeHAYeTcs, TaK Kak B 3TOM C/yyae
3aparkeHHbI dann ocTaHeTcs Ha KomnbloTepe. VIckatoveHnem
MOMKET BbITb CUTYaLMsA, KOF4a MMEEeTCA NOJIHAs YBEPEHHOCTb B
TOoMm, YTO dpaiin besBpeaeH M nonasa nog nogo3peHue no
olnbKe.

«OunCTKa 1 yaaneHue»: UCNob3yhTe O4MCTRY, ecam dain bbin
aTaKOBaH BMpPYcOM, 06aBMBLUMM B HErO BPeAOHOCHbIM Ko, B
3TOM C/ly4ae B NepByto ovepesb cneayeT NonbiTaTbCA O4YUCTUTD
daiin, 4Tobbl BOCCTAHOBUTL €r0 NEepBOHaYa/ibHOE COCTOSIHUE.
Ecnn daiin copepKuT TONbKO BPELOHOCHbBIN Kof, ero cnesyet
y4anuTh.

ESET NOD32 Antivirus (esD

i

ObbexT:
JUsers/support/Downloads feicar-27.com

OBHapyweHa yrposa!l
Tpesora

¥rpo3a:
Eicar TecT daina

KommenTapmi:

CobuTHe NPOMICWNG NPW NONLITKE AOCTYNA K hainy CNeayIouLMM NoUNoKeHneM: |
System/Library/Frameworks /CoreServices.framework/Versions /A/Frameworks
Metadata.framework/Versions /A Support/ mdworker.

( Oudcruts ) Ypanute ) ( HWMEro He NpeAnpUHMMATL )

¥ CepuiTh napameTpsl

¥ CxkonupoBars B KapaHTuH
Mepenats Ha aHanu3

WECKNIOUUTE U3 NPOBEPKU

«YpaneHue painnos U3 apxuBOB. B pexxnume o4nCTKK No
YMOIYaHUIO apXMB YAANAETCA LENMKOM, eCIN OH COAEPKUT
TONIbKO 3apaykeHHble daknbl. MiHaye roBops, apxumBbl, B
KOTOPbIX ecTb He3apaKeHHble dainbl, He yaanatoTcs. OgHaKo
CKaHMpOBaHMe B pexnme «TwaTeNibHaA OUMCTKA» creayet
NMPUMEHATH C OCTOPOXKHOCTbIO: B 3TOM PeXMME apXmB
YAANAeTCcaA, eC/IN COAEPHKUT XOTA Obl 0O4MH 3aparKeHHbIN dann,
He3aBMCMMO OT COCTOSAHUA APYrnx darinos B apxmse.

4.2 O6HOBNEHWE NPUNOXKEHUA

[na obecnevyeHna MakCMManbHOro YPOBHA 6e30nacHoCcTH
HeobxoAMMO perynapHo obHoBAATL NpuioxKeHne ESET NOD32
Antivirus. Moaynb o6HOBNEHWA NOALEPIKMBAET aKTyaIbHOE
COCTOSIHUE NPUJIOXKEHUA, 06HOBAAA 6a3y AAHHbIX CUTHATYP
BMPYCOB.

BbibpaB NyHKT «O6GHOBNEHUE B INTaBHOM MEHI0, MOXHO
Noay4YnTb MHPOPMALMIO O TEKYLLLEM COCTOAHUM OOHOBNEHMUSA,
BKAKOYAA AATy M Bpems NoCaeHEro CeaHca, a Takke ceefeHus
0 HeobxoanMMoCTN 06HOoBIEeHMA. YTOObI BPYyYHYHO 3aMyCcTUTb
npouecc o6HoBNEHUA, HaxkKMUTe « O6HOBUTL 633y AAHHbIX
CUrHaTyp BUPYCOBY.

B 06bI4HOM CMTyaLMK NOC/Ie HOPMAJIbHOTO 3aBepLUEeHKUA
3arpysku B OKHe 06HOB/IEHUSA BbIBOANUTCA coobleHne «basa
DAHHbIX CUTHaTYp BUPYCOB aKTyanbHa». Ecan o6HoBUTL 6asy
[JaHHbIX CUTHATYpP BMPYCOB HEBO3MOXKHO, PEKOMEHAYEeTCA
NPOBEPUTb HACTPONKMN OB6HOBIEHMA Wﬁ, TaK Kak camas
pacnpocTpaHeHHaa NPUYMHA 3TON OWKBKM — HeBEPHO
BBeAEHHble AaHHble ANA ayTeHTUPUKaLMKM (MMA Noab3oBaTeNs
M Naposib) UM HEKOPPEKTHO BblbpPaHHblE NapameTpbl
noakaouenns |22,

B oKHe 06HOB/IEHUS TaKKe BbIBOAATCA CBEAEHWUS O BepCUm
6a3bl faHHbIX CUFHATYP BUPYCOB. YNCNOBOM MHANKATOP
npeacTaBaneT coboit aKTUBHYIO CCbIJIKY Ha CMIMCOK BCex
CUrHaTyp, Ao6aBneHHbIX B 6a3y AaHHbIX B TEKYLLEM
obHoBNEeHUU, Ha Beb-calTe KomnaHum ESET.

NMPUMEYAHME. VimA nonb3osBaTtena v napoab
npeaocTaBaaoTcs kKomnaHuen ESET nocne npuobpeteHusa
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npunoxeHmna ESET NOD32 Antivirus.

4.2.1 O6HoBANEHMHe A0 HOBOW c60pKU

[na obecnevyeHna makCMManbHOM 3aLLMTbl BaXKHO
Mcnonb3oBaTb HoBelwyt cbopKy ESET NOD32 Antivirus.
YT106bI NPOBEPUTL HA/IMUME HOBOM BEPCUM, BbIGEPUTE MYHKT
«O6HOBNAEHUEN» U3 TTABHOTO MEHIO B 1IEBOW YacTu OKHaA. Ecaun
[0CTyMHa HoBasA COOPKaA, B HUXKHEN YacTu OKHa byaeT
BbIBeAEHO cooblieHne «JocT ynHa HOBaA BepCUA 3T 0
nporpammei !». Haxkmute «MoppobHee...», 4TOObI BbIBECTU Ha
3KpaH HOBOE OKHO C MHbOopMaLMel 0 Homepe BEPCUN
[OCTYMHOM COOPKU U MepeyHeM U3MEHEHU.

8006 ESET NOD32 Antivirus
ESETNOD32 Antivirus 4 usiness Edition

EOETITREETL] ba3a AaHHbIX CUrHATYp BUPYCOB aKTyansHa

g Cranuposanue MK

;& Hacrpoiika

% CryxeBHsie nporpasmsi

o Cnpaska

B O6HO8UTS Ba3y AaHHbIX CMHATYP BMPYCOB (i
‘O6HoaneHHe 6a2ui AarHbIX CATHATY BHPYCOD BHNONHEHO yCTEW o,

HacTpoiika UMeHW NONL30BaTENA U NApOns... @
Mporpamma akTuauposasa:

11/18/10 15:43:21
5630 (20101118

Aoctynwa Hosan sepcna 370i nporpamMbil Moapotee.

Mocne auee ycnewnoe oBnosnenme:

Bepeun 62341 AHHLX CUHATYP BUPYCOD.

AKTABADOBTL CTAHAZPTHSIN DKM (esCh

HaxmuTe KHOMKY «3arpy3sutby», 4Tobbl 3arpy3nTb HOBEMLLYHO
cH60pKy. Haxkmunte KHOMKY «3aKpbiTb», YTOObI 3aKPbITb 3TO
OKHO 1 3arpysnTb 06HOBNAEHME NO3AHEeE.

8006 ESET NOD32 Antivirus

HoBas Bepcusa 3TOi NporpaMMel AOCTYNHA ANA 3arpysku!

- YcraHoenewHas sepcua:  4.0.60
Hoeaa poctynHas eepcua: 4.0.80
Mata suinycka: 11/12/11

Paamep nakera: 35.24 M6

CNWCOK M3MEHEHMIM B HOBOM BEPCUMH:

- Fix: Scheduled start-up scan makes daemon crash and GUI is not responding

- Fix: higher memaory consumption issue

- Fix: Custom scan doesn’t work when entering path manually

- Fix: Desktop &quot:Alert window&quat;: Gursor graphical problem

- Fix: Progress bar issue on running on-demand scan

- Feature: Version check

- Fix: GUl crash issue using custom scan on huge archive with log inflag out combination
- Fix: &gquot;Maximum scan time&guot; limitation can cause some problems with GUI
- Fix: Statistics: selected option diagram graphics issue

- Fix: Cut text in Computer Scan results

- Fix: Invisible ESET Cybersecurity window after starting GUI

- Fix: Many help issues

- Fix: Slow page loading in Google Chrome web browser

- Fix: Random Mac OS X freezes after log in

- Eiv: Qrhadilar avasitinm fima ie eattn asmial fima and will nat avasits

[ ]

|

Ecnn HaxkaTb KHONKY «3arpy3uTby», Gainn byaeT 3arpyskeH B
nanky 3arpysokK (uav B BbibpaHHyto B Bpay3sepe nanky no
ymon4yanuto). Korga daiin 6yaet 3arpy»KeH, 3anycTuTe ero u
cnepyiTe yKasaHUAM Mo yCTaHOBKe. Bawn nms nonb3osaTens
M naponb byayT aBTOMATUYECKM NepeHeceHbl B HOBYHO
YCTaHOBJ/IEHHYO Bepcuto. PekomeHayeTca perynispHo
npoBepsTb Han4me o6HOBAEHUI, 0COBEHHO Npw
BbINOHEHMN ycTaHOBKM ESET NOD32 Antivirus ¢ KOMnNakT- nam
DVD-gucka.
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4.2.2 Hacrtpoiika o6HOoBNEHUA

Paspen napameTpoB 06HOBAEHUA COAEPHKUT MHDOPMALMIO 06
MCTOYHMKax OOHOBNEHUI, TaKYHO KaK agpeca cepBepos
06OHOB/NIEHUI U AaHHble ayTeHTUOMKaALMK AN HUX. Mo
YMO/I4aHUIO B pacKpblBatoLlieMcs MeHto «Cepsep
o6HoBeHMI» BbIOpaH NapameTp «Bbibupatb
ABTOMATUUYECKN», 0becrneynBatolmMin aBTOMATUYECKYIO
3arpysky ¢aiinos o6HoBAeHUI ¢ cepBepa ESET ¢
MWHUMANbHbIM pacxogom TpaduKa.

800 O6Hosnenue

k2 x O @
=
auwma CayeBuse nporpamus  Monssoearens  Paswoe
Ocnosnod
Cepeep obHoBAEHHI:
| Buiupars asTomaTueckH 3] ( Mamenure.. )
Wwn nons3osarens: | EAV-12345678 ]
Mapons: sssssses
RN G
D e Ty
Jina oBecneueNuA NONHOM 3aUMTH OT YrPO3 HEOBXOAUMO DEryNAPHO OBHOSNATS Ba3bi AAHNSIX CUTHATYD BMPYCOB. 3AECH MOXHO
HaCTPOMTh NAPAMETDbI OBHOBNEHMA.
® =)

CnU1COK AOCTYNHbIX cepBepoB 0O6HOBNEHUI MOXKHO
NPOCMOTPETb C MOMOLLbIO PacKpbiBatoLerocs meHo «Cepeep
o6HoBEeHUIY. YTOoObI f,06aBUTb B CMMCOK HOBbI CEpPBEP,
Ha)KMUTe KHOMKY «M3meHUTb». 3aTem BBeAWTE aapec cepsepa
B none «Cepep 06HOBNEHUIN» U HAXKMUTE KHOMKY
«[o6aButb». Ana ayTeHTUOMKALMM NPU BXOAE HA cepBepbl
06HOBNEHUI NCNO/B3YHTE UMA NO/Ib30BaTENA M NAaPO/b,
MoJly4YeHHble Nocae NMOKYMKU NPUIOKEHUS.

YT06bI BK/HOUMTL TECTOBbIV PEXUM (415 3arPy3KM TECTOBbIX
0OHOB/IEHUIA), Ha*KMUTE KHOMNKY «HacTpoiika» pagom
paclmMpeHHbIMM NapameTpamMm 1 ycTaHoBUTe GNaXKOK
«BKAOUYNTb TecTOBble 06HOBAEHUAY. YTOObI OTKAOUUTD
oTobpakeHue yBeLOM/IeHUI Ha NaHeNu 3a4a4 Noc/sie KaxKgoro
yCneLwHOo BbINO/IHEHHOrO OBHOBIEHMA, YCTAHOBUTE GIaXKOK
«He oTobpakaTb yBegomneHune o6 ycrnewHom o6HOBAEHUNY.

Y106bl yOaNNTb BpEeMEHHbIEe AaHHble 0OHOBNEHUI, HAXKMUTE
KHOMKY «OUYUCTUTB» PALOM C MYHKTOM «OUMCTUTD KaL
o6HoBneHUIY. Mcnonb3yiiTe 3Ty GYHKUUIO Npn
BO3HWKHOBEHMU Npob6iem B Xoae 0OHOBNEHUA.

4.2.3 Co3paHue 3agay obHoBNEeHUA

O6HOB/IEHME MOXHO 3aMyCTUTb BPYYHYHO C MOMOLLbHO
dyHKUMM «O6HOBUTL 6a3y AaHHbIX CUrHATYP BUPYCOB» B
OCHOBHOM OKHE, KOTOPOE MOoABAAETCA Noc/ae Bbibopa NyHKTa
«O6HOBNAEHME» B [TaBHOM MEHIO.

Kpome Toro, o6HOB/MIEHME MOXKHO BbINONHATL KaK
3an1aHNPOBaHHYHO 3aa4y. YTobbl HacTpouTb
3an1aHNPOBAHHYIO 33434y, NepenaunTe B pasaen
«CnyxebHble nporpammbi» > «MaaHUPOBLLUKY. 10
ymondaHuto B ESET NOD32 Antivirus akTMBMpOBaHblI
YKa3aHHble HUKe 3a4a4u.



® PerynapHoe aBTomaTtuyeckoe o6HoBNEHUe
e ABTOMAaTMyeckoe ob6HOBNEHMe nocne BXOA4a no/szib3oBartena
B cucremy

Kaayto 13 yKasaHHbIX Bbile 33434 0BHOBAEHMA MOXKHO
WN3MEHUTb B COOTBETCTBMM C KOHKPETHbIMU TpeboBaHUAMM.
Kpome 33434 no ymon4aHUio MOXKHO cOo34aTb ApYrue 3a4aun
06HOB/IEHUA C NMONb30BATENIBCKMMU HACTPONKAMM.
JononHutenbHyo MHGOPMaLMIO O CO3A4aHUN N HACTPOIKe
3aga4 obHoBIEHUA CM. B pasaene «AaHNPOBLUMKY ial

4.3 NMnaHupoBLWMUK

MnaHuposwMmK goctyneH, ecnam 8 ESET NOD32 Antivirus
AKTUBMPOBAH PaCLUMPEHHbIN pexum. MNepentn K
NAAHMPOBLLNKY MOXKHO Yepes rnasHoe meHto ESET NOD32
Antivirus, BOCNo/b30BaBLLMCb NYHKTOM «Cny»KebHble
nporpammbi». MAaHUPOBLUUK COLEPKUT NOSHBIV CUCOK BCEX
3aMnJ1aHNPOBaHHbIX 3334 U UX MapameTpbl 3anycKa (aaTy,
BPEMSA U UCNO/Ib3yeMblit MPOdUIb CKAHMPOBAHUS).

800 ESET NOD32 Antivirus
ESETNOD32 Antivirus 4 usiness Edition
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Mo ymonyaHuto B NIaHUPOBLUMKE OTOBpaKatoTcs cneaytowme
3amnJ1aHNpPOBaHHbIe 3a4a4n:

e PerynspHoe aBToMaTuyeckoe o6HoBeHME

e ABTOMaTMyeckoe 06HOBNEHME NOC/e BXOAa NO/b30BaTENA B
cuctemy

® «ABTOMaTMyYecKan nposepka ¢alinos, UCNONHAEMbIX NPU
3amycKe CUCTEMbI»;

® «ABTOMaTMyYecKas nposepka ¢alinos nocae 06HOBAEHUS
6a3bl aHHbIX CUTHATYP BMPYCOBY;

e «O6CNyXMBAHME KypHaNoB» (Moc/e yCTaHOBKM daxKKa
«lMoKa3blBaTb CUCTEMHDbIE 3a4a4nU» NPU HACTPOliKe
NAaHUPOBLLMKA).

[na TOro 4yTo6b6I UIMEHUTL NAPAMETPbI CYLLECTBYHOLLMX
3aMn/1aHNPOBaHHbIX 334a4 (Kak onpesesieHHbIX N0 YMOIYaHUIo,
TaK M N0Nb30BaTe/IbCKUX), LLLENIKHUTE NPAaBOM KHOMKOM MbiLLK
HYKHYIO 33434y M BblbepuTe B KOHTEKCTHOM MEHIO KOMaHAy
«M3MeHUTb...» nnu BbibepuTe 3aga4y, KOTOPY He06XoANMO
M3MEHWTb, @ 3aTEM HaXKMUTE KHOMKY « UI3MEeHUTb...».

4.3.1 HasHauyeHue 3anN1aHMPOBAHHbIX 33434

MNaHWPOBLLMK yNpaBAsET 3aN1aHNPOBaHHbIMM 3a4a4aMu U
3anycKaeT MUX No pacnucaHuIo ¢ NpeaonpeaeneHHbIMU
napameTpamu. MapameTpbl U CBOMCTBA 3334 COAEPKAT TaKyHo
MHPOpPMaLMIO, KaK AaTa U BpeMs BbINOJIHEHUA 334a4K, a
TaK)Ke UCMOob3yemble NP 3TOM NPoduIu.

4.3.2 Co3paHue 3agaun

YT106bI CO34aThb 33434y B NJIAHUPOBLUMKE, HAKMUTE KHOMKY
«[006aBuUTb 3agauy...» UK LENKHUTE NPaBON KHOMKOMN MbILIK
1 BblbepUTE B KOHTEKCTHOM MEH0 KoMaHAy «[,o6aBuTb».
JOoCTYMHbI NATb TUNOB 3aMN1aHMPOBAHHbIX 3343a4. OHUM yKa3aHbl
HUKe.

® 3anycTuTb NPUIOXKEHUe

O6HoBNEeHue

e 0O6cny}KuBaHMe }KypHana

e CkaHuposaHue MK no TpeboBaHuto

¢ Mposepka $paiinos, MCNONHAEMBIX NPU 3aMyCKe CUCTEMDI

Hobasuts 3apnauy

Hazsanue 3agaym:

3annaHWMpoEaHHAA 3a0a4a:

ar

| BuiBpats snauerune

BoinonHUTE 3a4avy:

| Buibpats snavermne |

an

< Hazan fanee >

OTMeHa

MocKkonbKy 06HOBMEHWE — OAHA U3 CaMblX YacTo
MCMO/Ib3yeMbIX 3aN1aHNPOBaHHbIX 33434, HUXKE NPUBELEHbI
CBeAEeHMUA 0 TOM, Kak 406aBUTb HOBYHO 33434y 06HOBAEHMA.

B pacKpblBatoLLemca MeHio «3aniaHMpOoBaHHAA 3aga4a»
BblbepuTe NyHKT «O6HOBNEHUEY. BBeauTe MMA 334a4M B
none «HasBaHue 3agaun». YKaXkKuTe 4acToTy BbINONHEHUA
3343a4M B PACKpbIBaOLLEMCA MEHI0 « BbINONHUTL 3apauy».
JocTynHbl cnegytolwme BapmaHTbl: «Onpepensaerca
nonb3osatenem», «OgHOKpaTHO», «PerynapHo»,
«ExXepHeBHO», «ExXeHepgenbHO» U «Ipun HacTynaeHun
co6bITHAY. B 3aBUCMMOCTM OT YKA3aHHOM YacTOTbI 3amnycka
6yAyT 3anpoLleHbl pas3iMyHble NapameTpbl 06HOBAEHUA.
3aTeM yKaxuTe, Kakoe AencTBue cenyeT npeanpuHUmMaTh,
ec/n 3aja4a He byAeT BbINOIHEHA B YCTAHOB/IEHHOE BPEMS.
JOCTyNHbI yKa3aHHble HUXKe BapUaHTbl.

* Xpatb A0 cneayrowiero sani1aHUPOBaHHOrO MOMEHTA

® BbInoNHUTL 3aia4y Kak MOXHO cKopee

® «BbINONHUTL 3aa4y HEMeA/IEHHO, eCN Bpems,
npouwejluee c nocneaHero 3anycka, NpesbICUNO
YKa3aHHbI MHTEpPBan» (MHTepBas MOXHO YKas3aTb C
nomotubto napameTpa « MMHUMaNbHBI UHTEPBAN MEXAY
3agauamm»)
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Mocne 3Toro NOABUTCA OKHO CO CBOAHOM MHPOpPMaL e o
TeKyLLel 3an1aHMPoBaHHOM 3a4a4e. HaxkmuTe KHOMKy
«loTtoBOY.

HoBasdA 3a4a4a NOABUTCA B CNUCKe 3an/IaHUPOBAHHbIX.

Mo ymon4aHMto cucTeMa BK/IKOYAET 3aM1aHMPOBaHHbIE 33434,
KoTopble obecneymBatoT NPaBuIbHYO PaboTy NPUIOKEHMUA.
MN3MeHWTb 3T 3a4a4M HeNb3A, U N0 YMOAYAHUIO OHU CKPbITDI.
YTobbl caenaTb 3TM 334344 BUAMMbIMU, BbibepuTe no
ouepeam nyHKTbl «HacTpoiika» > «BBecTn HacTpoiiku
NPUNOXKeHUA...» > «CnyxebHble nporpammbi» >
«MNaHUPOBLUUK» N ycTaHOBUTE daKoK «MoKasbiBaTb
CUCTEMHbIE 3a4a4un».

4.4 KapaHTuH

[NaBHOe Ha3HaYeHMe KapaHTMHA COCTOMUT B U30NALMMU U
6e30MacHOM XpaHeHUM 3aparkeHHbix dpainos. Painbl cnegyet
NomeLLaTb Ha KapaHTWUH, ECIM OHU HE MOTYT BbITb U3/1eYEeHbI
nnv 6e3onacHo yaaneHbl, eCAN yAANATb UX HE PEKOMEHAYeTCA
WM €C/TIN OHM OLIMBOYHO OTHEeCeHbl npunoxeHnem ESET
NOD32 Antivirus K 3apa*KeHHbIM.

MoMecTUTb Ha KapaHTUH MOXKHO Ntobol daiin. PekomeHayeTcs
nomeLLaTb Ha KapaHTMH $alisibl C NOA03PUTE/IbHOM
aKTUBHOCTbIO, KOTOPbIE, TEM HE MEHEE, HE ONpeaenATcA
MOZY/IeM CKaHMPOBaHUSA KaK 3apaeHHble. Palinbl Ha
KapaHTMHE MOKHO NpeaocTaBuUTb B 1abopatoputo ESET ana
OanbHelwero aHanmsa.

800, ESET NOD32 Antivirus
ESET NOD32 Antivirus 4 Business Edition
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MHdpopmauuntio o painnax, NoMeLLeHHbIX Ha KapaHTUH, MOXKHO
NPOCMOTPETb B BUAE TabauLbl, coaepiKallein 4aTy U Bpemsa
nometleHma daiisia Ha KapaHTUH, MYTb K €ro UCXOAHOMY
pacrnonoKeHuto, ero pasmep B 6alTax, NPUUNHY NOMeLLEHUA
daitna Ha KapaHTUH (Hanpumep, MHeHWe Noab3oBaTens) n
KOZIMYECTBO OOHAPYKEHHbIX Yrpo3 (Hanpumep, eciv apxms
COAEPKMUT HECKO/IbKO BMpPYCOB). Manka KapaHTUHa ¢
nsonuposaHHbiMu dainamu (/Library/Application Support/
Eset/cache/esets/quarantine) octaeTca B cUCTEME AaxKe nocse
yaanexuna npunoxkeHna ESET NOD32 Antivirus. B nanke
KapaHTMHa dainbl xpaHATcA B 6e3onacHoOM 3alwmdpoBaHHOM
Buae. X MOXKHO BOCCTaHOBUTb NOC/E NMOBTOPHOM YCTaHOBKMU
npunoxeHmsa ESET NOD32 Antivirus.
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4.4.1 MomeweHue $paiinoB HAa KapaHTUH

MpunoxkeHne ESET NOD32 Antivirus aBTomaTUyeckmu
nomeLllaeT yaaneHHble haiabl Ha KapaHTUH (ecan 3Ta
bYHKLMA He Bblna OTK/OYEHA NOIb30BATENEM B OKHE
npeaynpexaenus). NMpu xenaHum noboi Nog03PUTENbHbIN
baiin MOXKHO MOMECTUTb HA KAaPaHTUH BPYYHYHO C MOMOLLbHO
KHOMKM «KapaHTUH». [15 3TOro TakKe MOMKHO MCNO/Ib30BaTh
KOHTEKCTHOEe MeH10. LLleNIKHWUTe NpaBoil KHOMKOM MbIWK B
OKHe KapaHTUHA, BblbepuTe dain, KOTOPbIN HYXKHO NOMECTUTb
Ha KapaHTWH, N HaXKMUTE KHOMKY « OTKPbITbY.

4.4.2 BoccTaHOBNEHUE U3 KapaHTUHA

dalinbl, HaxoaawWMecA Ha KapaHTUHE, MOXKHO BOCCTAHOBUTL B
ncxogHom mecte. [11s 3TOro BOCNO/b3ynMTech KHOMKOM
«BOCCTAaHOBUTbY»; KPOME TOr0, BOCCTAHOBUTL hai/l MOXKHO C
MOMOLLbIO ero KOHTEKCTHOTO MEHIO B OKHE «KapaHTUH».
KOHTEKCTHOE MEHI0 COAEPIKUT TaKKe DYHKLMIO
«BOCCTAaHOBUTb B...», KOTOPasA NO3BO/IAET BOCCTAHOBUTbL aiin
B MeCTe, OT/IMYHOM OT UCXOLHOTO.

4.4.3 OtnpaBKa ¢aiina U3 KapaHTUHa

Ecnv Ha KapaHTUH nomelleH ¢ain, yrpo3a B KOTOPOM He
pacnosHaHa Nporpammomn, uam daia HeeBepHo
KBaNMPULMPOBAH KaK 3apakeHHblll (Hanpumep, B pesyabTaTte
OLWIMBKM 3BPUCTUYECKOTO METOAA) U U30/IMPOBAH, NepesaiTe
daiin B nabopartoputo ESET. YTobbl oTNpasuTb dain ns
KapaHTWUHA, LWeSIKHUTE ero NpaBoi KHOMKOMN MbILLK U
BblbepuTe NyHKT «Mpeaocrasutb pan gnsa aHanusar.

4.5 ®daiinbl }KypHana

dalinbl }KypHana cogepKat MHGOPMaLMIO O BarKHbIX
NPOrpaMMHbIX COObITUAX U NPeAOCTaBNAAT CBOAHbIE
cBeaeHuA 06 06HapyKeHHbIX yrpo3ax. BegeHue xypHana
ABNIAETCA BaXKHENLIMM 3/IeMEHTOM aHaIn3a, 0bHapyKeHun
Yrpos3 1 ycTpaHeHua HenonagoK. OHO BbINOMHAETCA B
doHOBOM pexume 6e3 BMmelLaTeNbCTBa N0/b30BaTeN .
[aHHble cCOXpaHATCA B COOTBETCTBUMN C TEKYLLUMMN
napameTpamu CTENEHU AETAMU3ALUN KYPHaNa.
MpocmaTpuBaTh TEKCTOBbIE COOBLLEHUA U balbl }KypHana, a
TaK)Ke apXMBUPOBATb MX MOXKHO HEMNOCPEACTBEHHO B cpese
ESET NOD32 Antivirus .

MonyunTb AOCTYN K daitiam }KypHana MOXKHO M3 F1aBHOro
okHa ESET NOD32 Antivirus c nomoLbto KOMaHAbl
«Cnyxeb6Hble nporpammbi» > «Paiinbl )ypHana». Boibepute
HYKHbIV TUMN }KypHana B packpblBatowemca MeHto «ypHan» B
BEPXHEW YacTu OKHA. JOCTYyNHbI YKa3aHHbIe HUMXKE XKypHasbl.

1. «O6Hapy:KeHHble Yyrpo3bl»: N03BO/IAET NPOCMOTPETL BCE
[aHHble 0 COBbITUAX, UMEIOLMX OTHOLLEHUE K
06HapyKeHUIO 3aparkeHnn.

2. «CobbITMA»: 3TOT KypHa yrnpoLLaeT ycTpaHeHue npobaem.
B Hem perncTpmpytoTca Bce BaKHble AeNCTBUA,
BbINosHAeMble npunoxeHnem ESET NOD32 Antivirus.

3. «CKaHMpOBaHME KOMMbIOTEPa»: B 3TOM OKHe
0oTObOpaXKalTCA pe3y/ibTaTbl BCEX BbIMOJHEHHbIX onepauui
CKaHMPOBaHWMA. YTobbl NONYYNTL NOAPOOHYI0 MHbOPMaLMIO
0 TOW UKW UHOW onepauymn CKaHMPOBaHMA No TpeboBaHuIo,
OBaXXApl LLEe/IKHUTE COOTBETCTBYHOLLLYHO 3aMMCh.



Y1o6bI CKONMpPOBaATb B bydep obmeHa MHOpmaLmio 13
noboro pasgena KypHana, Bblaenmte HeobxogMmyto 3anuch u
HasKMUTe KHOMKY «Konuposatb».

4.5.1 O6cnyKuBaHue KypHana

KoHourypauus ypHana ESET NOD32 Antivirus goctynHa u3
rNaBHOrO OKHa NpuaoxeHua. Haxxmute Hactpoiika > Bectu
HACTPOIKK NPUNOXKeEHUA... > CnyxKebHble nporpammbl >
daitnbl KypHana. [ina pannos KypHana MOXKHO 3a4aTb
napameTpbl, yKa3aHHbIe HUXKe.

® «ABTOMATMYECKM YAANATb yCTapeBLUNE 3aNUCKU KypPHana»:
3aMucKy B XKypHa/ie cTaplue YKa3aHHOro BpeMeHu (B AHAX)
6yAyT aBTOMATUYECKM YAANATHCA.

° «ONTMMU3UPOBATL GaitNbl XKYPHANOB aBTOMATUUECKU»:
BKIOYAET aBTOMATUYeCKYto aedparmeHTaumio dainios
YKYPHa/I0B NPU AOCTUKEHNM YKa3aHHOM NPOLLEHTHOM 40U
HeMcnonb3yemblx 3anmcen.

YT06bI HACTPOUTL GUNBTP 3anuceii }KYPHaANOB, 3aAaHHbIN NO
YMOMUAHUIO, HAXKMUTE KHOMKY «M3MeHUTb» 1 BbibepuTe
HY>KHbIE TUMbI }KYPHANOB.

4.5.2 dunbTpauua KypHana

B »KypHanax xpaHUTcA MHPOPMALMA O BaXKHbIX CUCTEMHBbIX
cobbITUAX. PYHKUMA PUNbTPALUM KypHaNa No3BoaseT
0TO6pPa3nTb 3anncK o cobbITUAX oNpeseneHHOro TMna.

HuKe yKasaHbl TUNbI }KYpPHA0B, MCNO/b3yeMble Yalle BCero.

e «KpuTuueckue npeaynpexpgeHua»: B 3TU }KypHabl
3aMunCbIBAOTCA KPUTUYECKME CUCTEMHbIE OLUIMBKM
(Hanpumep, cboit 3anycka moayA 3aWmUTbl OT BUPYCOB).

® «OWMNBKM»: B 3TN }KYpPHa bl 3aMMCbIBAOTCA OWMBKM TUMA
«He yaanoch 3arpy3unt b ¢ akin» n KPUTUYECKME OLIMBKMN.

o «MpepynpexaeHUa»: B 3TN XypHa/ibl 3aMNnCbiBatoTCcA
coobueHuna ¢ npeaynpeXaeHUAMM.

° «MHPOpPMaLMOHHDIE 3aMUCKU»: B 3TN XKypPHabl
3anucbiBatoTcA MHOOPMALMOHHbIE COOBLLEHNMA, B TOM YMC/e
coob6LLEeHMA O BbINOJHEHHbIX 0OHOBNEHUAX,
npeaynpexaeHus u T. 4.

e «[lMarHoCTUYECKMeE 3annUcu»: B 3TN XKypHabl
3anunCbIBAOTCA AaHHblE, HEOOXOAMMbIE A1 TOYHOM
HaACTPOWMKKM NPOrpaMmbl, @ TaKXKe BCE OMMUCAHHbIE Bbllle
3anucm.

4.6 WHTepdeiic nonb3oBatens

MapameTpbl nHTEpdelica nonb3osatensa ESET NOD32 Antivirus
NO3BO/IAKOT HAaCTPOUTb pabouyto cpesly B COOTBETCTBUM C
KOHKPETHbIMM TpeBOBaHUAMMU. ITU NapameTpbl KOHPUrypauum
[OCTYnNHbI B pasgene «Hactpoika» > «BBecTu HacTpoiiku
npunoxxeHumsa...» > «Monb3oBatennp» > «NHTEpdeiic».

B 3TOM paszesie MOXKHO NepeKkNoYUTLCA B PACLUMPEHHbIN
pexxunm, B KOTopom oTobparkatoTca 6onee geTanbHble
HACTPOMKMN U AONONHUTEbHbIE 31EMEHTbI ynpasaeHua ESET
NOD32 Antivirus.

YTobbl BKAOYUTbL 3aCTaBKY, KOTopan oTobparkaeTcs npu
3anycke, yctaHosuTe $naxok «MoKa3blBaTb 3aCTaBKy NpuU
3anycke».

B pasaene «Mcnonb3oBatb 06bIUHOE MEHIO» MOMKHO
YCTaHOBMTb GIaXKKM «B cTaHAaPTHOM pexkume» u «B
paclwmMpeHHOM pexkume», YTobbl BKAHOUYUTL MCMOIb30BaHME
CTAaHAAPTHOTO MEHIO B I1IaBHOM OKHE MPOrpaMmmsi B
COOTBETCTBYIOLLEM PEXMME.

YT06bl BK/IOYMTL BbIBOA NOACKA30K, 3a4aliTe napameTp
«lMokasbiBaTb NoacKaskuy». MapameTp «MoKasbiBaTb
CKpbITble ¢aiibl» NO3BONSET MPOCMATPMUBaATb M BbIBMpPATb
CKpbITble ¢aitibl MPY HACTPOMKEe 06'EKTOB CKAHMPOBAHUA.

4.6.1 MpepynpexaeHUa U yseaomaeHUA

Pasgen «lMpeaynpexaeHua U yBefoMIEHUA» NO3BONAET
HACTPOUTb 06PaABOTKY CUCTEMHbBIX YBEAOMIEHUN U
npeaynpexaeHnit o6 yrposax B npunoxeHmm ESET NOD32
Antivirus.

Ecnu cHATb Pparkok «OTo6paXkaTb NpeaynpexaeHUa»,
npeaynpexaeHns BbIBOaUTbCA He ByayT, N0O3TOMyY AenaTtb 3TO
6e3 0cobbIx NPUUYMH He pekomeHayeTca. B 6onbluMHCTBE
C/ly4aeB Nlyylle OCTaBUTb 3TOT NapameTp 6e3 U3MeHeHU
(BKntoueR).
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Mo na paboyem crone
CHTYaLMAX, He TPeByIoULHX SHeLsaTenbCTEA nonkIcEATENS.

B NPaBOM BePXHEM YTy IKPaHa M BLICOARTCA B
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®naxok «OTobparkaTb yBegoMieHUA Ha pabouem crone»
BK/IIOYAET NoKas npeaynpexaeHun, He TpebyoLmnx
BMeLLaTe1bCTBA NO/Ib30BaTeNs, Ha pabouem ctone (no
YMOI4aHUIO B MPAaBOM BEPXHEM YI/y 3KpaHa). MOXHO 3a4aTb
ANUTEeNbHOCTb 0TOBpaXKeHUA yBeAOMNEHMUS, YKa3aB 3HaUYeHne
napameTpa «3aKpbiBaTb OKHa YyBEAOM/IEHUA aBTOMATUYECKU
yepes» B CEKyHAaX.

4.6.1.1 PacwupeHHasa HacCTPOMKa NpeaynpeXxaeHuii n
yBeAOMNEHUI

OTob6parkaTb yBeAOM/IEHUA TONIbKO B C/lyYae
Heo6X0AMMOCTH BMeELLATeNbCTBA NONAb30BaTeNs

3TOT NapameTp NO3BOJIAET BKAKOUNTb UM OTKOUUTL BbIBOL,
coobueHui, Tpebytowmx BMeLaTebcTBa No/ib30BaTe N .

OTobparkaTb yBe40M/IeHUA TO/IbKO B C/lyyae
HeobX0AMMOCTH BMeLLaTeIbCTBa N0b30BaTeNs Npu
BbINOJIHEHUW NPWUIOYKEHUI B NOIHOIKPAHHOM peXKume
ITOT NapameTp nosie3eH Npu NPOBEeAEHUMU NPEe3eHTaLMi, Npu
Urpax v BbINOJHEHUM APYTMX MPOrPaMM, UCMOJIb3YHIOLLMX BECb
3KpaH.



4.6.2 MNpaB.a

HacTtpownku ESET NOD32 Antivirus moryT umeTb 60/blUOE
3Ha4YeHue A1A NONUTUKM 6e30NacHOCTM OpraHMU3auun.
HecaHKLUMOHMPOBAHHOE N3MEHEHME NAapPaMETPOB MOXKET
HapPYLWUTb CTabUNbHOCTb PaboTbl cUCTEMBI M OCNabUTL ee
3awwmTy. Mo3TOMYy MOXKHO BbIOpPaTb NO/Ib30BATENEN, KOTOPLIM
pa3peLleHo U3MeHATb KOHOUIYpaLMIO NPUIONKEHUA.

YTobbl yKa3aTb NO/b30BaTENIEN C NPAaBaMK, BOCMO/Ib3yMTeCh
NMYHKTOM MeHto «HacTpoika» > «BBeCcTU HaCTPOMKKU
NpPUNoKeHus...» > «Monb3oBaTtenb» > «PaspeLeHna».

[Ona obecneyeHma makcMmanbHoM 6e30MacHOCTU CUCTEMDI
HeobxoAMMO NPaBUIbHO HAaCTPOUTL NpuaoxKeHue ESET Smart
Security. HecCaHKLMOHNPOBAHHOE M3MEHEHME NAPAaMETPOB
MOKeT NPUBECTM K NoTepe BaXKHbIX AaHHbIX. [InA cocTaBneHuA
CMU1CKa Nonb3oBaTesiel ¢ npaBamu Bblbepute Ux B CnMcke
«Monb3oBaTenn» B N1€BOW YaCTV OKHA U HAXKMUTE KHOMKY
«[A06aBuUTb». YT0bbI YAaNUTL NONb30BATENS, BbIDEPUTE €70 B
CMWCKe No/Ib30BaTeIei ¢ MpaBaMu B NMPaBOM YacTW OKHa U
Ha*XMUTE KHOMKY «YAanutb».

NMPUMEMAHMUE. Ecin cnncok nonb3oBaTtesielt ¢ npaBamm nycrT,
W3MEHATb HACTPOWKMN NPUAOKEHUA MOTYT BCE NO/Ib30BATENN
CUCTEMBbI.

4.6.3 KOHTEKCTHOe MeHIo

MHTEerpaumto 31eMeHTOB B KOHTEKCTHOE MEHI0 MOXKHO
BK/IOUUTb B pasgesie «HacTpoika» > «BBeCTH HacTpoiiku
NpUNoXKeHuUs...» > «Monb3oBaTtenb» > K KOHTEKCTHOE MEHIOY,
yCTaHOBMB GNAKOK «BCTPOUTb B KOHTEKCTHOE MEHIO»,

800 Mons3osarens
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¥ BerpouTs 8 komTekcTHoe MeHio

Tun mexio: | Monuoe (c npensapHTensHLIM CkaHWpoEaHHew) =)

KOHTEKCTHOR Melio BUSLIBAETCA WANKOM NPBOI KHOMKH MWK No ©BLeKTy. InemenTu ESET NOD32
ANRIVIFUS MOXKHO BCTDOUTS B KOHTEKCTHOE MEHIO AMCNET4ENA GAANOB PABOHEro CTONA. MPMMEYAHKE: MIMEHEHWA B KOHTEKCTHOM
menio Finder BCTYNAT 8 iy i CAEAYIOWEM BXOAE B CUCTEMY.

@ (Tosworanms ) Comen ) 060

4.7 Cucrema 6bicTporo onoselueHus ThreatSense.Net

Cuctema bbicTporo onoseleHus ThreatSense.Net onepaTnBHO
yBegomaaet KomnaHuto ESET o HoBbIX yrpo3ax. OHa asnsaetca
ABYHANpaBieHHOM U MMEET LLe/1bio NOBbIWEHNE HALEKHOCTH
3aWMTbl KOMMblOTEPA Nob30BaTeNA. Jlyywmnm cnocobom
06HapyKeHUA HOBbIX YrPO3 Cpa3y NOC/e UX NOABAEHUA
aBnaeTcs cobop MHGOPMaLMM OT KaK MOXKHO BoabLIero Yncna
nonb3osatenei. Mpy 3TOM BOSMOXKHbI ABa BapMaHTa,
YKa3aHHbIX HUXKeE.

1. MOXHO OTKNOUYUTb CUCTEMY DbICTPOrO OMOBELLEHNSA
ThreatSense.Net. ®yHKLMOHANbHOCTb NPUIOKEHUSA NPU
3TOM He OrpaHMYNBAETCA, M NO/Ib30BaTE b BCE PAaBHO
Noay4yaeT HanyYLLYHO 3aLLUTY.

2. MOHO pa3peLlmnTb cMcTeme H6bICTPOro ONOBELLEHMUA
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nepesaBaTb aHOHUMHYI MHOOPMALLMIO O HOBbIX Yrpo3ax U
onacHOM Kogae. B aTom cnyyae cooTBeTCTBYOWMIA pann
nepegaetca B nabopatoputo ESET ana TwatenbHOro
aHanusa. UccnepoBaHme 3TUX Yrpo3 NOMOraeT KOMMAHUK
ESET 06HOBAATL 6a3y AaHHbIX Yrpo3 M yay4ylaTb CpeacTsa
X 0BHapyKeHuA.

Cuctema b6bicTporo onoselteHua ThreatSense.Net cobupaet
TaKe MHPOPMaLMIO O KOMMblOTEPAX NONb30BATENEN,
KOTOpas MOXeT MUMeTb OTHOLLEHME K HEAABHO MNOSBUBLUMMCS
yrpo3am. OHa MOXKeT BK/AOYaTb obpasel, Koga Uam Konuto
dalina, B KOTopom b6blsia 06HapyKeHa yrposa, nyTb K Gpainny,
ero UM, JaTy 1 Bpems obHapyKeHUA yrpo3sbl, UMA NpoLecca,
B KOTOPOM OHa ObHapy»KeHa, U BepCuto onepaLoHHOM
cucTeMbl NONb30BaTeN .

MocKonbKy B 0TNpaBasemyto MHGOPMaLMIO MOTYT Cy4aiHO
nonacTb CBEAEHUSA O NOb30BATE/NE U €r0 KOMMbloTEpPE
(Hanpumep, MmA Nonb3oBaTena B NyTU K daiiny), KomnaHusa
ESET 3aBepseT, YTOo OHU He ByayT MCNO/b30BaHbl HU B KaKUX
WHBIX LLeNAX, KPOME KaK A1 PaHHEro BbifABAEHUA U
YCTPaHeHUs HOBbIX Yrpos3.

MapameTpbl cuctembl bbicTporo onoseleHuns ThreatSense.Net
OOCTYMNHbI B OKHE paclUMpPeHHbIX HAaCTPOEeK B pasaene
«CnyxebHble nporpammbi» > «ThreatSense.Net».
YcTaHoBUTE daKoK «BKAKOUUTL cucTemy bbicTporo
onoBelweHusa ThreatSense.Net» 1 HaxkmuTe KHOMKY
«HacTpoiKka» pafom ¢ Hagnucbto «PaclmpeHHble
napameTpbi».

4.7.1 Mopo3puTtenbHbie paiinbl

Mapametp «lMono3putenpHble Gpaiibl» NO3BONAET HACTPOUTD
cnocob nepeaayv BpeAoHOCHOro Koga B nabopatoputo ESET
ONA aHanusa.

Mpu 06HapyKeHUn Nnogo3puTesibHOro Gaiisia ero MoXxHo
oTnpaBuTb B Nabopatoputo ESET. Ecnv aTo BpegoHOCHoe
npunoxeHue, HGopmaLma o Hem ByaeT BKIOYEeHa B
cnepytoLLyto Bepcuto 6asbl AaHHbIX CUTHATYP BUPYCOB.

«Mepepayua noao3putenbHbix GaiinoB»: Gpalinbl MOXKHO
oTnpasuTb B labopaTtoputo ESET B npouecce 06HOBNEHUA.
Kpome Toro, Ux MOXHO OTNpPaB/ATbL MO Mepe BO3MOXKHOCTH;
3TOT MapameTp cnenyet BbibpaTb NPU NOCTOAHHOM
noakaoveHnn K UHTepHety.

Ecnv Bbl He XxOTUTe OTNPaBAATL Gaiabl ANA aHaNU3a,
yctaHosuTe dpnaxok «He nepepgasatb». Ecm BbibpaTh 3TOT
napameTp, cTaTucTuyeckan nHbopmauma sce pasHo byaet
0TNPaBAATLCA (3Ta PyHKUMA HacTpamBaeTca B APYrom Mecre).

Cuctema b6bicTporo onoselteHua ThreatSense.Net cobupaet
QHOHMMHYO0 MHOOPMALMIO O KOMMbIOTEPAX NO/Ib30BATENEN,
KOTOpas MOXET UMeTb OTHOLLEHME K HEAABHO NOABUBLUMMCA
yrpo3am. OHa MOMKET BK/OYaTb UMA BPeLOHOCHOM
nporpaMmbl, 1aTy U BpeMsa ee 0OHapyKeHuA, BEPCULO
npunoxkenus ESET, Bepcuto onepaumoHHOM cucTemsl
KomnbtoTepa n MHGOPMaLMIO O ero pacnosiokeHnn. ObbIYHO
CTAaTUCTMKA OoTNpasaaeTca Ha cepsepbl ESET oanH nnn gea
pa3a B AieHb.



Mpumep oTnpasaaemoro nakerta co CTAaTUCTUKOM:

# utc_time=2005-04-14 07:21:28
# country="Russia"
# language="ENGLISH"
# osver=9.5.0

# engine=5417

# components=2.50. 2
# moduleid=0x4edfdd4l

# filesize=28368

# filename=Users/UserOne/Documents/Incoming/rdgFR1463
[1].zip

«lMepepavya aHOHMMHOWM CTaTUCTUUECKOI MHPOopMaLUn»:
3TOT NapameTp NO3BONAET ONPeAeINTb YCNOBUA Nepesayn
cTaTUCTMYEcKoM nHpopmaumnmn. Ecnm Boibpatb BapmaHT «Mo
mepe BO3MOXKHOCTUY», CTaTUCTUYecKan nHbopmauua byaer
OTNPaBAATLCA Cpasy nocsie cbopa. ITOT NapameTp NOAXOAUT
AR CUCTEM C MOCTOAHHBIM NOAKAOYEHNEM K UHTepHeTy. Ecan
BbI6GpaTb BapuaHT «B npouecce 06HOBAEHUAY, BCA
cTaTUcTUYecKan MHbopmauma byaet oTNPaBaATLCA BO BPeEMA
obHoBNeHMA nocsie ee cbopa.

YTOObI OTKNOYUTL OTNPABKY aHOHUMHOM CTAaTUCTUYECKOM
nHdopmaumu, yctaHosuTe pnaxok «He nepepasatby.

«PacnpoctpaHeHue nepegaBaembiX aHHbIX»: 3TOT NapameTp
no3Bo/iAeT BblbpaTb cnocob oTnpasku Gpainios u
CTaTUCTUYECKOW MHOpMaUMKM B KomnaHuto ESET. Bbibepute
BapuaHT «Remote Administrator Server unu ESET» gna
oTnpaBKku GainoB 1 CTaTUCTUYECKON MHPOPMALMM NH0ObIMM
OOCTYMNHbIMK cpeacTBamu. Boibepute BapmaHT «Remote
Administrator Server», yutob6bl 0TNPaBAATbL Gakabl U
CTATUCTUKY Ha cepBep yAa/IeHHOIo afMUHUCTPUPOBaHUA,
KOTOpbIl byaeT nepeHanpasasaTb Ux B nabopatoputo ESET.
Ecnu BbibpaTb BapmaHT «ESET», nogo3putensHbie Gpainbl U
CTaTUCTUKa ByAyT OTNPaBAATLCA HENOCPEACTBEHHO B
nabopaTopwuto ESET.

«PUNBTP UCKNOUEHUAN: STOT BaPMAHT NO3BONAET UCKIOUYUTD
u3 nepesayuum onpegeneHHble daabl uan nanku. Hanpumep,
3TO MOMKHO caenatb ans Gannos, coaeprKalumnx
KOHOMAEHLMANbHYO MHOOPMALMIO (4OKYMEHTbI UK
3NeKTPOHHble Tabauupbl). Paiinbl Hanbonee
pacnpoCTpaHeHHbIX TUMOB (.docw T. 4.) O YMONYAHUIO He
oTtnpasnaoTca. MoXHO 406aBUTb UX B CMIUCOK UCKIOYEHUN.

«Appec 3NeKTPOHHO NoUTbl (Heo6sa3aTeNbHO)»: MOXKHO
OTNPaBWUTb afpPeC 3NEKTPOHHOM NOYTbI BMECTe C
noAo3putenbHbiMmu dannamm, 4ytobbl cneumanmctol ESET
MOF/IN CBA3ATbLCA C BAMM, ECAN UM AN aHanu3a noTpebyetcs
gonosiHuTenbHas Hpopmaums. UmeinTe B BUAY, YTO
KomnaHuA ESET He cBsA3biBaeTcA € No/b3oBaTeNsiMn 6es
HEeobXxoANMMOCTH.
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5. AnA onbiTHbIX NO/Nb30BaTe/NIEN

5.1 MmnopT 1 3KCNOpT NnapameTpos

MmnopT nam akcnopt KoHourypaumm ESET NOD32 Antivirus
MOKHO BbINOJ/IHUTb B PAaCLUMPEHHOM PeXUMe B pasaene
«HacTpoika».

[na xpaHeHUA KOHOUTypauumn Nnpyu UMNopTe U SKCnopTe
ncnonbsytotca Ganibl apxMBoB. MMMNOPT M SKCNOPT NO/E3HbI,
ec/in Heo6XxoAMMO COo34aTb PE3EPBHYIO KOMUIO TEKYLLEN
KoHourypaumm ESET NOD32 Antivirus. DKcnopT napameTpoBs
TaKXe nosie3eH, ecim HeobxoAMMO MCNONb30BaTb BbIOPaHHYO
KoHourypaumio ESET NOD32 Antivirus Ha HECKO/IbKMX
CUCTEMAX, MOCKONbKY Gana KOHOUIypauum MOXKHO Nerko
MMMNOPTUPOBATb AN1A NEPEHOCA HYXKHbIX HACTPOEK.

8006

MMNOpT 1 3KCNOPT NapaMeTpos

B nporpamMe ESET NOD32 Antivirus MOKHO COXPaHATE TEKYWYIO KOHDMIypaLKie & dain Ana ee
nocneayWerc BOCCTAHOBAEHUA.

MMNopT W 3xcnopt

() MMnopt napametpos

() 3xkcnopt napauerpos

WMma chaina:

B
( Obzop... )

@ Come ) o)

A

5.1.1 Wmnopt napametpos

MmnopTnpoBaTb KOHGUTIYPaLMIO HECNIOXKHO. B rnaBHOM MeHo
BblbepuTe NyHKT «HacTpoiika» > «MmnopT 1 aKkcnopT
napameTpos...», a 3aTem — KoMmaHay «MmnopT napameTpos»
. BBegute nms daina KoHOUrypaLmm Uam HaxkKMmUTe KHOMKY
«0630p...», 4TOObLI BbIGPATL dalin, KOTOPbLIN HeEOBXO0AMMO
MMNOPTUPOBATD.

5.1.2 3Kcnopt napameTpos

Mpoueaypa skcnopTa MapameTpoB MOX0XKa Ha UX UMnopT. B
rNaBHOM MeHI0 Bbibepute NyHKT «HacTpoiika» > «Mmnopt u
3KCMOPT NapameTpoB...». Bbibepute NyHKT IKCNOpPTUPOBaTh
napameTpbl 1 BBeANUTE UMsA daiina KoHPUrypaumu. Beibepute
MEeCTO A/18 coXpaHeHus daina.

5.2 HacTtpoiiKka npoKcu-cepeepa

MapameTpbl NPOKCU-CEPBEPA MOXKHO HACTPOUTL B pasgene
«Pa3sHoe» > «poKcu-cepsep». ITM NapameTpbl ABAAIOTCA
obwmmun ans scero npunoxernna ESET NOD32 Antivirus. OHu
MCNONb3YIOTCA BCEMW MOAYIAMMU MPOrPamMbl, KOTOPbIM
TpebyeTca noaktoueHne K MHTepHeTy.

[nsa HacTPOMKM NapameTpOB NPOKCKU-CepBEpPa HA 3TOM YPOBHE
ycTaHoBuTE paxkoKk «Mcnonb3osBaTtb NPOKCU-cepBep», a
3aTem BBeAMUTE afpec NpoKcu-cepsepa B nose «Mpokcu-
cepBep» BMeCTe C HOMEPOM €ero rnopra.

Ecnu TpebyeTtca ayTeHTUdMKALMA HA NPOKCU-CEPBEpE,
ycTaHoBuTe dnaxkoK «MpoKcu-cepsep Tpebyet
ayTeHTUPUKALMMY, a 3aTEM YKaXKUTE UMA NOJIb30BaTeNA U

22

napoJib B COOTBETCTBYHOLWMNX NONAX.

800 Pasoe

@ X o w9 |

I Hocwrenu | Mip

apMuHKC 1

™ Wcnons3aosats npokcu-cepsep

Mpokcu-cepeep:

3128
[ Npoxeu-cepaep Tpebyer ayrenTudukaLm
Mua nons3osarens:

Napoae:

B 6ONLAX CETAX MOAKNIOYEHME K VIHTEPHETY MOKET OCYWeCTBNATLCA Yeped NPOKCH-Cepsep. HACTPOATE NapaMeTpLl C yueTom
MCNIONLIYEMOTO NOAKNIONEHUS K HHTEDHETY. YTOMHMTS N2PaMETDH NOAKNIOHEHHA MOKHO Y CUCTEMHOTG AAMMHACTPATOPA.

(@) (o ymonvanui ) Ormena ) OK

5.3 B/ioKMpOBaHUE CMEHHbIX HocuTenemn

CMeHHble HocuTenun (Hanpumep, KOMNaKT-auckn uam USB-
HaKOMUTENIM) MOTYT COAEPKATb BPEAOHOCHbIN Kog, U
nofBepratb KOMMbiOTEP PUCKY. YTOObI 3a6/10KMPOBaATH UX,
ycTtaHoBUTe GaKoK «BKAKUNTL 6NOKUPOBaAHME CMEHHbIX
HocuTenel». YTobbl paspellnTb JOCTYN K HOCUTENAM
onpeneneHHoro TMna, CHUMKUTE COOTBETCTBYHOWME DNANKKN.

5.4 YpaneHHOe agMUHUCTPUPOBAHUE

ESET Remote Administrator (ERA) — 370 cpeacTso,
ncnonb3yemoe s yrnpasieHma noanMTUKOM 6e3onacHoCTM 1
nonyyeHuna 0630pHbIX cBeAeHUI 0 6esonacHocTM ceTu. OHO
ocobeHHOo noJsie3Ho B 6bosblumx ceTax. Cpeactso ERA He TonbKO
MoBbILLAET ypoBeHb 6e30MacHOCTH, HO 1 obneryaet
ynpasneHue npunoxkeHnem ESET NOD32 Antivirus Ha
K/IMEHTCKMX KOMMbIOTEPAX.

MapameTpbl cpeacTBa yaaneHHOro afMMHUCTPUPOBAHKA
[0CTYMHbI U3 rnaBHoro okHa ESET NOD32 Antivirus. Haxkmute
HacTpoiika > BBecTn HacTPOMKM NPUIOKeHUA... > PasHoe >
YpaneHHoe agMUHUCTPUPOBAHME.

AKTUBUpPYINTE yaaNEeHHOe aAMUHUCTPUPOBAHNE, YCTAHOBMB
dnaxkok «MopgKnouutbea K cepepy Remote Administrator
Server». 3aTemM MOXHO HaCTPOUTb YKa3aHHble HUXKe
napameTpbl.

«MHTepBan NOAKAIOYEHNI K cepBepy»: 4acToTa, C KOTOPOH
npunoxeHne ESET NOD32 Antivirus nogkntovaetca K ERA
Server. Ecnv 3TOT napameTp nmeeT 3HadyeHue 0, faHHble
OTNPaBAATCA C MHTEPBAZIOM 5 ceKkyHA.

«Remote Administrator Server»: ceteBoi agpec cepsepa, Ha
KoTopom yctaHoBneH ERA Server, n Homep nopra (3To nose
COLEPKUT NpesonpesesieHHbI HOMep NopTa cepsepa,
MCMO/Ib3yeMOro A/1A NoAKAoYeHUs). PekomeHayeTca He
M3MEHATb MOPT MO yMoYaHuto (2222).

«Ona pocryna K cepeepy Remote Administrator Server
TpebyeTcA npoBepKa NOAJIMHHOCTUY: NAapOo/ib ANA JOCTYNa K
ERA Server, ecnv oH Heobxoaum.

Kak npasuno, TpebyeTca HAaCTPOUTb TOJIbKO OCHOBHOW cepBep.
Ecnu B ceTn HeckonbKo cepBepoB ERA, MoXKHO f06aBUTb
pononHuTenbHoe noakatodeHue K ERA Server Ha cayyait



HenonagokK. Ecn 0OCHOBHOM cepBep OKaKeTcs HeJoCTyMneH,
npunoxeHne ESET NOD32 Antivirus aBTomaTn4ecku
noaKA4nTCA K gononHutensHomy ERA Server. Kpome Toro,
ESET NOD32 Antivirus 6ygeT nbiTaTbCA BOCCTAaHOBUTb
nogKAto4YeHMe K OCHOBHOMY cepBepy. [locne BoccTaHOBAEHMA
noakntoyeHmns ESET NOD32 Antivirus nepekntountca obpatHo
Ha OCHOBHOV cepBep. HacTpolika gByx npodunei cepsepa
Remote Adminstrator Server — Hanbonee ygayHoe pelleHune
A7 MOBUNBbHbBIX KIMEHTOB C HOYTOYKamM, KOTopble
NOAK/OYALOTCA K CEPBEPY KaK M3 JIOKANbHOM CETH, TaK U Yepes
MHTepHerT.
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6. Fnoccapun

6.1 Tunbl 3apa*keHui

3apakeHue npeacrasnseT coboi NonbITKY NPOHUKHOBEHUA
BPEAOHOCHOTO NPOrpammMHOro obecneyeHns Ha KOMMbIOTEP
nosb3oBatens 1 (Maun) NpUUNHEHMA eMy Bpea.

6.1.1 Bupychbi

KomnbtoTepHble BUpYCbl NOPTAT $aiinibl Ha KomnbloTepe. Ux
Ha3Ba/IM TaK U3-3a CXOACTBA C BUOSIOrMYECKMMUM BUPYCaMK, TaK
KaK OHM MUCMO/Ib3YHOT NMOXOXKMe cnocobbl ans
pacrnpoCTpaHeHMA C KOMMNbIOTEPA HA KOMMbtOTEP.

KomnbloTepHble BUPYCbl aTaKytOT B OCHOBHOM UCMONHAEMbIE
dalinbl, cueHapum 1 AOKYMEHTbI. 1A pasMHOXKeHUA BUpYC
npucoeamnHAeT CBOE «TeN0» K KOHLLY 3apakaemoro daina.
KpaTKoe onucaHue uyKkaa pasmHOXKeHMA: nocae 3anycka
3apaykeHHoro ¢ariia BUpYC akTUBMpYeTca (nepes akTueaumen
CaMOro NPUIONKEHUSA) U BbINONHAET BPELOHOCHbIN KoZ,
To/IbKO Noc/ie 3TOro 3anyCcKaeTca camo NpuaoxKeHue. Bupyc He
MOKET 3apa3nTb KOMMbIOTEP, MOKa NO/b30BaTe b (Mo ownbKe
WM HaMepeHHO) co6CTBEHHOPYYHO He 3anycTuT daiin ¢
BPEAOHOCHBIM KOZLOM.

KomnbloTepHble BUPYCbl MOTYT Pa3ivyaTbCs MO NPUHLMMNAM
paboTbl U CTeNeHn onacHoCTU. HekoTopble U3 BUPYCOB 0c060
OMacHbI, TaK Kak MOryT yaanatb ¢aknbl ¢ KomnbioTepa. C
OPYrovi CTOPOHbI, HEKOTOPbIE BUPYCbl HE MPUYMHAKOT HUKAKOTO
Bpeaa. OHM NPOCTO J0CaXKAAI0T NOb30BATEN!O,
OEMOHCTPUPYSA BOSMOXHOCTM CBOMX aBTOPOB.

BayKHO OTMETUTb, YTO BMPYCbI NMOCTENEHHO CTAHOBATCA BCe
60/1ee pefKMMU MO CPAaBHEHMIO C TPOSHCKUMM UK
LUMMOHCKMMM NPOrPamMmMamMM, TaK Kak paspabaTbiBaTb X
3KOHOMMYECKM HEBbLIFOAHO AJ18 aBTOPOB. Kpome Toro, TepmuH
«BUPYC» YACTO HEMPABUIbHO MCMONL3YIOT AR ONUCAHNA
OPYrMX TUNOB 3apakeHnit. OH MOCTENEHHO BbIXOAMT M3
ynoTtpebieHns, U Ha CMeHY eMy NPUXOAUT Bonee TOYHBbIN
TEPMMUH «BPEAOHOCHOE NporpammHoe obecneyeHuvey.

Ecnm KomnbtoTep 3apaykeH BUPYcom, Heobxognumo
BOCCTAaHOBMUTb UCXOLHOE COCTOAHME 3aparKeHHbIX Ganios, T. e.
OYMCTUTb MUX C MOMOLLbIO aHTUBUPYCHOM NPOrPaMmbl.

Mpumepsbl BupycoB: OneHalf, Tengawv Yankee Doodle.

6.1.2 Yepsu

KomnbloTepHble YepBU — 3TO BPEAOHOCHbIE MPOrpaMmmbl,
KOTOpble aTaKyloT KOMMbIOTEPbI, PACNPOCTPAHAACH MO CETH.
OCHOBHOE pasivune MexXay BUpycaMu U YepBAMM
3aK/H0YAETCS B TOM, YTO YEPBM MOTYT BOCMPOM3BOAMUTLCA U
pPacnpoCTPaHATLCA CAMOCTOATENIbHO — OHW He 3aBUCAT OT
3aparkeHHbIX GanaoB UIM 3arpy304HbIX CEKTOPOB. Yepsu
pPacnpoCTPaHATCA, UCMOb3YA AaAPECHYIO KHUTY
No/ib30BaTENA UM YA3BMMOCTM CETEBbLIX MPUIONKEHWUN.

YepBu HAMHOro 6onee KNU3HecnocobHbl, YeM KOMMbIOTEPHbIE
BMpYyCbl. Bnarogapa MHTepHeETY OHW MOTYT PACNPOCTPAHUTLCA
no BCEMY 3eMHOMY LUAPY 33 CYMTAHHbIE Yacbl NMOC/E 3aMnycKa B
ceTb. B HEKOTOPbIX CAyYanx cHET MAET AaKe Ha MUHYTbI. M3-3a
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3TOM CNOCOBHOCTU K BBICTPOMY M HE3AaBUCUMOMY
PacnpoCTpaHEeHNIO YepBYM OnacHee BPeAOHOCHbIX MPorpamm
APYrux TUMNOB.

PaboTatowwmii B cucteme YepBb MOXKET AOCTaBUTb MHOTO
Heya06CTB N0/Ib30BaTEN0: OH MOXKET yAanATb danbl,
CHW}KaTb NPOU3BOAMUTENIBHOCTb CUCTEMBI MM MeLlaTb paboTe
Apyrux nporpamm. Kpome Toro, OH MOKET CAYKUTb
«TPAHCMOPTHLIM CPeACTBOMY» A1 BPEAOHOCHOTO KoAa ApYrux
TUMNOB.

Ecnv KOMMbIOTEP 3apakeH YepBem, peKoMeHayeTcsa y4anuTb
MHPUUMPOBaHHbIE dalinbl, MOCKO/IbKY OHU COAepKaT
BPEAOHOCHbIN Koa,

Mpymepb! LIMPOKO U3BECTHbIX YepBeit: Lovsan/Blaster,
Stration/Warezov, Baglen Netsky.

6.1.3 TposaHcKue nporpammbl

McTopryecKn TPOAHCKMMM MPOrpaMmamm HasblBatoT 0cobyto
rpynny BpeLOHOCHbIX NPOrpamm, KoTopble BblaatoT cebs 3a
nonesHole, 4YTobbl N0NIb30BaTENM 3anycKanu ux. CerogHs
TPOAHCKME NPOrPaMMbl He Hy»KAarTca B NoA06HOM
MacKkupoBKe. EANHCTBEHHAA UX LLefIb — KaK MOXHO npotie
NMPOHUKHYTb B CUCTEMY M 3aMyCTUTb BPEAOHOCHbIN KOA.
TPOAHCKMMM NpOrpaMmamu CTaIM HasblBaTb WMPOKUIA Knacc
BPELOHOCHbIX MPOrpamMm, KOTOpble He MNOJy4aeTcss OTHECTU K
KaKomy-nnbo Knaccy BUpPYCOB.

TaK KaK 3Ta KaTeropusa Becbma LUMPOKa, ee YacTo pasbusatoT
Ha HECKOJ/IbKO NoAKaTeropum.

e Downloader (nporpamma-3arpysumk) — BpegoHOCHas
nporpamma, KOTopas 3arpysKaeT Apyrue BpegoHOCHbIe
moaynm u3 NHTepHeTa.

e Dropper (nporpamma-6om6a) — TUM TPOAHCKUX NPOrpamm,
pa3paboTaHHbIX 414 3apaXKeHUA KOMMbIOTEPOB APYIMMU
BPEAOHOCHBIMW NPOrpamMmMaMMm.

e Backdoor (yTmauTa yganeHHoro agMmMHUCTPUPOBaHUA) —
NpUNOXKeHNe, KoTopoe 0bMeHMBaeTCA AAaHHbIMU CO
3/10YMbILUNEHHUKAMM, NO3BOIAA UM NOAYUYNUTb AOCTYN K
CUCTEME U KOHTPO/Ib HaA, HEW.

e Keylogger (knaBmMaTypHbIi LWUNWUOH) — TakMe Nporpammbi
3anunCcbIBatOT BCE, YTO NO/Ib30BATENb HAbUpaeT Ha
KnaBmaType, u OTNPaBAAIOT 3Ty MHPOPMALMIO
3/10YMbILUEHHUKAM.

e Dialer (nporpamma g03B0OHa) — NPOrpaMmbl, KOTOpPbIe
nblTatoTcA HabmpaTtb HoMepa TeniedpoHOB, 3BOHKM Ha
KOTOpble OM/Ia4YMBAET Bbi3bIBAOLWNIM aOOHEHT. MNpyK 3TOM
NMo/1Ib30BaATENO MNPAKTUYECKM HEBO3MOXKHO 3aMETUTb, YTO
co3faeTca HoBoe noakatoyeHune. Mporpammbl L,03BOHA
MOFYT NPUYMHUTL BPEeS TONbKO NONb30BaTeNAM MoaemoB. K
CYaCTbO, MOZEMbI PACNPOCTPAHEHbI He CTO/Ib WMPOKO, KaK
paHblue.

e KaK npasuao, TPOSHCKME NPOrpammbl PacnpoCcTPaHATCA B
BMAE MUCNosHAeMbIX daiinos. Ecnn Ha KomnbtoTepe byaeT
obHapyKeH daiin, OTHOCALLMICA K KaTeropum TPOSTHCKUX
nporpamm, peKOMeHAYeTcA YAANUTb ero, Tak Kak OH cKkopee
BCEr0 COAEPKMUT BPEAOHOCHbIN KOg,

Mprmepbl LUMPOKO M3BECTHLIX TPOAHCKUX Nporpamm: NetBus,
Trojandownloader.Small.ZL, Slapper.



6.1.4 PeKknamHble nporpammbl

PeKkNamHbIMUK MPOrpaMmmamMm HasbiBatOT MPOrpaMmmHoe
obecreyeHne, pacnpocTpaHeHe KOTOPOro YacTUYHO
obecneynBaeTcs 3a cyeT peknamsl. Mporpammei,
OEeMOHCTPMPYIOLLME N0/b30BATENIO PEKNamMy, MOMNagatoT B 3Ty
KaTeroputo. YacTbiMM NpusHakammn paboTbl peKkNamHbIX
Nporpamm sBAAIOTCA MOSABAEHWE BCMJIbIBAIOLLMX OKOH C
peknamoi B Beb-bpaysepe Uan nsmeHeHMe OMaLLHEN
CTpaHuLbl. PeksiamHble Nporpammbl YacTo PacnpOCTPAHATCA
¢ becnnaTHbIMM NakeTamu NporpammHoro obecneyeHus. 1o
MO3BO/IAET MX CO34aTe/IAM MOKPbIBATb pacxodpbl Ha pa3paboTky
nonesHbIX (Kak NpaBunI0) NPorpamm.

Camu no cebe peknamHble NPOrpaMmmbl He OMACHbI, HO OHK
[0CTaBAAOT HeyAo6cTBa nosb3oBaTenam. ONacHOCTb COCTOUT
B TOM, YTO B PEK/JIaMHbIX MPOrpamMmmax MoryT 6biTb
peann3oBaHbl 4ONONHUTE/bHbIE GYHKLMU CNEXEHMUSA, KAK B
LUMMOHCKMX MporpaMmmax.

Ecam npuHATO pelleHme Ucnonb3oBaTb CBO60AHO
pacnpocTpaHAEMbI MPOrpamMMHbIA NPOAYKT, CTOUTb YAENUTb
ocoboe BHMMaHMe Nporpamme yCTaHOBKM. Yalle Bcero
nporpaMmma yCTaHOBKM NpeaynpexaaeT 0 Haim4ymm
peknamuoro MO. Mpu 3Tom YacTo npegaaraeTca 0TKasaTbCA OT
€ro yCTaHOBKM M YCTaHOBUTb Heobxoaumyto nporpammy bes
peknamHoro MO.

HeKoTopble Nporpammbl HeNb3A YCTaHOBUTb 6e3 peKnaMHbIX
MoZynein, B NPOTUBHOM cy4dae UX GYHKUMOHANbHOCTb
orpaHuyYMBaeTcA. 3TO NPUBOAMUT K TOMY, UTO PeKNaMHan
nporpamma nosy4aeT AOCTYN K CUCTEME Ha «3aKOHHbIX»
OCHOBaHWAX, TaK KaK No/b30BaTe b Aaj COrlacue Ha ee
YCTAHOBKY. B aTOM cnyyaeT nyylle 3apaHee obesonacuTb cebs,
Yem NOTOM ¥KaneTb. B cnyyae obHapyKeHua daina,
KnaccMduMLUMpPOBAHHOIO KaK peknamHas nporpamma,
peKkoMeHAyeTcA yAaUTb ero, Tak Kak CKopee BCEro oH
COAEPKUT BPEAOHOCHbIN Koa,

6.1.5 LLUnuoHcKue nporpammbl

K aToOW KaTeropuun oTHOCATCA MPOrpaMmmbl, KOTOpbIle
OTNPaBAAT INYHbIE AaHHbIE 3/10YMbILWIEHHUKY 6€3 BeAOMa U
cornacua ux snagensua. OHU UCMONb3YIOT GYHKLUUN CAeKeHUs
0N OTNPABKU CTaTUCTUYECKOM MHPOPMALMM, TAKOWN KaK
CMWCOK noceLaemblx Be6-calToB, agpeca 3/1eKTPOHHOM NoYTbI
B aZPECHbIX KHUrax Uan Habupaemblii Ha KnaBuaType TeKCT.

ABTOpPbI LUNMOHCKMX NPOrPaMm yTBEPKAAIOT, YTO 3TH
TEXHO/IOMUM CNYXKaT /1A U3yveHua TpeboBaHUI U MHTepecoB
nosib3oBaTesiei 1 NO3BONAKOT CO34aBaTb PEKJAMHbIE
MaTepuasbl, 6osee COOTBETCTBYHOLLME LIeIeBOIN ayanUTOPUMN.
Mpob6aema B TOM, YTO HET YETKOM rPaHULLbl MEXAY NOAEe3HbIMK
W BPEOO0HOCHBIMU MPUIOKEHNAMM, U HUKTO HE rapaHTUpyerT,
4yTO cobmpaeman nHbopmauma He byaeT UCNONb30BaHa BO
Bpea. aHHble, NONlyYeHHble LWMMOHCKMMM NPOrpaMmmamm,
MOTyT cogep¥aTb naponn nonb3osartens, PIN-Koabl, Homepa
cyeToB 1 T. 4. LLInMoHCcKMe nporpammbl 3a4acTyto
pacnpocTpaHATCA B KOMMNJ/IEKTe co cBob6oaHO
pacnpocTpaHAeMbIMM NPOrPaMMaMm CaMMUMKN aBTOPaMMU,
4YTOObl BO3MECTUTb Pacxobl Ha pa3paboTKy nan
paspeknammpoBaTb CBOE NporpammHoe obecneveHune. Yacto
nonb3oBaTtenet MHPOPMUPYIOT O HAMYMK LUINMUOHCKUX
nporpamm BO BPeMA YCTaHOBKM OCHOBHOM nporpammel. Mpu

3TOM B N/1IAaTHOW BEPCUM NPOrPaMMbl 3TOTO MPOrPamMHOro
obecnevyeHus HerT.

MprYmepamm XOpoLLO MU3BECTHOTO BeCnIaTHOro NPOrPamMmMHOro
obecneyeHuns, BMecTe C KOTOPbIM NOCTaBAAETCA LWMMOHCKOE,
MOTYT CNY}KUTb KMEHTbI NTUPUHTOBbIX (P2P) ceTein.
Mporpammbl Spyfalcon n Spy Sheriff (n mHorne apyrue)
OTHOCATCA K 0c0b0oi noaKaTeropmu wnmoHckoro MO.
YTBEPKAAETCA, YTO OHU NpeHasHayveHbl Ansa 60pbbbl co
WNMOHCKMM MO, HO Ha CAaMOM Zie/ie OHU CaMU ABAAKOTCA
TaKOBbIM.

B cnyyae obHapy:KeHua daina, KnaccuduumMpoBaHHOIO Kak
WIMNMOHCKasA Nporpamma, peKomMeHAyeTCs yaaanTb ero, Tak Kak
CKOpee BCero OH COAEPHKUT BPELOHOCHbIN KOA,

6.1.6 NMorteHuuanbHO onacHoe NO

CyLecTByeT MHOKECTBO NPOrpamm, npeaHasHa4YeHHbIX 414
YNPOLLEHNA aMUHUCTPUPOBAHMA CETEBLIX KOMMbIOTEPOB.
OfHAKO 310yMbILIEHHUKM MOTYT UCMOJIb30BaTh UX AN1A
npuymnHenuna spega. MNpunoxexHne ESET NOD32 Antivirus
No3BO/AET BbIABNATbL TaKMe yrposbl.

Kommepueckre 3aKOHHbIe MPUNONKEHUA MOTYT ObiTb
KnaccupuumpoBaHbl Kak noteHumnanbHo onacHoe MO. B sty
KaTeropuio BXOAAT Takne Nporpammbl, Kak cpeacTsa
YOANeHHOTro A0CTyNa, NPUAOKEHUA AN B3/IOMA Naposiel 1
KJ1aBMATypPHbIE LWNNOHBI (MPOrpamMmmbl, 3anucbiBatoLLme
HayKaTuA KNaBWLW Ha KaaBuaType).

Ecnv Takas nporpamma obHapy»KeHa Ha KOMMbOTepe, HO Bbl
He yCTaHaBAMBaNW ee, 0bpaTUTECh K aAMUHUCTPATOPY CETH 3a
KOHCy/IbTaumen nam yganute ee.

6.1.7 MNoTteHumanbHO HexenatenbHoe MO

He Bce NpunoXKeHna, OTHOCALLMECA K MOTEHLMANbHO
HexenaTtenbHomy MO, ABNAIOTCA BPeAOHOCHbIMW, O4HAKO OHM
MOTYT TEM U/IN UHbIM 06Pa30M CHUKATb NPOU3BOAUTENBHOCTD
cuctembl. Takme NpUoXKeHUA 06bIYHO 3anpaLlmMBatoT Npu
yCTaHOBKe corsiacue nonb3osatens. Mocae nux ycTaHOBKM
paboTa cuctembl U3meHseTca. Hanbosnee 3ameTHbI
cnepyolme U3MeHeHus:

® OTKPbIBAIOTCA HOBblE OKHA, KOTOPbIE HE MOABAANUCL PaHee;

® AKTUBMPYHOTCA U BbINOJHAOTCA CKPbITbIE MPOLECCHI;

® MOBbILLAETCA CTeNeHb UCMO/Ib30BaHUA CUCTEMHbIX
pecypcos;

® N3MEHATCA pe3yabTaTbl MOUCKA;

® MPUNONKEHNE NOAKAOYAETCA K YAANEHHbIM CepBepam.
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