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1. ESET Endpoint Security

ESET Endpoint Security npeactaenseT co60/ HOBbIM NOAXOL, K CO34aHMNI0 AeNCTBUTEIbHO KOMMIEKCHOM CUCTEMbI
6e30MacHOCT X KOMMbioTepa. HoBewllas Bepcns Moy s CKaHMpoBaHua ThreatSense® B coveTaHumM Co
cneunanu3npoBaHHbIMM MOAY/TAMK NepCoHaNbHOMO dariepsoa v 3almMTbl 0T cnama o6ecneymBaeT CKOPOCTb U
TOYHOCTb, HEO6XOAMMble A9 6€30NacHOCTM KOMMbloTepa. Takium 06pa3om, NpoayKT NpeacTaBaAseT co60M pa3BUTYIO
CUCTEeMY HernpepbiBHOTO NpeaynpexaeHns aTak U 3alyUTbl KOMMbOTepa OT BPeOHOCHbIX NPOrpamm.

ESET Endpoint Security — 3T0 KOMMN/IeKCHOe peLleHne aaa obecneyeHmns 6€30MacHOCT U, ABAAIOLLEECs pe3y1bTaToM
[OJITVIX YCUAUIA, HANPABAEHHbIX HA AOCTUXKEHME ONTMMANbHOM0 COYeTaHMS MaKCUMaNbHOM CTeMNeH 3aLUmMTbI C
MUHVMAaNbHbIM BINSIHWEM Ha MPOM3BOAMUTE/IbHOCTb KOMMbOoTepa. COBPeMEeHHbIe TeXHOTOMMKM, OCHOBAaHHbIe Ha
NPUMEHEHWNN NCKYCCTBEHHOMO MHTEN1eKTa, CNoCO6HbI MPeBEHTUBHO MPOTMBOAENCTBOBATL 3aPAXKEHUSIM BUPYCaAMU,
LUMNOHCKNMU, TPOSIHCKMMU, PeKAaMHbIMW MPOrpamMMamMm, YepBAMU, PYTKUTAMU U APYTUMUM aTakamu U3 MIHTepHeTa
6e3 BNMAHNS HA MPOM3BOAUTENIbHOCTb KOMMbIOTEPA 1 NepepbiBOB B paboTe.

PeweHne ESET Endpoint Security npefHa3Ha4YeHOo B MepByt0 04Yepeb AJ151 MCNOAb30BaHWSA HA Paboumnx CTaHLUMSAX B
cpefax HeboNbLUMX W KPYMHbIX NPpeanpusTuiA. Ero MOXHO 1cnonb3oBaTbh ¢ ESET Remote Administrator, uto
NO3BOISeT CIErKOCTbIO YyMPaBAATb TH0ObIM KOMMYECTBOM KJMEHTCKMX PABOUMX CTAHLMIA, MPUMEHATb NOAUTUKM U
nNpaBnaa, OTUIEXMBATL OOHAPYXKMBAEMble YTrpO3bl U yAASIEHHO KOHPUIypUpPOBaTb CUCTEMY C 1060ro
NOAK/TKOYEHHOTO K CeTU KOMMbIOTEpa.

1.1 CucrtemMHble TpeboBaHUSA

[nsinpasunbHoM paboTbl ESET Endpoint Security cnctema A0/1KHA OTBeYaTb NepevmnCIeHHbIM HUKE annapaTHbIM U
NPOrpaMMHbIM TPeHOBaHUAM.

Microsoft® Windows® 2000, XP, Server 2003

Mpoueccop 400 MIu, 32-paspsaHbii (x86) v 64-paspsaHblii (x64)
128 Mb onepaTuBHOW NamaTu

320 Mb cB0604HOro MecTa Ha Aucke

MoHuTop Super VGA (800 x 600)

Microsoft® Windows® 7, Vista, Home Server, Server 2008

Mpoueccop 11w, 32-pa3pagHbivi (x86) nnu 64-paspagHoiii (x64)
512 MB onepaTmMBHOM NaMsTu

320 Mb cB0604HOro MecTa Ha Ancke

MoHuTop Super VGA (800 x 600)

1.2 MpodunnakTuka

MpKn NCNONb30BaHUM KOMMbIOTEPA, 0COB6EeHHO BO BpeMs paboThl B IHTepHeTe, HE06X0AMMO MOMHUTL O TOM, YTO HK
0[jHa CUCTEeMa 3aLUMTbI OT BUPYCOB He CNOCO6HA NMOJTHOCTbIO YCTPAHUTb BEPOATHOCT b 3aPAXKEHWN U aTak. 118 Toro
YTOB6bI LOCTUTHYTh HAaMBbICLLEN CTerneHn 6e30NacHOCTN U KOM)OPTA, CefyNTe HECKOIbKMM NPOCTbIM Npasuiam u
MCMOJIb3YMTE CUCTEMY 3aLLMT bl OT BUPYCOB HaZexallmM 06pa3om.

PerynapHo o6HOBSINTE CUCTEMY 3aLLUTbI OT BUPYCOB.

CornacHo CTaTUCTUYeCKMM AAHHbIM, MOJTYYeHHbIM OT CUCTEMbI CBOEBPEMEHHOro 0bHapy>keHus ESET Live Grid,
ThICSYM HOBbIX YHUKANbHbIX 3apaXKeHUI MOSBAAOTCA exeqHeBHO. OHUM NbITAKTCA 060MTK CyLLECTBYOLLME MepbI
6€30MacHOCTM 1 NPUHOCAT AOXOJ, X aBTOPaM 3a cHeT yObITKOB APYrnx nonb3osatenen. Cneumanmctbl BUPYCHOM
nabopatopum ESET eXxefHEBHO aHA/IM3UPYIOT YIrPO3bl, CO34AK0T U NPeAOCTaBASAT K 3arpy3ke HOBble 06HOBNEHMUS
[/15 HEMpepbIBHOIO yCOBEPLUEHCTBOBAHMSA 3aLLMT bl MOMb30BaTe/lIen OT BUPYCOB. HenpaBmabHO HACTPOEHHAasa cMcTeMa
06HOBNEHNI CHWXKAET 3O PEKTUBHOCTb MPOrpaMmbl. JONONHUTENbHbIE CBEAEHWNSI O HACTPOMKE OOHOBNEHNI CM. B

rnaese HacTporka 0BHOBAEHWIA.

3arpyxainTe nakeTbl 06HOB/IEHU A OMEpPaLMOHHON CUCTEMbI U APYTUX MPOrPaAMM.

ABTOPbI BPeLOHOCHbIX MPOrpaMM MUCMO/b3YIOT PasiNyHbIE YA3BUMOCTI B CUCTEME A8 YBENNYEHUS 3PDEKTUBHOCTI
PacnpoCTpaHeHMs 310HAMEPEHHOTO KoAa. Mo 3ToM NpUYMHe NMPON3BOAUTENM MPOTrPaMMHOro o6ecredeHns
BHMMATE/IbHO CIefAT 32 MOSAB/IEHMEM OTHETOB O HOBbIX YA3BUMOCT SIX MX MPOTrPaMMHbIX MPOAYKTOB 1 BbIMyCKAOT
perynsapHbie 06HOBEHMS, CTAPasACh CHU3UTb BEPOATHOCTb NMOABNEHNSA HOBbIX Yrpo3. OUeHb BaXKHO 3arpy»aTtb 3Tu
06HOBNEHNA Cpa3y MOCIe UX BbIMycKa. MpMMepaMm NporpaMMHbIX MPOAYKTOB, PETYAAPHO HYXXAAOLLMXCA B



O0BHOBNEHUSIX, ABNSIOTCSA ONEpPaLMOHHbIE CUCTEeMbI ceMmencTBa Windows nam WMpoOKO pacnpoCTpaHeHHbIN Beb-
bpay3ep Internet Explorer.

ApPX1BUPYITE BaXKHble JaHHbIE.

ABTOPbI BpPeOHOCHbIX MPOrpaMmMm O0BbIYHO He 3a60TATCA 0 NOb30BaATENSAX, A AENCTBUSA UX MPOAYKTOB 3a4acTyto BeayT
K MOJIHOW HepaboTOCNOCOBHOCT M ONEePALMOHHOM CUCTEMbI U HAMEPEHHOMY MOBPEXAEHWNIO BXKHOM MHGOPpMALMN.
HeobxoaMmO peryngapHO Co34aBaTb pe3epBHbIe KOMUY BAXKHbBIX KOHOUAEHLUMANTbHbIX AAHHbIX HA BHELUHWX HOCUTeN X,
Takmx Kak DVD-AUCKM MK BHELLIHME XXeCTKne ANCKN. Mpodunnaktmnyeckme mepbl TAKOro poaa no3BoastoT H6bICTPO U
NPOCTO BOCCTAHOBUTb AAHHbIX B CJ1y4ae 1X NOBPEXAEHNS.

PeryasipHO CKaHUPYMTe KOMMbIOTEP HA HAJIM4YMe BUPYCOB.

PerynspHoe aBTOMaTu4eckoe CKaHNMPOBaHME KOMMbIOTEPA C HAA1eXaLLMMM NapaMeTpamMm MOMOraeT YCTPaHsTb
3apaXkeHus, KOTOpble MOTyT 6bITh MPOMYLLEHbI MOAY/TEM 3aLUNTBI B PEXXMME PeasibHOr0 BpEMEHW BCeACTBUE
yCTapeBLlen Ha TOT MOMEHT 6a3bl @HHbIX CUrHATYP BMPYCOB.

CnepyinTe OCHOBHbIM NpaBuiam 6e30MacHOCTH.

370 Hambonee 3pPeKTMBHOE 1 NOAE3HOE NPABMIO 13 BCeX — BCerga 6yabTe OCTOPOXKHbI. Ha AaHHbIN MOMEHT ANs
paboTbl MHOMMX 3apaXKeHuM (UX BbIMOJTHEHWUSI M pacnpOCTPaHeHNSs) HEOBXOAMMO BMeLIaTeNbCTBO NO1b30BaTeN .
Ecnv cobntopatb 0CTOPOXKHOCTb MPU OTKPbITUM HOBbIX GannoB, MOXHO 3HA4YUTE/IbHO C3KOHOMMWTb BPeMS U CUSTbI,
KOTOpble B MPOTUBHOM C/lyyae byayT NOTPaYeHbl Ha yCTPaHeHMe 3apaXkeHnin. HekoTopble Nosie3Hble npasmia
NpuUBeAEHbI HUXeE.

e He nocelwlanTe nogo3puTesbHble BeH-CanTbl C MHOXKECTBOM BCMJ1bIBAKLLMX OKOH M aHUMMUPOBAHHOW PEK/TaMOMN.

e ByabTe OCTOPOXHbI MPUY YCTAHOBKE HecniaTHbIX MpOrpamMm, NakeToB KOAEKOB U T. M.. ICNOb3ynTe TONbKO
6e3onacHble NporpaMmel M nocewanTe 6e3onacHble Be6-canThl.

e byabTe OCTOPOXKHbI, OTKPbIBASi BIOXKEHMS B COOOLLEHMS 3/1eKTPOHHOM NOYTbl (0COOEHHO 3TO KacaeTcst CO0bLeHUN,
paccbliaeMblX MacCOBO M OTMPABAEHHbIX HEM3BECTHbIMM TNLAMM).

e He Mcnonb3ymnTe yY4eTHY 3anncb C NpaBaMu aMUHNUCTPATOpA A1 MOBCeAHEBHOM paboTbl HA KOMMbIOTEpE.



2. YCTAaHOBKA

Mocne 3anycka 3Toro danna Mactep yCTaHOBKM MOMOXKET YCTAaHOBUTb MPOrpaMmmy.

BHumaHue! Y6euTech B TOM, YTO HA KOMIMbIOTEPE He YCTaHOB/IeHbl Apyrie NporpaMMebl 3alMTbl OT BUPYCOB. EC/IN Ha
O0LHOM KOMMbIOTEpPe YCTAHOB/EHO ABa 1 Bonee pelleHns ans 3aWmnThl OT BUPYCOB, MEXAY HUMU MOXKET BO3HUKHYTb
KOHPANKT. PEKOMEHZYeTCA yAaNnTb BCe MPOYMe NPorpaMmbl 3alLMTbl OT BUPYCOB C KOMMboTepa. Crnncok
WMHCTPYMEHTOB 4151 yAANIEeHWS MOMNYASPHbBIX AaHTUBUPYCHBIX MPOrpamMM CM. B HalLier CTaTbe 6a3bl 3HAHWM (A,0CTYMHA Ha
aHTTUACKOM U Ha HECKO/IbKUX APYTUX A3bIKax).

ﬁ Y¥cranoeka ESET Endpoint Security @

ENDPOINT Bac npueBeTcTBYyeT Macrep
SECURITY ycraHoBku ESET Endpoint
Security

[aHHaA NporpaMMa NpoMsBeaeT yoraHoeky ESET Endpaint
Security Ha Bal KoOMMBKOTER. Mepen NPoASIHKEHHEN
PEKOMEHAYETCA 3aKPEITE APYTHE NporpaMMsl, 4na
NPOAMTHEHUS YCTAHOBKKM HEXMUTE KHONKY “lanee”. Ana
EEI¥04E M3 MECTEPAE YCTIHOBKM HEKMUTE "OTMEHE

Brnmanne!

Y100k NPELOTEPATHTE BOSHUKHDEEHME Npobnem nNpu
YCTEHOBKE, YAANWTE BCE 3aMNYLWEHHEIE NPUNOKEHUA
CUCTEMBI BE30MNECHOCTM, TAKME Kak aHTHBMPYCHBIE
BHTHLINMOHCKME NPOrpaMMel W daiepeon.

< Hasan [ Nanee = J [ OTtMeHa ]

CHavana nporpamma nposepsieT Hann4me 6onee HoBow Bepcum ESET Endpoint Security. Mpuy 06Hapy>keHnn 6onee
HOBOW BepCuM Bbl byeTe yBeAOMIeHbl 06 3TOM Ha NepBOM 3Tarne yCTaHOBKW. EC1M BbIGpaTb BO3MOXXHOCTb
3arpysuTb M1 YCTAaHOBUTb HOBYIO BEPCUIO, HOBAS BEpCUS ByeT 3arpy>keHa, nocsie 4ero byaeT npoAo/KeHa
yCTaHoBKa. Ha cnefytolem 3Tane Ha 3KpaH byaeT BbiBeAEHO JINLEH3UMOHHOE COrNaLleHne C KOHEYHbIM
noJsib3oBatenem. MpoYTmUTe ero v HAKMUTE KHOMKY MPUHATb, YTO6bI NOATBEPAUTL CBOE COracme C yC10BUAMMI
JINLEH3MOHHOI0 CornalleHns C KOHeYHbIM Nosib3oBaTeneM. [ocie 3TOoro ycraHoBKa byaeT NPoA0IKEHa, NpUyem
CyLLeCTBYeT [,Ba BO3MOXHbIX CLIeHapus.

1. Ecim ESET Endpoint Security yCTaHaBAMBaETCA HA KOMMbIOTEP BMepBble, NOC1e NMPUHSATUS Y C10BUN
JINLLEH3UOHHOrO CornaleHns C KOHe4YHbIM MoJib30BaTeNIeM Ha SKpaH byaeT BbiBeAeHO NoKazaHHoe Aanee OKHO.

3[eCb MOXKHO BbIGPaTh peXKMM yCTaHOBKM (O6blYHad yCTaHOBKA WM Bbi6OpoYHas yCTaHOBKA) U MPOAO/KUTb
yCTAHOBKY COOTBETCTBYIOLLMM 06pa3oM.

ﬁ Yecranoeka ESET Endpeint Security IEI

(es[:ly

PeXuM yCTaHOBKH

Bribop peMMa YCTaHOBKK

BrifepuTe cTEHASPTHYIO yoTaHoeky ESET Endpoint Security (oBecneunsasT Haunydwes
COOTHOWEHWE MPOMZE0ANTENEHOCTH W BE30NACHOCTH) MNKM NONBZ0BATENLCKYID YCTAHOBKY
(No3BONAST BRINOAHWTE AOMOAHWUTENEHYD HACTROMKY).

Pexm ycTaHoBkKM

(@ OfbldHaA (DEKOMEHAYEMEIE OMTHMANEHEIE HACTPOMKM)

(") NonbsosaTensckii (MosEonAeT Bones AETANBHYID HACTPOAKY)

’ < Hasan ] [ Nanee = ] [ OTtMeHa ]

2. Ecnm ESET Endpoint Security ycTaHaBAMBaeTCs NOBepX NpeablAyLLen BepCMm aHHOMO MPOrpaMMHOro
obecneyeHus, B C1efyoLLEM OKHE Bbl MOXETE BbI6paTh, HY>KHO JIN COXPAHUTb CyLLEeCTBYOLLMe NapamMeTpbl A4
HOBOW yCTaHOBKW. EC/in >ke cHATb Gpaxkok Mcnonb3oBaTh TEKYLLME MApaMEeTpbl, TO BaM ByayT AOCTYMHbI TO/IbKO
[1Ba OMMCaHHbIe BbIlle BapMaHTa.


http://kb.eset.com/esetkb/index?page=content&id=SOLN146
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PesuM yCTaHoBKH

Biifiop pekuMa yCTaHOBKM @er

ECAN Bbl XOTHTE NEPEYCTAHOBWTL CUCTEMY, COXPEHME TEKYLLWE NaPaMETDLI, YCTEHOBHTE
STOT (Nakok.

ECnn Bbl XOTHTE NEPEYCTEHOBWTL CUCTENY W M3MEHMTH NAPEMETDLI, CHUMATE 3TOT
hNEHoK M BEIBEPHTE 0AWH U3 PENAMOS YCTEHOBKM,

Wcronb30BaTh TEKYIWME NapaMeTPEl
PexidM yCTaHOBKN

(@) OfibluHan (PEKOMEHL YEMEIE ONTHMANBHEIE HACT PO

Mone3oBaTensckuil (No3sanAeT Gonee AETaNEHYIO HACTPOMAKY)

< Hasan ] [ Hanee > ] [ OTMeHE

2.1 O6blyHag ycTaHOBKA

B pexxrme 06bI4HOWM YCTAHOBKM NpeaaaratoTCsi BO3MOXKHOCTU 415 KOHOUIYpUPOBaHMS, AOCTATO4YHbIE AN
00/1bLWMHCTBA NOJIb30BaTeNen. OTU NapaMeTpbl 06ecnevymBatoT OT/IMYHbBIN YpOBEHb 6€30MaCHOCT, MPOCTOTY
HACTPOWIKW 1 BbICOKYH MPOW3BOANTENbHOCTb KOMMbOTEpPa. PeXXnmM 06bI4YHOM YCTAaHOBKM — 3TO BapUaHT Mo
YMOIYaHUIO; MPU OTCYTCTBUM 0COHbIX TPeboBaHMIM He CiiefyeT BblIbMpaTh APYromn Cnocob.

Mocne Bbl60pa peXknma yCTaHOBKM U HaXKaTmna KHONKK [lanee npeanaraeTcsd BBeCTV MMSA NOJ/1b30BaTeNnsa U napob AN
aBTOMaTM4eckoro o6HoBAEHMA nporpamMmbl. 3TO BXKHO 414 obecneyeHus Hel'lpeprBHOPI 3alNTbl KOMMNbKOTEPA.

ﬁ Yeranoeka ESET Endpoint Security @

AsToMmaTnueckoe obHoBnenne
BseauTe CBOM MMA NONE30BATENA K Napont EET

[ANA NoNy4YEHUA PEryNAPHEX 0BHOBNEHWIA BERAMTE MMA NONE30BATENA M NAPONE,
KOTOPEIE BEINK NONYYEHE! BO BPEMA NPHODPETEHMA NPOrpamMMel. HacToATENsHD
PEKOMEHAYETCA CKOMMPOBATE (Cirl-+H) AaHHLIE M3 3NEKTPOHHOND PEMWMCTPELMOHHOMD
nMuceMa M BcTasuTe (Cirl+V) ux B COOTEETCTEYIOWME NONA HIHKE,

WMA nonesoBaTEnA: Mapone:

EAV-12345673 [T IITTT YT

Ecnu Bbl HE YEEPEHBI B MPABUABHOCTH EHBHEHMﬁ, YKEHWTE MX NO3HE,

[ ¥eraroenTs NapameTpel ofiHoBNEHMa Noswe

[ < Haszaa ] [ Oanee > J [ OTmeHa

B COOTBETCTBYIOLMX MOJIAX BBEAMTE CBOM MMS MOJIb30BaTe/A 1 NAPO0Jb, TO €CTb Te CaMble JaHHbIe Ay TEHTUPUKALMN,
KOTOpbIe 6bI/TY MOyYeHbl MPY NMPUOBPETEHUM UV PEFUCTPALIMM NMPOrpaMMsbl. ECTN Y BAC HET MMEHW NO/b30BaTeNs U
naposis, ycTaHoBUTEe GaXKOK YCTAHOBUTb MapaMeTpbl 06HOBJIEHUSA MO3XKe. 1PV 3TOM y4eTHbIe AaHHbIE MOXHO
6yAeT no3Hee BBECTW B CAMOM MporpaMmme.

Ha cnegytollem s3Tane BbINOJIHAETCA KOHOUrypmposaHme ESET Live Grid. Cnctema ESET Live Grid npefHasHaveHa gns
HeMe[JIEeHHOrO HenpepbIBHOrO MHPOPMMUPOBAHMA KOMMAAHUM ESET O HOBbIX 3apaXeHUsX, YTO MO3BOSET 3aLLMLLATD
noJsib3oBaTenen. 3Ta CMCTeMa No3BoISeT OTNPABANATb HOBbIE YrpO3bl B BUPYCHYO N1abopatoputo ESET, rae oHu
aHaNM3MpyoTCa, 06pabaTtbiBatOTCS M L06aBNAOTCA B 6a3y AaHHbIX CUTHATYP BMPYCOB.



ﬁ Yecranoeka ESET Endpeint Security

ESET Live Grid
(es(l

OCHOBEHHOE Ha NEPEA0BON CUCTEME PAHHEro NpeaynpexaeHua of yrposax
ThreatSense.net pewenwe ESET Live Grid pazpaboTano ana obecneyerna
AONONHUTENBHOI BE30NacHOCTH KOMMBKOTEPE. OHO MOCTORHHO OTCNEXMBAET
EbINOMHAEMEIE B CACTEME MPOrPEMME! M NPOLIECTE!, WOIONB3YA SKT YankHbIE AaHHEIE of
yrpo3ax, cobMpaeMesIe C MMANWOHOB KOMMBIOTEPOE No BCEMY MUPY. KpoMe Toro, no Mepe
HakomneHA MHDOPHaLLK B Base AaHHEIX ESET Live Grid cKaHMpoBaHWE CMCTEMb!
BbINONHAETCA BBICTPEE M TOYHEE,

A cornawarocs Ha y4acTve B ESET Live Grid (pexomenayeTca)

’ < Hasan ] [ Nanee = ] [ OTtMeHa ]

Mo ymon4aHuio yctaHoBneH diaxok f cornawarocb Ha yyactme B ESET Live Grid, KOTOPbIV akTUBMPYET AaHHYIO
DYHKLMIO.

CnepyoLIMM [1eNCTBMEM MNPU YCTAHOBKE ABNSETCA KOHOUIYPUPOBaHMe 06HAPYKEHWSA MOTEHLMATBHO
HeXenaTenbHbIX MPUIOXKEHWA. TOTEHLMANBHO HEXeNaTe/IbHble MPUI0XKEHMS He 0653aTeNbHO ABASIOTCA
BPeAOHOCHBIMM, HO YacTO HEraTMBHO BAMSAIOT HA paboTy OnepaLyoHHOM CUCTeMBbI. [JONO/THUTE/TbHbIE CBEAEHNS CM. B

rnase [1oTeHUMANbHO Hexxenare/bHble NPpUAOXKEeHNA.

ﬁ Yecranoeka ESET Endpeint Security
06napyxenne NoTEHUHANBHO HEXENATENbHbIX
NPUNoMEHM (es[:ly

MoTeHUMaNsHo HEXENaTeNbHbIE NMPUNOHEHMA — STO MPOrPaMMbl, KOTOPbIE obbiuHo
SENPallKBaHDT COrNacMe NoNbL30BaTENA Nepen ]i'CI'BHOEK.Oﬁ. 3TH NPUAGHKEHKA MOTYT HE
NPEACTEENATE YrPo3el ANA DE30NACHOCTH, HO CNOCOOHL! NOBNMATE Ha
MPOUEB0AWTENBHOCTL, CKOPOCTE M HAAEHHOCTEL KOMNLHOTEPEA, 4 TAKHE WSMEHWTE Ero
NoBEaEeHHE,

[Buﬁe‘:\uTe DAWH W3 NYHKTOB ']

BeiBepUTe 0AMH M3 NYHKTOB
BrNIOYWTE 0fHa| EHWE NOTEHLWAANEHD HEsEenaTensHora Mo |

BemrnroqmTs OGHEDY}KEHHE MoTEHUMANBHO HExenaTensHoro MO

BbibepuTe napameTp BKkAOUNTb 06Hapy>KeHne NoTeHLMaibHO HexenaTenbHoro MO, 4Tobbl paspelnTb
nporpamme ESET Endpoint Security 06Hapy>KmMBaTb NPUIOXKEHNS TAKOrO TUMa.

MocnegHM 3TanoM 06bIYHOM YCTAaHOBKM ABASETCS MOATBEPXKAEHME YCTAHOBKMW. 19 3TOr0 HAXKMUTE KHOMKY
YCTaHOBUTD.
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Bce roToBo K yCTaHOBKE

MacTep roToE BEIMOAHMTE YCTEHOBKY THMa "ObkuHanR" EET

[NA HEYANa YCTAHOBKM HEMMWTE KHOMKY "YCTaHOBMTE". ECAM Bhl XOTHTE WIMEHMTH
HACTPOMKM YCTAHOBKM, TO HEMMUTE KHOMKY "Hazaa ™ unM kHonky "OTmeHa”, uTobisl
BHIATH M3 MACTEPE YCTAHOBHKM,

< Hasan ] [@'VnaHoBMTbJ [ OTtMeHa

2.2 BblbopoyHas ycTaHOBKA

PeXXnM BbIBOPOYHOMN YCTAHOBKM NpeAHa3HaYeH A8 OMbITHbIX MO/b30BaTe/NelM, KOTOPbIe MOTYT BbIMOJHUTb TOHKYHO
HACTPOWKY NPOrpamMMbl U XOTAT U3MEHWUTb NapaMeTpbl pacLLUMPEeHHON HACTPOMKM BO BPEMSA YCTAaHOBKM!.

Mocne BoIbOpa pexxrmMa yCTaHOBKM W HAXXaTKUs KHOMKK Janee nonb3oBaTento byaeT npeasioXkeHo BbibpaTh nanky Aas
YyCTaHOBKM. 10 yMOYaHMIO MPOrpaMma yCTaHABIMBAETCA B YKA3aHHYHO HMKe Narky.

C:\Program Files\ESET\ESET Endpoint Security\

HaxxmuTe KHomKy O630p..., 4TObbI U3MEHUTb Nanky (He pekoMeHayeTCs).

ﬁ Yeranoeka ESET Endpeint Security @

Buibop nanku ycraHoBKA

370 Nanka, B koTopyto GyaeT ycraHaBnmBaTeoA ESET EET
Endpoint Security.

[NA YCTEHOBKK B 3TY Manky HakM|Te KHoNKy "Janee”. lna M3MEHEHMS Nanku
YCTEHOBKM, YKIHKUTE BE BPYYHYIO MNM HEKMUTE KHONKY "O630p™,

Oanka:

IC:‘l,Program Files\ESET\ESET Endpoint Securityl

’ < Hasan ] [ Aanee = ] [ OTMEHa ]

3atem 3anonHuTe nons UmMsa nonb3osartens v Maponb. 3T0 AeNCTBME aHATOMMYHO COOTBETCTBYOLWEMY AENCTBUIO B
pe>xxumMe 06bIYHOM YCTAHOBKM (CM. OBbl4HAA YCTAHOBKA).

Ha cnenytolemM 3Tane Hy>KHO BbIGpaTb KOMMOHEHTbI MPOrpaMMbl, KOTOPble TpebyeTcs yCTaHOBUTb. YTOo6bI
NMPOCMOTPETb BapUaHTbl YCTAHOBKM, Pa3BEPHUTE AEPEBO KOMMOHEHTOB 1 Bbi6epuTe dyHKLMIO. 10 yMOAYAHUIO
BblGpaH BapMaHT YCTAHOBUTb HA XXECTKUN AUCK. EC/IM BbIGpaTh YCTAHOBUTb BCE KOMMOHEHTbI HA YXECTKUN JUCK,

YCTaHOB/1€HbI 6\//J,yT BCe (D\/HKLJ,VIVI, OTHOCALMECH K Bble/IEHHOWN BETBM nepesa. YTOObl OTMEHUTb YCTaHOBKY CI)yHKLI,I/II/I
NN KOMIOHEHTAQ, Bbl6epI/ITe He ycTaHaB/iMBaTb BCe€ KOMMOHEHTDI.



ﬁ ESET Endpoint Security ¥cTanoeka
Buifop KOMNOHEHTOB NPOrpaMMbl

BbiGepuTe KOMNOHEHTEI NPOrpPaMMel, KOTOPBIE HYXHO YCTaHOBUTE

[ -| KomnbioTep

- 3 = | 3alUMTa OT BUPYCOE M LINHOHCKIAX MPOrpaEtH
b 0w | KOHTPONE YCTPORCTE

el (=) | CETB
<o (=0 * | IHTEPHET W 3NEKTPOHHEA NoYTa

- = ~ | DUNBTPEUMA NPOTOKONOS
3aLMTA NOYTOBOrD KAMEHTE

=) YcTaHOBWTE Ha WECTKMI AWCK

=8 YcTaHOBWTE BCE KOMIOHEHTEI HA HECTKNA JUCK

ool

X

He ycTaHaenueats BCE KOMMOHEHTBI
Moayns 3awmT vl

%]

TpadiK Ha KOMMBKTEPE . OH NOLASMHWESET CREAYVIOWWE NOYTOBEIE KAWeHTH: Microsoft
Outlook, Outlook Express, Windows Mail, Windows Live Mail 1 Mozilla Thunderbird,

’ < Hasan
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Haxmute kHonky [lanee, 4yTo6bl NepenTn K HACTPOMKE MHTEPHEeT-CoeMHeHNs. ECTM MCNONb3yeTCs NPOKCK-CepBep,
OH A0J1KEH BbITb KOPPEKTHO CKOHPUIYPUPOBaH A/ 06ecrneveHns 06HOBNEHNS CUTHATYP BUPYCOB. EC/IM TOYHO
HEeW3BECTHO, UCMOJb3YEeTCs X MPOKCU-CEPBEP A5 NOAKNOYEHUS K IHTepHETY, BoibepuTe 1 He 3Hak TOYHO,
MCNO/b3yeTCs /1IN NPOKCU-CcepBep. 1 XO4y MCMOJIb30BaTh Te XKE NapaMeTpbl, Kakue ncnonbsyet Internet Explorer
(pexomeHAayeTcs) 1 HAKMUTe KHOMKy Janee. ECM NPpOKCU-CePBEP He UCMOJb3yeTcs, BbibepnTe BapMaHT fl He

NCNonb3yto NPOKCU-cepBep.

ﬁ Y¥cranoeka ESET Endpoint Security

HHTEepHEeT-CoeaHHEHHE
HacTpoiTe nogknoyeHie K MHTEpHETY

(es[:ly

X5

BribepTe NapaMeTPel, COOTEETCTEYIOWME THNY BALEro NOAKNIYEHHA K MHTEPHETY,
Ecnm Bbl HE YBEPEHDI, MONONE3YATE NapameTpel Internet Explorer,

Mpoko-cepsep

@ A He 3HaK TOYHO, MCNONL3YETCA MM NPOKCM-CEpEep. A Xo4y MONoNL30BaTE T
= e napaMeTphl, Kakme uononesyeT Internet Explorer (pekomeHayeTos).

() Al HE MCNONB3YHD MPOKCU-CEPEEP

() Al Mcnonb3yio NpoKoM-Cepsep

’ < Hasan
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[ns KOHOUIYpMpOBaHWSA NapamMeTpoB NPOKCU-cepBepa BbibepuTe BapraHT f UCNo/b3y o NPOKCU-CEpBEp U HAXKMUTE
KHonky Aanee. Beeaute IP-agpec unn URL-agpec npokcu-cepsepa B nosie Agpec. B none Mopt ykaxxmute nopT, No
KOTOPOMY 3TOT NPOKCU-CEPBEp NPUHMUMAET 3anpochbl Ha coefnHeHme (Mo yMoa4aHuio 3128). ECiv Npokcn-cepeep
TpebyeT ayTeHTUbUKaLMK, BBEAUTE MpaBu/ibHbIe MMS M0Jib30BaTeNs 1 Naposib, KOTOPble HeOH6XOANMbI ANs OCTYNa
K Hemy. [apameTpbl NPOKCU-CepBepa TaKXKe Mo >KesaHio MOTyT BblTb CKOMMPOBAHbLI U3 NapamMeTpos Internet

Explorer. HokxmuTe MpUMeHNTb 1 NOATBEpAUTE BbI6OP.

n
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Npoxkcu-cepeep
BEeCTH NapaMeTPel NPoKcH-CepEepa EET

MapaMeTpEl NPOKCM-CEpBEPa:

Anpec: (opT:
|192.1ss.1.1 3128
MMA NoNb30BaTENA: Maporns:

IUSErnamE | SERRRRREN

WcnonezoeaTe napameTpel Internet Explorer
Agpec: MopT:

MpUMEHKTE

< Hazaa ] [ Nanee = ] [ OTMeHa ]

Ha 3TOM 3Tane yCcTaHOBKM MOXKHO 334aThb, Kak B cucteme byaet o6pabatbiBaTbCa aBTOMATMYeCKOe 06HOBIEHME
nporpammbl. HaxxmuTe U3MeHUTb... 4159 4OCTYNa K paclUMpPeHHbIM napaMmeTpam.
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AsToMaTHyeckoe obHoBneHne
HacTpouTE NapaMeTpel SETOMaTHYECKoro obHoENEHMA EET

MacTep YCTEHOBKM OCYLWECTEWT NNGHUPOBEHWE 33484, KOTopele ofecnedaT
BETOMATHYECKOE 0DHOBNEHNE NPOrpamMMel. B AanbHEMWEM MOXKHO MEMEHWTE 334341
0BHOBNEHMA B COOTBETCTEMM C COBCTBEHHEIMM NOTPEGHOCT AMKM, BOCNONL30BABLUMCL M. ..

Tun oBHoBNEHWUA

KoMNOHEHTEI NporpaMMel: Mpeano*mTe MZMEHUTE. ..

< Hazaa ] [ Nanee = J [ OTMeHa




Ecnm HeT HeobXx0aMMOCTM OO6HOBAATE KOMMOHEHTbI nporpamMmmesl, Bbl6epl/ITe BapuaHT Hukorpa He 06HOBNATH
KOMMOHEHTbI NpOorpaMmbil. I‘IapameTp 3anpocvm> noaTBep>XxageHue nepep, 33Fp\/3KOl7I KOMMOHEHTOB BK/1t04aeT
BblBOA OKHa NoATBep>XAeHWA nepen KaXKA0WM NonNbITKON 3arpys3nTtb KOMMNOHEHTbI MpOrpamMmbl. ans aBTOMATNYeCKOW
3arpy3ku O6HOB/IEHU KOMIMOHEHTOB nporpamMmmbl Bbl6€pI/ITe BapuaHT BbINnosHATb O6HOBJIEHME KOMIMOHEHTOB
nporpamMmmbl, eC/in A0CTYMHO.
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OBHOBNEHWA MOTYT BEITh BEINONHEHE! SBTOMATHHECKM De3
BMEWATENLCTES NONE30BATENA, WK NONb30BATEND MOKET 33AaTh
YEE4OMNEHWE Neped obHoBneHreM, Mocne obHOBNEHMA KOMNOHEHTOE
MporpaMMel MOXET NOTPEOOBATLCA NEPE3ANYCK KOMMBIOTEPE.

DBHOBNEHWE KOMMOHEHTE NPOTPAMMb]
() Huior aa He oBHOBRATE KOMMOHEHTHI NPOrPaMMel

=9 BrIinonHATE 0BHOBNEHWME KOMMNOHEHTOE NPOrPaMMEl, CTH
- AOCTYMHO

(@ 3anpocTh NoATBEPHAEHWE NEPEef 3arPY3KoM KOMMOHEHT OB

Mepe3anycTUTe Nocne oGHOBAEHWA KOMMNOHEHTOB NPOrpaMMel
() HuKoraa He NepesanyckaTs KoMMBloTep
(@) MpeAno#UTL NEPESANYCK KOMMBKOTEPE, ECM HEOBX0AMMD

=, Ecnn HeoBxoauMo, nepesanycTiTe KoMnbtoTep Bes
= YBEAOMNEHUA

[ QK J[ OTMeHa ]

NMPUMEYAHME. Nocne 06HOBAEHNS KOMMOHEHTOB MPOrpaMMbl 0ObIYHO HY>KHO Mepe3arpy3nTb KOMMNbIOTED.
PekomeHayeTcsa BbibpaTb BapmaHT Ecnm Heob6xoaumMo, nepesanycTuTb KOMMNbloTep 6e3 yBenoMIeHus.

B cnepytollemM oKHe npefsiaraetcs co3fatb Naposib A5 3aWmMT bl NapaMeTpoB NporpamMmbl. Beibepute BapmaHT
3awmTa napameTpoB KOHGUrypauum naposem 1 BBeLuTe Naponb B nosne Hoebi naponb 1 MoaTBepAUTb HOBbIN
naposnb. OH 6yaeT HeobxoauMm Ana focTyna Kk napameTtpam ESET Endpoint Security, a Takxke 415 UX U3MEHEHUS.
Korpa B 060ux Nosisix BBeAEHbI COBNAAANLLME MAPOJIN, HAKMUTE KHOMNKY lanee, YTobbl MPOAO/IKUTb.

ﬁ Y¥cranoeka ESET Endpoint Security @
MapaMeTpbl SalHUEHbl NaponeM
BESAWTE N3PONt SaWMTHI NEPEMETPOB KOHGMMYPaLIK @ET

3alMTa NapaMeETPOE KoHGMrypaLn naponem

- | LI 11l ]]
HoBbli napons:

. | [TITTTTITY ]
[loaTEEpAWTE HOBBLIN NaPoNk:

[ < Haszaa ] [ Nanee = J [ OTmeHa ]

JanbHenwmne aTanbl ABToMaTu4eckoe o6HoBaeHue, ESET Live Grid n O6Hapy>xeHue noTeHuua ibHO
HeXenaTesbHbIX MPUJIOXKEHNI BbIMOJTHATCA Tak XKe, Kak 1 npu 06bl4HOM ycTaHoBKe (cM. pasaen O6blyHas
YCTAHOBKA).

[anee Bbibepute pexxum GunbTpaumm oaa nepcoHanbHoro ¢arvepsona ESET. B nepcoHanbHoOM danepsone ESET
Endpoint Security cyuiecTByeT NaTb pexxuMoB GuabTpaunn. MoseaeHme NepcoHanbHOro GanepBoia 3aBUCUT OT
BblOpaHHOro pexxrma. Kpome Toro, oT BblIOpaHHOI0 pexxMa GuibTpaLmm 3aBUCUT CTeMNeHb y4acTus NO/1b30BaTeNs B
npouecce.
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ﬁ Yecranoeka ESET Endpeint Security
NMepcovanehwi danepson ESET
(es(l
BriDEpMTE PEHMM DUNETPELMKM

MepcoHansHLI daliepeon Eset ByaeT asToMaTdecki ofpabaToiBaTe BCe ceTes0le
COEAWHEHWA, CTEHAAPTHEIE MCXOAALME CETEBRIE COSAMHEHNA DYAYT PaspeLEHEl, &
MHoBkIE CORAMHEHMA, HE MHMLMMPOSEHHEIE M3HYTPM, 33NPELLEHE!. 3TOT PEXMM NOAXOIWT
anA BoNEWWHCTES NoNE30BaTENEH,

[Aﬂmuamueaw" PEHIM v]

ABTOMATHYECKMIA PEHMM

ABTOMATUHECKIIA PEHMM C WCKMKOHEHUAMK (NDEBUNE, ONPEASNEHHEIE NONL30BTENEM
VHTEDaKTUEHEIA DEHMM

PEMMM HA DCHOBE NOMMTHEMN

Pexam ofyueHna

’ < Hasan ] [ Nanee = ] [ OTtMeHa ]

HaxxmunTe YCTaHOBUTb B OKHe BCce roToBO K yCTaHOBKE, YTOObI 3aBepLUNTb MpOLEecC yCTaHOBKW. Moce 3aBepLueHms
YyCTAHOBKM ByeT npesiodKeHO akTMBMPOBATb MPOrpaMMHbIV MPOAYKT. 14 NOy4eHUs AONONHNTENbHbIX CBEAeHWI
06 akTmBauuMu nporpamMmbl cM. pasgen O6bl4Has yCTaHOBKA.

2.3 BBoa mmeHU nonb3oBaTensa U napons

[naToro 4to6bl MCNOJIB30BATL NPOrpamMMy HaKAyYLLMM 06pa3omM, He0H6XOANMO perysiipHO OBHOBNATL ee. 3TO
BO3MOXXHO TOJIbKO B TOM C/yyae, ec/iv B OkHe HacTporika 06HOB/IeHUS yKa3aHbl MpaBu/bHbIe MMS MOMb30BaTeNs u
naponb.

Ecnm vms nosib3oBaTensa v Naposib He yKasaHbl NPy yCTaHOBKE, 3TO BO3MOXHO CieNaTh cenyac. B rnaBHOM OKHe
nporpamMmmbl HOKMUTe O6HoBIeHMe, a 3aTeM CTRL+U 1 B OKHe «AKTMBaLMS NPOrpaMMbl» BBEAUTE AAHHbIE
JINLEH3MM, NOJIYYeHHble B KOMMJIeKTe C pelleHnemM ESET ans obecneveHns 6e30nacHOCT .

|_|D|/| BBOJe UMEeHU NoJib3oBaTesNlsd M Naposis BaXKHO YKa3blBaTb MX MMeHHO B TOM BUAE, B KAKOM OHW NOJyYeHbl.

B MeHM Nonb30oBaTens U Naposie yYUTbIBAETCS PErnCTp, B UMEHM NOb30BaTeNs HE0H6X0AMMO MCMOb30BaTb
nedwuc.

[nvHa napons paBHa fecaTy CUMBOIAM, MPUYEM BCE OHW HAMMUCAHbI B HWYKHEM Perncrpe.

B naponsix He ncnonb3yeTcs 6yksa «Ly» (BMECTO Hee HYy>)KHO UCNOo1b30BaTh LUndpy 1 (eanHuua)).

MponuncHas bykea «O» Ha CaMOM [ene AB/ISeTCs HyJieM, TOrAa Kak CTPOYHAs «O» — 3TO M eCTb CTPOYHAS «O».

[naobecnevyeHnsa MakCUManbHOM TOYHOCTU PEKOMEHIYETCSA CKOMMPOBATb AaHHbIE U3 PErUCTPaLMOHHOTO
COO6LLEHMSA 3N1eKTPOHHOM MOYTbI M BCTABUTb UX.

2.4 O6HOBNEHMEe A0 HOBOM BepCUm

bonee HoBble Bepcmm ESET Endpoint Security BbIMyCKAKTCS 415 peanm3aumm yayylleHn uian ucnpaeneHms npobnem,
KOTOpble He MOTYT BbITb YCTpaHeHbl aBTOMATUYeCKMM 0HBHOB/IEHEM MOAy e NporpaMmbl. O6HOBIEHME 4,0 HOBOM
BEPCUM MOXKHO BbIMOSHUTb OAHUM 13 HECKObKMX CMOCOB0B.

1. ABTOMaTM4eckm nyTeM 06HOBIEHMS MPOrpaMMbl
MockonbKy 06HOBAEHMSA MPOrpaMMbl PAcrpOCTPaHATCA Cpefiv BCEX MOb30BATENEN M MOTYT MNOBNUSATL HA
HEeKOTOpble KOHPUIypaLMmM KOMMbIOTEPOB, OHW BbIMYCKAKTCA TONbKO NOC/1e ATUTENBbHOMO TECTUPOBAHUSA C LIENbIO
obecneyeHnsa 6ecnepeborHOM paboTbl Ha BCEX BO3MOXHbIX KOHOUIypaumsax. YTobbl MepenTm Ha HOBYO BEPCUIO
Cpasy noc/e ee BbIMycka, BOCMO/1b3yNTeCb OAHUM N3 MEPEYUCTIEHHbIX HIMKE CNOCOBO0B.

2. BpyyHyto nyTem 3arpysKku 1 yCTaHOBKM HOBOV BEPCUW NMOBEPX NpeblayLLen.
B Hayane npouecca yCTaHOBKM MOXHO NPUHATb pelleHe 0 COXPAHEeHNM CyLLLECT BYHOLLMX NapamMeTpOoB NpOrpamMmbl.
[N93TOro Hy>XXHO YCTaHOBUTb GakoK Mcnonb3oBaThb TekyLMe napamMeTpbl.

3. Bpy4HyIO C aBTOMATMYECKMM pasBepTbhiBaHVEM B CETeBOM cpeae nocpeactsom ESET Remote Administrator
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2.5 CKkaHupoBaHue KoMMnbioTepa

Mocne ycraHoskm ESET Endpoint Security ciefyeT BbINOMHUTb CKAHMPOBaHWe KOMIMboTepa /15 BbliBEeHNS
3/10HaMepeHHOro KoAa. B rnaBHOM OKHe nporpamMmebl Bbibepute nyHKT CKaHMpoBaHMe KOMMbloTepa, a 3aTemM —
CkaHupoBaHue Smart. 119 nonyyeHns LONOJHUTEeNbHbIX CBEAEHWNA O CKAHVMPOBAHUM KOMMbOTEPA CM. pa3gen
CkaHMpoBaHve KoMnbloTepa.

ESET ENDPOINT SECURITY

Cranuposanne MK

COCTOAHWE 33LUNThI
CKaHHpU-BaHHe KOMNbHOTEPa

CKaHWpoEaHue MK
Q CkaHWpoBaHWe Smart @

C6HOBNEHNE CKaHMpPOBaHME NOKANEHbD JUCKOB
q BulBOpOUHOE CKaHWMpOBaHWe... (&
Hactpoiika BriBop npoduneil n 06uekToB CKaHWpOEaHNA

CnyskeBHbIE NporpaMmel
S Yacto MCNnonb3yemble
L] BeinonHnTs CKaHWPOBaHWE NOKANbHBIX JUCKOE

canBKﬂ W nofaep HDETDpHTb NOCNEGHEE CKAHWPOBAHWNE

QX H@ O R

# Hactpolika ckaHMpOBaHWA KOMNBIOTERA...

Jlata v BpeMA NoCNegHEro CKAHWPOBAHNA: 17.5.2012 15:38:16
PesynbTaTel nocnegHerc CKaHMpoBaHMA: 0 3apameHHbix dalinos
Bepcua 633 gaHHb CHIHATYP NPW CKAHMPOBAH M T144 (20120517)

et




3. PyKOBOACTBO A/19 HAYMHAOLWUX

B 3TOM pazaene npnBoAATCa 06LMe CBeeHMS O MporpaMMHoM o6ecrniedeHnn ESET Endpoint Security 1 €ro OCHOBHbIX
napameTpax.

3.1 O6uwue cBeaeHuns 06 nHTepderce Nnosnb3oBaTend

rnaBHoe okHo ESET Endpoint Security pa3faeneHo Ha [iBe OCHOBHbIe YacTn. OCHOBHOE OKHO CrpaBa CoAep>KNT
MHGOPMALMIO, OTHOCALLYHOCA K NapameTpy, BbiIGpaHHOMY B F/1aBHOM MEHIO C/1eBa.

Huxe onmcaHbl MyHKTbI F1aBHOTO MEHH0.
CocTosiHMe 3aLUTbI: COAEPXXUT CBEAEHNSI O COCTOSIHMM 3awwmTbl ESET Endpoint Security.

CKaHVIpOBaHVIe KOMMbOTEPA: 3TOT MNYHKT NMO3BOJIAET CKOHq)I/IprI/IDOBaTb " 3anyCctTuTb CKaHMpOBaHMe Smart uim
Bbl60p0‘-|HO€ CKaHMpoOBaHMe.

O6HOoBNEHUNE: BbIBOAMT MHOPMaLMIO 06 06HOBIEHMAX 6a3bl AAHHbIX CUTHATYP BUPYCOB.

HacTpoika: 3TOT NyHKT NO3BO/ISEeT HACTPOUTb YPOBEHb 6830MacHOCTM A1 KOMMbIOTEpa, VIHTepHeTa n
3/1eKTPOHHOM MOYTbI U CETW.

Cny>xebHble NporpamMmmbl: MO3BOISET OTKPbITb Panbl XXYpHana, CTaTUCTUKY 3aLLMTbI, IPOrpamMmMy MOHUTOPUHTA,
3anyLLUeHHble NpoLeCcChl, CeTeBble MOAKIIYEeHNS, MNaHUPOBLUMK, KapaHTUH, ESET Sysinspector v ESET SysRescue.

CnpaBKa 1 NogAepXKa: Mo3BonseT OTKpbITb Galnbl cnpaBku, 6a3y 3HaHWM ESET, Be6-canT ESET, a Takxe gaet
BO3MOXXHOCTb BOCMO/1b30BaTbCS CCbI/IKAMM, YTO6bI OTNPABUTL 3aNpOoC B CY>KOY NOAAEPKKN KIUEHTOB.

® ESET Endpoint Security EIE

ESET ENDPOINT SECURITY

CoCTOAHWE ZaLLMTEI

COCTOAHWE 3aLUNThI
MakcumansHas 3aluTa

CranupoeaHue K

- Komnerotep + MakcumansHan 3awmTa

hd Ceme + MakcnmaneHana sawmTa

QBHOBNEHKE =
WuTepher u 3nekTpoHHas nouta + MakcnmansHan 3awmTa

HacTpoiika

Yacto MCNnonb3yemble
CnykeBHble NPOrpamusl #N 3anycTuTe cKaHMpoBaHne Smart
CratncTuka

Cnpaeka M NoAaepxka

Q@ X#HE @ O R

Konnuecteo npockaHnpoBanden: obbektos: 4060
JIMUeH3MA AERCTEMTENBHE 40% 29.12.2012

(es[=y

OkHO CocTOosiHMe 33 UThI l/IHq)OpMI/IpyeT nonb3oBaTens ob YpOBHE 6e3onacHoOCTU U Tekylem ypoBHE 3allNThbl
KOMMNbKOTEPA. 3e/1eHblr 3Ha4Y0K MaKkcmmManbHasa 3aLlmMTa 03Ha4YaeT, YTO BK/IKoYeHa MakCMMaibHasa CTerneHb 3aLnThbl.

B OKHe COCTOAHMSA TaKkXKe 0TOHBPAXKAKTCA YacTo UCNoblyeMble GyHKUMM ESET Endpoint Security. B 3TOM e okHe
NPUBOAATCSA CBEAEHMSA O AATE OKOHYAHMA CPOKA AENCTBUA TULEH3UM HA MPOrpaMMy.
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3.2 [lercTBUA, KOTOpble c/ieayeT BbINOJHUTD, €C/IU NporpaMmma He pa6ortaer
Haanexawmm obpasom

Ecnv BK/IHOYEHHbIE MOAY/TM paboTaloT NpaBu/ibHO, OHM 0603HAYaTCA 3e/1eHbIM GIaXKKOM. ECM e HeT, NMosBISAeTCs
KPaCHbI BOCK/TULIATE/bHbIM 3HAK MTM OpaHXKeBbI 3HAY0K YBegoM/TeHNs. KpoMe TOro, B BEpXHEen 4acTu OKHa
BbIBOAATCA AOMO/IHUTE/IbHbIE CBeAeHMA 06 3TOM Moayie. KpoMe Toro, npeasiaraeTcs pelleHme npobaembl aas
[aHHOro MoAaynA. 118 TOro YTo6bl U3MEHUTb COCTOSAAHWE OTAE/IbHOrO MOAY/1A, Bbi6epUTe B ITaBHOM MEHIO MYyHKT
HacTpolika 1 LWefKHUTE MblLLbK HY>KHbI MOAYb.

@ ESET Endpoint Security ===
ESET ENDPOINT SECURITY

CoCTOAHWE ZaLLMTEI

COCTOAHWE 3aLUNTEI
MakcumanbHaa cTeneHb 3allTbl HE rAapaHTUpPOBaHa

CranupoeaHue K

u Komnerotep O Puck gna GesonacHocn
Cemn + MakcnmaneHan 3awmTa

OBHoBREHME =
WuTepHeT W 3neKTpoHHan nouTa @ Puck ana BesonacHoct

HacTpoiika
3awmTa OT BUPYCOB M LUMMOHCKMX NPOrpaMmM OTKAKOYEHa

HEKCITCIprE MO4YNW 33LWATEl OT BUPYC0E W LUNWOHCKKY NROrpamMa oTENHYEHE
Nonb30BaTENEM. |_|DJ1H}"HJ FALATY MOXHO BETHOYATE B pasgens BEI'I}"CTHTb BCE
MCAYNH 33 WTEI OT BUPYCOE M LUNWOHCKWY NpOrpans

CnykeBHbIE NpOrpaMmel

Cnpaeka M NoAaepxka

QX #H @ 0 [

Yacto MCNnonb3yemble
#N 3anycTuTe cKaHMpoBaHne Smart
Cratucrika

Konnuecteo npockannpoBanHen: obbextos: 4483
JIMUeH3MA AERCTEMTENBHE 40% 29.12.2012

(es[=y

KpaCHbIPI 3HA4YOK NoKa3bliBaeT HaM4ne Kpntndeckmnx I'IDO6}'IeM, M3-3a KOTOPbIX MaKCMMa/lbHasd CTeneHb 3aLllNThbl
KOMMNbKOTEPA He obecneyrBaeTca. Bo3MO)KHbIe NMPpUNYNHbI:

3awmTa GanoBoM CUCTEMbI B peXKMMe peasibHOro BpeMeHU 0T K/THYEHa;
nepcoHanbHbIM GarepBO OTKITHOYEH;

ycTapesLlas 6a3a JaHHbIX CUTHATYpP BMPYCOB;

nporpamma He akTMBUPOBAHa,;

NCTeK CPOK AENCTBUS NNLEH3NN HA MPOrPaMMHbIN MPOAYKT.

YKenTbii 3Ha4YOK ABNAETCA NPM3HAKOM TOr0, YTO OTK/OYEHA 3aliMTa A0CTyna B IHTepHEeT WK 3almTa NoYToBOro
KNMEHTA, CyLLeCTBYtOT Npo6aeMbl C 06HOBEHNEM NporpaMmsbl (YcTapeBllas 6a3a AaHHbIX CUrHATyp BUPYCOB,
HEBO3MOXHOCTb BbINOMHUTb 06HOBNEHWNE) UM NPUEAMKAETCA 1aTa OKOHYAHMSA CpOKa AENCTBUSA TNLIEH3NUN.

3awmTa oT BUPYCOB U LUMMOHCKUX MPOrpaMmM OTKJ/ItOYeHa: 3Ta NpobemMa nokasbiBaeTcsl KPACHbIM 3HAYKOM U
yBeLOM/IeHNeM O 3alLmTe psaaoM C 3/iemeHToM KoMnbroTep. MOXHO MOBTOPHO BK/TKOUNTb 3aLMTY OT BUPYCOB U
LWMMOHCKUX NPOrpamMM, LLEeKHYB CCbIIKY 3aMyCTUTb BCe MOAY/IN 3aLUTbl OT BUPYCOB U LINMUOHCKMX NPOrpamMmMm.

3awmTa goctyna B HTepHeT OTKJ/IF0YEeHA: NPYU3HAKOM 3TOW NPo6/ieMbl SIBASETCS )KENThIN 3HAYOK C CUMBOJIOM i 1
COCTOSIHVE YBeA,0M/IEHUE O 3aLuTe. Bbl MOXETEe MOBTOPHO BK/IIOYNTb 3aLLMTY AOCTYNA B VIHTEPHET, LENKHYB
yBe[OMJIEHME O 3aLMTe, a 3aTeM BK/IIOUMTDb 3aWUTY A0CTyna B HTepHeT.

MepcoHanbHbIM pariepon ESET oTk/toueH: 3Ta NpobemMa NoKasblBaeTCst KpACHbIM 3HAYKOM U yBEOMIEHMEM O
3awmTe paaom c anemeHToM CeTb. 114 TOro YTo6bl MOBTOPHO BKTKOYAUTL 3aLLUTY CETU, HOKMUTE BKIKOUYNTD peXUM
dunbTpauum.
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CPOK ,Cl,eﬁCTBVIFI Ballewn NNLUEH3NU CKOPO 3aKOHYUTCA: NMPU3HAKOM 3TOM I'IpO6J'IEMbI ABNFeTCA nogBneHne
BOCK/IMLATE/IbHOMO 3HaKa B 3HA4YKe COCTOSAHUS 3aLLmMThl. [ToC1e OKOHYaHKS CpoOKa OENCTBUSA NTNLIEH3NN nporpamMmma
60/blUe HE CMOXKET BbIMOJIHATb OOHOB/IEHMS, A 3HAYOK COCTOSIHMS 3aLUMTbl CTAHeT KpaCHbIM.

Cpok DenCcTBUA NTNL,EH3UUN UCTEK: Npm BO3HNKHOBEHNN 3TON I'IDO6I'IeMbI 3Ha4YOK COCTOAHMSA 3alLNTbl CTAHOBUTCA
KpacHbIM. C3TOro MOMEHTa nporpamma 60/blle HE CMOXKET BbIMOJIHATL OOHOBEHMS. PekomMmeHAyeTCA BbINOJTHUTb
MHCTPYKLUWWM B OKHE npeaynpexxaeHna gna npogneHna nMueH3nm.

Ecnv npeasioXKeHHble pelleHrs He NO3BONSI0T YyCTPaHUTb Npobnemy, BbibepuTe NnyHKT CnpaBKa u nogaepxxka a5
[ocTyna K dannam cnpaeku Man nomcka B 6ase 3HaHmm ESET. Ecnm ke npobaemMy yCTpaHUTb NO-MpexXHEMY He
YOAETCS, MOXHO OTMNPaBUTb 3anpocC B C1y>KOy noaaepxku knveHToB ESET. Ee cneymanncTbl onepaTmMBHO OTBETAT HA
BaLLM BOMPOChI M MOMOTYT HAUTW PeLleHume.

3.3 HacTtponka o6HoBNeHUMN

O6HoBMEeHWe 6a3bl AAHHbBIX CUTHATYP BUPYCOB 1 KOMMOHEHTOB MPOrpaMMbl ABFETCSA BRXKHENLWEN YACTbIO
o6ecrnevyeHns NoTHOM 3aLWMTbl KOMMbIOTEPA OT 3/I0HAMEPEHHOT0 KOAA. YAENUTE 0CO6EHHOE BHUMAHME U3Y4EHNIO
KOHPUIYpMPOBAHMA 1 paboTbl 3TOr0 NpoLecca. B rnaBHOM MeHio BbiGepuTe NyHKT O6HOBIeHUE, NOC/TEe Yero
HOXMUTe O6HOBUTb 623y AaHHbIX CUrHATYpP BUPYCOB, YTO6bLI MPOBEPUTL HA/TMYME O6HOBNEHWI 6a3bl AAHHbIX.

Eciv nms nonb3oBaTtens M Naposib He yKasaHbl Npu yctaHoBke ESET Endpoint Security, Bam 6yaeT npeaioXeHo
cAenaTb 3TO Ha AaHHOM 3Tane.

® ESET Endpoint Security [F=R[E=R(=

ESET ENDPOINT SECURITY

OBHoBneHKE

COCTOAHKUE 3aLNTLI
O6HoBNEHWE

CKaHWpOEaHue MK

& OBHOBWMTL Basy AaHHbIX CUTHaTYp BMpycoe (G

T EETETE 3anycTuTe oBHOBAEHNE MOZYNE Nporpamuel 1 Bassl 4aHHBIX CHTHATYD BWPYCOE.
MocnegHee ycnewHoe oBHoOBREHNE: 16. 4, 2012 15:51:10
Hacpoiika Bepcua Basel ganHbx curHatyp empycos: 7058 (20120416)

CnyskeBHbIE NporpaMmel

CNpaeka 1 NoALepIKKa

QX H @ O R
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B OKHe «[JonOJIHUTE/IbHbIE HACTPOMKM» (BbIGEpUTE NMYHKT HacTpoMKa B r1aBHOM MEH!0, MOC/1e Yero HAXKMUTe
MepenTn K A,0NO/IHATEIbHBIM HACTPOMKAM WM F5 Ha KNaBMATYPE) COAEPIKATCA paCLUMPEHHbIE MapaMeTpbl
06HOBIEHNS. HaxkMUTe O6HOBIEHUE B IepEBE PACLUMPEHHbIX MAapaMeTpOB B JIEBOI YACTW OKHA. B packpbiBatoLemcs
MeHto CepBep 06HOBJIEHU [,0/1)KeH 6biTb BbI6paH NyHKT BbiIBUpaTb aBTOMATU4eCKU. )19 KOHOUIYpUpoBaHus
PaCLUMPEHHbIX MAPAMETPOB 06HOBIEHWI, TAKMX KAk PEXMM 0OBHOB/IEHUS, LOCTYMN Yepe3 NpoKCcu-cepBep,
NOAK/THOYEHNS K NOKA/IbHOM CETU 1 CO3AaHME KOMUA CUrHATYP BMPYCOB, HXKMUTE KHOMKY HacTponka....

® ESET Endpoint Security

JAononHnTeNbHEBIE HACTPORKKW

BriGpaHHeit npodwine:

[Moﬁ npodune
OBHOBMTL HACTPOHKK BeIBpaHHoro npoduna
Cepsep oBHOBNEHMI:

-8l KomMnetoTep
(-l Cetb
[ 4 VHTEPHET 1 3NeKTPOHHaA NouTa
=)&) ObHoBneHke
- Obwwme
: A ononHKTENLHD
% CnymeBHble nporpamms
[+ 88 WHTepdeiic

[BhlSupaTh SBTOMATHHECKN

WmA nonezosatens:
EAV-12345578

Mapone:

(@) PerynspHoe ofHosnerwe () Tectosoe ofHosnerme () OTRomeHHoe oBHOBNEHM

[ He oTofpaxaTs yeeaoMnerie of yoewHoM oBHOBNEHIM

JLoNONHUTENLHEIE HACTPOIKKM OBHOBNEHNA:

OHUCTHTL K3 oBHOBNEHWA:

[ Hox

] [ OTMeHa ] [I'Io YMONHSHKD

3.4 HacTtpownka npokcu-cepsepa

Ecnum andg ynpaeneHuns NoAKAOYEHUAMMN K VIHTEpHETY Ha KOMMbOTepe, Ha KOTOPOM mMcnonb3yeTca ESET Endpoint
Security, NPUMEHSETCS MPOKCU-CEPBEP, 3TO AO/IKHO ObITb YKa3aHo B pasaene «JonoIHUTebHble HACTPOMKMy. 115
00CTyNa K OKHY HAaCT pOMKM MPOKCU-CeEpBEPA HAXKMUTE KnaBuLly F5, 4To6bl OTKPbITb OKHO «lOMOIHUTENbHbIE
HACTPOVIKN», U BbibepuTe NyHKTbl Cay>ke6Hble nporpammbl > Mpokcu-cepBep B AepeBe pacllMPeHHbIX NapaMeTpoB.
BbibepuTe BapmaHT Mcnonb3oBaTbh MPOKCU-CcepBep, a 3aTeM 3anonHuTe nons Mpokcu-cepsep (IP-agpec) n MopT.

Mpy HEOBXOANMMOCT M YCTAHOBUTE PNadKOK AyTeHTUPUKALMSA HA NPOKCU-CcepBepe, a 3aTeM 3anoaHuUTe nons Ums
nono3oBartens v Maposb.

® ESET Endpoint Security

AononHnTeNnsHbleé HACTPOWKH

-l KoMnstoTep Mpokon-cepsep

Mcnonb30BaTe NPoKoM-CEPEED

@ VHTEepHET W 3NEKTPOHHEA NOYTa
(5 OBHOBNEHWE

B3 CrywebHele nporpattel

----- DaEANEl KypHana

-----

----- NueHzm

----- . KapaHTuH

----- MNaHUpoBLLMK

----- YAaneHHoe 3AMMHUCTPHPOBaHUE
----- 3aKTa A0CTYNa K CBTH

----- MpeaynpexaeHHs M YBeA0MNEHHA
----- ESET Live Grid

----- CUCTEMHBIE 0BHOBNEHMS

----- JAWarHocTHKa

- MHTepdeic

Mpoko-cepsep:
192,168.1.1

AYTEHTHOUKALMA HA NPOKCU-CEPBEPE
WMA Nonb30BaTENA:

HaliTi npokci-cepsep

Mapons:

MopT:
3128

oK

I [ OTMeHa ] [I'Io YMONYEHMID ]

EcnnaTa I/IHq)OpMaLI,I/IFI HeAoCTyrnHa, MOXXHO I'IOI'IDO6OBaTb adBTOMaTtumn4yeckmn O6Hap\/)I(I/ITb napamMeTpbl NMPpOKCK-
cepBepa, HaXKaB KHOMKY Hantn NMnpoKcu-cepeep.
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MPUMEYAHME. MapameTpbl NpOKCK-CepBepa 415 pasnyHbix npoduner 06HOBEHUS MOTYT BbITb pa3HbIMWU. B 3TOM
C1yyae cnefyeTt HAaCTpOUTb pasHble Npoduin 06HOBAEHNS B pasaene «JononHUTeNbHbIe HACTPOWKMY, BbIOpaB a4
3TOro NyHKT O6HOBJIEHME B lepeBe paclUMpPEeHHbIX NapaMeTpoB.

3.5 3awwmuTa HacTpoek

MapameTpbl ESET Endpoint Security MOryT nmeTtb 60/1bLU0E 3HAYEHME C TOUKM 3peHUs NONUTUKM 6e30NacHOCT .
HecaHKLMOHNPOBAHHOE N3MEHEH Ve NapaMeTPOB MOXET HapYLWNTb CTAaBUIbHOCTb PabOTbl CUCTEMBI M 0C1ABUTD ee
3aWmTy. 19 3alMTbl YCTAHOBOYHbIX NApaMeTpPOB Napo/ieM B r/TaBHOM MeHIO BbibepuTe HacTpownka > MepeiTu K
[OMOJIHNTE/IbHbIM HAaCTpoMKaM... > UHTepdenic > HacTponka goctyna, ycraHoBuTe Gpaaxok MapameTpbl
3alLMLLEeHbl MApoJieM 1 HAXXMUTEe KHOMKy HacTporka napons....

® ESET Endpoint Security

AononHnTeneHele HACTPONKH

-l KomnetoTep
- cetn
WMHTEPHET W SNEKTPOHHEA NOYTA

MapameTpel AocTyna
3aWNTa YCTEHOBO4HBIX MaPaMETpoB
MorHO 33WMTHTE NapoNeM NapaMeTPhl OT HEXENATENbHOr0 M3MEHEHKHA

(% ObHoBREHME NONB30BATENAMA,

-3 CryskefHele nporpamtsl
- WHTEpdeic

Mpadika |:| S3EWWTHTE NaPEMETRbl NaponeM
MpeayrpesaeHus W yBeaoMNeHUs ’
CKpbIToE AWanori cooBeHIi
: KOHTEKCTHOE MEHKD

[ PesiM NpeseHTawmmn

MNapameTpel He 3alMLLEHE] NaPONEM,

HacTtpoiika napons...

Mpaea nonesoBaTens
[NA M3MEHEHWA HEKOTOPLIX NAPAMETPOE MOTYT NoTPefoBaTHCA NPaBa aaMMHUCTPATOPE.

A TpebyeTca NonHeIR Habop NPas aAMWHUCTPETOPE ANA OrPaHHYEHHBIX YYETHBIX
SAMMCEl 3AMMHWCTPETOPa

MoKasbiBaTh AMANoroB0e OKHO BPEMEHM CXRMAAHWA 33LUMTHI

I '@'DI{ I[ OTHEHA HI‘Io womano]

BBeauTe naposb B Noss HoBbiv napoJib 1 MofTBEPAUTBL HOBbIM Naposib Y HAKMUTE KHOMKY OK. 3TOoT naponb byaeT
HeobxoauM Ana BHeCeHWs N06bIX M3MeHeHW B HAacTporkm ESET Endpoint Security.
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3.6 HacTtpowka aoBepeHHOMW 30Hbl

Heo6x041MMO CKOHGUIYpUPOBaTb JOBEPEHHYO 30HY /14 3aLLUMT bl KOMMbIOTEpa B CeTeBOW cpefie. HacTporka
[LOBEPEHHOW 30HbI A1 pa3peLleHns obLLero LoCTyna A4aeT BO3MOXHOCTb NpefoCTaBUTb LOCTYM APYTUM
No/b30BaTeNnaM K KOMMbioTepy. Haxxmute HacTpoiika > CeTb > M3MeHUTb peXKuM ceTeBoi 6e3onacHocTu

KOMMbloTepa.... Ha 3KkpaH 6yaeT BbiBeAEHO OKHO, MO3BOSIOLLEE BbIOPATb HY>KHbIN PeXXnM 6e30nacHOCTU
KOMMbOTEpa CeTH.

O6Hapy>KeHne JOBEPEHHOM 30Hbl MPOUCXOAUT Nocie ycTaHoBkM ESET Endpoint Security 1 npu Kakaom
NOAKIOYEHWM KOMMbIOTEPA K HOBOW CETU. TakM 06pa3omM, 06bIHHO HET HEOHXOAMMOCT M 334aBaTh JOBEPEHHYIO
30HY. [10 yMONYaHMIO NpY 06HAPY>KEHWM HOBOM 30HbI HA 3KPaH BbIBOAUTCS AMANIOrOBOE OKHO, MNO3BOMSIOLLEe
HaCTPOMUTb YPOBEHb 3aLUNTbI 4715 3TOM 30HbI.

ESET Endpoint Security

o OEHEPY}KEHD HOBOE CETEBOE NoAKAKUYEeHNE

BrifepuTe pesnn Be30nacHOCTH KOMNBIOTERE B CETIC

Moacets: 10.1.108.0 / 255.255.255.0
Cydduke DNS: hg.eset.com
DHCP-agpeca: 10.1.96.10

fg‘ TwarensHan sawmTa — ceTs obLLErD
n NoAL30BaHMA

KomnbroTep He ByAeT A0CTynEH 4NA Apyrnx
KOMMBHOTEPOB B CETH (HaNPUMEp, © 4pyTiax
KOMMBHOTEROB B CETH HE ByayT BMgHbI ero obuime
nanku n npuHTepsn). Mpumepom Takoro
NOAKNYEHUA ABNAETCA CETh 0BLLErD NONL3OBAHWA,

'@ PaspewnTs 0buMiA gocTyn — JoMaLUHAR CETE
n KomnetoTep ByaeT ADCTyNEH C APYrUX KOMMBIOTEPCE
E CETH (HANPUMEP, C APYTIX KOMNBHOTEPOE B CETH

By AyT BMAHEN ero oBLLUWME Nankn W NpUHTepsI). 3ToT
PEMXHM NOAXOANT ANA AoMALLHER WNK odncHOR ceTh,

BuIBpaHHBIi pEXMM MOXHD W3MEHWTE NO3AHEE B pasgene "Hactpoika” (i
JononHUTENBHEIE HACTPORKW. ..

| Otmena |

MpedynpexxdeHue. HernpasuabHas HACTPOKKA JOBEPEHHOM 30HbI MOXKET MOB/1eYb 32 COBOM CHMXKEHME YPOBHS
6e30MacHOCTM KOMMbOTepa.

MPUMEYAHMUE. Mo ymMO4aHMO paboyme CTaHUMM U3 JOBEPEHHOM 30HbI MOJIyYalOT AOCTYN K daniam m npuHTepam,
019 KOTOPbIX OTKPbIT 06LWMIK AOCTYN, A/ HUX pa3peLleHbl Bxoaswme coeanHernsa RPC, a Takxke AoCTynHa aiykba
yAaneHHoro paboyero crona.
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4. PaboTta c ESET Endpoint Security

MapameTpbl HacTporikn ESET Endpoint Security AalOT N0/b30BaTEN0 BO3MOXXHOCTb HACTPaMBaTh YPOBEHb 3aLLMTbI
KOMMbloTepa 1 CeTu.

® ESET Endpoint Security = =R
ESET ENDPOINT SECURITY
Hactpoiika
COCTOAHWE 3aLUNTEI -
Hactponka

CranupoeaHue MK

- Komnetotep

1
@ OBHOENEHWE 3awmTa ¢ailNoB0A CMCTEMBI B PEKWME DEANBHOMD BpEMEHN ¥ BinroueHa
KoHTpoae ycTpoRcTe « Binroued
. CncTema NpejoTEpaLLEHNA ETOPHXEHNIA Ha y3en + BinroueHa
ﬁ LIGEEHES Pescum npezeHtannm OTenroyen
3awmra Anti-Stealth + BinrodeHa
% CmyckefHele Nporpammel
|'|':- CeTb
—a— [lepcoHaneHblii daiiepeon + Brnrouded
o Cnpaeka W Nojaepxka
. IHTepHeT M 3nekKTpoHHaA NouTa
3awmTa gocTyna B MHTepHeT + BinroueHa
3almTa NOYTOEOrD KANMEHTE v BrnroueHa
3ELMTE OT CNama + BinroueHa

ﬁ MmnopT v 3KCNopT NapameTpos...,

MepedTh K AoNCAHUTENBHBIM HACTRORKIM. .

MeHto HacTpoika Coaep>XuUT NepedncieHHble HKe NapamMeTpbl.

KomnbioTep
CeTb
MHTepHeT 1 3n1eKTPOoHHas no4Ta

Bb|6ep|/|Te 3aLUNTHbINV MoAyAb, AONOSTHUTE/IbHble MapaMeTpbl KOTOPOTO HeobxoanMo HACTpOUTDb.

B HaCTpOl7IKaX 3alLUnTbl KoMMNblOTEp MOXKHO BK/1H0YATb M OTKIO4YaTb C1efyoLlwme KOMMNOHEHTHI.

3awuTa panioBom CUCTEMbI B pEXMME peasibHOro BpeMeHu: Bce Ganibl CKAHUPYHOTCS HA Hanmyme
3/I0HAMepeHHOro KOAA BO BpeMS X OTKPbITKS, CO3AaHMS UM 3anycka.

3awumTa f0KyMeHTOB: GYHKLMSA 3aLUTbl JOKYMEHTOB CKaHMpyeT AokyMeHTbl Microsoft Office nepep nx
OTKPbITVEM, a TAIOKe NpoBepseT Ganbl, aBTOMATMYECKN 3arpy>aemble 6pay3epom Internet Explorer, Takue Kak
3nemeHTbl Microsoft ActiveX.

KOHTpO/1b yCTPOMCTB: 3TOT MOAY/1b MO3BONSET CKAHUPOBATb, 6/TOKMPOBATH U M3MEHSTb paclUMpPeHHble GUAbTPLI U
paspeLleHms, a Talkoke BbI6MpaTh, KAk M01b30BaTe/lb MOXET MOJy4aTh AOCTYN K KOHKPETHOMY YCTPONCTBY
(komnakT- nnn DVD-ancky, USB-Hakonutento T. 4.) v paboTatb C HAM.

CucTema npeaoTBpaLLeHUs BTOPXXEHUI Ha y3en: CMCTeMa NpeaoTBPALLEHNS BTODXKEHWI HA Y3ea OTC/1eXNBaEeT
CobbITMA B ONEepaLMOHHON CUCTEME 1 pearnpyeT Ha HUX B COOTBETCTBUN C UMEOLLIMMCA HABOPOM MpaBu.

PeXxuM npeseHTauMn: BKTOYAET UK OTKIOYAET PEXMM Npe3eHTaumm. Nocie BKIIYEHWS pexrmMa npeseHTaumm
Ha 3KpaH byaeT BbIBEAEHO Npeaynpexaatollee coobuieHme (BO3MOXXHbIV pUCK A9 6e30nacHoCTK), a B
0DOpPMIEHUN FTABHOIO OKHA ByAeT MPUMEHEH XKeNTbIN LIBET.

3awumTa Anti-Stealth: c6Hapy>xeHne onacHbIX NPOrpamMMm, TaKMX Kak DYTKUTbI, KOTOPble CNOCOBHbI CKPbIBaTb CBOE
NPUCYTCTBKME OT ONEPALMOHHOM CUCTEMbI. DTO 3HAUYUT, YTO TaKMe MPOrpaMmbl HEBO3MOXKHO 06HAPYKUTb C
MOMOLLIO OBbIYHBIX METOA0B TECTUPOBAHMS.

A pazgene CeTb MOXHO BK/HOYATb 1 OTKIOYaTh MepcoHanbHbi daiepson.
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B HaCTpOVIKaX 3dlnThbI MHTepHeT N 3N1eKTPOHHad NoYTa MO>XXHO BK/1KOYaTbh M OTK/IHO4YAaTh dieayoume KOMMNOHEHThI.

e 3awmTa goctyna B UHTEepHeT: Npu BIJTHOYEHMIN 3TOr0 napameTpa Becb Tpadumk no npotokosnam HTTP n HTTPS
CKaHWpYeTCs Ha Hann4me BpeAoHOCHbIX MPOrpaMm.

e 3aWMTa NOYTOBOIO KJAMEHTa: obecneymBaeT KOHTPOJIb 06MeHa AaHHbIMM Mo NpoTokoaam POP3 1 IMAP.

e 3awmMTa OT CNamMa: CKaHMPYHOTCA HexkesiaTe/lbHble COOBLLEHNS, T. e. CNaMm.

e KoHTposb poctyna B UHTepHeT: 6/10KMpOBaHMe Be6-CTpaHuLL, KOTOPble MOTYT COAep>KaTb NOTEeHLMa/IbHO
HeXxenaTenbHble matepuanbl. Kpome Toro, paboTogartenm Uam CUCTeMHble AAMUHUCTPATOPbI MOTYT 3anpeLaTb
[OCTYN K NpefBapuUTeNbHO 3a4aHHbIM KaTeropusam Be6-cantos (80 27).

NMPUMEYAHMUE. Pazpen «3alimra JOKYMEHTOB» OTOHpaXKaeTCs Ha 3KpaHe Nodie akTyBaL My napameTrpa B pasgene (
MepenTu K J,0NOJHUTENIbHBIM HACTPOMKaM... (F5) > KomnbioTep > 3awmTa OT BUPYCOB U LUMMOHCKMX NpOrpamMm >
3awmTa J,oKYMeHTOB > UHTerpauus c CMcTeMomn).

Ec/in HaxkaTb BKJIKOYEHO, Ha 3KpaH 6yAeT BbIBeAEHO AMANIOFOBOE OKHO BpeMeHHO OTK/IUYUTD 3aLUTY. HaxmuTe
OK, 4TO6bl OTK/IIOYNTb BbIAE/IEHHbI KOMMOHEHT 06ecneveHsa 6€30MacHOCTM. B packpbiBakoLWeMcs MeHo Bpems
yKa3blBaETCA NMepuoj BpeMeHM, Ha KOTopoe 6yaeT OTK/TH0UEH BbIGPAHHbI KOMMOHEHT.

BPEMEHHD OTKAHYUTE J3LWATY @

Bpema: l 10 MaHYT ']

BpEMEHHD OTKMKOUEET 3EWMTY Ha BRIBPEHHEIR Neprog
BPEMEHM, MOCTOAHHD OTKMKHMTE SELLMTY MOKHO,
BOCMNONL30BABIWMCE PACLUMPEHHEIMA MAPaMETPaMH,

[ Ok ] l OTMEHA ]

N9 NOBTOPHOIO BKJTHOYEHUS 3aLLMTbl C MOMOLLbIO OTK/1HOYEHHOI0 KOMMOHEeHTa 6e30MacHOCTM HAXKMUTE OTKIHOYEHO.

MPUMEYAHME. Mpu OTKTOYEHUN 3aLUTBI TAKUM METOA0M BCE OTKJ/THOYEHHbIe KOMMNOHEHTbI 3aLnTbl ByayT
NMOBTOPHO BKJ/TKOYEHbI MOC/1e nepes3arpys3ky KOMrMbloTepa.

B HW>KHEN 4acTn OKHA HACTPOWKM eCTb AOMO/THUTE/IbHbIE NapaMeTpbl. YTo6bl 3arpy3nTb NapamMeTpbl HACTPOKM U3
danna KoHPUrypaumm B popmate XML Unv COXpaHUTb TeKYLLME NapaMeTpbl HACTPOMKM B hain KOHGUrypaumm,
BOCMO/Ib3yMTeCh YHKUMEN UMMNOPT M 3KCNOPT NapaMeTpoB....
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4.1 KomnbioTep

Mogaynb KomnbtoTep JOCTYMNeH Ha NaHenv HacTponka, KoTopas nosiBAgeTcs, en LWeaKHYTb 3aros10BOK
KomnbroTep. B 3TOM OKHe npefcTaBneHa kpaTkas nHGopmaums 060 Bcex MOAY/AX 3aLUMTbl. YTOObl BpeMEHHO
OTKJTHOYUTb OTAEMbHbI MOAY/b, HKMUTE KHOMKY OTKAOYUTb MO HA3BaHMEM HY>XKHOTO Moayns. Obpatute
BHUMAHMe, 4TO Npm 3ToM byaeT ociabieHa 3awmra Bawero KoMnbkoTepa. YTobbl OTKPbITh NOAPOOHbIE NapaMeTpbl
415 1060ro 13 MoAy/ien, HOKMUTe KHOMKY HacTpouTe....

HaXxkmuTe MU3SMEeHNTb NCKIOYEHUS..., YTOObI OTKPbITb OKHO HACT POMKUN UCKTKOYEHWUN, B KOTOPOM MOXHO UCKTHOYUTb
dannbl 1 NanNkun U3 CKAHMPOBAHMS.

® ESET Endpoint Security EIE

ESET ENDPOINT SECURITY

4 Hactpoiika * Komnbtotep

COCTOAHWE 2aLLNTLI
Komnerotep
CranupoeaHue K

- 3aLmnTa B pEKUME PEANEHOMD BpeMeHn (i + BintoueHa
'@' OTkNHYNTE

Hactpoute...

QBHoBREHNE A
. MIS3MEHNTE MCKAMONEHNA. .

Hactpoiika

KoHTpons ycrpoicte (i + Binroued

@' OTenounTe

HactpouTe...

CnyxefHele Nporpammel

m

QX#H @ O R

Cnpaeka 1 noAfepxKa CHCTEMa NPEAOTEPALLEHIA BTOPKEHIA Ha y3en (i + BrntoueHa
Hactpoute...

Pescam npesentaymnn (i OTinroyeH
BrnrounTe

3awmTa Anti-Stealth (i + BrnrodeHa
'@' Hacrpoute

@ EFEMEHHC OTKNHIHWTE 3FLATY 0T BWEYCOE 1 LUNWOHCKWX NP Orpanm
HECTpCﬁKE CKAHWPOEEHWA KOMMBHOTEDE..
PECLLIHFEHHEH HECTpCﬁKE 33WHTEI OT BUPYCOB M LUMNWOHCKWY NPOrpamm..

=

BpeMeHHO OTKJ/1I04MTb 3aWUTY OT BUPYCOB U LUMUOHCKUX MPOrpaMmM: OTK/HOYEHME BCEX MOAY/TEN 3ALLMTbI OT
BMPYCOB U LUMUOHCKMX NMpOorpaMmm. Ha akpaH BbIBOAUTCS AMa/10r0BOEe OKHO BpeMeHHO OTKJ/IIUYUNTDb 3aLUTy C
pacKpbIBAOLWMMCS MEHIO Bpems. PackpbliBatoLLeecss MeH0 Bpems npeacTaBnseT nepnog BpeMeHu, Ha KoTopoe byaeT
OTK/tOYeHa 3awwmTa. Haxxmute kHonky OK ong nogteepxaeHuvs.

HacTpolika CKaHMPOBaHUA KOMMbIOTEPA.... HAKMUTE 3[eCbh, YTO6bl HACTPOUTb NapamMeTpbl CKAHUPOBaHUSA MO
TpeboBaHMIO (CKaHMPOBaHWUSA, 3aMyCKAEMOTO BPYYHYIO).

4.1.1 3awmTa OT BUPYCOB U LUMUOHCKUX NpOorpamMm

3almTa oT BMPYCOB M LLIMMOHCKUX MPOrpaMM NpeaoTBpallaeT BpeAoHOCHbIE aTakn Ha KOMMbOTep NyTeM KOHTPO/iA
®annoB, 31eKTPOHHOM MNOYTbl M 06MEHA AaHHbIMK Yepe3 VIHTepHeT. ECin 06Hapy>KMBaeTca coepykallas
3/T0HAMEPEHHbIN KO Yrpo3a, MOy /b 3aLLMTbl OT BUPYCOB MOXET 06€3BpeaunTh ee, CHa4yana 3ab10kMpoBaB, a 3aTeM
OYMCTUB, YOANMB UM NMEPEMECTMB Ha KApaHTUH.
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4.1.1.1 3awwmTa ¢panioBOM CUCTEMbI B peXnme peasibHOro BpeMeHm

OyHKUMS 33T bl GANN0BON CUCTEMbI B PEXMME PeasibHOrO BPEMEHN KOHTPOIMPYeT BCe COBbITUSI B CUCTEME,
OTHOCALLMECS K 3aLLMTe OT BUPYCOB. BCe dansibl CKAHMPYIOTCA HA HATMYKMe 3/I0HAMEPEHHOTO KOAA B MOMEHT UX
OTKPbITUA, CO34AHNSA UK 3aMyCKa. 3amMTa Gan0BOM CUCTEMbI B PEXKMME PeasibHOro BpeMeHM 3anyckaeTcs npum
3arpysKe onepaLmoHHON CUCTEMDbI.

3awmTa GanioBoN CUCTEMbI B peXKMME pPeasibHOrO BpEMEHW NMPOBEPSIET BCE TUMbI HOCUTENEN M 3aMyCKAeTCs
Pa3IMYHBIMK COBBITUAMM, TAKUMM KaK AOCTYN K Garny. 3a CHET UCMOb30BAHNS METOA0B O6HAPYXKEHWS TEXHOIOT NN
ThreatSense (kak onmMcaHo B pasgese HacTpomka napameTpoB Moayas ThreatSense) 3awmra GanioBOn CUCTEMbI B
peXXMMe peasibHOro BpEMEHU MOXET ObITb pa3HOM A5 CO34ABAEMbBIX U y>Ke CYLLECTBYOLWMX GarnoB. 15 BHOBb
CO3[4aHHbIX GanIoB BO3MOXHO NpUMeHeHue 6osiee ryboKOro ypoBHS KOHTPOS.

[N CHAKEHNA BAUAHMSA HA NPOM3BOAMTENIbHOCTb KOMTbOTEPA NPY UCMOb30BAHUM 3aLLMUTbI B PEXMME PeanbHOro
BpeMeHu dhanbl, KOTOPbIE YXKe CKAHMPOBAINCh, HE CKAHUPYHOTCA MOBTOPHO, MNOKa He 6yAyT N3MeHeHbl. Daisbl
CKaHMPYOTCA MOBTOPHO Cpasy Nnocsie Kaaoro 06HOBAeHNs 6a3bl AaHHbIX CUrHATYP BMPYCOB. Takoe NoseaeHue
KOH®UIypMpYeTca C UCNO/b30BaHMEM ONTUMMU3aLLMM Smart. EC1M OHa OTKH0YEHa, BCe Gai/ibl CKaHMPYOTCS
Kakbl pa3 Npu fOCTyne K HUM. 15 M3MEHEHWS 3TOro napameTpa HakMuTe F5, YTO6bl OTKPbITb OKHO
«[JONONHUTENbHbIE HACTPOWKMY, U NepenanTe K pasaeny KomnbioTep > 3aliuTa oT BUPYCOB U LUMMOHCKUX
nporpamMmm > 3awuTa ¢painaoBoi CUCTEMbI B peXXUMe peasibHOro BpeMeHu [epeBa paclliMpeHHblX NapaMeTpos.
3aTeM HaXKMUTe KHOMKy HacTpomka... paaoM C nyHKToM HacTpoika napaMeTpoB moayns ThreatSense, HaKMUTe
Lpyroe v CHUIMUTE UM yCTaHOBUTE GNAXKOK BKIKOYUTb ONTMMU3aLMIO Smart.

Mo yMONYaHUIO GYHKLMSA 3aLLMT bl GaI0BON CUCTEMbI B PEXMME peasibHOro BpeMeHM 3amnyckaeTcs nNpum 3arpyske
cUcTeMbl M obecrneynBaeT NOCTOSIHHOE CKaHMPOBaHKWe. B 0cobbIx cyyasx (Hanpumep, Npy BO3HUKHOBEHUM
KOHPANKTA C APYTMM MOAYEeM CKAHMPOBAHWS B peXKMMe peasibHOro BpeMeHm) 3aLLMTy GarioBon CUCTEMbI B PEXMME
peasibHOro BpeMeHM MOXKHO OCTaHOBUTb, CHAB G1aXKOK ABTOMATUYeCKUI 3anycK 3awwuTbl panioBoi cMCTeMbI B
peXume peasibHOro BpeMeHMU.

@® ESET Endpoint Security

AononHntensHble HACTPOWKKN

-l KomnbtoTep 33lUHTE B PEXHME PEANEHOMD BPEMEHM
=) 3awmTa oT BMPYCOB W WINMOHCKIX Mps HacTpoiika napameTpos Moayna ThreatSense: HacTpoiika. ..
B=NCa11Ta B pEXUME PEaNsHOro 5pY
HocWTENM ANA CKEHMPOBaHWA CKaHWPOBATL MpK
3aWwMTa A0KYMEHTOE . . T s
HecTkme anam OTkpemie daina
CraHWpoBaHMe KoMnsioTepa R —
CKEHWPOBEHIE DAINGE, MCIonHA CBEMHEIE HOCMTERW CosaaHue daiina
MCHIKOHEHNA MO MyTAM =
YT CeTeBbIE ANCKM Menonerne daiina
CbEMHbIE HOCHTENN
----- KoHTpons yorpolicte . . .
I o ——— ABTOMETUYECKMI 3aNYCK 3EMTE HEAN0E0IA CUCTEMEI B PEXMME PEANEHOMD BPEMEHN

(- Cete

-4 VHTEPHET M 3NEKTPOHHER NOYTa
[ OBroBneHWe

% CmykefHeE NporpaMisl

[+ MHTepdeic

i I@'OI{ ][ OTMeHa ][I‘Iowoﬂl—laHum
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4.1.1.1.1 Hocutenu ana ckaHMpoBsaHus

M0 YMOTHYAHMIO HA HaNIM4Me BO3MOXKHbIX YIPO3 CKAHUPYHOTCS BCE TUMbI HOCUTENEeNn.
JlokasibHble AUCKU: KOHTPOTMPYIOTCS BCE XKeCTKMEe ANCKM, CYLLeCTBYOLLME B CUCTEME.
KOHTpPO/Ib YCTPOMNCTB: ANCKETbI, KOMMAKT- 1 DVD-AnCcKN, USB-yCTPOMCTBA XPaAHEHUA U T. M.
CeTeBble AUCKUN: CKAHUPYIOTCA BCE COMOCTAB/IEHHbIE ANCKU.

PekomMeHAyeTCs 0CTaBUTb NApaMeTPbl MO YMOJTHAHUIO, @ U3MEHATb UX TOIbKO B 0COBbIX C1yHasax (Hanpumep, eciu
CKaHWPOBaHWe onpefesieHHbIX HOCUTENEN NPUBOAMUT K 3HAUYUTE/IbHOMY 3aMea/1IeHN0 06MeHa AaHHbIMW).

4.1.1.1.2 CkaHunpoBaTb Npu (CKAHNpOBaHUe NpU onpeaesieHHbIX YCI0BUSAX)

Mo yMo14aHuIo Bce Garisbl CKAHMPYIOTCS MPU OTKPLITUM, CO3A4AHUN UITN UCTIOJTHEHUW. PEKOMEHAYETCS HE U3MEHATb
HaCTPOWKM MO YMOJTHAHMIO, MOCKO/IbKY OHM 06eCNeUnBaloT MaKCMMaIbHYIO 3aLMTY KOMMbIOTEPA B peXKMMe
peasibHOro BpeMEHMU.

OTKpbITUE parna: BKTOUYEHNE M OTK/THOYEHME CKAHMPOBAHWSA OTKPbIBaeMbIX GanioB.
CospaHue panna: BKIOYaeT M OTKIOYaeT CKaHMPOBAaHME CO34aHHbIX MW M3MeHeHHbIX GanioB.
NcnonHeHue dpainna: BKIOYEHWE U OTKTHOUYEHME CKAHMPOBAHMWSA UCMOHAEMbIX GaloB.

ﬂ,OCT\/I‘I K Cbe€MHbIM HOCUTEeNAM: BK/TIoHeHMe 1 OTKItoYeHWe CKaHUPOBaHWA Npn AoCcTyne K KOHKpeTHOMY CbeMHOMY
HOCUTEe/THO, HA KOTOPOM MOTYT XpaHUTbCA AaHHbIE.

4.1.1.1.3 PacwupeHHble napamMeTpbl CKAaHUpOBaHUA

bonee noapO6HbIe MapaMeTpbl HACTPOMKN MOXKHO HAMTKW B pasaene KomnbioTep > 3awmTa oT BUPYCOB U
LWMUOHCKUX nporpamMmm > 3au.w|Ta ¢a|7|n030|7| CUCTEMbI B peXXume peaJibHOro spemMmeHu > ﬂ,OﬂOﬂHMTeanble
HaCTPOMKMN.

[lononHuTenbHble NapameTpbl Moayas ThreatSense /19 HOBbIX M U3MeHeHHbIX GpainaoB: BEpOATHOCTb 3apaXkeHuns
BHOBb CO3aHHbIX UM M3MEHEHHbIX Gai0B BbiLle MO CPABHEHWIO C aHA/IOMMYHbIM NMoKa3aTenemM A5 CyLecT By HLLMX
dannoB. IMeHHO No3TOMyY NporpamMma NpoBepaeT 3TU daisbl C AONONHUTENbHBIMM NapameTpamm CKaHMPOBaHMS.
BMecTe € 06bI4HbIMW METOJaMM CKAHWMPOBAHWSA, OCHOBAHHbLIMW Ha CUTHAaTYpax, NMPMMEeHSEeTCa paclluMpeHHas
3BPUCTMKA, YTO 3HAYUTE/IbHO Y/yYLLIAET YPOBEHb 06HAPYXKEHNS, MOCKONbKY 3BPUCTUYECKUIA aHaNN3 AenaeT
BO3MO>XHbIM O6Hapy KeHMe HOBbIX YrpOo3 eLLe A0 BblNycka 06HOBAEHWM 6a3bl JaHHbIX CUrHATYP BUPYCOB. B
[IOMOJTHEHME KO BHOBb CO3AaHHbIM hariamM BbIMONHAETCS Tak)Ke CKaHMPOBaHME CaMOopacrnakoBblBatoLLMXCA Garinos (.
sfX) M yNakoBLLUMKOB (MCMOMHAEMbIX GanIoB C BHYTPEHHUM OKaTuem). Mo yMOoAYaHUIo MPOBEPAOTCA apXMBbl C
rNy6UHOM BNOXEHHOCTM A0 10 He3aBUCMMO OT KX GaKTUYeCcKoro pasmepa. 419 u3aMeHeHna napaMmeTpoB
CKaHMPOBaHMA apXMBOB CHUMUTE hNaxKoK MapamMeTpbl CKAHUPOBAHMA apXMBA MO YMOJTHAHUIO.

[ononHuTtenbHble NnapameTpbl Moy s ThreatSense Ang ncnosiHsemMbix pansioB: N0 YMOYAHMIO pacllnpeHHas
3BPUCTMKA HE MPUMEHSAETCS NPU UCNONHEHUU GarnnoB. OAHAKO B HEKOTOPbIX C1y4aeB 3TOT NapaMeTp MOXeET ObiTb
HY>KHO BKKOUYMTb (YCTaHOBMB GpaXKOK PaclumpeHHas 3BpucTuKa 3anycka ¢annos). ObpaTute BHUMaHMeE, 4TO
dYHKLMU pacLLUMPEHHOM 3BPUCTUKM MOTYT 3aMeAINTb BbIMONHEHNE HEKOTOPbIX MPOrpamMM 13-3a NOBbILLEHMS
TpeboBaHM K cnucteme. ECIv akTMBMPOBaH NapameTp PaclumMpeHHas 3BpUCTUKa 3anycka ¢panioB o CbeMHbIX
HOCUTeNen, TO Npu HEO6XOANMOCT U UCKTIOUYNTb OMpefesieHHble CbeMHble HocuTenu (Hanpumep, USB-yCcTponcTBea)
WM NOPTbl U3 CKAHNPOBAHMSA C MPUMEHEHMEM PACLLIMPEHHON 3BPUCT KM 3anycka Ganios HOKMUTe UckatoveHus...,
YTOObI OTKPbITh OKHO MUCKIHOYEHUS CbEMHbIX HOCUTENeln. 34eCb MOXXHO HAaCTPOUTb NapaMeTpbl, YyCTAHOBUB UK CHAB
dNaKKN, KOTOPble MPeACTaBASAT KKAbIA U3 MOPTOB.

4.1.1.1.4 YpOBHU OUYUCTKMU

3almTa B pexkMmMe peasibHoro BpeMeHy npefycMaTpuBaeT TP YPOBHS O4UCT KM (415 [OCTYNA K HAM HXXKMUTe
KHOMKy HacTpomka... B pasgene 3awmrta GpanaoBon CUCTEMbI B peXXMMe peasibHOro BpeMeHU 1 BOCMO/1b3yNTeCb
BETBbIO OUMCTKA).

Be3 ouncTKU: 3apakeHHble har/ibl He ByAyT OUMLLIATHCA aBTOMATUYECKM. MporpaMmMa BbIBOAUT HA 3KPAH OKHO
npefynpexaeHns 1 npeasiaraeT noJsib30BaTe o Bbi6paTh AeNCTBME. DTOT YPOBEHb NpeAHasHayeH a5 6onee
OMbITHBIX MOJIb30BATE/IEN, KOTOPbIE 3HAIOT O AENCTBUAX, KOTOPbIE C1eyeT NPeAnpUHMMATD B CJ1yHae 3apakeHus.

CTaHgapTHas o4MCTKa: NMpPorpamMmMa nblTaeTca aBTOMATUYECKN OYUCTUTb U YAATUTb 3apaXKeHHbI Gana Ha
OCHOBE MpeaBapuUTe/ibHO ONMpeae/IeHHOro AeNcTBUS (B 3aBUCUMOCT I OT TuUMNa 3apaxeHus). O6HapyXeHue 1 yganeHue
3apaXKeHHbIX $hanioB CoONPOBOXAAETCA UHPOPMALMOHHBIM COO6LLEHMEM, PACro/iaratoLLMMCS B MPABOM HUMKHEM YTy
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3KpaHa. ECm HeBO3MOXKHO BbIGpaTh NpaBu/ibHOE AeiCTBME aBTOMATUYECKM, MporpaMmma NpeaioxXnT No/b3oBaTesnto
BbI6paTh AencTBMe. TO XKe caMoe Npon3onaeT B TOM Cly4yae, ey NpeaBapuTenbHO onpeaeneHHoe AeicTBre
HEBO3MOXKHO BbIMOJHUTb.

TwaTesibHaA OYUCTKA: NporpamMmmMma O4YULLAET UKW yaaNfeT BCe 3apaXKeHHble Cbal;lfl bl. ICKNto4YeHme CcoCcTaBnaioT
TO/1bKO CUCTEMHbIE Cbal;lfl bl. EC/1IM 04MNCTKA HEBO3MOXKHA, Ha 3KPaH BbIBOAUTCS OKHO NMpeaynpexaeHns, B KOTOPOM
MoNb30BaTE/IHO NMpeasaraeTcd BbiMoOJIHUATL onpegeneHHoe [enCcTBME.

MpedynpexxdeHue. ECNv B apxVBe COAEPIKATCS 3apaXkeHHble Garnbl, CyLeCcTBYeT ABa BapnaHTa 06paboTkum apxmea. B
CTaHAAPTHOM pexxmMe (Mpu CTaHAAPTHOW OYMCTKE) Le/IMKOM YAANISeTCS apxXuB, BCe Gannbl B KOTOPOM 3apaXkeHbl. B
pexxume TwaTenbHas 04UCTKA YAANSAETCS apXMB, B KOTOPOM 3apaXkeH XOT A 6bl 0AnH dbansi, He3aBMCMMo oT
COCTOSIHWUS OCTaNbHbIX GanNoB.

= HacTpofika napameTpoe Mogyna ThreatSense @
OfeekTel QuucTra
MeToab YpoBeHs 04MCTRM:
OuMCTKE BEs ouMCTKMN k ft TIWETENEHAR O4HCTRS
Pacwmperua
MmiTel B 5TOM pexuMe NPorpamMa NonsITaeT oA SETOMATHHECKH 04NCTHTE WK
Opyroe YAANUTE 3apaserHele dainel, ECiv BEINONHUTE HW 0AHO M3 AEACTBMA

HEBOIMOMHO, & NONL30BATEND HEX0AWTCA B CUCTEME, EMY MOHET BT
BblAEH0 YESAOMIEHWE C0 CTMCKOM BO3MOMHEX DEACTEMA,
YBEeAoMNEHWE TAKKE BbIBOAWTCA B CNY4ae, e BaINONHWTL
AESACTEME He Yaanochb,

[ @DI{ ][ CTreHa ][I‘Io yﬂonannm]

4.1.1.1.5 MOMEeHT usmMeHeHNs KOHPUrypaumm sawnTbl B peXXMMe peasbHOro BpeMeHu

3awmTa B pexkume peasibHoro BpeMeHu SBSeTCS HanboJsliee CyLecTBeHHbIM 3/1EMEHTOM BCEV CUCTEMbI 0becrneyeHns
6e3onacHoCcTU. Heo6x0AMMO 6bITb BHUMATEbHBIM NMPU M3MEHEHWUW ee NapaMeTpoB. PeKOMEHAYeTCs U3MEHSATb
napameTpbl TOIbKO B 0COBbIX C1yHasax. Hanpumep, Npu BO3HUKHOBEHUW KOHDIMKTOB C KAKUMUW-TNG0

NPUNOXKEHUAMWN NN MOAYNAMU CKAHMPOBAHWS B peXKMME peasibHOro BPEMEHU ApYyrx NporpaMmm 3almuthel OT
BUPYCOB.

Mocne ycraHoBkM ESET Endpoint Security Bce napamMeTpbl ONTUMMU3MPOBaHbI AJ15 MAaKCUMaibHOM 3aLUTbl CUCTEMBbI.
[19 BOCCTAHOB/IEHWSA NapaMeTpOoB MO YMOJIHAHUIO HAXXKMUTE KHOMKY Mo yMoA4YaHUIo, pacnosiodXeHHY0 B MpaBoM
HDKHEM YTy OKHA 3awmTa $panioBor CUCTEMbI B peXXUMe peasibHoro BpeMeHu (LonosHUTe/IbHble HACTPOMKMU >

KomnbloTep > 3awwjmTa oT BUPYCOB U LUMMOHCKUX MpOrpamMm > 3awuTta panioBon CUCTEMbI B peXMMe peasibHOro
BpeMeHMU).

4.1.1.1.6 lMpoBepKa MOoAy/A 3aLLUTbI B peXXNUMe peasibHOro BpeMeHu

[nsiToro uytobbl NpoBepUTb GYHKLMOHMPOBAaHME 3aLLMTbl GanI0BON CUCTEMbI B PEXKMME PeasibHOr0 BpPEMEHM,
NCNONb3YMTe NMPOBEPOYHbIN dharn eicar.com. 3TOT Gana coaep>XmUT 6e3BpeaHbI KO, KOTOPbIW, 04HAKO,
0bHapy>k1MBaeTCa BCEMU MpOrpamMmMamu 3almuTbl OT BUpPYCOoB. Parn co3gaH komnaHmen EICAR (EBponenckmm
NHCTUTYT aHTUBUPYCHBIX KOMMbKOTEPHbIX NCCIeA0BaHMN) A9 NPOBEPKMN QYHKLMOHMPOBAHMA NPOrpaMm 3alUmThl OT
BMpycoB. ®awn eicar.com AOCTyNeH A5 3arpy3ku ¢ Beb-camTa http://www.eicar.org/download/eicar.com.

MPUMEYAHMUE. Mepepg ocyLecTBAEHNEM NPOBEPKM HEODXOAMMO OTKAUMTb parepBon. Ecnm parnepBon BKIKOYEH,
OH OBHAPYXXMUT AaHHbIN Gana 1 NpefoTBPaTUT ero 3arpysKy.
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4.1.1.1.7 PeweHune npo6seM, BO3HUKAKOLWMUX NPpU paboTe 3aWwmuTbl $anoBOMN CUCTEMbI B PpEXUME peasibHOT o
BpeMeHMU

B 3TOM pasaene onucaHbl NpobemMbl, KOTOPbie MOTYT BO3HUKHYTb NMPW UCMOb30BAHMUM 3aLLMTbI B PEXMME
peasibHOro BpEMEHM, 1 CNOCO6bI UX YCTPAHEHMS.

3awmTa $pannoBoM CUCTEMbI B peXXUMe peasibHoro BpeMeHU OTKJ/1toveHa

Ecnn 3awmTta harnnoBor CUCTEMbI B peXKMMe peasibHOro BpeMeHW HernpeaHaMepeHHo 6bila 0TKIIoYeHa
NO/Ib30BaTENEM, €€ HYXKHO BKIOUUTb. [ MOBTOPHOWM aKTMBALMM 3aLLUUT bl B PEXMME PeasibHOrO BpeMeHU
nepenauTe B pasgen HacTtpomka v B r1aBHOM OKHe MPOrpaMmMbl HOKMUTe 3almTa ¢panioBom CUCTEeMbl B peXXnme
peasibHOro BpeMeHu.

Ecnm 3awmTta GpanioBom CMCTEMbI B PeXKMME PeasibHOro BpeMeH M He 3anyCKaeTcs Npuy 3arpy3ke onepaumoHHON
CUCTeMbl, 06bIYHO 3TO CBA3AHO C TEM, YTO OTK/IKOYEH NapameTp ABTOMaTUYeCKUM 3anyCK 3aluTbl panioBom
CUCTEeMbl B peXXMMe peasibHOro BpemMeHu. Y1obbl yCTaHOBUTbL 3TOT GPAKOK, NeperamnTe B pasaen
«JlononHUTeNbHble HACTpOonKKy (F5) M HOXXMUTe KoMnbioTep > 3awmMTa OT BUPYCOB U WMMOHCKUX MpOrpamMm >
3awumTa $pana0Bom CUCTEMbI B peXXMMe peasibHOro BpeMeHU B lepeBe pacllMpeHHbIX NapaMeTpoB. [poBepbTe, 4TO
B pazaene [LonosHUTe/IbHbIe HACTPOMKM B HMKHEN YaCTW 3TOr0 OKHA yCTaHOBAeH G/1akOK ABTOMAaTUYeCKUMN
3anycK 3almuThbl GaIoBOM CUMCTEMbI B peXXMMe peasibHOro BpeMeHu.

3awmTa B peXxrme peasibHoro BpeMeHu He 06Hapy>XMBAaET U He OYMLLAET 3apaXkKeHuns

Y6enmTech B TOM, YTO HAa KOMMbIOTEPE He YCTaHOB/IEHbl ApYrie NporpaMMsbl 3alMTbl OT BUPYCOB. Mpu
0AHOBPEMEHHOW paboTe ABYX CUCTEM 3aLLMTbl OT BUPYCOB MOTYT BO3HUKHYTb KOHPANKTbl. PEKOMEHAYETCS YAANUTb
BCE MpOoYMe NporpamMmMbl 3aLWMUThI OT BUPYCOB C KOMMbIOTEPA.

3awmTa $pannoBoM CUCTEMbI B peXxMMe peasibHOro BpeMeHU Ha 3arnyckaeTcs

Ecnu 3alimTa He 3anyckaeTcst Npu 3arpy3ke CUcTembl, HO GYHKLMA ABTOMATUYECKUIN 3anyCK 3almuTbl panioBom
CUCTEeMbl B peXXMMe peasibHOro BpeMeHU BKJTH04eHa, BO3MOXKHO, BO3HUK KOHGAVKT C APYTMMU NPUIOXKEHUAMN. B
3TOM CJly4ae 06paTmUTECh 3a KOHCYIbTaLMer B C1yby Noaaep>KKn KnmeHToB ESET.

4.1.1.2 3awmTa JOKYMEHTOB

DOYHKUMSA 3aLUMTbI LOKYMEHTOB CKaHMpyeT AoKyMeHTbl Microsoft Office nepes nx oTkpbiTHeM, a Takke NpoBepseT
dannbl, aBTOMaTMYeCKn 3arpy>aemble 6paysepoM Internet Explorer, Takue kak 3neMeHTbl Microsoft ActiveX.
MapameTp UHTerpaumsa ¢ CUCTeMOM aKTUBMPYET CUCTEMY 3aLLUUTLL. 119 M3MEeHeHUs 3TOro napameTpa HaxmuTe F5,
4YTO6bI OTKPbITb OKHO «/JOMOJIHUTE/IbHbIe HACTPOMKWY, U NepenanTe K pasaeny KomnbioTep > 3awmTa oT BUPYCOB U
LWNMMOHCKMX NpOorpamMm > 3almTa AO0KYMEHTOB [ilepeBa pacluMpeHHbIX napameTpos. MNpu akTneaumm 3Toro
napameTpa 3alimTa JOKYMEeHTOB CTAaHOBUTCS AOCTYMHA 13 FNaBHOro okHa ESET Endpoint Security B pasgene
Hactpowka > KomnbloTep.

OTa GYHKLUMS aKTUBUPYETCA MPUTOXKEHUSIMU, B KOTOPbIX MCnosb3yeTcsa Microsoft Antivirus APl (Hanpumep, Microsoft
Office 2000 n 6onee no3gHmx Bepcnin unm Microsoft Internet Explorer 5.0 n 60on1ee no3gHMx Bepcui).
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4.1.1.3 CKaHupoBaHue KomMmnbroTepa

Moaynb CKAHUPOBaHWS KOMMbIOTEPA MO TPeOOBAHWIO ABNSETCA BAXXHOM HYaCTbIO peLleHns, 06ecneymBatoLLEero
3aLlMTY OT BMPYCOB. OH MCNOb3yeTCs A1 CKAHMPOBaHMS GanI0B M Nanok Ha kKoMnbtoTepe. C TOUKM 3peHms
obecneyeHns 6e30NacHOCTU MPUHLMNMANIBHO BKHO BbIMOJHATbL CKAHMPOBAHVE KOMMbIOTEpPa perynspHo, a He
TOJIbKO MPY BO3HUKHOBEHUM MOA03PEeHUN. PEKOMEHIYeTCs peryaspHO BbIMOJIHATbL MOJIHOE CKAaHMPOBAHMe
KOMMbOTEpa A1 0OHAPY>KEHNSI BUPYCOB, KOTOPbIe He Bblav HaneHbl 3amnTon GanaoBov CUCTEMbI B pEXXMME
peasbHOro BpeMeHm Npu 3anmncy Ha ANCK. OTO MOXKET MPOU30NTU, eC/IN B TOT MOMEHT 3alumTa GanioBon CUCTEMbI B
peXXMMe peasbHOro BpeMeHu bbia OTKIKYeHa, 6a3a JaHHbIX BUPYCOB bbisia ycTapeBLUen nin ke dana He 6bin
Pacno3HaH Kak BUpYC Npy COXpaHeHUN Ha ANCK.

® ESET Endpoint Security =]
ESET ENDPOINT SECURITY

Cranuposanne MK

COCTORHWE 2aLUMTEI
CKEHHPGBEHHE KOMNbHTEPA

CKaHUpOEaHWe MK
Q CkaHvpoBaHwe Smart

OBHOBNEHWE CKEHMpDEEHMEﬂDKEﬂbeIX,JJ,MCKCIE

BoibopouHoe ckaHMpoBaHwWe.. (i
P p

Hacpoiika Brifop npoduneil n 06bekToB CKaHWpoBaHNA

CnykeBHbIe Nporpammbl
YacTo MCNonb3syemele
BeinonHnTs CKaHWPOBaHWE NOKANbHBIX JUCKOE

cnpaBKa W NOAAGKKS HCETCpHTb NOCNEGHEE CKAHWPOBAHWNE

QX #H @ O R

ﬁ HECTpCﬁKE CKaHWPOBaHWA KOMOLHOTEPS. ..

Jlata v BpeMA NoCNegHEro CKAHWPOBAHNA: 17.5.2012 15:38:16
PesynbTaThl NOCNEAHEND CKAHMPOBAHWA: 0 3apamxeHHbIX dalinos
Bepcua B33 JaHHbIX CHIHATYP NPW CKEHMPOBAHMN 7144 (20120517)

[JoctynHo ABa Tvna ckaHuposaHus MNK. CkaHupoBaHuMe Smart no3BosiseT 6bICTPO NPOCKAHMPOBATL CUCTeMy He3
HaCTPOMKMN KaKnX-11MH0 napameTpoB. Tvn Bbibopo4yHoe ckaHUpoBaHMe NO3BO/ISEeT BolbpaTh NpefonpefeeHHbIn
Npodub CKAHMPOBAHUA M YKa3aTb 06beKTbl, KOTOPbIE HY>XHO NPOBEPUTb.

Cwm. rnaBy X0 CKaHWPOBaHUSA A4 nonyvyeHnsa AONONHUTENbHbIX CBEAEHUM 0 npouecce CKaHMpoBaHWA.

PekomeHayeTcs 3anyckaTb CKAHMPOBAHME KOMMNbIOTEPA HE peXke 04HOro pasa B Mecsil,. MOXHO CKOHPUIypmupoBaThb
CKaHNpoOBaHWe B Ka4ecTBe 3a|'l}'IaHl/IpOBaHHOl;I 3a4a4nM B pasaene Cny)KeGHble nporpamMmmbl > NJ1aHUPOBLLUK.

4.1.1.3.1 Tun ckaHUpoBaHuA

4.1.1.3.1.1 CkaHupoBaHue Smart

CKaHl/IpOBaHI/Ie Smart no3sosseT 6bICTDO 3anyCcTuTb CKaHMpOBaHME KOMMbOTEPA N OYNCTUTb 3apa>keHHble q>a|7|n bl 6e3

BMeLLATEebCTBA NOMb30BaTeNs. [TpenMYLLLECTBO CKAHMPOBAHMA Smart 3ak/1t04aeTcs B TOM, YTO OHO yA06HO B
BbIMOJIHEHNM 1 He TpebyeT TLWATeNbHOro KOHPUIrYprUpPOBaHWA CKAHWUPOBAHKS. [py CKaHMpOBaHMK Smart
NpoBepATCS BCe dalbl HA TOKANbHbIX AMCKAX M aBTOMATUYECKM OYMLLAIOTCS UKW yAANATCA OOHapY>KeHHbIEe
3apaXkeHus. B ka4ecTBe YPOBHS OYNCTKM aBTOMATMYECKM BblIOpaH ypOBEHb MO YMOAYAHUIO. JONONHUTENbHY O
MHPOPMALMIO O TUMAX OYUCTKM CM. B pasfenie O4McTKa.
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4.1.1.3.1.2 BbibopoOYHOe cKaHUpOBaHUe

BbI6OpOYHOE CKAHMPOBAHME ABMISIETCA ONTUMA/IbHBIM PeLLeHeM B TOM C/ly4ae, KOrAa Hy>KHO yKasaTh napameTphbl
CKaHWPOBAHMSA, TakMe Kak 06beKkTbl U METOAbI CKAHUPOBAHMSA. MPenMyLLECTBOM BbIBOPOYHOrO CKAHNMPOBAHMUSA
ABNAETCA BO3MOXHOCTb NOAPOBHOro KOHPUIrypMpoBaHMs NapameTpoB. KOHGUIrypaumm MoXKHO COXPaHATb B BUAE
NO/1b30BaTENbCKNX MPODUIEN CKAHUPOBAHUSA, KOTOPbIE YA06HO NPUMEHSATb, €C/IV PETYISIPHO BbIMOJHSAETCA
CKaHWPOBAHME C OAHUMM U TEMU Xe NapamMmeTpamu.

[ns Bbibopa 06bEKTOB CKAHMPOBaHMS NepenanTe B pasaen CKaHMpoBaHMe KOMMNbOTepa > BbibopouHoe
CKAHMpOBAaHMe 1 Bbi6epuTe OINH U3 BAPMAHTOB U3 PACKPbIBAIOLLEr0Cs MeHI0O O6BbEKTbl CKAHUPOBAHUS UM
KOHKPETHble 06BbEKTbI CKAHNPOBAHWSA B APEBOBUAHON CTPYKTYpe. O6beKTbl CKAHUPOBAHMA TAKXKE MOXKHO 334aTb,
yKazae nyTu K nankam v pannam, KoTopble Hy>KHO CKaHNMPOBATb. EC/TM HYXKHO TOJIbKO BbIMO/THUTb CKAHMPOBaHME
cUcTeMbl 6e3 10MOTHUTEMbHbBIX AENCTBUIM MO 0YUCTKE, YCTaHOBUTE Giakok CKaHUpoBaTb 6e3 ouncTku. Kpome
TOro, MOXHO BbI6paTh OAMH 13 TPEX YPOBHEN OYMCTKN B pasaesie HacTpomka... > Oumncrka.

[Tonb3oBatenam, He UMerLWMM 40CTaTOYHOro OnbITa pa6OTbI CaHTUBUPYCHbIMW NMpOrpaMmmMmamMu, He peKoMeHayeTCAd
BbIMOJTHATb BbI6ODOLlHOQ CKaHMnpoBaHKMe.

4.1.1.3.2 O6beKkTbl CKAHUPOBAaHUSA

OKHO «O6bEKTbI CKAHMPOBAHWAY MO3BOISET ONPeAeNUTb, KakmMe 06BbEKTbI (ONepaTUBHASA NAMATb, KECTKNE AUCKM,
cekTopbl, danbl U Nankn) 6yayT CKAHUPOBATLCA AN BblABIEHWS 3aPAKEHNIA. B pacKpbiBAOLLEMCA MEHIO O6BEKTbI
CKaHMPOBAHUSA MOXHO BbI6paTb NPeABAPUTENLHO ONpeaeeHHble 06BEKTbl CKAHUPOBAHWS.

e o napametpam npodpuns: BbI6GMPAOTCA 06bEKTbI, yKa3aHHbIe B BblAe/IeHHOM Npodusie CKaHUPOBAHKS.
CbeMHble HOCUTEeNN: BblbnparoTcs AmuckeTbl, USB-yCTpOMCTBa XpaHeHUS, KOMNAKT- 1 DVD-AucKu.
JlokanbHble AUCKW: BbIOMPAKOTCS BCE XKECTKME AMCKM, CYLLECTBYOLLME B CUCTEME.

CeTeBble AUCKU: BbIOMPAKOTCA BCE MOAKTHOYEHHbIE CETEBbIe ANCKN.

He BbI6BpaHO: OTMeHSeTCS BbIGOp 06BEKTOB.

O6beKTbl CKAaHUPOBAHMA TAKXKe MOXKHO 334aTb, BBeAS NMyTb K Nankam nnu Gannam, nognexalyim ckaHMpOoBaHUIO.
BbibepunTe 06beKTbl CKAaHMPOBAHMS B APEBOBUAHOM CTPYKTYpe, CoOAep KaLlen BCe LOCTYMHble HA KOMMblOTepe
yCTPOWNCTBA.

BriGpate obbeKTEl CKAHWPOBAHNA

OfbeKThl CKEHMPOBEHWA

[ﬂOK.a.I'IbeIE AMCKK b

- {E& Poditas
: m OnepaTMBHaA NamMaTe
D.; Jarpy3odHEIR CcekTop
Cl5 o2y
{les Ex
1 e Fi

-l st

(o1

[ QK ] [ CTMeHMTE ]

Ana 6bicTporo nepexofa K KAKOMy-1M60 06bEKTY CKAHUPOBAHWSA MW A06ABNEHNS €r0 HEMOCPEACTBEHHO YKAKUTE
HY>KHbI 06BbEKT B MyCTOM MOJie MNOJ CMMCKOM Namnok. 3TO BO3MOXXHO TOIbKO B TOM CJ1y4ae, eC/1N B IPEBOBUAHOM
CTPYKTYpe He BbibpaHbl HUKAaKME 06BEKTbI, @ B MeHI0 O6beKTbl CKAHUPOBaHUSA Bbl6paH NyHKT He BbIGpaHo.

30



4.1.1.3.3 Mpodunam ckaHupoBaHUs

MpeanoyYTUTEeNbHbIE NAPAMETPbl CKAHUPOBAHMSA MOXKHO COXPAHUTb AJ1S1 UICMON1b30BAHUSA B AA/IbHENLLEM.
PekomeHAyeTCs co34aTb OTAENbHbIN NPOPUIIb A1 KKAOTO PEryisipHO UCMOJ1b3yeMOro CKaHMpOoBaHUA (C
Pa3INYHBIMWU 06 BEKTAMM, METOAAMMU CKAHWUPOBAHMS W NMPOYNUMU NapamMmeTpamm).

[ns co3panma npodung 0TKPOUTe OKHO «LONONHUTENbHbIe HACTPOMKMy (F5) n HaxXMmTe KomnbioTep > 3awmTa ot
BMPYCOB U LUNMUOHCKUX NporpamMm > CKaHMpoBaHUe KoMmnbioTepa > Npodunu.... B okHe Mpodpunn
KOHPUTypaumm eCTb packpblBatoLLieecs MeHO BbiI6paHHbIM Npo¢uUIib, B KOTOPOM NMEPEUNCAAIOTCS CyLLECTBYOLLME
npodnaN CKAHNPOBAHUSA N €CTb BO3MOXHOCTb CO34aTb HOBbIN. 14 cO3a4aHNs Npobuis CKAaHNPOBAHWSA B
COOTBETCTBUWN C KOHKPETHbIMM NOTPEBHOCTAMM CM. pa3zen HacTpomka napametTpos Moayad ThreatSense, rae
OMMUCbIBAETCS KAXKAbIA NapaMeTp, NCMOJIb3yeMbIN A5 HACTPOWKM CKAHMPOBAaHMS.

Mpumep. Mpeanonoxmm, Nonb3oBaTeNto TpebyeTcsa Co3AaTbh CO6CTBEHHbIN NPObWIb CKAHMPOBAHMS, MPUYEM
KOH®UIypaumsa CkaHMpoBaHMa Smart YacTMYHO YCTPanBAET ero, HO He HYXKHO CKaHMPOBATb YMaKOBLLMKN UK
NOTEHLUMANIbHO OMNACHbIE MPUIOXEHUS, HO MPU 3TOM HYXXHO NMPUMEHUTb TW,ATENbHY IO OYUCTKY. B okHe Mpodunu
KOHOUIypaumm HaxXMmTe KHOMKY [L06aBUTb.... BBeauTe Ms co3aasaemoro npodunsd B nose Mma npodpuns, a
3aTem Bbi6epuTe CKaHMpoBaHMe Smart B packpbiBaloLLIEMCS MeHIO KonMpoBaTb HacTpoiku npoduns. 3atem
HaCTPOWTe OCTaNbHble MapaMeTpbl B COOTBETCTBMM CO CBOMMM MOTPEBHOCTAMM.

4.1.1.3.4 Xopa cKaHUpoOBaHuA

B OKHe X042 CKAaHMPOBaHMA 0TO6PaXKAETCA TeKyLLee COCTOAHNE CKAHMPOBAHNA N MHPOPMALMA O KONMYecTBe $aiiios,
B KOTOPbIX 06HAPYXKEH 3/1I0HAMEPEHHbI KOA,.

® Cranuposanue MK — ESET Endpoint Security El

Cl(auupoaauue KOMNbHOTEpA

Xoa CKaHWpOEaHWA

e — T

O6bexn:C\Program Files\ESET\ESET Endpoint Security\eula.rtf
Konanuecteo yrpos: 0

Chpagefile.sys - wnbEa oTEPRITHA

MpoKpyTUTE %ypPHAN CKAHWPOBAHMA

l:‘ BriknroueHne KOMMBHITEDRE NOCNE CKAHMPOEAHNA

| Dayza || Cron || B doHoBwii pexum |

MPUMEYAHMUE. HopManbHO, YTO HEKOTOpPble hanbl, Takme Kak 3aluileHHble napoaem Gannbl nian damnsl,
NCNOJIb3yeMble UCKTIOYUTENbHO OMepaLmMoOHHON cucTemou (06bi4HO pagefile.sys n HekoTopble Ganbl XXYpPHANIOB), He
MOryT CKaHMPOBATbCH.

Xop CKaHUPOBAHUSA: NMHOMKATOP BbINMO/IHEHWS MOKa3blBaET MPOLLEHTHOE OTHOLLEHMEe y>Ke MPOCKAHUPOBAHHbIX
06BbEKTOB K OCTaBLUMMCS. 3HA4YeHMe noay4aeTca Ha OCHOBe 0b6Lero KonmM4ecTsa 06bEKTOB, BK/TKOYEHHbIX B
CKaHMnpoBaHMe.

O6bBeKT: MMS 06BbEKTa, KOTOPbI CKAHMPYETCS B HACTOALLMIA MOMEHT, 1 ero pacrnosioxeHue.
Konu4yecTBo yrpos: obLee KOMMYECTBO Yrpo3, 06HAPY>KEHHbIX NMPU CKAHUPOBAHWN.
Maysa: np1MocTaHoBKa CKAHUPOBAHMS.

Mpoao/HKUTL: 3Ta BO3MOXHOCTb CTAHOBUTCS AOCTYMHA NOC/1€ MPUOCTAHOBKMW BbINMO/IHEHWS CKAHMPOBAHUA. HaXKMuTe
Mpono/KUTDb, 4TO06bl BO3OOHOBUTb CKaHMpoOBaHMe.

OCTaHOBUTbL: NpeKkpaLleHmne CKaHMpOoBaHMS.
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B $OHOBbBIV peXXUM: MOXKHO BbIMOJTHUTb eLLe OAHO NapaiesbHOe CKaHMPOBaHME. B TAKOM Cly4ae yxke
BbIMOJ/IHSEMOE CKAHMPOBaHWe ByAEeT CBEPHYTO U BbIMOHATHCA B GOHOBOM peXxmMeE.

@ ESET Endpoint Security ==
ESET ENDPOINT SECURITY

CrkaHnposadme MK

CoCToRHWE 3aLNTH
== CKaHMpOBaHHe KOMMObHOTEPa

Q Cranupoeanme MK &
Xon CKaHWpOBaHWA

© oswomnerme —

A O6wexT.C\Program Files\Engilab Beam.2D ML\Languages
# HacTpoiika KoawsecTeo yrpos: 0

| Dayza || Cron |

% CnyxeBHbIe NPOrpaMMel

o Cnpaeka n NOAAepKKa

Hoeoe CKaHWpOBaHWE
MokasaTe CKAHWPOBAHWE W HKYPHAN B OTAENBHOM DKHE

PaspelunTe BEIKMFOYEHME KOMMEHOTEPE NOCAE CKAHMPOBAHNA

Boinonxaembie Npoueccbl CKAHMPOBaHWA
Q Beinonwnaerca — 41% Konwuectso onacHex obsextos: 0 petko-PClpetko MNepekntouuts &
hoHoBLIH pexm

MpuocTaHoeneHo — 39% Konwyecteo onacHerx obbextos: O petko-PChpetko OTknmoumnTs
boHoBEIH pekum

(es

HaXkxMuTe OTKAKUYUTb GOHOBBIN PEXUM, YTOEbI OTKIHUYMUTL GOHOBbI PEXIMM M BEPHYTbCA K MPOLLeccy
CKaHMPOBaHMS.

MpOKPYTUTb XXYPHAN CKAHUPOBAHMUSA: €C/IM 3TOT NapamMeTp akTUBMPOBAH, XXYPHaN CKaHMPOBaHWs byaeT
NPOKPYYMBATbCA aBTOMATUYECKM NpY LO06ABNEHMM HOBbIX 3anmcen, HTO6b! BblTM BUAHbI CAMble CBEXME 3/1eMEHTbI.

PaspeliunTb BbiKJIlOYEHNE KOMMbIOTEPA MOC/Ie CKAHUPOBAHUA: BK/TIOHAET 3arnjaHMPOBAHHOE 3aBepLueHme paboThl
M0 3aBepLUEHUM CKAHVMPOBAaHNS KOMMbIOTEpPa No TpeboBaHWI0. Ha 3KpaH byaeT BbIBEAEHO AMATOrOBOE OKHO
NOATBEPXAEeHWNS 3aBepLueHNs paboTbl. OHO ByAeT akTUBHO B TeyeHme 60 cekyHz, Koraa MOXHO 6yaeT OTMEeHUTb
BbIK/TIOUEHME KOMTbIOTepa. HaxMuTe OTMEHaA, eC/1v HY>KHO OTMEHUTb 3aBepLueHue paboThl.

4.1.1.4 CkaHupoBaHwue panioB, UCMONHAEMbIX MPU 3aNycKe CUCTEMDbI

Mpw 3arpy3ke KOMMbOTEpa M 06HOBIEHWUM 6a3bl AAHHBIX CUTHATYP BMPYCOB aBTOMATUYECKU NPOBEPAOTCA Galsbl,
MCMOJTHSAEMble NP 3anyCcke CUCTEMbI. DTO CKAaHNPOBAHME 3aBUCUT OT KOHOUIypaLmmn 1 3a1ay NJaHNPOBLUMKA.

CKaHvpoBaHue $hanioB, UCMOJTHAEMbIX MPW 3aMyCcke CUCTEMbI, BXOAMT B 33[a4y niaHnpoBLimka NMpoeepka ¢paiios,
MCNOJIHAEMbIX MPU 3aMyCKe CUCTeMbl. YTOObl MU3MEHUTb MAPAMETPbl CKAHMPOBAHWSA, NEPEANTE B pa3aen
Cny>xebHble NporpamMmbl > MAaHNPOBLLUK, BbiGepuTe NapameTp ABToMaTuyeckas nposepka ¢aiios npu
3anycke CUCTEMbI 11 HOKMUTE KHOMKY M3MeHUTb.... Ha nociegHeM 3Tane oTobpasntcsa AnanoroBoe okHO
ABTOMaTMYeckas nposepka GanioB Npu 3anyCke CUCTEMbI (A0MOTHUTETbHbIE CBEAEHNS CM. B CJ1eflyOLLEM pa3aene).

Bonee Nnoapo6HbIe MHCTPYKLIMK MO CO3AAHMIO 3324 B NMIAHNPOBLMKE M YNPaBAeHMIO UMK CM. B pasaene Co3faHume
HOBOW 33a4M.

4.1.1.4.1 ABTOMaTuyeckas nposepka ¢panioB nNpu 3anycke CUCTEMbI

PackpbiBatoLLieecs MeHO YpOBeHb CKAHMPOBAHUSA: 33[aeT rNy6buHy CKaHMPOBaHUA 415 GannoB, 3arpy>kaemMblix Npum
3anycKke cMcTemMbl. Hudke nepeyncieHbl 3Ha4eHMa 3TOro napamMeTpa, onpeaensioLime KOamM4ecTBO CKaHUPyeMblX
darnos (Mo BO3pacTaHuio).

Tonbko HaMbonee 4acTo NCNO/Ib3yemMble paiibl (HAMMeHbLLIee KOMMYECTBO CKaHMpyeMbix GannoB)
YacTo ncnosnbsyembie ¢paisibl

OG6bI4HO NCMosib3yemMble ¢panbl

Pep Ko ncnosnb3lyemble paiibl

Bce 3aperncTpupoBaHHble TUMbl GpanaoB (HanboabLIee KOANYECTBO CKAHUPYEMbIX GarIoB)

TaloKe CyLLeCcTBYHOT ABe 0Cobble rpynmnbl ypoOBHE CKAHUPOBAHUA.
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o (dainbl, 3anycKaroLwmecsa nepes BXo40M MoJib3oBaTeNs: Coaep>UT dalbl U3 Takmx Nanok, KOTOpble MO3BOAAT
BbINMO/IHEHWE PannoB 6e3 BxoAa Nosib3oBaTens B cucTemMy (B TOM Yncie 601bLLIMHCTBO 3/IEMEHTOB, UCMOTHAEMbIX
npw 3anycke CUCTEMbI: CTY>KObl, 06bEKTBI MOAYNA NOAAEPXKKN 6pay3epa, yBeaomaeHma Winlogon, 3aaaHua B
nnaHuposyke Windows, nssectHbole bubnmotekm DLL U T. a.).

o dainbl, 3aNycKaloLWmecs Nnocsie BXoaa rnosb3oBaTtesifa: CoAep)KUT dansbl U3 TakMx Nanok, KOTOpble MO3BONAT
BbIMOJIHEHWE HaMIOB TO/IbBKO MOC/E BXOAA NO/1b30BaTENA B CUCTEMY (B TOM YMC/I€E 3/IEMEHTbI, 3aMyCKaeMble Mo/,
KOHKPETHbIMM YYETHBIMW 3aNNCIMU: 06bIYHO Danibl U3 NanKu
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run).

CnncKM Noaexxallmx CKaHMpoBaHMIO GannoB ABAATCA GUKCUPOBAHHBIMU NS KAKA0W Fpynnbl.

MpropuTeT CKaHMPOBAHUSA: YPOBEHb NMPUOPUTETA, UCMOJIb3YEMBbIV MPU 3aMyCKe CKAHMPOBAHWS.

CpepHUM: cpeaHas Harpy3Kka Ha CUcTemy.

Hu)Xe cpefHero: HM3Kaa HarpysKka Ha CUcTemy.

HU3KUI: MUHUMA/TbHAsA Harpy3Kka Ha CUCTEeMY.

Mpwu 6e3pgencTBUU: 334a4a OyAeT BbINMOMHATLCA TObKO NpyY 6e34eNCTBUM CUCTEMBI.

4.1.1.5 UcknoyeHUda no nytam

MNckntodeHns No3BoNSI0T UCKTOYUTb Gansibl M Nanku 3 CKAHMPOBAHWS. He peKoOMeHAYeTCs U3SMEHATb
npeacTaBneHHble 34eCb NapameTpbl, YTo6bl 06ecneunTb MpoBEPKY BCeX 0O6BEKTOB Ha Hanmyme yrpo3. OaHaKo B
HEKOTOPbIX C1yHasax MOXeT 6bITb HEOBXOANMO UCKIOUYUTb Kakom-11Mbo 06bekT. Hanpumep, 60abLUKe 3anncm 6as
[aHHbIX, KOTOPble MoK Bbl 3aMeannTb paboTy KOMMbOTEPA NP CKAHMPOBAHUK, AW NPOrpaMMHOe 0becneyeHue,
KOHOAMKTYOLLEe C NPOLEeCCOM CKaHMPOBAHMS.

@ ESET Endpoint Security
AononHntensHble HACTPOWKKN
-l KomnstoTep WCKNMOYEHHA Mo Ny TAM
=) 3EWHTE OT BHPYCOS M WIMMOHCKMX &
=] U I py P Myme ¥rpoza
JalUMTE B PEKMME PEANEHOMD BPE
3aluTa AOKYMEHTOE Ci\Recovery\=™
CKaHWpPOBaHHE KOMMBHOTEDPa D:y==*
CKaHupoBaHie QaANos, MCnonHa E:\ESET Remote AdministratoriServeriera.exe
Woxnioqesua no nyTam
ChEMHbBIE HOCHTEMM
----- KoHTpons yCTpoicTe
[~ @ CWCTeMa NPeAOTEPALLEHIMA BTOMHEHI
(-l Cetb
-4 VHTEPHET M 3NEKTPOHHER NOYTa
[ OBroBneHWe
% CmykefHeE NporpaMisl
[+ MHTepdeic
M3MeHMTD... ¥aanuTb
4 1 3
I I@'OI{ I [ OTMeHa ] [ Mo yMan4aHuso

MyTb — NyTb K UCKAtOHAEMbBIM Paranam 1 nankam.

Yrposa: ein psaoM C NckatoHaeMbliM GanaoM yKasaHo MMS yrpo3sbl, arn He CKaHMPYeTCa TONbKO Ha HA/TUYMe 3TOM
yrpo3bl, a He BoobLe. M03ToOMy eciv Garn OKAKETCS 3apadkeH APYron BpeLOHOCHOW NPpOrpaMmMon, MoAy b 3aLUUThI
OT BMPYCOB ee 0BHapy>KUT. DTOT TUM UCKTOHYEHMNIA MOXKHO MCMOb30BaTb TONbKO A1 ONpeAe/ieHHbIX BUAOB
3apaxkeHun. CO34aTb TAKOe UCKTKOUEHME MOXKHO MO0 B OKHE NpeaynpexaeHns o6 yrpose, B KOTOPOM CO06LLIAeTcs 0
3apaxxeHuun (HaxxmumTe MNokasaTb NapaMeTpbl, a 3aTemM BblbepuTe UCKAIOUYNTL U3 06Hapy)XeHus), nbo B pasaene
HacTtporika > KapaHTUWH, UCN0J1b3ysi MYHKT KOHTEKCTHOrO MeH0 BOCCTaHOBUTB U UCKJIIOUYUTb U3 06HapyXXeHus
HaxoAALLerocs Ha KapaHTuHe danna.

[Jo6aBuTb: KOMaHAA, UCKOYaoLWAa 06beKTbl U3 CKaHNpOBaHUA.
N3MeHUTb.... KOMaHa, U3MeHSIOLLAS BblAe/IeHHble 3anncu.

YpanuTb: KOMaHAa, yaanaoLwas BblAeNeHHble 3anmcn.
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[na ncknoveHna 06bekTa U3 CKaHMpPOBaHMA BbINOTHUTE CleayoLme 4eNCTBUS.

1. Haxxmute J,o6aBUTb....
2. BBeanTe nyTb K 0OBEKTY WUAW BbIAENUTE €ro B APEBOBNAHON CTPYKTYpE.

AnaykazaHma rpynn ¢Gannios MOXKHO UCMOb30BaTb CUMBOJIbI LWABGIOHA. BONPOCUTENbHbBIN 3HAK (?) 0603HaYaeT oAMH
nobor cmmon, a 3sesgouka () — ntoboe KoNM4ecTBO CUMBOJIOB.

Mpumepbl

e EC/IM HY>KHO MCKTIOUNTb BCe danbl B nanke, cieayeT BBECTM MyTh K ManKe 1 MCMob30BaTh MAacKy «*.*».

e [INATOro 4To6bl NCKIHOYUTB BECb ANUCK, B TOM YMce Bce Garbl M NOANANKM HA HEM, UCMOb3ynTe Macky «D:\*».
e EC/IN HY>KHO MCKTIOUNTb TONBKO Parsbl € paclumpeHmemM .doc, UCNonb3ynTe Macky «*.docy.

e ECM MMA ncnonHaemoro danna cogepXXuT onpesesieHHoe KOJIMYeCTBO CUMBOMOB (M CUMBOJIbI MOTYT MEHSATbLCS),

exe». BonpocuTenbHble 3HaKM 3aMeLLaoT OTCYTCTBYOLME (HEM3BECTHbIE) CUMBOJIbI.

4.1.1.6 Hactpouka napametpoB mopayasa ThreatSense

ThreatSense — 3TO TEXHOOMMS, COCTOALLME M3 MHOXECTBA C/I0XKHbIX METOZ,0B 06HAPYXXEHNS YyIrpo3. DTa TEXHONOTUS
ABNAETCA YNpeXKAaloLLeN, T. €. OHA 3aLMLLIAET OT HOBOW yrpo3bl y>Ke B NepBble Yachl ee pacnpocTpaHeHuns. Mpu 3Tom
MCMOJIb3yeTCs COYeTaHMe HECKObKMX MeTOA0B (aHaNn3 KoAa, MoAenMpoBaHme Koaa, 0606LWeHHble CUMrHATY P,
CUrHaTypbl BUPYCOB), KOTOPble COBMECTHO 3HAYMTE/IbHO MOBbILIAKT YPOBEHb 6€30MacHOCTM KOoMMbloTepa. Moay b
CKaHWPOBAHMSA MOXKET KOHTPOJIMPOBATb HECKO/IbKO NMOTOKOB AaHHbIX OHOBPEMEHHO, YTO AenaeT 3PHeKTUBHOCTb U
KOJINYEeCTBO 0BHApYXXMBAEMbIX YTpO3 MaKCMMaNbHbIMU. TexHONOrMa ThreatSense TakxKe yCneLwHo YyHUYTOXaeT
PYTKUTbI.

[ns TexHonormm ThreatSense MOXXHO HACTPOUTb HECKOIbKO MapaMeTpPOB CKAHMPOBAHMUS:

e DACLUMPpEHNA U TUNbI ¢a|7|nos, nognexawmx CKaHMpoBaHUIO,
e CO4YeTaHMe mMeTog0oB OGHEIDV)KEHMFI yrpos;
e VDOBHU OYNCTKN U T. A.

[naT0ro 4tobbl OTKPbLITH OKHO MApaMeTPOB, HAKMUTE KHOMKY HacTpownka... B OKHe NapaMeTpoB It060ro Moay s,
MNCNOJNIb3YIOLLEro TeXHOIormo ThreatSense (CM. HUXKe). PasHble cueHapum obecnedeHns 6e3onacHoCTV TpebyioT
Pa3INYHbIX HACTPOEK, MO3TOMY TeXHONoruo ThreatSense MOXXHO HACTPOUTb OTAENbHO A1 KAXKA0r0 13
nepeyncieHHbIX Aanee MOAY /e 3aLlnTbI.

e 3awmTa GanaoBom CUCTEMbI B PEXXMME peaibHOrO BpEMEHM
3awmTa LJOKYMEHTOB

3almMTa NnoYTOBOro K/IMeHTa

3awuTta gocryna B IHTepHer,

CkaHMpOBaHWe KoMMbloTepa

MapameTpsbl ThreatSense xopoLoO ONTUMM3MPOBAHbBI 4151 KKAOIO 13 MOAYAEN, @ X U3MEHEHME 3HAYNTEIbHO BAUSET
Ha NoBefeHVe cMcTemMbl. Hanpumep, n3MeHeHne napameTpoB CKaHMPOBAHMS YNAKOBLLMKOB B PEXKMME peasibHOro
BPEMEHW NN BKTIOYEHWE PACLLUIMPEHHOW 3BPUCTUKM B MOAY/1e 3aLMTbl GanI0BON CUCTEMbI B PEXXMME PeasibHOro
BPEMEHWN MOXET 3aMe/INTb paboTy cucTembl (06bIYHO TO/IbKO HOBbIE Ganibl CKAHUPYIOTCSA C MPUMEHEHNEM I TUX
MeTOoA0B). PekoOMeHAYyeTCs He M3MeHATb NnapameTpbl ThreatSense NoO yMOHAHWUIO HW A9 KAKVX MOJYEeN, KpoMe
Moayns «CKaHMPOBaHME KOMMbIOTEpay.

4.1.1.6.1 O6beKTbI

B pasnene O6beKTbl MOXXHO YKa3aTb KOMMOHEHTbI A (])al;l}'l bl, KOTOpble A0J/1)KHbl CKAHMPOBATbCA Ha Ha/ln4me
3apaXKEHWNN.

OnepaTmMBHas NaMATb. BbIMOJIHAGTCA CKAHMPOBAHME Ha HalM4YKMe Yyrpo3, KOTOPbIe aTakyoT OMepaTmMBHYIO NaMsTb
CNCTeMbl.

3arpy3o4Hblie CeKTOPbI: 3arpy304Hble CeKTOPbl CKAHMPYIOTCS HA HAM4YMe BUPYCOB B OCHOBHOW 3arpy304HOM 3amnmncu.
MouToBble panbl: NporpaMmma noagepskmeaeT pacwmperuns DBX (Outlook Express) n EML.

ApXuBbI: NporpaMmmMa NnoaaepXxmnBaeT paclumpenns ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS,
RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE n mHOrVe apyrue.

CamopacnakoBbIBaloLMECA apXMBbI: CaMOpacrnakoBblBatoLLMeCs apxmMBbl (barbl ¢ paclumpeHmemM SFX) — 3To
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dpXuBbl, KOTOPbIM A1 paCfaKOBKW He HY>KHbI CrieLnasibHble MporpamMmmebl.

YNakoBLMKU: B OTAMYME OT CTAHAAPTHbIX TUMOB apXMBOB YNAKOBLUMKM, OyAyUM BbIMOSHEHHBIMW, PACMAKOBbLIBAOTCA
B namMaTb. bnarogaps smynaumm Kkoga MoAynb CKAHMPOBAHMS NOAAEPXKMBAET He TOJIbKO CTaHAAPTHbIe cTaTuyeckme
ynakosLwmkm (UPX, yoda, ASPack, FGS U T. A.), HO M MHOXeCTBO ApYruX TUMOB YNaKOBLIMKOB.

4.1.1.6.2 TapameTpbl

B pa3gene NMNapameTpbl MOXXHO BbI6DaTb MeToAbl, KOTOpble GVD,VT MCNO1b30BaAThbCA NP CKaAaHMPOBAaHMK KOMMbOTEPA
Ha Ha/in4mne 3apa>|<eHv||7|. JOCTyNHbI yKa3aHHbIe HWYKe BapUaHTbI.

DBPUCTUKA — 3TO A/ITOPUTM, aHASTM3MPYIOLLMI 3/TOHAMEPEHHYH0 aKTMBHOCTb MPOrpamMM. I1aBHbIM AOCTOUHCTBOM
3TOro MeTo/a ABNAETCS CNOCO6HOCTb MAEHTUDMLMPOBATbL BPeAOHOCHbIE MPOrpaMMbl, CBEAEHMS O KOTOPbIX
OTCYyTCTBYIOT B CyLLECTBYOLWEN 6a3e AaHHbIX CUTHATYp BMPYCOB. HegoCTaTKOM Xe ABNSeTCA BePOATHOCTb (O4eHb
HebobLUas) TOXHbIX TPEBOT.

PacwupeHHas aspuctuka/DNA/CurHaTypbl Smart: MeTo/ pacliMpeHHO M 3BPUCTUKN 6A3MPYeTCs HA YHUKATbHOM
3BPUCTMYHECKOM anroputmMme, paspaboTaHHOM KOMMaHnen ESET, ONTUMM3MPOBAHHOM A1 OBHApY>KeHNs
KOMMbIOTEPHbIX YepBen 1 TPOSHCKMX MPOrpamMM M HAMMCAHHOM Ha S3blKaxX MPOrpaMMUpPOBaHUS BbICOKOrO YPOBHS.
bnarogaps paclumMpeHHOW 3BPUCT MKE 3HAYUTE/TbHO YBETNYMBAKOTCA CNOCOBHOCTM NpOrpamMmbl No 06Hapy»KeHunto. C
MOMOLLBI CUTHATYP OCYLLECTBASETCA TOYHOE OBHapy KeHne 1 naeHTudnKaums Bupycos. CMCTeMa aBTOMATMYeCKoro
0bHOBNEeHNst 06ecnedmBaeT HalMYMe HOBbIX CUFHATYP Yepe3 HeCKOJIbKO 4YacoB Noc1e 06HAPY>KeHUS YTrpo3bl.
HenocTaTtkoM e CUrHaTyp ABASETCSA TO, YTO OHM NO3BOMSAIOT 06HAPYXXMBATb TOMILKO M3BECTHbIE BUPYChI (MU UX
He3HAYNTEeNbHO MOANPULIMPOBAHHbIE BEPCUN).

MoTeHLManbHO HeXXenaTesibHble NPUJIOXKEeHUS He BCerga ABnatoTCs BpeAOHOCHbIMM, OAHAKO MOTYT HEraTUBHO
MOBAVATb HA MPON3BOANTENBHOCTb KOMMbOTepa. O6bIYHO A1 YCTAHOBKM TaKMX MPUIOXKEHWI 3anpallmBaeTCcs
cornacme nonb3oBartens. Nocie nx yCTaHOBKKM MOBeAEHME CUCTEMbI M3MeHSAeTCS (MO CpaBHEHWIO C TeEM, Kak OHa Befa
cebs 10 YCTAHOBKW 3TUX MPUNOXKEHUIN). Hanbonee 3aMeTHbIe M3MEHEHWS NepedncIeHbl gasnee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIe He MNOSBAANMCH PaHee (BCM/IbIBAOLLME OKHA, pekaama).
AKTVBUPYIOTCS M BbIMOJTHAOTCA CKPbITble NPOLecchl.

MoBbILLIAETCA YPOBEHb NOTPebeHNs CUCTEMHbBIX PECypCoB.

MosBNAIOTCA U3MEHEHMNS B pe3yibTaTax Nnomcka.

MpunoXxeHne 06MeHMBAETCS AAHHBIMW C yAANIEHHBIMU CEPBEPAMMU.

MoTteHumanbHo onacHoe MNO: K N0TeHUWaNbHO ONAaCHbIM NPpNAOXKEHNAM OTHOCUTCA HOpMaJibHOeE KOMMep4eckoe
nporpaMmmHoe obecneyeHue. B 3TY KAaTeropuro BXoAAT Takme nporpamMmmel, Kak Cpeacrtea ygaleHHOro gocryna,
NpuNoXXeHnd ond B3zioMa napone|7| N KNaBNaTypHbIE LUMNOHbI (I'IpOFpaMMbI, perncTpumpyroLme Kaxkgoe Haxxatme
KJ1aBULLIW Ha KJiaBuaType rnoJi b3OBaTEJ'IEM). JT0T napameTp no ymMmoa4aHUKO 4eaKTUBMPOBAH.

ESET Live Grid: 6narogaps paspabotaHHom ESET TexHonormm penytaumm MHGopMaLms o0 NpoCKaHMPOBAHHbIX
dannax cpaBHMBAETCA C AaHHbIMW cucTemMbl ESET Live Grid, paboTatoLer Ha ocHoBe 061aKka, YTobbl yy4LInTb
nokasaTenu obHapy>XeHUs 1 CKOPOCTb CKAHNUPOBAH WS,

4.1.1.6.3 Ouuncrka

MapameTphbl NpoLecca O4UCTKN ONpesenitoT NoBeAeHMe MOY /1Sl CKAHUPOBAHMUS MPU OUMCTKe 3apaskeHHbIX Garnos.
MpeaycMOTPeHO TPU YPOBHS OUUCTKMN.

Be3 ouncTKU: 3apakeHHble dharibl He ByAyT OUMLLATHCA aBTOMATMUYeCKM. MporpaMmMa BbIBOAUT Ha 3KPAH OKHO
npefynpexaeHns 1 npeasiaraet noJsib30BaTe o Bbi6paTh AeNCTBME. DTOT YPOBEHb NpeAHasHayeH a5 6onee
OMbITHBIX MOJIb30BATE/IEN, KOTOPbIE 3HAIOT O AENCTBUAX, KOTOPbIe C1efyeT NPeAnpUHUMATD B CJTyHae 3apakeHus.

CTaHgapTHasA O4MCTKA: NpOorpaMmMa MblTaeTCs aBTOMATUYECKM OYNCTUTb UMW YAANUTb 3apaXKeHHbIM dann Ha

OCHOBE NpeaBapuUTe/IbHO ONpeAeneHHOro AencTBums (B 3aBUCUMOCTM OT TUMNA 3apaXkeHuns). ObHapy>KeHMe 1 yaaneHme
3apaXkeHHbIX GalI0B CONPOBOXAAETCA MHPOPMALIMOHHBIM COOBLLIEHEM, PAacnoNaratoLWMMCs B MPABOM HVDKHEM YTy
3KpaHa. ECmM HEBO3MOXKHO BbibpaTh MpaBuibHOE AENCTBME aBTOMATMYECKM, MpOrpaMmMa NpeasoXxXmT Noib30BaTento
BbI6paTh AencTBume. TO ke caMoe MPpon3onAeT B TOM CJly4ae, ey NpeaBapuUTenbHO ONpeae/ieHHoe AenCTBue
HEBO3MOXXHO BbIMOJIHUTb.

TwaTesibHaA O4UCTKA: NporpamMmmMma O4ULLAET UKW yaaNfaeT BCe 3apaKeHHble Cbal;lfl bl. ICKNto4YeHme coCcTaBsnaoT
TO/1bKO CUCTEMHbIE Cbal;lfl bl. EC/1IM 04MNCTKA HEBO3MOXKHA, Ha 3KPaH BbIBOAUTCS OKHO NMpeaynpexaeHns, B KOTOPOM
MoNb30BaTE/IHO NpeasaraeTcd BbiMoOJIHUATL onpegeneHHoe [enCcTBME.

MpedynpexxdeHue. ECNv B apxVBe COAEPIKATCS 3apaXkeHHble Garnbl, CyLeCcTBYeT ABa BapnaHTa 06paboTkm apxmea. B
CTaHAAPTHOM pexxmMe (Npu CTaHAAPTHOW OYMCTKE) Le/IMKOM YAANISeTCS apxXuB, BCe Ganibl B KOTOPOM 3apaXkeHbl. B
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pexxuMe TwaTtenbHas OYUCTKA yAA19eTCs apXMB, B KOTOPOM 3apaXeH x0T 6bl 0amH dhana, He3aBmuCcMMo OT
COCTOSIHMS OCTaNIbHbIX GanIoB.

4.1.1.6.4 PacwunpeHue

PaclimpeHvemM Ha3blBAeTCs YaCTb UMeHU dbarna, OTAeNeHHAs OT OCHOBHOWM YacTm To4kon. OHO onpeaensiet Tun
danna nnm ero coaep>XMMoro. OToT pa3aen napaMmeTpoB ThreatSense No3BoaSeT onpeaennTb TuMbl GanIos,
noanexalimx CKAHMPOBaHUIO.

# HacTpofika napameTpos Mogyna ThreatSense
OFLeKTEl Pacumperua
MeToas! [7] crarmposaTh Bee daiinb
OuncTra
PacuMpeHHS Dalinkl C PACUMPEHMAMK, MEPEYMCAEHHBIMA HIBRE, ByayT
ATo! NPOCKAHMPOBAHE! HA HANMWYWME YTPOs,
Lpyroe Pacwmpenus:
XCF OobaenTh Yaanute
{’: -~
ASP (a
EAT
CGI
CLA
CLASS
CMD
COM
CPL i
[ cranmposaTs thaiine fies pacupennit

[ @DI{ ]’ OTHEHS ][I‘Io yﬂoﬂuano]

Mo yMONYaHUIO CKAHMPYHOTCS BCe Gansibl HE3aBUCMMO OT UX paclumMpeHus. Jltoboe paclumpeHmne MoOXXHO f06aBUTb B
CnNncok GarmnoBs, UCKTOYEHHbIX M3 CKAHUPOBAHUA. ECIN CHAT Gpnaxok CKaHMPpOBaTb BCe ¢paiibl, CMUCOK MEHSAeTCs
019 0TObpadkeHWs BCex paclumpeHunin Gannos, KOTOpble cernvac NoABepratoTCa CKaHMPOBAHMIO.

[na TOro 4Tobbl BKIKOYUTb CKAaHMPOBaHMe danios 6e3 paclumpeHum, yctaHoBuTe daakok CkaHMpoBaTb ¢paisibl 6e3
pacwupeHuit. NMapametp He ckaHnpoBaTb ¢paisibl 6e3 pacluMpeHnUn CTaHOBUTCS AOCTYMEH, KOrAa yCTaHOB/eH
dnaxxoxk CkaHupoBaTb Bce ¢panibl.

MHOoraa ModkeT 6bITb HEOHXOANMMO UCKHOUYNTb hanabl, €M CKAHMPOBAaHME ONpeaeneHHbIX TUNoB Gannos
NpenaTCcTBYeT HOPManbHOW paboTe NporpamMmebl, KOTOPAas UCNOb3yeT 3TU pacliperns. Hanpumep, MOXeT 6biTb
NOM1€3HO UCKJTIOYNTb paclumpenns .edb, .emlun .tmp npu ncnonb3osaHmm cepeepos Microsoft Exchange.

Cnomoulpto KHoMok ,o6aBUTb 1 YBANNTb MOXHO U3MEHSTb cogep>XmmMmoe Ccnncka, paspellad nau 3anpeilas
CKaHMpoOBaHWe gnia onpegeneHHbIX paCLUl/IDEHI/IVI. [Mpv BBOZE paclUUPEHUSA aKTUBMPYeTCS KHOTMKa [bo6aBuThb, C
NMOMOLbIO I(OTODOPI MO>XHO 106aBUTb HOBOE paclinpeHmne B Crcok. YT06bI YOANnnTb pacllnpeHmne n3 cnincka,
Bbl6epl/ITe ero M HaXKMuTe KHonky YaanuTb.

MO>XHO MCNOb30BaTb CUMBOJIbI LWIABAOHA «*» (3BE3404KA) M «?» (BOMPOCUTENbHbIN 3HAK). CMBOJ 3BE3404KM
o0b03HavaeT Ntbyo NOCIeA0BaTeIbHOCTb CMMBOJ/IOB, @ BOMPOCUTE/bHbIN 3HaK — 10601 cMBOA. PaboTaTb C
COAEeP>XKMMbIM CIMCKA UCKITIOYEHHbIX 3ApecoB cneyeT 0CO6eHHO akkypaTHO, Tak Kak OH A0JIKEH COAEPXKaTb TObKO
[oBepeHHble 1 6e3onacHble agpeca. TOYHO Tak XKe HY>KHO y6eanTbCsa B TOM, YTO CMMBOJIbI LWABG/10HA B 3TOM CNUCKe
MNCMONb3YKOTCA NMPaBUIBLHO.

[naToro 4to6bl CKAHMPOBATb TOJIBKO CMMCOK PACLUMPEHUI MO YMOTYAHUIO, HKMUTE KHOMKY Mo yMonYaHuio 1
BblbepuTe 0TBeT [ja B OKHe € 3arnpoCcoM NOATBEPXKAEHWS.
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4.1.1.6.5 OrpaHunyeHus

B pazgene «OrpaHmyeHms» MOXHO yKa3aTbh MaKCMMasbHbI pa3Mep 06bEKTOB 1 YPOBHU BTOXKEHHOCT apXMBOB A1
CKaHWPOBAHMS.

MakcrMManbHbIA pasmep o6bekTa: onpeaenseT MakCMMasbHbI pa3Mep 06bEKTOB, MOAJIEXALLUMX CKAHMPOBAHMIO.
[JaHHbIA MOAY b 3aWNTHI OT BUPYCOB BYAET CKAHMPOBATb TOJIbKO 06bEKTbl MEHbLLE YKAa3aHHOro pasMmepa. 10T
napameTp peKOMEHAYETCS MEHATb TOIbKO OMbITHLIM MO/1b30BATENAM, Y KOTOPbIX €CTb BECKME OCHOBAaHWNS A/19
NCKTHOYEHMS U3 CKAHUPOBAHMA 60/1bLUMX 06BEKTOB. 3HAYEHME MO YMOAYAHUIO — HE 02PAHUYEHO.

MakcumanbHoe BpemMs CKaHMPOBaHUSA, B CeKYHAaxX: onpefensetr MakcMmaabHoe 3Ha4YeHne BpeMeHu 44
CKaHMNPpOBaHNA obbekTa. ECm nonb3oBaTenb YKa>KeT 34ecCb COBCTBEHHOE 3HAYEHME, MOAy/ib 3alLThl OT BUPYCOB
npekpaTtuT CckaHMpoBaHKMe 06bekTa Mo UcTevyeHmUn YKa3aHHOro BpemMmeHu” BHe 3aBUCMMOCTU OT TOTO, 6b110 K
CKaHMpOBaHWe 3aBepLUeHO. 3Ha4YeHWe Mo YMOJTHaHWUIO — He 02pdHUYeHo.

YpoBeHb BJIOXKEHHOCTU apXxmBa: onpegesiser MakCUMaabHYO rybuHY NpoBepKM apXMBOB. 3Ha4YeH e No
ymMonyaHumio —10.

MakcumanbHbIv pasmep ¢pannia B apxmBe: 3TOT NapamMeTp No3Bo/IsSeT 3a4aTb MaKCMManbHbI pasmep Gannos B
apxuse (Mpu UX N3BIeYEHNM), KOTOPble AO/DKHbI CKAHMPOBATbLCS. 3HAYEHME MO YMOHAHWNIO — HE 02PAHUYEHO.

EC/In CKaHUpOBaHKME NPeXAeBPEMEHHO MPEPbIBAETCA MO OAHOM U3 3TUX MPUYMH, BJTXKOK ApXMBA OCTAETCS CHATBIM.

NMpumMmeyvaHue. He pekoOMeHAYETCA M3MEHATb 3HAYEHWS MO YMOJTYaHMIO, TaK KaK 06bI4HO 419 3TOro HEeT 0Cobow
NMPpUYNHbDI.

4.1.1.6.6 [Opyroe
B pasgene [ipyroe MOXXHO KOHOUIyp1poBaTh C1eayioLye napameTpbl.

PernctpupoBaTtb BCe 06BbeKTbI: eC/1M 3TOT GNAXKOK YCTAHOBAEH, B danne >xypHana byaeT cogep>katbca MHGopmauma
060 Bcex NpOCKaHMPOBAHHbIX pannax, B TOM YNCIe He3apaXkKeHHbIX. Hanpumep, eciv B apx1Bee Han4eH BUpYC, B
XXypHane Takoke byayT nepedmcieHbl HeapaxkeHHble dbansibl U3 apxmBa.

BK/1IO4MTb ONTMMM3ALMIO Smart: Npy BKIIOYEHHOW ONTUMM3aLMM Smart MCNob3yrTCs ONTUMA/IbHbIe NapaMeTpbl
nna obecneyeHmnss caMmoro 3o PeKTUBHOINO YPOBHS CKAHMPOBAHMS C COXPAHEHWEM €r0 MaKCUManbHO BbICOKOW
CKOPOCTW. PasHble MOAYIM 3aLNTbI BbINMOTHAT UHTENIEKTYa/IbHOE CKAHVUPOBAHWE, MPUMEHSst OTAENbHbIe MeTOab!
019 Pa3/INYHbIX TUNOB Gannos. ECm onTuMmM3aumsa Smart OTK/It04YeHa, Mpy CKAHMPOBAHUM UCMOJTb3YOTCA TOTbKO
Nosb30BaTENbCKME HACTPOVKK a4pa ThreatSense Kaxxa0ro Moay/s.

Mpw HacTporike moaynsa ThreatSense Takyke AOCTYMHbI NPeACTAB/EHHbIE HUKE MApaMeTpbl.

CKaHMpoBaTb a/ibTepHAaTUBHbIE MOTOKM AaHHbIX (ADS): afibTepHaTMBHbIE MOTOKM AaHHbIX UCMO/Mb3YOTCA
dannosoi cnuctemon NTFS an9 cBa3en Gainios 1 Nanok, KOTOpble He BUAHbI A8 06bl4HbIX METOA0B CKAHMPOBaHMS.
MHOr e 3apaxeHns MacKMPYOTCA NOJ albTepHATUBHbIE NMOTOKM @HHbIX, NbITaACh n36exaTb 06HapyKeHUS.

3anycTuTb poHOBOE CKAHMPOBAHUE C HU3KUM MPUOPUTETOM: KAXKAbIM NPOLLECC CKAHMPOBAHMSA NOTpebnseT
HEKOTOPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. ECiv nonb3oBaTesib paboTaeT C pecypCoeMKUMM MporpaMmMamMu,
MO>XHO aKTUBMPOBaTb GOHOBOE CKAHNPOBAHME C HU3KMM MPUOPUTETOM U BbICBO6OAUTH TEM CAMbIM Pecypchbl A5
APYTYX MPUTOXKEHWIA.

COXpaHNTb OTMETKY O BPEMEHU MOC/IefHEro A0CTyNa: YCTAaHOBUTE 3TOT GPIAKOK, YTOHbI COXPAHATb UCXOL4HYIO
OTMETKY O BpeMeHW A0CTYMa K CKaHMpyeMbiM dainam, He 06HOB/AA ee (HanpuMep, 4719 UCMO/Ib30BaHNSA C CUCTEMAMM
pe3epBHOr0 KOMMPOBAHMA AAHHbIX).

MpoKpYyTUTDb XYPpHa/ZI CKAHUPOBAHUSA: 3TOT NapaMeTp NO3BOJIART BK/1H0YATb M OTKIKOYATb MPOKPYTKY XKypHana.
Ecnn cbna>|<0|< YCTaHOBJ/1€H, B OKHE MO>XKHO NpOKpPYy4MBaTb 0T06pa>|<ae|v|y+o I/IHCDODMaLI,I/II-O BBepX.

37



38

4.1.1.7 JencTtBusa npun o6Hapy>XeHUU 3apakeHus

3apaXkeHns MOTyT NOMacTb HA KOMMbIOTEP U3 Pa3/IMYHbIX UCTOYHMKOB, TAKMX KaKk Be6-canTbl, 06LLMe nanky,
3/1eKTPOHHASA MOYTA UK CbeMHble HocnTenn (USB-yCTpONCTBa, BHELLHME ANCKK, KOMMAKT- Uan DVD-AMCKU, ANCKETbI
NT.4.).

CTtaHpapTHOe noBegeHue

O6bI4HO ESET Endpoint Security o6Hapy>XnBaeT 3apakeH s C MOMOLLbIO MepeUnCcIeHHbIX HUKE MOAYNEeN.

3awmTa GannoBOM CUCTEMBI B PEXXMME PeasibHOr0 BPEMEHN
3awmra gocryna B VIHTepHerT,

3aluMTa noYToBOro KAneHTa

CKaHWMpOBaHe KoOMMboTepa No TpeboBaHMIo

Kakabli MOZY/1b UCMOJIb3YeT YPOBEHb OUYUCTKM MO YMOTHAHMIO 1 NbITAETCA OYUCTUTb Gaisi, NOMECTUTb ero B
KapaHTWH AW pa3opBaTh coefuHeHne. OKHO yBeAOM/IeHNN 0TO6PpaXKaeTCs B COOTBETCTBYOLLEN 061aCcTLX B MPaBOM
HWKHEM yry 3KkpaHa. LononHUTeNbHble CBeAEHUS 06 YPOBHAX OUNCTKM U MOBeLEeHUM CM. B pasaene OUYncTKa.

ESET Endpoint Security * X

ObbexT:
\Device\VBoxMiniRdr;E\vwboxsnADesktop\EICAR
\eicar.com

¥rpoza:

Eicar Tect daina

Wndopmanmna:

O4WCTKA HEBDZMOMKHA
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Ouyuctka u ygasneHue

Ecnv gencreme no yMOTHaHWIO 471 MOAY S 3aWmTbl GanIoBOW CUCTEMbI B PEXKMME PeasibHOrO BpEMEHMN He
onpefesieHo, ero npeanaraetcs BbIbpaTb N0/1b30BaTENIO B CNeLManbHOM OKHe npeaynpexaeHns. O6bI4HO MOXHO
BblOpaTh AencTBre O4YNCTUTD, YAanuTb nnn Huyero He npepanpuHMMaTh. He pekomeHayeTcst BbibMpaTb AenCTBMe
Huuero He NpeaNpUHMMATD, MOCKObKY MPU 3TOM 3apaXKeHHble Ganbl He byayT OUnLLeHbl. VckatodyeHne
OOMYyCTMMO TOMIbKO B TOM CJ1y4ae, eCc11 Bbl MOSTHOCTbIO yYBePEHbI, 4TO darn 6e3speneH 1 6bl/1 06Hapy>KeH Mo ownbKe.

MpUMEHNTE OYUCTKY, eC/TM NoNe3HbI Gani 6bi1 aTakoBaH BUPYCOM, KOTOPbIV A06aBUA K HEMY BPeAOHOCHbIN KOA. B
3TOM CJ1y4ae CHayana NporpamMmma MblTAeTCs O4YUCTUTb 3apaKeHHbIN Garn, YTO6bl BOCCTAHOBUTb €ro nepBoHavasibHoe
cocTtosHMe. Ecnv Gann coaepXXuT TONbKO BPeAOHOCHbIV KOA, ero aiefyeT yaannTb.

ESET Endpoint Security

Tpesora
OBHapy#eHa yrposal

O6verr: ChUsers\petko\Desktop\EICAR\eicar.com
¥rposza: Eicar Tect daiina

CoBeiTie NpoMsoWNe B HOBOM Gailne, COSAEHHOM CIELYHILLM
npuncxkernen: ChWindowsexplorer.exe, MNepeaaiite 0BbexkT B KOMNaHWUIO
ESET ana aHanuza.

Ouncruts - Pekomengyetca

O BberT MOXET NPEACTABNATE YTPO3Y ANA cHcTeMel. [pn
EbIBOpE 3TOrC BAPWAHTA BOSMOKHAA yrposa ByaeT
NOAHOCTBH YAANEHA W3 CUCTEMBL.

Huuero e npeanpunnmars - He pexonengyetca
HecmoTpa Ha HAIMYNE BOZMOMKHOA YTPo3kl, A3HHBIA
0BBEKT HE BY/AET OHMLLIEH MW YAZNEH M OCTAHETCA Ha
KOMMNBHOTEPE,

¥ CKpHTE PaciuMpeHHEIE NapaMeTpel
MokazaTe CKHO YBEAOMIAEHHA
CKONMpOBaTE B KAPaHTUH
MepeaaTe Ha aHanus

WMcknounTe 13 NpoBepKn

Ecnm 3apaxkeHHbI dana 3a610KMPOBAH UM UCNONb3YeTCs KAKUM-TMB0 CUCTEMHbIM MPOLEeCccOM, 06bIYHO OH
yOANAeTCa TONbKO Noc1e 0CBObOXAeHNSA. Kak npaBnio, 3T0 MPOUCXOAMUT Noc1e nepesanycka CUCTeMbI.

YpaneHue ¢pannoB U3 apxmMBoB

B peXxvme 04MCTKM NO YMOJTHAHMIO apXMB yAANAeTCs LLe/IMKOM TO1bKO B TOM CJ1yyae, eiv OH COAEPXXUT TObKO
3apaXkeHHble Gpansibl. MiHave roBops, apXxmBbl, B KOTOPbIX €CTb He3apaXXeHHble Gansibl, He yaansoTca. O4HaKo
aiefyeT NposiBASATL OCTOPOXKHOCTb MPY CKAHUPOBAHWUN B PEXXMME TLLATEe/IbHOW OYNCTKM, TaK KAk MPWY 3TOM apXxmB
yOaNnseTcs, ey COAEPXKUT XOTS Bbl OAMH 3apaXKeHHbIN a1, He3aBUCUMMO OT COCTOSHUA APYrunx GanioB B apxmBe.

EC/v Ha KOMMbIOTEpPEe BO3HUK/M MPU3HAKM 3apaXkeHWNs BpeOHOCHOM NporpaMmol (HanpumMep, OH CTan MefJsieHHee
paboTaTb, YaCTO 3aBUCALT U T. M.), PEKOMEHIYETCA BbINMOMHUTb CAeAyIOLLME AeNCTBUS.

e OTkponTe ESET Endpoint Security 1 BbibepuTe KoMaHAy «CKaHMPOBAaHWE KOMMbIOTEPay.

e Bbibepute BapuaHT CKkaHupoBaHMe Smart (LoNOIHUTENbHYI0 MHOOPMALMIO CM. B pa3gene CkaHnpoBaHue Smart).

e [l0C/Ie OKOHYAHWMS CKAHVMPOBaHMA NPOBEPbTE KOJIMYECTBO NPOCKAHUPOBAHHbIX, 3aPaXKEHHbIX M OUYMLLEHHbIX GanioB
B KypHasne.

Ecnn cnefyeTt CKaHMPOBATb TO/IbKO OMPEeAEEHHYI0 YacTb ANCKA, Bbi6epuTe BApMaHT BbIBOPOYHOE CKaHUPOBAHUE U
YKKUTE 06BEKTbI, KOTOPbIE HY>XKHO CKAHNMPOBATb HA MPEAMET HaN4LMsA BUPYCOB.
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4.1.2 CbeMHble HOCUTeNNn

ESET Endpoint Security o6ecreyvBaeT aBTOMaTmnyeckoe CKaHMpOBaHME CbeMHbIX HOCUTenen (KoMmnakT- 1 DVD-
AnckoB, USB-ycTponcTB U T. N.). JaHHbIN MOAY/ b MO3BOJISIET CKAHMPOBATb NOAK/OHYEHHbBIN HOCUTE/b. OTO MOXET
6bITb YyAOH6HO, eI AAMUHUCTPATOP KOMMbIOTEPA XO4eT NpefoTBPaTUTb NOAKIOYEHME MNO01b30BaATENSAMU CbeMHbIX
HOCUTe/Ieln C HexxenaTe/lbHbIM COAEeP>KMMbIM.

OencTBue, npeanpuHUMaeMoe nocsie NoaKJAKYeHUs BHEWHUX YCTPOMCTB: BbIGOP AENCTBUS, KOTOpPOe byaeT no
YMOJTHAHMIO BbIMOJIHATLCS NOC1E NOAKTIOYEHNS K KOMMAbIOTEPY CbeMHOr0 HocnTens (komnakT- nnu DVD-ancka, USB-
yCcTponcTBa). Ec1v BbibpaH BapmaHT MNokasaTb napaMeTpbl CKAHMPOBAHUSA, HA 3KPaH byaeT BbiBEAEHO
yBeAOM/IeHVe, B KOTOPOM MOXHO ByaeT BblbpaTb Hy>)KHOE AeNCTBME.

e CKaHMpoBaTb ceiyac: byeT BbIMO/HEHO CKAHNMPOBaHMeE N0 TPeboBaHWNIO NOAKIOHEHHONO CbeMHOI0 HOCUTENS.
e CKaHMpOBAaTb NO3Xe: He OyAeT BbINOJHEHO HUKAKMX AeCTBUIM, @ OKHO O6Hapy>KeHo HOBOe yCTPOMCTBO by et
3aKpbITO.

e HacTpoiika...: nepexos B pasfen HacTPOnKM paboTbl CO CbEMHbBIMU HOCUTENSIMU.

O6HapyMeHO HOBOE YCTPOWCTEO

USE Storage (F:\)
= CKaHWpoBaTh Ceivac
= CkaHWpoBaTe No3Ke

= HacTpoiika...

I:‘ Bcerga ncnons3oeate BbiGpaHHBIA BEapUaHT

Kpowme Toro, B ESET Endpoint Security eCTb MOAy/1b KOHTPOA YCTPOWCTB, MO3BOIAKOLWMI 334aBaTb NPaBuna,
KOTOpble OrpaHNYMBAOT UCMOb30BAHME BHELLHWUX YCTPOWCTB Ha YKa3aHHOM KOMMbloTepe. [JonoNHUTebHble
cBefeHna 06 3ToM Moay/ie CM. B pasgesne KOHTPOb YCTPOUCTB.

4.1.3 KOHTpOJIb YCTPOMCTB

ESET Endpoint Security obecneyrBaeT aBTOMaTU4eCckoe ynpaejeHme yCcTponcTeaMm (komnakT- n DVD-amnckamm, USB-
YCTPOMUCTBAMU U T. MN.). JaHHbIN MOAY b MO3BOSET CKAHMPOBATh, 6TOKMPOBATb U U3MEHATb PaCLUMPEHHbIe GUABLTPbI
1 paspeLueHmns, a Talkoke BbIbMPaTh, Kak MOb30BaTe/lb MOXKET NOoydaThb AOCTYM K KOHKPETHOMY YCTPOMCTBY U
paboTaTb C HAM. OTO MOXKeT HbITb YAOOHO, e aAMUHUCTPATOP KOMMbIOTEpa XO4eT NpeaoTBPaTUTb
MNCNOb30BaHMeE YCTPONCTB C HeXXeNaTe/lbHbIM COLEeP>KMMbIM.

MopaepXXnBaemble BHELLHUE YCTPOMCTBA

e KomnakTt-amcku/DVD-guckn/guckm Blu-ray
o USB-xpaHunwue

e YCTpouncTBO FireWire

e YCTPOMCTBO 06paboTKM M306paKeHNH

e USB-npuHTEp

e Bluetooth-ycTtponctso

e YCTPOWCTBO YTEHUS KapT

e Moaewm

e LPT/COM-nopT

MapameTpbl KOHTPOS YCTPOMCTB MOXHO U3MEHUTb B pa3aene [LonosiHuTeNbHble HAacTponku (F5) > KoHTponb
ycTpomcTB. ECn BbIGpaTh NnapameTp UHTerpaums ¢ CUCTeMom, KOHTPO/b YCTPOMCTB ByAeT MHTerpupoBaH C ESET
Endpoint Security, a Takoke byaeT akTMBMpOBaHa KHOMKa HacTponTb NpaBuAa..., NO3BONSAKOLLAN OTKPbITb OKHO
PefnakTop npaBwa 4715 KOHTPO/S YCTPOWCTB.

Ecnm nopgkntovYeHHoe BHeLLHee yCTDOIZCTBO 6\/LI,ET COOTBETCTBOBATbL NMpaesuny, npegycMatpusaroemy nencreue
bnokupoBaTb, TO B HKHEM NpPaBoOM yriy 6y,EI,ET OTO6pa)I(aTbCF| OKHO yBeAOMeHNA, a K yCTpOVICTBy He 6\//J,ET
npegocTaBnAaATbCAa AOCTYI.
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4.1.3.1 MpaBwuna KOHTPOJISAA YCTPOMCTB

B OKkHe PepgakTop NpaBu/ AJis KOHTPOJSA YCTPOMCTB 0TO6PAKAOTCA CyLLECTBYOLMe NpaBmaa. C ero NoMOLLbIO
MO>XHO KOHTPO/IMPOBATb BHELUHME YCTPOMCTBA, KOTOPbIE MO/1b30BATENM MOAK/IOUAKOT K KOMMBIOTEPY.

o [E =]

Mo3BONAET 3aA3BaTh NPABMNa ANA KOHTPONA WCNONb30BAHWA YCTPOMCTE Ha YPOBHE CUCTEMBI, NONb30BATENA MW FPYNNG!
nonbsoBaTENel. MopALOK NPEBWUN COOTBETCTBYET WX MPUOPUTETY.

*

® Pegaktop Npaswun 4NA KOHTRONA yCTPORCTE

Tun Onucanne LeicTene CepeesHoc [flobaeuTh

Bnokmposate Mone HzmernTe

HTEHWE 1 3a...

MpovssoguTens: ™ Mogene: ™, Cepui, ..
MpoussoamTens: ™ Moaens: ™, Cepii. ..

Mpaeuno &... USB-xpaH...

Mpasuno ... Bluetooth-... Mone

KonuposaTe

¥aanuTe

B Havano

EBeepx

o | 11l | b B KoHew

1l

<?xml version="1.0" encoding="utf-8"? ><ESET> <RULE NAME="PZNED°D B_D»BI D2DpD- D"D°D-D D°D" =

] T | 3

[ (60,8 ] [ QOTHeHa

&

Bbl MOXeTe pa3peLllnTb UK 3a6/10KMPOBATb OMNpesie/ieHHble YCTPONCTBA /151 KOHKPETHbIX MO/1b30BaTeNen UK X
rpynm, a TakXKe B COOTBETCTBUM C AOMNOHUTENbHbIMM NapaMeTpamMm, KOTOpble 334atTca B KOHOUrypauum npasun. B
CNWCKe NpaBWa NpeACTaBseH pag X ONMUCaHUIA, HANpUMep Ha3BaHMA U TUMbl BHELLHMX YCTPOWCTB, LeNCTBUS,
BbIMO/IHSIEMble NMOC/1e UX MOAKTHOHEHNUS K KOMMBIOTEPY, @ TAKXKe BHOCMMAs B XKyPHAN CEPbe3HOCTb.

[nsiynpaeneHns npaBuaoOM UCNONb3ynTe KHONKK Co3paTb Uan U3MeHUTb. YT06bl CO34aTh MpaBuo C
MCNOJIb30BaHMEM 3apaHee 33[1aHHbIX NapaMeTpoB 13 APYyroro npasuia, Haxxmumte kHonky KonuposaTb. XML-CTPOKM,
KOTOpble 0TOBPaXKAKTCS, €N LLESIKHYTb MPaBUI0, MOXHO CKOMMPOBAaThL B bydpep ob6MeHa. Kpome TOro, OHM MOryT
MOMOYb CUCTEMHbIM aAMWUHUCTPATOPaM IKCMOPTUPOBATbL MU UMMOPTUPOBATL 3TU AaHHbIE, & TAKKe MCMO0/1b30BaTh
nx, Hanpumep, B ESET Remote Administrator.

YTOObI BblAETUTb HECKOJTbKO npaBun, WenKHNTE X, yaep>xmeas HaXkaTomn KiaBuy CTRL. 3aTem nx MO>XHO 6y,£l,€T
OQHOBPEMEHHO Yaa/INTb nmbo nepemMectunTb K Ha4any Nan KOHLUY CrnnmcKa. dna)kok BKAKOYEHO No3BOSET BKAKOUYUTD
NN OTKIKOYUTb NpaBu/io. OTO MOXET ObITb MONE3HO, EC/TN Bbl HE XOTUTE MOTHOCTbIO VAaNnATb NpaBnio, 4YTOObI
BOCMOJZ1b30BaTbCA UM NO3Hee.

YnpaBieHne 0OCHOBAHO Ha Npasuiax, KOTopble OTCOPTUPOBAHbI MO NMPUOPUTETY: NMpasBmna C 60/1ee BbICOKNM
NMPpUOPUTETOM HaxXoAATCA B Ha4ase.

YT06bl OTKPbITb KOHTEKCTHOE MEHIO MPAaBMAA, LLENKHUTE ero MpaBo KHOMKOW MblLUK. B HeM A5 MpaBuia MOXHO
HaCTpOWUTb CTeMeHb AeTanun3aumm (Cepbe3HOCTb) 3anmcer B XXypHane. 3anmcm >xypHana MoXKHO MPOCMOTPeTb B
rnaBHOM OkHe ESET Endpoint Security B pasgene Cny>ke6Hble nporpamMmbl > Darabl XXypHana.
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4.1.3.2 [lo6aBneHue NpaBuU KOHTPOJIS YCTPOMCTB

[MpaBwio KOHTpONA yCTpOl;ICTB onpepenser [encTBuMe, BbINOHAEMOe npun nogkno4YeHNM K KOMMNbOTEPY yCTpOl;ICTB,
KOTOpble COOTBETCTBYIOT 3aJdHHbIM KPUTEPUAM.

@® Pepaxtop npasnn
Hma: Mpasuno Ge3 HasBaHuA BrnioveHo
Tun ycTpoiicTea: |UsBparmniue -
Mpasa: IEnomposaTb b ]
MpoMEB0AMTENR: J

Mogens: |

CepuiiHeli Homep: |

CrMcoK Nonb30BaTene: |

I oK ] [ OTmeHa ]

YTOObI YApoOCTUTb I/I,CI,EHTI/I(])I/IKaLI,l/HO npaswia, BBegnTte ero onmcaHne B rnosne Nmsa. YTo6bl BKIHOYUTb UM OTKTHOUUTb
npaBunno, yCtraHoOBUTE NN CHUMKUTe ¢na>|<0|< BKJ/1HO4EHO. DTO MOXKET HbIThb MO1E3HO B TOM cny4dae, eCi Bbl He XOTUTe
MONTHOCTbIO YAANATb NMpaBUio.

TunycTponcTBa

B packpblBatoLLeMcs MeHI0 BbibepuTe Tun BHeLWwHero ycrponctsa (USB/Bluetooth/FireWire u T. 4.). Tunbl yCTPOWCTB
HaC1eaytoTCa OT ONepaunmoHHOM CUCTeMbl. IX MOXXHO MPOCMOTPETb C MOMOLLLIO ANUCHeTYepa yCTPOMCTB, B KOTOPOM
0TObpaXKaeTcs BCe NOAKTOHEHHOE K KOMMbIOTepy 060pyaoBaHue. Tvn ONTUYECKUU NPUBOA B 3TOM
PaCKpbIBAKOLLEMCA MEHIO COOTBETCTBYET ONTUYECKMM HAKOMUTENAM AAHHbIX (HanpuMep, KOMNaKT- unm DVD-
Anckam). K HakonuTensiM OTHOCATCS BHELUHWE ANCKN U TPAAULNOHHbBIE YCTPOUCTBA YTEHUS KAPT NaMsATy,
NOAK/TOYEHHbIe Mo NPOoToKoay USB nnum FireWire. NMpumepamn yCTponcTB 06paboTim M306pakeHnm Cy>KaT CKaHepbl
1 Kamepbl. YCTPOMCTBA YTEHWUSI CMAPT-KapT NO3BOASOT YATATb KAPTbl CO BCTPOEHHbIMU MUKPOCXEMAMU, TaKMe KaK
SIM-KapTbl AN NAEHTUPUKALMOHHbIE KAPTOYKMN.

MpaBa

[locTyn K yCTPOWCTBAM, He npeagHaszHayYeHHbIM /19 XPaHeHUS AAHHbBIX, MOXKHO TOJIbKO Pa3peLlunTb Uan
3a6/10KkMpOBaTh. HAaNpOTMB, NpaBuUaa A1 YCTPOWCTB XPaHEHUS AAHHbIX MO3BONSAIOT BbIGPATh O4HO M3 YKA3aHHbIX
HWKe Npas.

e BAIOKMpOBaTDb: AOCTYN K YCTPOMCTBY 6yAeT 3a610KMPOBaH.
e Tonbko YTeHue: byaeT pa3peLleHo TONbKO YTeHMe JaHHbIX C yCTPONCTBa.
e YTeHue u 3anuch: 6yaeT paspeLleH NoHbIA OCTYN K YCTPOMCTBY.

ObpaTmnTe BHMMaHMe Ha TO, HYTO He A1 BCeX TUMOB YCTPOMCTB AOCTYMNeH NOMHbIN CNWCOK NpaBs (AencTBuin). ECiv Ha
YCTPOWCTBE eCTb MeCTO AJ/19 XPAHEHUS AAHHbIX, BCe TPW AeNCTBUS ByayT AOCTYMHbI. ECM yCTPONCTBA He
npeAHasHa4veHbl 419 XPaHeHM AAHHbIX, 4OCTYMHbI TOMbKO ABa AeNCTBUs (Hanpumep, Npaso TosbKo YTeHne
HenpumeHnMO K Bluetooth-ycTponcTBam: 4OCTYMN K HUM MOXHO TO/IbKO pa3peLumnTb UM 3ab610KMPOBaTD).

Mpoune napameTpbl, C MOMOLLIO KOTOPbIX MOXHO TOYHO HACTpamBaTb U U3MEHATb NpaBuaa 418 KOHKPETHbIX
yCTPOWCTB. BCce mapameTpbl He 3aBUCAT OT perncrpa.

e MpousBoaunTenb: GUALTPALMS MO UMEHU UAN UAEHTUDMKATOPY NOCTABLUMKA.

e Mopenb: HaMMeHOBaHWe YCTPOMCTBA.

e CepuiMHbIA HOMEp: Yy BHELLHMX YCTPOMCTB 06bIYHO eCTb CepuiHble HoMepa. Korga peyb naet o kKomnakT- uau DVD-
LVCKe, TO 3TO CEPUNHbI HOMEP KOHKPETHOr0 HOCKUTENS, a He IMCKOBOAA KOMMAKT-AMNCKOB.

MpuMeyaHue. ECM He yKasaTb TPW OMUCAHHbIE Bbille 4eCKPUNTOpa, TO NpaBuao byaeT UTHOPMPOBATb UX MpU
npoBepKe yCTPOWUCTB.

CoBeT. YT06bl y3HaTb NapamMeTpbl YCTPOMCTBA, CO34aNTe pa3pellatollee NpaBuio, COOTBETCTBYIOLLEE ero TUMy,
NOAKTOUYNTE YCTPOMCTBO K KOMMbIOTEPY, a 3aTeM NPOCMOTPUTE CBEeHUA B )KYPHaIE KOHTPOA YCTPOWCTB.

[MpaBmna MOXHO Ha3HayaTb TOJIbKO 4151 HEKOTOPbIX no/sb30BaTeNen AN UX rpynnm, N06aBNeHHbIX B CMUCOK
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nosib3oBaTesie.

e [106aBUTb: OTKPbIBAETCS AMaN0OroBoe OKHO TUM 06beKTa: Nos1b30BaTENN U IPyrbl, B KOTOPOM MOXHO BbI6paThb
HY>KHbIX MO/1b30BaTENEeN.
e YAanuTb: BbIOpaHHbIA NONb30BaTeNb yaanseTcs u3 dunbrpa.

4.1.4 Cuctema npepoTBpalleHUsa BTOPXXE@HUM Ha y3en

Cuctema npepoTBpaLLeHNs BTOPXXEHUN Ha y3e 3aLlMLaeT OT BPeLOHOCHbIX MPOrpamMM W Apyrov HexxenaTenbHO M
aKTUBHOCTW, KOTOPbIE NbITAKTCA OTPULATENBHO NOBAMATL Ha 6e30NacHOCTb KOMMbloTepa. B cucteme
NpefoTBpaLLeHNs BTOPXXEHUI Ha Y3e/ UCMO/b3yeTCs paClUMPeHHbIN aHa M3 NOBEAEHMS B COYETAHNN C
BO3MOXHOCT MU CETEBOM GUAbTPaLMKM NO 06HapYKeHWo, 61arofapsa YeMy OTC1eXMBAOTCA 3anyLLeHHbIe NpoLecchl,
dannbl 1 pasfensl peectpa, akTUBHO 6/10KMPYHOTCS M NPpeA0TBPALLAKOTCA Nt06ble Takme MNOMbITKN.

Cuctema NpefoTBPALLEHNS BTOPXKEHMI HA y3ea AO0CTYMHA B pa3aene [LonosiHuTeNbHble HACTPOonKU (F5), OTKpbITb
KOTOPbIN MOXHO Yepe3 MeHo KomnbroTep > CucTemMa NpepoTBpaLLeHrs BTOPXXeHUN Ha y3en. COCTOsIHME CUCTeMb
NpeLoTBpaLLEHNS BTOPXKEHWI Ha y3en (BIJTYeHa UM OTKIt0YeHa) 0TobpaxkaeTcs B rnaBHOM OkHe ESET Endpoint
Security, B obnactn Hactponka, B npaBou 4actu pasgena Komnbiotep.

MpedynpexdeHue. I3MeHeHNs B NapaMeTpbl CUCTEMbI NPeaoTBpaLLeHMs BTOPXXEHWI Ha y3e/1 A0/1KHbl BHOCUTb TO/IbKO
OMbITHbIE MO/Ib30BATE/N.

B ESET Endpoint Security eCTb BCTpOEHHasA TeXHOIOM 1A CamMo3aLumsl, KOTOPas He NO3BOSET BPeAOHOCHbIM
nporpaMmMam noBpeanTb UK OTKIHOYUTb 3aLMUTY OT BUPYCOB U LUMUOHCKMX NporpaMm, 6narogaps 4emy
NoNb30BaTe/b B 1060 MOMEHT BPEMEHW MOXET 6bITb YBEPEH B 3aLLMTE KOMMbiOTepa. MI3MeHeHns napaMmeTpoB
BK/IOUYMTb CUCTEMY NpeaoTBpaLLEeHNs BTOPXXEHUI Ha y3en 1 BkaouunTb Self-defense BcTynatoT B cuny nocne
nepesanycka onepauyoHHon cuctembl Windows. /1 OTK/K04EH WS CUCTEMbI NPeA,oTBpaLLeHs BTOPXXEHUI Ha y3en
B LIe/TOM TaK>Ke Hy>KHO 6y1eT nepesarpy3mTb KOMMbOTEP. PUAbTPALIMI0 MOXHO OCYLLECTBAATL B OJHOM M3
OMMCaHHbIX laee YeTbIpex PeXKMMOB.

ABTOMATUYECKUN PEXUM C NnpaBuiaMu: onepaummn BK1KOYEHbI 3a NCKTKOYEHMEM MNMpeaBapuUTe/IbHO 3a4aHHbIX
npaBui, KOTOpble 3allMLa0T KOMMbKOTEP.

MHTepaKTUBHbBIV peXXUM: N0/1b30BaTe/Nt0 ByeT npeasiaratbCs NOATBEPXKAATb OnepaLumn.
Pe>XX1M Ha OCHOBE NMOJIMTUKU: OrepaLmm 610KMPYIOTCA.

PeXXnM 06yueHuns: onepaumm BKIHOYEHbI, MPUYEM NoCIe Kaxaon onepauum co3aaeTcs npasuio. Mpaswna,
CO3[aBaeMble B TaKOM pexmnmMe, MOXKHO MPOCMOTPETb B pasfene PegakTop NpaBu, HO MX MPUOPUTET HUXKE, YEM Y
npaBwW/, CO3AaBAEMbIX BPYYHYIO MM B aBTOMATMUYECKOM pexxime. Mocne Bbi6opa BapuaHTa PeXXum obyyeHns
CTAHOBMUTCA AOCTYMHA GYHKLMA YBEAOMAATb 06 OKOHYAHMMU peXuma obyyeHns vyepes X AHel. Mocie OKOHYaHWS
yKa3aHHOTro Nepuro/a BpeMeHu pexmnmM 06y4eHnsa BHOBb OTK/T04aeTca. MakcMmanbHas Nnpoao/iKMTebHOCTb neproaa
BPEMEeHM COCTaBseT 14 AHeln. Mo 0KOHYaHMM Takoro Neproaa BpeMeHM Ha SKpaH 6yAeT BbIBEAEHO BCM/1bIBAOLLEE
OKHO, B KOTOPOM MOXHO M3MEHUTb NMpasuia v BbI6paThb Apyron pexmm GunbTpaLum.

CucTema nNpefoTBpaLLeHMs BTOPXKEHWI HA Y36/ OTCIeXMBAET COBbITMA B ONepauMoHHON CUCTEME W pearnpyeT Ha HUX
COOTBETCTBYOLLMM 06pa3OM Ha OCHOBE NpaBw/l, KOTOPbIE aHATOrMYHbI NPaBMIaM NepcoHanbHoro dGanepaona.
HaxmunTe KoHGUrypupoBaTb NpaBua..., YTOObl OTKPbITb OKHO YrpaB/ieHns NpaBuaaMm CUCTeMbl MpeoTBpaLleHums
BTOP>KEHWI Ha y3es1, TAe XPaHATCA NpaBuia. B 3TOM OKHe MOXHO BblIGMpaTh, CO34aBaTh, U3MEHATb U yAANATb
npasuna.

B cnepytollem npumepe byaeT nokasaHo, Kak OrpaHUYnTb HeXKenaTelbHOe NoBeAeHNe NMPUITOXKEHNN.

1. MpunceonTe NpaBuy UM 1 BbIbepuTe BIOKMPOBATb B packpbliBatoOLLEMCA MeHI0 [lercTBuUe.

2. OTKkpouTe Bk1aaky KoHeuHble npunoxeHns. OctaBbTe BKIaAKy McxomHble NpUIoXKeHnsa nycTon, 4Tobbl HOBOE
NpaBM/I0 MPUMEHSINTOCh KO BCEM MPUIOXKEHNSAM, KOTOPbIE MbITAKTCSA BbIMOJHUTL /1I00YH0 onepauuto, BolbpaHHyo B
cnvcke Onepaumu, C NpUNOXKEHUAMN, NPUCYTCTBYOLWMMMN B CNXCKe Hag 3 TUMU NPUNOXKEHUSIMU.

3. BoibepuTe M3MeHUTb COCTOsIHME APy roro npuaoXXeHns (Bce onepawym OnmcaHbl B CPaBKe K MPOAYKTY; HOKMUTE
Knaeuwwy F1 B npeacTaBieHHOM HUXKE OKHE).

4. lobaBbTe 04HO UM HECKOTbKO MPUIOXKEHWNI, KOTOPbIE CleayeT 3almaTh.

5. YcTaHoBuTe GNaxkok YBeJOMUTb NMoJib3oBaTesn s, YTobbl M0/Ib30BaTeNb YBEAOMAAICS O MPUMEHEHWM NPaBUIA.

6. [lna coxpaHeH1sa HOBOIO npaswu/ia HOKMUTe KHonky OK.
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WMzmeHuTe npaenno

MpaBMna onpeaenAkT, KakiuM 06pasoM cucTema NpeaoTEPALLEHUA BTOPMHEHWIA Ha Y3EN NPMHMMEET PELLEHME O TOM, KaKIM NPUAOKEHWUAM
Pa3PEWEETCA MK BnokKMpyeToa AocTyn K BeiBpaHHEM daiinam, YacTaM peecTpa MnKM ApYTM NPUNOHEHNAM, TaKHKE MOMHO OCTEBWTL Boibop
AEACTBWA HE YCMOTDEHWE NONB30BaTENsA. Kawaoe NPaBuno CoCTOMT W3 YCNOBMWIA, NPK coBNoAEHMM KOTOPEIX NPEBKMN0 MPUMEHAETCA 1

BasoBan HACTpoika Apyrue napaMeTpol

LEE HanpHMED NPaBrna [paEnN0 EKTUEMPOBAHD
] HKypran
b

YEELOMWTE NONB30BATENA

OedicTame: [3EI'I|JOCMTI:|

| MexoaHBIE MPMACHEHMA | KioHeuHble daling | KoHEYHEIZ NPUAoHEHKA |KOHEHHI:|IE peecrp|

Hap smmia APANCKEHUAMIA

Onepalym C:\Nndows%lorer.eme

[7] OTnamxa mpyroro NpunoxeHnA

[ NepexBaTbiBats COBLITHA ADYrOro MPUAOHKEHIA

[ 2aBepwnTs/MprocTaHoBMTE paBoTy ApYroro NPMIoKEHUA
[7] Zanycme HoBoE Npunoxene

MSMEHUTE COCTORHWE APYrorD MPMACKEHWA

4| m | 3

[[]Menonesosams ans scex onepatyi [ofaeuTs rpynmy... [ﬂSMEHHTb... ] [ Yaanums ]

[ QK ][ O1mena ]

Ecnu B KayecTBe AeNCTBMSA MO YMOTHaHWKO Bbl6paHO 3anpocuTb, Ha 3KpaH KavK bl pa3 BbIBOAUTCA AMANOroBoe OKHO.
OTO faeT NoJ1b30BaTe/1H0 BO3MOXHOCTb 3aNpPeTUTb UM paspeLwimnTb onepaLuio. ECiv nonb3oBaTesb He BbI6MpaeT
LENCTBME B TEYEHME B TEYEHME onpeneneHHoro BpemMeHu, Bb|6mpaech HOBOE AENCTBME HA OCHOBE npaBun.

PaspelunTb 3Ty onepauunio?

¥ Cuctema NpedoTBPaLlLeHuA BTOPXEHNI Ha y3en
Mpraoxenne: CAWindows\explorer.exe

Onepauus: 3anycTUTE HOBOE NPUNCKEHNE

Dobext: Ch\Users\petka'AppData\Local\Google\Chrome

“WApplication\chrome.exe

Pazpewmts
MpunoxeHnio ByAeT paspeLleHo NPOACIKNTE 3Ty
OMEPALNID WK BEINOAHUTE AGHHOE JefcTBME,

JanpetuTn
MpunoskeHnto He ByAET paspelleHo NPoSoIHNTE 3Ty
OMEPALNHD WKW BEINOAHWUTE aHHOE JERCTENE,

|:| Co3gate npaBnno
[ BpemeHHo 33NomMHUTE 3TO AERCTEME 4NA AGHHOTO Npouecca

b CKpEITE PaCIIMpeHHEIE NapaMETPE

Co3AaTe NpaBuno, JeAcTENTENBHOE TONBKD ANA STOMD NPUACKEHNA

CDS,JJ,ETb npaenno, ,ﬂ,EﬁCTEMTEﬂbHDE TONBKD 4NA CNEpaUnK

l_:'lEI'IyCI'HTb HOEOE MPUADHKEHNE v]

[] Cozpare NpaBnno, JEACTENTENBHOE TONBKD ANA obbexTa

[ ChUsers\petko\AppData\Llocal\Google\Chrome\Application'\.chrome. exe - ]

B 3TOM AManoroBoM OKHe MOXHO CO34aBaTthb Npaswn/ia Ha OCHOBe OencTBusg, KOTOpOe 1X BbI3Bano, n yC}'IOBl/IVI ongd
3TOro AencTBus. KOHKpeTHble napameTpbl MOXKHO HACTPOUTb, HaXkas NMokasaTb napamMeTpbl. [1paBuia, co3gaBaemble
TakyM Cnocobom, cHmTatoTCs paBHO3HA4YHbIMW CO30aHHbIM BPY4YHYIO NpaBn/iam, NO3TOMY NpaBnio, CO3JaHHOE B
OMaNIOr0OBOM OKHe, MOXET HBbITb MeHee I'IO,EI,DO6HbIM, 4yemM npaBn10, KOTOpOe BbIi3Bas10 NnosgsieHne Takoro
OMaIOrOBOIr0 OKHA. 3TO 3HAYMUT, YTO NOCJIe CO34aHMSA TaKOro Npaswu/ia 3Ta XKe ornepawmsa MOXKET Bbl3BaTb NMOSAB/IEH/E
TAKOro >Ke OKHa.

MapameTp BpeMeHHO 3anoMHUTb AeiCTBUE A8 AaHHOMO NPOLLecca no3BosigeT 3aNoMHUTb AeicTBue (Pa3pelmnTb/
3anpeTuTb) 419 AAaHHOI0 NpoLecca, KoTopoe 6yaeT NPUMEHATbCA KaXKabli pa3, Koraa AaHHas onepawms Bbi3biBaeT
BbIBO/I HA KpaH [MasoroBOro OKHa. STV NapameTpbl ABNFIOTCA BpEMEHHbIMW. M0C/1e U3MEHEHNA NPaBUa UK
pexunma GunbTpaumm, 06HOBAEHUA MOAY NS CUCTEMbI MPEAOTBPALLEHNS BTOPXKEHWNIA HA Y3e/ UK Nepe3arpyskm
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KOMMbIOTEPA OHU By YT yAANEHbI.

4.2 CeTb

MepcoHanbHbIM hanepBoa ynpasBasieT BCEM CeTeBbIM TpadMKOM KOMMbOTepa B 060mx HanpasneHusx. MNpouecc
OCHOBAH Ha 3anpeTe WK paspeLLeHn OTAE/bHbIX CETEeBbIX COeANHEHMI B COOTBETCTBUM C ONpeaeseHHbIMU
npaBsuaamMu. NMepcoHanbHbl GanepBos obecnednBaeT NPOTMUBOAENCTBME CETEBBIM aTakaM CO CTOPOHbI YAAIEHHbIX
KOMMbIOTEPOB M paspeLuaet 610KMPOBAHME HEKOTOPbIX C1yX6. KpoMe Toro, oH obecneynsaeT 3awmTy OT BMPYCOB
npu o6meHe fJaHHbIMK No NpoTokoaam HTTP, POP3 1 IMAP. OyHKUNOHAbHO MOAY /b SIBASIETCS O4€Hb BAXKHbIM
3/IeMEeHTOM B CUCTeMe KOMMbIOTEPHOM 6€30MacHOCT!.

KoHdurypaumsa nepcoHanbHoOro dariepeona 4ocTynHa B 061acTn HacTporika, KoTopas nossageTcs Npy HakaTum
3aronoska CeTb. 346Cb MOXHO U3MEHSATb PeXKUM GUIbTPaLMN, NpaBuia U AONOTHUTEIbHbIE MapaMeTpbl. B 3ToM
OKHe TaKXKe NpefoCTaBAAeTCs AOCTYM K AONO/THUTEIbHbIM NapaMeTpamM Nporpammbl.

® ESET Endpoint Security EIE

ESET ENDPOINT SECURITY

4 Hacrpoiika + Cete

COCTOAHKME 3aLUNThI
Cetb

CranupoeaHue K

|’|v_i DuneTpauma ceTesoro Tpadmea (i + BinroueHa
=

OBHOBEHME '@ Bnoknposate Beck CETEBOI TpaduK: oTKNOUNTE ceTe (i

'@' OTkNHOYNTE GUABTPALMIO: PASPELLNTE Beck Tpaduk (i
Hactpoiika A - :
ETOMATUHECKMIA PEXMM UNETPALMKM C MCKOYEHAMIN (1)« Binroden
@' MepexntounTECa B MHTERAKTMEHBIA pexumM GuasTpaLmm
CnykeBHbIE NpOrpaMmel
HacTponTe npaenna u 30Hel...
HzmennTe pexnn cbecnededna GesonacHoci MK,

O X#HE @ O R

Cnpaeka M NoAaepxka

ﬁ JononHuTensHeble HACTPORKN NepcoHaneHoro gafiepeona..

(es[=y

3a6/10KMpOBATb BECH CETEBON TPADUK MOXKHO TO/IbKO C MOMOLLbIO GYHKLMM BIoKMpoBaTb BeCb Tpaduk:
OTKJ/IOYUTD CETb. BCe Npoyye BXOAALIME N UCXOASLLME COeANHEHNS ByayT 6/10KMPOBATbLCSA NEPCOHAIbHBIM
danepBosioM. Mcnonb3ynTe 3Ty GYHKLMIO TO/IbKO B 0COBbIX C1y4asx, KOraa BO3HMKAET ornacHas KpUTmuyeckas
ciTyaums, TpebyroLllas HeMea1eHHOTO OTK/TIOHYEHNS OT CETH.

3anpeTuTb GUAbLTPALLMIO: Pa3pellnTb BeCb TPAPUK ABISETCA MPOTUBOMNONOXKHOCTbIO 610KMPOBAHMS BCErO
Tpaduka. B 3TOM pexkxmme nepcoHanbHbiv GarepBos OTKAOYaEeT BCe QYHKLMM GUAbTPaLUN LU pa3peLlaeT Bce
BXOAALLME U UCXOAALLME COeANHEHMUS. TAKOM PEXMM aHATOMMYeH NOTHOMY OTCYyTCTBUIO damnepsona. Ecav ang
dunbTpaumm ceTeBoro Tpaduia BblIbpaHo cocTosHMe BiokupoBKa, napaMmeTp MepeknioYnTb B peXXum
dunbTpauum BrItOYaET dpanepBo.

Korpga akTMBMpPOBAH peXKUM aBTOMATMYeCKoN GUAbTpaLLMKU, LOCTYMHbI NEpPeYmc/IeHHbIe HIKE NapaMeTpbl.

e PeXXum aBTOMATM4YECKOW GUIBTPALLUU: YTOObI CMEHUTb PEXUM GUNbTPALMK, BbibepuTe KoMaHay MNepekntounTtb
B PEXXUM MHTEPAKTUBHOM GUIbTpaLUM.
e HacTpolika 30Hbl.... 0TOHPAXKAET HACTPOKM JOBEPEHHOM 30HbI.
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Korpa AKTMBUPOBaH peXKmnm I/IHTEpaKTl/IBHOVI C])I/I}'I bTpaunu, 4OCTYMHbI NepevyncieHHble H/XKe MapaMeTphbl.

e PeXXM MHTEpaKTUBHOM GUNbTPaLUN: YTOObI CMEHUTb peXXMM GUAbTpaLMK, BblbepuTe KomaHay MepeknovnTb
B P@XMM aBTOMaTMU4eCKon PpunbTpauum nnv NepekaovmnTb B peXXMM aBTOMaTUYeCKoW GpUAbTpaLLUM C
NCKIIOYEHMUAMU B 3aBUCMMOCTM OT TeKYLLEro pexxmma GuabTpauum.

e HacTpouTb MpaBuaa U 30HbI.... OTKPbITME OKHa HacTpoMKa 30H U npaBul, B KOTOPOM MOXHO 334aTb, KAKUM
obpazom dpanepBon byaeT o6pabaTbiBaTh CETEBbIE MOAKTIOYEHNS.

M3MeHNTb peXXnm ceTeBor 6@30MacHOCTU KOMMbIOTEpA.... 3TOT NapaMeTp N03BO/SeT BblbpaTbh MeXay
MaKCMManbHOW 1 pa3peLleHHOM 3aLLUMUTON.

LonosiHNTeNbHble HACTPOMKM NepcoHasibHOro ¢panepBoa...: M03Bo/AET NoYYUTb 4OCTYN K AOMOHUTE/TbHbIM
napameTpam nepcoHasbHOro darepsona.

4.2.1 Pexxmbl punbTpaummu

B nepcoHanbHOM dpamepsosie ESET Endpoint Security cyliecTByeT NaTb pexXMMoB GuabTpaumn. Pexxnmbl dunbTpaumm
[OCTYMHbI B paszgene JonosHUTeNbHble HACTPOMKM (F5), OTKPbITh KOTOPbI MOXHO Yepe3 MeHto CeTb >
MepcoHanbHbIN dpariepBon. NoBeaeHMe NepcoHanbHOro Gamnepsosa 3aBUCUT OT BbIBpaHHOIo pexxkima. Kpome Toro,
OT BbIGPAHHOTO pexxma GUabTpaLnmM 3aBUCUT CTEMEHb Y4aCTMs MO/1b30BaTeNs B npoLecce.

OUAbTPaLMIO MOXHO OCYLLECTB/ISATb B OAHOM M3 OMMCAHHbLIX Aasniee NaTu peXXyMOB.

ABTOMaTUYECKNIA PEXUM — PEXMM MO YMOMYAHMIO. DTOT PeXXMM NOAXOAMUT A5 MONb30BaTeNeN, KOTOPble
npeAnoYMTaoT NPOCTOTY M yA0OCTBO B MCMO/1b30BAHNM MepCOHanbHOroO darepsoia 6e3 He06X0AMMOCT M CO34aHUS
npaswa. ABTOMATUYECKNI PEXXMM paspeLlaeT BeCb UCXOAAWMA TpadUK AN KOMMObOTepa Nonb30BaTens n 61okmpyet
BCE HOBbIE COeANHEHMS N3BHE.

ABTOMATUYECKUI PEXUM C UCKJIHOUYEHUSAMM (MPaBWIa, ONpeje/eHHbIe NoJib30BaTeNeM): B JONOSHEHNE K
aBTOMATUYECKOMY PEXMMY MOb30BATENIO pPa3peLleHo Takxke 06aBNATb CO6CTBEHHbIE NpaBua.

MHTepaKTUBHbIN PeXXUM: N03BOSET CO34aTb COBCTBEHHYO KOHDUrypaLmo nepcoHanbHoro ganepsona. Ecnm
06Hapy>eHo coefnHeHre, Ha KOTOPOe He pacnpOCTPaHSETCS HX OHO 13 CYLLECTBYHOLMX NPpaBW, Ha 3KpaH
BbIBOAMWTCS AMANOFOBOE OKHO C yBeAOMJ/IEHUNEM O HEM3BECTHOM MOAK/THOYEHNN. B 3TOM OKHE MOXKHO 3anpeTuTb 1IN
pa3peLlnTb COeANHEHME,  TAKXKE HA OCHOBE 3TOr0 peLleHns Co34aTb NPaBMIOo AN NPpUMeHeHWs B byaywem. Ecnn
NPUHNUMAETCS peLEHME O CO3[4aHMM HOBOIO MpaBwnaa, B COOTBETCTBUM C 3TUM MPaBMIOM BCe byayLume CoegnHEHUS
3TOro Tvna byayT paspeLleHbl UK 3anpeLleHbl.

PeXXMM Ha OCHOBE MOJIMTUKWN: 6/10KMPYET BCe COBANHEHWS, HE YA0BNETBOPAOLLME HA OHOMY U3 paHee
onpeaeneHHbIX paspeLlatoLLmX NpaBua. ITOT PeXKMM NpeaHasHa4YeH 415 OMnbITHbIX NMOJIb30BaTeseid, KOTOPbIE TOYHO
3HAIOT, KaKune CoeIMHeHNA M HeobxoanMBbI. Bce Npoyne HeyKasaHHble coeanHeHns 6yayT 610KMPOBaTbCs
nepcoHasibHbIM $harepBoIOM.

PeXXnMm oby4yeHUs: aBTOMATUYECKOe CO34aHME U COXPAHEHME NPaBWU/T; 3TOT PeXmmM ya00eH An nepBoHaya bHON
HaCTpPOMKW NepcoHanbHOro darepBosa. YHacTme nonb3oBaTens He Tpebyetca, noTomy 4To ESET Endpoint Security
COXpaHseT NpaBuia CornacHo NpefBapuUTenbHO HACTPOEHHbIM MapamMeTpaM. Pexxmnm obyyeHus seasgeTcs
Hebe3onacHbIM, MO3TOMY PEKOMEHAYETCS MCMOJ1b30BaTb ero TObKO 0 MOMEHTA CO34aHu1s NpaBua A4 BCex
HeoHX0AMMbIX COEAUHEHWNN.
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AononHnTeneHele HACTPONKH

[ KomneroTep MNepcoHansHeH dafepson
El'_! CeThb PestiM AL TPaLM
E : MNepcoHansHel daliepson

MpaBina 1 3oHe! ’MHTepalchBHhm PEHIM hd
[ONONHUTENbHBIE HACTPOHKM 1 IT MepcoHaneHsl dafepeon byaeT obpabaTeIEaTE BCE NONBITKM YCTAHOBMTE COEAMHEHMA
Pexom ofyueHns Mo OMPEAENEHHEIM MPAEMAEM. TPW NOMBITKE YCTAHOBKKM COEAMHEHWS, KOTOPOE HE

YAOBNETEOPAET HWA QAHOMY M3 CYWECTEYIOWMX Npaexn obpaboTku, ByaeT oTnpasnATeCA
33NpoC NoNE30BaTEN0,

KOHTPOME MSMEHEHMIA MPUNCHKEHY
WHTerpauma B cacTemy

Bua coepuHeHWi

H--i VIHTEPHET ¥ 3NEKTPOHHEA NoYTa

(%) OBHoBnEHWE

H- 3 CmyprebHbIe NporpamHs
-8 HTepdeiic MapameTpel paboTsl NeproHansHoro hafepBona MOXHO ONEPETHEHO M3MEHWTL C
noMoLLb Npodineid. K onpeaensHHEM NpodunaM MOXKHO NPUMEHMTE NONb30BaTENLCKME
npas1na.

MpodunK nons3osaTeNel dalfepeana

o O O e W

BreiBpaHHEIR npodwns:

’I‘Ipod:unh OTCYTCTEYET v] [I‘Ipo:bmn... l

4 I I

[ '@'DI{ ][ OTHEHS ][I‘Io \monuano]

Npoduam No3BONAOT KOHTPOAMPOBATb NOBeAEHMe NepcoHanbHOro darepsona ESET Endpoint Security.

4.2.2 Mpo¢unu panepsona

Mpodunm NO3BONAOT KOHTPOAMPOBATbL NOBeAEHMe NepcoHanbHOro darepsona ESET Endpoint Security. Mpu
CO34aHUV NIV U3MEHEHWUW MPpaBuIa NepcoHanbHOro Ganepeosia ero MOXKHO Ha3HaAYUTb OTAENbHOMY NPOPUIO UK
NPUMEHUTb KO BCeM nNpodunsm. Mpu Bbibope onpeaeneHHoro npoduns 4encTByoT TONbKO rnobasibHble Npasuia
(npaswna 6e3 ykasaHus npodus) 1 NpaBnna, Ha3HaYeHHble 3ToMy Npodunto. 19 ya06HOro sMeHeHns NoBefeHus
NepcoHaibHOro GarnepBoia MOXKHO CO34aTb HECKOJIbKO Mpoduaen ¢ pa3NnN4HbIMU Ha3HAYeHHbIMW NpaBUIaMMU.

HaxmuTe kHornky Mpoduaun... (CM. pUcyHOK B pasaesne Pexxmbl duabTpaumm), HTobbl OTKPbITb OKHO Mpoduan
danepBona, B KOTOPOM MOXHO A,06aBAATb, USMEHATb M YAANATb NPOPUIN. VIMenTe B BUAY, YTO UBMEHUTb UK
yAaNUTb Npodusb, yKa3aHHbIN B packpbiBAOLWEMCS MeHIO BblI6paHHbIA Npoduib, Hesb3A. MNpu Ao6aBaeHnN nnm
M3MEHEHUM NPObUS MOXKHO 33aTh YCUTOBUS, MPU KOTOPbIX OH 3aMyCTUTCS.

Mpodwnnn pafepeona El

BieIBpaHHEN npodians:

[I'Ipod:mn: OTCYTCTEBYET VI
Mpodiani

MMA npodkna  ABTOMaTHYECKOE NEPEKMKKMEHNE

ESET HeBo3MokHO NepeKnoHYMTL

LobaenTe WzMeHUTE YaaniTe

OK ][ OTMeHa ]

Mpu cO3aaHMM NPODUIA MOXKHO BbIEpaTh COBbITUA, KOTOPbIE ByAYT 3anycKkaTb ero. JOCTYMHbI YKa3aHHbIe HMXKe
BapUaHThI.

e He nepek/ito4aTb aBTOMaTUYECKU: aBTOMATUYECKMIA 3aMyCK OTK/I0YeH (Mpodusib A0MXKEH 6bITb aKTUBMPOBAH
BPYYHYIO).

e Eciv aBTOMaTU4ecKkn Bbl6paHHbIA NPOodU/ib CTAHOBUTCS HEAENCTBUTE/bHBIM, a Apyrue npopunm
ABTOMATUYECKM He aKTUBUPYIOTCA (NPodu/ib MO YMOIYAHUIO): KOTAa aBTOMATMYeCK Bbi6paHHbIA Mpodusb
CTAHOBUTCS HEAENCTBUTEbHBIM (HanpuMmep, KOMMbOTEP MOAK/IOYEH K HEIOBEPEHHOWM CETU, CM. pasaen
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AyTeHTudwmKauns cetun), a 4pyrom npoduab He aKTUBMPYETCSA (KOMMNbIOTEP He MOAK/TOYEH K APYrov JOBEPEHHOM
CeTun), NepCoHaNbHbIV GanepBO/ NEPEKTOYMUTCA HA 3TOT NPOPUIb. DTOT NAPAMETP MOXKHO YCTAHOBUTb TObKO A8
OfHOro npoduns.

e Ecnu3Ta 30Ha a\/TEHTMd)VILl,MPOBaHaZ 3TOT l'lpOd)l/I}'Ib 3anyCcTuTCd, Korga onpegesneHHas 30Ha 6V,U,ET
ayTeHTVICI)MLLMpOBaHa (cm. pasgen AyTeHTMQ)MI(auMﬂ ceTn).
HacTpoiika npoduna

MA npoduna;
ESET

ABTOMATHYECKOE MNEPEKMIOYEHHE Npodmna

(@) He NepexknioyaTe SETOMETHHEDKM

() ECnK BETOMATHYECKH BbIBpaHHEI Npodnb CTaHoBWTCR
HEAEHCTBMTENEHEIM, & APYTHE NPOMKIK SETOMATHYECKH HE
KTHMEMPYIOTCA (MpodKiE Mo YMORYaHMK)

= Ecnm 3Ta soHa

e hg.eset.com_Dhcplp:10.1.96

[ OK ][ OTMeHa ]

Mpu nepektoyYeHn Npoduiern NnepcoHanbHoro darepsosia B MpaBoM HUKHEM YTy PAAOM C CUCTEMHbIMUM Yacamu
MOAB/ISETCA COOTBETCTBYIOLLEE YBEIOMJIEHNE.

4.2.3 HacTtpoWka u ucnosb3oBaHue npaBui

MpaBuno CoaepXXMT Habop NapameTpoB W YC10BWUIM, KOTOPbIE MO3BONAIOT Lies1IeHanpaBieHHO NMPOBEPATb CeTEBbIEe
COeMHEHMSA U BbIMOJTHATb HEOH6XOAUMbIE AEeNCTBUS B COOTBETCTBUMN C ITUMM YCTOBUAMMN. 1PN UCMONb30BaHUM
nepcoHanbHOro darepBosa Nosb3oBaTelb MOXET 33[aTh AEMNCTBUSA, KOTOPble HEOBXOAMMO COBEPLLUTb MNPU MOMbITKE
coeguHeHus. a8 Toro YTobbl HACTPOUTb NPABUAO GUAbTPALIUK, NepernanTe B OKHO JLONO/IHUTE/IbHbIe HACTPOMKU
(F5) > CeTb > MepcoHanbHbIN ¢pariepBon > MpaBuaa N 30HbI.

@ ESET Endpoint Security

AononHnTeNnsHbleé HACTPOWKH

-3 KomnstoTep Mpasuna v 3oH6!l
- Cets [loEEpEHHER S0H
B- NepcoHansHeii daiepson Mpynna KoMNBHTEPoE, ANA KOTOPRIX 3TOT KOMNEKTEP AOCTYNEH N0 CETH, HASEIBAETCA
=N paE1Na 1 30HEI AOBEPEHHOMA 30HoM. MPHMEpOM AOBEPEHHONA 30HEI MOXET CNYHMTE LOMALHARA UKW

[LOMNoNHHTENEHEIE HECTPORKK W 1T odKHaR CETh.
PewimM ofyueHua [ He nokaseiBaTE AMANOrOBOE OKHO NEPAMETPOB AOBEPEHHON 30HEI, ECAM DBHAPYKEHb!
KOHTPOME MSMEHEHMIT MPHAGHEHY MZMEHEHMA NAPaMETPOE CETEE0rD aganTepa (Hanpumep, wsMeHerre IP-agpeca)
WHTerpawma B cacTemy HacTpoiiku. ..

e Bra coepMHEHMA
H--dfl VIHTEPHET W 3MEKTPOHHAR NoYTa
H-(% OBHoBnEHUE
H- % CrywefiHble NporpaMMel
H-- W MHTepdelic

PenaKTop 30H M NpaBun

MpaBKna oNpeAEnAT, Kak NepCoHansHEN daliepson obpabaThIBaeT BXoAALLIME W
MCXOAALME CETEBRIE MOAKMKOHEHHUA,

WMHboprawa, oTobpaacEMan B pelakTope Npasun

[ W B e Wl |

Moka3aTe MHOOPMALMIO O MPUNOMHEHMIA:

[OI‘IHEHME v]

MoKaselEaTE NPaEMna:

’I'IonhsoEaTenhwe 1 MpeaonpefeneHHibIE NPasana v]

4 L1 2

i I@'OI{ ][ OTMeHa ][I‘Io wo..rll-laﬂmo]

Ha)kmuTe KHonKky HacTpowmka... B pasaene JLloBepeHHas 30Ha, YTO6bl BbIBECTU HA 3KPaH AManoroBoe 0KHO
HaCTpPOMKW AOBEPEHHOM 30HbI. [apamMeTp He nokasbiBaTb AMaNoroBoe 0KHO NapaMeTpoB [,0BepeHHOMN 30HbI, eC/n
06Hapy>XeHbl U3BMeHEHM A NapaMeTpOB CETEeBOro aganrtepa AaeT No/1b30BaTeN0 BO3MOXKHOCTb OTK/OYMUTb BbIBOA,
OKHa NnapameTpoB 0BEPEHHOM 30HbI MpY 06HAPY>XKEHWUM HOBOWM NOACETU. MPKY 3TOM UCNONb3YIOTCSA NapaMeTpbl
TeKyLEeN 4OBEPEHHOW 30HbI.

MPUMEYAHME. Ecnimn nepcoHanbHbI GamepBO/T HACTPOEH Ha paboTy B aBTOMATUYECKOM peXUMeE, HeKOTOpble
napameTpbl HeAOCTYMHbI.

Ha)kmuTe KHoMKy HacTpovika... B pa3aene PegakTop 30H M NpaBui, YTOb6bl BbIBECTW HA IKpaH OKHO HacTponka 30H
M npaBuA, rae NnpeacTaBneHbl 06Lme cBeAeHMa 0 NpaBnIax Uam 30Hax (B 3aBUCUMOCT U OT BbIOpaHHOW BK1aAKM).
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OKHO pasgeneHo Ha e 0b6n1acTu. BepxHas 061acTb COAEPXKUT Npasmia B Kpatkom dopme. HkHss o6nactb
COAEPXUT NOAPOOHY0 MHbDOPpMAaLMIO O MpaBue, BbIbpaHHOM B BEpXHen 06/1acTn. B HUKHEN YacTn OKHa
pacnoaoxeHbl KHONKkM Co3paTth, U3meHnTb 1 Yaanutb (Del), KOTOpble N03BOAAT KOHOUIYPUPOBaTb Npasuia.

[Toaknto4YeHna MOXKHO pasZe/inTb Ha BXO4ALMe N ncxogdauime. Bxogalme nogKno4YeHNa MHULUUPYIOTCA yaaleHHbIM
KOMMbOTEPOM, I(OTODbIl;I MbITAETCA NOAKTIOUYNTBCS K TOKANIbHOW CUCTEME. Mpy ncxoAWMM coegUHeHNN, HaO6ODOT,
NIOKaNbHbIN KOMMbKOTEP NbITAETCA NOAKTHOHNTLCA KyAa/IEHHOMY.

Mpy BO3HMKHOBEHMMW HEM3BECTHOIO COEAMHEHNS NMOJ1b30BATE b A0JIKEH PA3peLllnTb UK 3aNpeTuTh ero.
HexenatenbHble, Hebe3onacHble NN HENM3BECTHble COBANHEHNS HecyT yrpo3y 6e30nacHoCT M Aas KoMnbtoTepa. Mpu
YyCTAHOB/IEHWW TAKOr0 COeAMHEHNSI pEKOMeHyeTcs 06paTuTb 0C060e BHMMAaHMe Ha yAaneHHbI A KOMMboTep U
NPUNOXEHME, KOTOPbIE MbITAOTCA YCTAHOBUTbL 3TO COeAMHEHME C KOMMbIOTEPOM. MHOrME TUMbl 3apaXKeHnin
NbITATCA NONYYUTb M OTNPABUTb JINYHbIE fAHHbIE UK 3arpy3uTb Apyrie 3/10HaMePeHHble MPUI0XKEHUS Ha
KOMMblOTep. MNepcoHanbHbI GanepBos AAeT NOMb30BaTEN 0 BO3MOXHOCTb 06HAPY>KUTb 1 pa3opBaTb Takue
NOAKTHOYEHUS.

MokasaTb MHGOPMALLUIO O MPUIOXKEHUN: MO3BOJIAET ONPEfeNUTb, KAKME 13 MPUIOXKEHWN ByayT 0TO6paxaTbCs B
cnvcKe NpaBm. JOCTYMHbI YKA3aHHbIE HMKE BAPUAHTbI.

e MONHBIV NYTb: NOMIHBIN NMYTb K UCMOAHAEMOMY haNy NPUNOXKEHUS.
e OnmcaHue: onmncaHne NpUIoKeHUs.
e IMa — nmMs McnonHsemoro damnna NnpunoxXeHus.

BbibepuTe TMN NpaBm, KOTOpble byayT 0TO6paxaTbcs B crvcke MokasbiBaTh NpaBuia.

e To/IbKO NoOJib30BaTe/IbCKMe NpaBu/ia: Ha 3KpPaH BbIBOAATCA TO/IbKO NpaBuia, CO34aHHbIe MO/1b30BaTe/IeM.

e [lonb3oBaTeNbCcKKUe U NpeaonpepeseHHble NpaBmuaa: 0T06pa>|<eH|/|e BCex onpeaesieHHbIX NoJib3oBaTe1eM rnpaBui
nnpasna, 3aaHHbIX MO YMOJTHaHUIO.

e BcenpaBuna (BKJ'II'O‘-Iaﬂ CMCTEMHbIE): Ha 3KpaH BbIBOAATCA BCe rNMpaBu/ia.

4.2.3.1 HacTtpoiika npaBun

B paszene HaCTpOVKM NpaBmil MOXHO NPOCMOTPETb NpaBuia, KOTOPble MPUMEHSAKTCA K TpaduKy, reHepupyemMomy
Pa3INYHbIMU MPUITOXKEHMUAMM B Mpeaesiax A0BepeHHbIX 30H U CeTn MHTepHeT. Mo yMOon4YaHMio Npasunia 406aBasaoTcs
aBTOMATMYECKM B COOTBETCTBMM C peakLiMen noab3oBaTens Ha HoOBOe NOoAK/IoYeHMe. [ NoiyyYeHus
[IOTMOTHUTE/IbHbIX CBEIEHMWIN O MPUIOXKEHWUM LLIETKHUTE MO ero Ha3BaHWio. [JaHHble 0TO6Pa3ATCs B HUKHEN YacTu
OKHa.

HacTpoiika 304 U npaenn ’?‘
Mpaerna | 2oHe
Mpaenna onpenensioT paioTy Dafepsona ¢ CETEBEIMA NOAKMKYEHMAMA, (PAEMNE MOrYT DESPEWETE MIH SEMPELLETE NOAKMKIYEHHS
ANA ONPEAENEHHEN NMPMICHEHWEA, YLANEHHEIX KOMILHOTEPOE M KOHKPETHEX NOPTOE, JONoNHUTENEHYID MHOOPMALIMID 0 NPEBWNEaX M,
Inech.
[epexnkounTEEs B NoapobHEIR DEXMM NDOCMOTDE NDEEMI
MoKESEIEATE MPSENNE, MCNOMEEYEMEIE B 3TOM Mpodine: Bee -
MpunoekeHre fMpasuno [oseperHan 5...  [JoBepeHHadA 3.  VMIHTEpHET BX. WHTEepHET ...
=lnp a bes 3
i+ [1"|Host Process for Windows Services = Ocoboe = Ocoboe = Ocoboe = Ocoboe
- [27Windows Logon User Interface Host = Ocoboe = Ocoboe = Ocoboe = Ocoboe
i+ [i7|5Services and Controller app = Ocoboe = Ocoboe = Ocoboe = Ocoboe
--|E]Loca|5ecuritv Authority Process 7 3anpocwtk = Ocoboe 7 3anpocwte = Ocoboe
ﬂ Windows Logon Application 7 3anpocnte = Ocoboe 7 Janpocnte = Ocoboe
[+ System = Dcofoe = Dcoboe = Dcoboe = Dcoboe
MZHEHMTE ¥aanuTs (Del)
[ @OK ] [ Omexa ]

y

B Hayane KaXka0m CTpOKM, COOTBETCTBYIOLLEN MPABWY, PACMOIOXKEHA KHOMKA, MO3BOAOLWASA CBEPHYTb UM
pa3BepHyThb (+/-) MHGOPMALMOHHOE Nose. /15 NoyYeHns 4ONOTHUTEIbHOM MHGOPMaLMN O NMpaBuse LWeNKHUTE
Ha3BaHWe NpuaoXeHus B cTonbLe MpunoxeHne/npaBuno. JaHHble 0TO6PA3ATCA B HYXKHEN YacTW OKHa. s
M3MEHEHMA peXKMMA NPeACTaBAEHUS CTYXKUT KOHTEKCTHOE MeH0. OHO TakXKe UCMOb3yeTcs Ans obaBaeHns,
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n3meHeHna nyganeHnda npaBun.

JloBepeHHas 30Ha BX./UCX.: AENCTBUS, KOTOPpble OTHOCATCA K BXOAALLNM UTN NCXo4ALLMM NOAKTHOHYEHNAM B
npegenax ,u,osepeHHoﬁ 30HbI.

MHTepHeT BX./UCX.. AeNCTBWSA, CBA3AHHbIE C BXOAALLMMMU NN UCXOASALLMMN NOAKTOHEHUAMN K IHTEpHETY.
[na kaxaoro Tuna (HanpasneHusa) CoeNHEHNS MOXKHO UCMOb30BaTh CieaytoLye 4enCTBUS.

e W PaspelinTb: pa3peLllnTb COefNHEHUS.

e 7 3anpocuTb: NOMb30BaATENIO ByAeT NpeasioXKeHO pa3pellnTb UK 3aNpeTUTb COeANHEHNE MPU KaXKL0N HOBOW
NnonbITKe yCTAHOBUTb €ro.

e K 3anpeTtuTb: 3aNpeTuTb COEAMHEHMS.

e = Ocoboe: HeBO3MOXHO KiaccuduuMpoBaTh APYrMMUY AenNCTBUSMIU. Hanpumep, eciu IP-agpec nnm nopT
paspeLleHbl B MepcoHaibHOM darepBosie, HEBO3MOXHO TOYHO KlaccMbuULMpOBaTh, pas3peLleHbl 1M BXOAALLME N
ncxoaswpme CoeiMHeHNA COOTBETCTBYIOLLErO NMPUTOXKEHNS.

MpW yCTaHOBKE HOBOTO MPUIOXKEHMS, KOTOPOe 06paLlaeTcs K CeTU, WK NPU M3MEHEHMM NApaMeTPOB
CYLLECTBYIOLLEro NOAKIYeHNS (a4pec yaAa/IeHHOro KOMMbIOTEpPa, HOMEP NMopTa M T. M.) HY>KHO CO3aBaTb HOBOE
npaBsuno. Jns U3MeHEHWS CyLLECTBYIOLLErO NpaBwuia nepenanTe Ha Bkaaaky MpaBuaa n HAKMUTE KHOMKY M3SMEeHUTb.

4.2.3.2 N3meHeHMe npasun

MN3MeHeHWe TpebyeTcsa Npu KKAOM U3MEHEHNN OTCIEXKMBAEMbIX NMAapPaMeTpPOoB. B TaKOM CUTYaLMmM NpaBuio He MOXeT
y[OBNETBOPATh YCUIOBUAM, A YKa3aHHOE AEeNCTBME HE MOXET 6bITb MPUMEHEHO. Mpu M3MeHeHUM NapaMeTpoB
coeflHEeHVE MOXET BbITb OTK/TOHEHO, YTO BbI3OBET Npob/ieMbl B paboTe C NpuUnoXeHUeM. NMprUMepoM MOXET BbiTb
M3MEHEHMe CeTEBOro aapeca Win HOMepa NnopTa yaaeHHOro KOMMbOTepa.

BerHFlFl 4aCTb ANa/IOrOBOIro OKHa COAep>XUT Tpu BK1aaKN.

o ObLlMe: yKOKNTE HA3BaHWE NpaBnIa, HanpasaeHre NOAKIYEHNS, 4eUCTBMUE, NPOTOKOA 1 NPOdUIb, K KOTOPOMY
6yaeT NpUMeHeHO NpaBuo.

e JloKa/ibHbINA: HAa 3KPaH BbIBOAUTCS MHOOPMALMS O TOKAJIbHOM KOMMbIOTEPE, YyHaCTBYHOLLEM B MOAKTKOHEHWN, C
yKasaHneM HoMepa 10KaIbHOro NopTa UAM AMana3oHa NOPTOB M HA3BaAHMS NPUIOXKEHUS, KOTOPOe YCTaHOBWUIO
NOAKIOYEHMe.

e Y[aNeHHbIN: Ha 3TOM BK1aAKe NpMBoaUTCA MHGOopMaLma 06 yaaneHHOM nopTe (AnanasoHe nopToB). Takxke 34ecb
MOXXHO YKa3aTb CMUCOK yAANEHHbIX |[P-aipecoB nan 30H A1 KOHKPETHOro NpaBmna.

Hoeoe npaenno

Ofiwwve |J'Im{aanb|n | YnaneHHbln|

OBwan wHhopmawa of 3TomM npasune

Hran: |

MpoTokon: TCP & UDP [ BeifpaTs npoToKan... ]

Mpoiant: [D.nﬂ Ka¥aoro '] [ Mpodani. .

LononHnTensHoe oefcTEre

[ *KypHan [] ¥eenomums nonssosatens

Db me: Hanpaenenne: MioGoe Jefctene: 3anpetute [poTol
Ypanennoid komnetotep:  [nA kaxgoro
Noxanbhbiii komnbloTep: A kaxgoro

4| 10 | &

[ OK ][ Omena ]

MpoTOKOA: MPOTOKO Nepeaayn AaHHbIX, UCMONAb3YeMbIN A4 npasuaa. HaxxMmuTe Bbl6paTbh NPOTOKO..., YTO6bI
OTKPbITb OKHO BbI6Op NMpoTOKOa.

Mo yMO4aHMIO BCE MPaBWIa akTUBMPYOTCS A KaXaoro npobuna. Takke Bbl MOXeTe BblOpaTh CO6CTBEHHbIN
npodunb GanepBosa, HaxxaB KHonky Mpodunum....

Ecnn HaxkaTb XKy pHan, AeNCTBUS, CBA3AHHbIE C 3TUM NPaBuUiIoM, ByayT perncTpMpoBaThCs B XKypHane. YBeA,0MUTb
Nnosib3oBaTess: BbIBOJ COOBLEHNS B CJ1yHae NpUMEHeHUs npasuia.
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MHpopmMaLMOHHas 061acTb 0OToHpaXkaeT obLume CBeAEeHMS O MpaBUIe B HUXKHEN YacT W BCeX Tpex BKA3A0K. Ta xe
NHbOPpMALMSA BbIBOAUTCS HA IKPAH M eU1N HXKATb NPaBUA0 B r1aBHOM OKHe (Cay>kebHble nporpamMmbl > CeTeBble
NOAKJ/IHOYEHUS; LLE/TIKHUTE NPaBWUI0 NPaBOM KHOMKOW MbILLM WU BOCMOJIb3ynUTeCh GyHKUMen NMokasaTb Nogpo6HOCTU
(cm. rnaBy CeTeBble NOAK/TOYEHNS)).

[Mpwv co3paHnmM HOBOIO Npasw/ia HY>XHO BBECTW ero Ha3eBaHume B nose MMA. B packpbiBaroLlemMmca MeHio HanpasieHue
Bbl6epl/|Te HanpasJ/ieHWe, K KOTOPOMY NMPpUMeHAeTCs NpaBuio. B packpbliBatoLLEeMcsi MeHo DenictBne YKaOKUNTE
OEeNCTBME, KOTOpOe A0J/IXKHO BbIMOJIHATbCA B TOM C1y4ae, edJim NnoaKro4YeHne COOTBETCTBYET NpaBuny.

XOpoLWKrM NpYMepoM SBNAETCS CO3AaHMe NpaBmia foCTyna B VIHTepHeT ans Beb-6pay3epa. B 3ToM ciyyae
HeobX0AMMO BbINONHUTb C1eflyoLLMe HACT POMKU:

e Ha Bknagke O6wme BKIOYNTE UCXOAALWME MOAKTIOYEHMS MO npoTokosam TCP v UDP.

e [lobaBbTe NpoLecc, NpeacTaBastoWmMn NpunoXeHne bpaysepa (ana 6paysepa Internet Explorer — iexplore.exe), Ha
BK/1aAKe JIOKAJIbHbIMN.

e Ha Brnaake YganeHHbln Bao4MTe NopT 80, TONbKO eC/N CieflyeT pa3pellnTb CTaHAapTHbIe JeNCTBUS, CBA3AHHbIe
C nocelleHnem Beb-CTpaHuL,.

4.2.4 HacTtpoika3oH

B okHe HacTpoWKa 30Hbl MOXKHO 334aTb MMS 30HbI, €€ OMNK1caHne, CMMCOK CETEBbIX apecoB 1 NapaMeTpbl
ayTeHTudMKaumm (cM. pasaen AyTeHTUDUKALMS 30H: KOHOUIYPALMSA KTUEHTA).

HacTtpoiika 304 1 npaenn o ||

Mpagwna | 3oHb!

MNonb30BATENE MOKET CO3AETE COBCTBEHHLIE FPYMMLI YAANEHHEIX KOMMBIOTEDOB C ONPEAeneHHEIMA NPaBMNaMK paboTel B CeTH.
[LononHuTensHYIo MHGOPMALIMIO 0 30HaX CM. Z0ECh,

Wma OnucaHue Anpec W3meHeHo Co3A3HO MM M.

JoBepeHHan 30Ha IP: 127.0.0.1; IPvE: 11 1; NMoaceTs IPv6: fe80:: ...

Anpeca uokniod. .

Agpeca, Nonyqa...

Agpeca, ana ko...

Cepsepel DNS IP: 10.1.96.106; IP: 10.1.96.107; IPv6: fecl:f...

NokaneHele agp... IP: 10.1,100.18; IP: 127.0.0.1; IPwé: ::1; IPwé...

hg.eset.com_Dh... AsTomaThueck... MoaceTs 10.1.100.0 f 255,255,255.0 20110722 10:...  admin-PCladmin
[ Cosaate ] [ MSHEHMTE ] [‘manmb (Del) ]

@0k ) (omen )
y

30Ha nNpeacTaBnseT cobon Normveckn o6 beAMHEHHYO FPyNMy CeTeBbIX aApecoB. Kaxkaomy afpecy B rpynrne
NpUCBaMBAETCSA aHATOTMYHOE NPaBUI0, KOTOPOE ONpesesieHo AN BCEW rpy bl B LieIOM. [TpYMepoM Takou rpynnbl
ABNAETCA AOBEepeHHas 30Ha. [loBepeHHas 30Ha NpefCcTaBAgeT cobon rpynmny ceTeBbIX 3 pecoB, KOTOPbIM
NO/1b30BaTe/b MOHOCTbO AOBEPSET N COBAMHEHNS C KOTOPLIMU He 6/TOKUPYIOTCS NepCoHaNbHbIM GanepBosIOM HU B
KOeM cryyae.

Takme 30Hbl MOTYT 6bITh CO3A4aHbI HAa BK/1aZKe 30Hbl OKHa HacTpoiKka 30H U npaBui. 116 3TOro HAKMUTE KHOMKY
M3meHUTb. BBeanTe MMSA 11 onucaHme 30Hbl, a 3aTeM A06aBbTe yaaneHHbln IP-aapec, Haxae KHOMNKy [lo6aBUTb
agpec IPv4/1Pv6.
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4.2.4.1 AyteHTUdMKauua cetm

[Ona MOBUNBbHBIX KOMMOBOTEPOB PEKOMEHAYETCS MPOBEPATb HAAEXKHOCTb CeTU, K KOTOPOW BbIMOHSETCS
nogkntoyeHme. JlosepeHHasd 30Ha onpeaesnsetca 1oKkalbHbIM IP-agpecomM ceTeBoro agantepa. lopraTvBHble
KOMMbIOTEPbI YACTO BXOAAT B CETU C IP-agpecamm, NOXOXMMU Ha afpec AOBEPEHHOM ceTu. ECiv napameTp
[OBEepeHHOM 30HbI TuaTeNnbHas 3awWwmTa He BblbpaH, NepcoHanbHbl GanepBos NpOAOIXKNT paboTaTb B pexmnme
PaspewmnTb 06w M JOCTYN.

[naToro 4ytobbl M36exxaTb NOA06HOM CUTYaLMKM, PEKOMEHIYETCA UCMO/1b30BaTh ayTEHTUDUKALINIO 30H.

4.2.4.1.1 AyteHTUdUKaumsa 30H: KOHPUrypaumsa KIMeHTa

B okHe HacTpoiKa 30H 1 NpaBwu neperiamTe Ha BKA3AKY 30HbI 1 CO3[ANTE 30HY, UCTMOJb3Y S MM 30HbI,
ayTeHTUPUUMPOBAHHOM cepBepOM. 119 TOro 4T06bl 406aBUTb MACKy MOACETW, COAEPIKALLYO CepBep
ayTeHTUGUKALMM, HAKMUTE KHOMKY [Jo6aBUTb agpec IPv4 1 BbiGepuTe napameTp MNopceTn.

MepenanTe Ha BKIaaKy AYyTEHTUGUKALMA 30HbI. KaXKayH0 30HY MOXHO HAaCTPOUTb Ha Ay TEHTUGUKALMIO HA CEpBEpE.
30Ha (ee IP-agpec 1 NoaceTb) 6yAyT AENCTBUTEbHbI MOC/IE YCNEeWHON ayTEHTUPUKALMN, T. €. Takne AeNCTBIUS, KakK
“3MeHeHue npoduna darnepeona v 4o6aBNEHWE aapeca UKW NMOACETM 30HbI B JOBEPEHHYI0 30HY, 6yAyT BbIMOMHATLCA
TO/IbKO NOC/IE YCMELHOM ayTEHTUDUKALUN.

YcTaHoBuTe dnaxkok IP-agpeca v NoACeTU 3TOM 30Hbl CTAHYT A,eMCTBUTE/IbHbIMU NOCeE..., YTOObI 30Ha
CTaAHOBWNACb HEAENCTBUTENbHOW, e ayTEHTUDUKALMS He NponaeHa. a8 Toro 4tobbl BbibpaTh Npodub
nepcoHasibHOro Garnepsoa, KOTOPbI ByAeT akTUBMPOBATbCA MOC/1e ayTeHTUDMKALUKN, HKMUTE KHOMKY
Mpodunmn....

Ecnv BoibpaH napameTp [lo6aBieHne afpecoB U NOACETEN 3TOM 30Hbl B ,OBEPEHHY IO 30HY, NOC/1e YCMNeLHOM
ayTeHTudUKauMM agpeca 1 NoACETM 30Hbl byayT A06aBeHbl B 4OBEPEHHYIO 30HY (pekoMeHayeTcs). Ecnnm
ayTeHTUdUKALMS He BbIMOJIHEHA, afpeca He byayT A06aB/eHbl B 4OBEPEHHYIO 30HY. EC1M akTMBMPOBaH napameTp
ABTOMaTM4YeCcKOe nepek/iroyeHue Ha Npodusib C TaKUM Xe uMeHeM (6yAeT co3aaH HOBbIM Npodub), Nocie
BbIMO/IHEHNS Ay TeHTUdMKaLmm byaeTt Co3aaH HOBbINM NPOGUIb. HaxmuTe kHonky Mpoduam..., 4To6bl OTKPbITb OKHO
MNpodwuin danepsona.

MapameTpel rpynnet @
HacTpoiika soHsl | AYTEHTUDNKALMA S0HEI |

IP-agpeca ¥ Nogce™ 3Tol S0HEI CTAHYT ASACTBMTENEHEIMAI NoCNE
YCNEWHoW 3yTEHTUDMKELAW B CETW (NOEbIWEeT G830NacHOCTL NOPTATMBHBIX
KOMMEOTEROE).

LeAcTBNA, BEBINOIHAEMEIE NOCNE YCNEWHOA 3y TEHTHDMKaLWAN
[oBasneHne agpecos W NOACETEN 3TON 30HEI B AOBEPEHHYHD 30HY
ABTOMETUYECKDE NEPEKNOYEHWE NPODKIA

B ABTOMETWUECKOE MEPEKMTIIYESHWE HE MPOEMNL © TEKMM HE WMEHEM
{ByaeT CcOZAaH HOBEIA NpodKME)

MepekoyeHe Apodana [aono HUTEAEHEE HacTpolku) | Mpogania...

Tun ayTeHTMPMKELM

) C nomollsto cepeepa ayTeHTdgwkaw ESET

Q, C McnonbsosaHuem KOHPUMYPELMK NOKaNsHoA cama

[ 0K ] ’ OmaenHa

CyLLecTByeT ABa TUMNA ayTeHTudburKaumm.

1) C nomouybio cepBepa ayTeHTudmkauum ESET

B pamkax ayTeHTUdMKaLMM 30HbI BbINOHAETCS MOUCK B CETM OMNpeaeeHHOro cepeepa, a Ans ayTeHTudnkaumm
cepBepa NUCNob3yeTcs acMMMeTpuyHoe WwindpoBaHme (RSA). Mpouecc ayTeHTUdUKaLMM NOBTOPSETCA AN KaXKA0M
CeTu, K KOTOPOM MOAKIKYAETCS KOMMbIOTEP. HaxxMuTe HacTpomKa... 1 yKaXKUTe MMS cepBepa, ero
NPOCYLUNBAKOLLMA MOPT M OTKPbITHIN K/1KOY, COOTBETCTBY LM 3aKPbITOMY /K04y cepBepa (CM. pasgen
AyTeHTndumnKaums 30H: KOHbdUrypaumsa cepeepa). Vimsa cepsepa MOXXHO BBeCTU B popme IP-agpeca nnbo nmeHm DNS
nnn NetBios. Mocne MMeHn cepBepa MOXHO yKa3aTb NyTb K danay Ha cepeepe (HanpumMep, ums_cepsepad_/kamanoal/
Kkamanoz2/aymeumudukauus). Ha ciy4am HegoCTYNMHOCT M NepBOro cepeepa MOXKHO YKa3aTb AOMONHUTEbHbIe CepBepbl
Yyepes TOYKY C 3anaTomn.
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OTKprTbIM KJTFOHOM MOXKET BbITb Cbaplﬂ OAHOro 13 ykKadaHHbIX H/Ke TUMOB.

e 3aWM@POBaAHHbIN OTKPbITbIN KoY B popmaTte PEM (.pem)
OTOT KJIKOY MOXKHO CO34aTh C MOMOLLBIO NMpunoXkeHns ESET Authentication Server (cMm. pasgen AyTeHTudunkaums
30H: KOHbUIypaLma cepsepa).

e 3aWMPPOBAHHbIN OTKPbITbIN K/TtOY

e CepTndMKaT OTKPBLITOrO KtoYa (.crt)

AyTeHTMGHEKALNA C NOMOLWLBH cepeepa ayTenTdgmeaumnn ESET @

Cepeep ayTeHTHbMKALWAN (MMA unK IP-aapec). YTofbl YKasaTh HECKONLKD CEPEEROE
{mononHUTENLHLIA CEPEEP), MCMONE3YHTE B KEYECTEE PA3AENMTENA TOYKY C 3aNATON,
MO#HO TaKHE 3308Th AONOAHWTENEHEI NYTE NOCRE Kocoi YepTel ™ (HampuMep,
“cepeep/ayTeHTHDMKEWAS):

store-new\auth

ECin NepeumrcneHo HEKOMNEKD CEPEEPOE, BaiBMpaiTe WX B NPOMSE0NEHOM NOPALKE
(B NpoTMBHOM CNy4ae Ha4MHEINTE C Nepsoro)

Oopt: 80
OTKPLITEIA Koy cepeepa (PEM-haiin © 0TKPLITEIM KIMOWoM MK
CEPTUDHMKETOM):

308189028181 00E341353644ABAATI2SCADBFD 9580 1181947294 =«
C93EBOFE4230 FAFOEQOF3 4E 1520 EA C2 66 3A 2B 94 CB AE 3CBD 4B 78 4E
8AE9A13218F70C 739564 8F 13 1F 9F 72BE 58 09 77 69 6AE4CO 4F 47 1E
AS3B720165F3A1029EC5AECE 794C DB 59 5B 66 FA 16 52ECED 39 52FB
BC FC 216543 DA 448D F6 B8 66 61 29 0D AC 93 47 9C C7 54 5C 94 1E A5 BE

9B 21 1ADEA3SDO0203010001

MposepuTe

[ QK ] [ OTtmeHa ]

[19 TOro 4to6bl MPOBEPUTb HACTPOMKU, HKMUTE KHOMKY MpoBepuTb. EC1M ayTeHTUdMKALMSA NPOLLAA YCMeLWHo, Ha
3KpaH byaeT BbiBeAeHO cooblleHmne Aymenmudukayus cepeepa ebiN0AHeHd ycnewHo. Ecnm ayTeHTuduKkaums He
HaCTpoeHa A0/HKHbIM 06pa3oM, Ha SKpaH byAeT BbIBEAEHO OAHO M3 YKa3aHHbIX HUXe CO0bLeHnNn.

Cboli aymeHmugukauuu cepgepd. MakcumanbHoe 8pems aymeHmuduKayuu ucmekao.
CepBep ayTeHTUdUKALMM HefoCTYMeH. MNpoBepbTe UMS cepBepa U IP-agpec 160 napamMeTpbl NePCOHaIbHOTO
darepBoa KIMEHTA, a Tak)ke NapamMeTpbl cepBepa.

Mpou3owAa owu6Kka npu 06mMeHe daHHbIMU C Cepeepom.
CepBep ayTeHTMbUKALMM He paboTaeT. 3anycTute C1yx6y cepeepa ayTeHTUdUKaLMK (CM. pazaen AyTeHTudukauma

30H: |<0Hgbmrypauvm cepBepa).

Mms 30Hbl aymeHmu@uUKayuu He coomeemcmeayem UMeHU 30Hbl cepsepa.
HacTpoeHHOEe MM 30Hbl He COOTBETCTBYET 30He cepBepa ayTeHTUdGUKaumm. NMposepbTe 06e 30HbI 1 33JaNTe A1 HUX
OMHAKOBbIE MMEHA.

Cbol aymenmudurauuu cepgepd. Adpec cepsepa He HalideH 8 Cnucke adpecos yKa3aHHOU 30Hbl.
IP-agpec koMnblOTEpa, HA KOTOPOM 3anyLeH cepBep ayTeHTUDUKALMN, HAXOAUTCA BHE 33JaHHOM0 AManasoHa IP-
a[lpecoB B TeKyLen KOHPUrypaLummy 30Hbl.

Cboli aymeHmugukauuu cepsepd. Bo3moiKHo, 88edeH HedelicmaumeAbHbll 0MKpbiMbili KAOY.
Y6eanTech B TOM, YTO YKa3aHHbI OTKPbITbIN K104 COOTBETCTBYET 3aKpbiTOMY K/to4y cepBepa. Kpome Toro,
NpoBeEpPbTE, He MOBPEXAEH M Galin OTKPbITOrO K/toYa.

2) C NCNOb30BAHUEM KOHPUTYpaL,UKM JI0OKaJIbHOM CEeTU

AyTeHTUDUKALMA BbIMOSTHAETCA HA OCHOBE NapaMeTpoB afanTepa ToKabHOM CeTU. 30Ha CHUTARTCS
ayTeHTUPULMPOBAHHOWM, €C/IN AeNCTBUTE/IbHbI BCEe NapamMeTpbl, Bbl6paHHble 415 aKTUBHOIO NMOAK/IOUYeHNS.
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AyTeHTUMEELNA € MCNONB30BAHNEM KOHGWIYPALMN NOKANEHOA CETH @

AyTeHTHDUKaLMA BY1eT YCNewHoil, ecni ANA aKTUBHOrO NOAKNIOYEHWSA BEINOMHAKDTCA BCe BhIBpPaHHbIE
YCNoBMA, PaspeweHsl agpeca IPv4u IPvE, [na pazaensHina aApecos MONoNs3YHTE TOYKY C ZanATom,

Kondr ypaumsa ananTepa

[Loml Area Connection '] [HCOHbEOBaTb N&paMeTpbl BEIBPEHHOr O NOAKNKHEHUA J

OfWwwe NapaMeTpLl aganTepa

Ecnu ucnonb3yeTon cnefyowmi cydidimke H Ecni cepeep WINS WMEET Cnen yiowmi
DS {(HampuMep: “company.com): IP-appec:

hig.eset.com

Ecni ncnonesyeToA one, wiA IP-anpec Ecnm nanonesyeTcA ane Wi
y A yHow| ape: ¥ 0 yHOLL|

cepsepa DMS: noKansHei IP-agpec:
10,1.96.106; 10, 1,965,107 10.1.108, 143;fe80::39e8:259e:6330:82%
Ecni cepsep DHCP umeeT cnegyrouwyai
IP-anpec: Ecnm wntos mmeeT cneayrowmi IP-agpec:
10.1.96.10 10.1.108.1

TWN ceTesoro ananTepa:
() BupTyaneHeid agantep (VPN, TyHHens, ...) (@) OusMeckiil ceTesol aganTep

MapaMeTpel fecnpoBoAHOND COEAMHEHWA

Ecni S5ID BiecnpoBofHOrD COEAWMHEHWA B Ecnu ncnonks3syeTca cneaytowii npodmns
(] MMEET SHAYEHME! NOAKMOHYEHIS!

[T Ecrm coeauHerve sEnseTCA BesonacHsM

OflWwHe NapaMeTPel ANA ECEX AAANTEPOE (MPUMEHMMO NPY HANMYWMK HECKONBEKMX CETEELIX 34aNTEPOE)

[7] AKTHEHO TONBKD DAHO CORAMHEHME [7] Becrposoaroe coeanHeHnE He yCTaHOBNEHD

[T]He ycraHoEneHo Hu oaHo HebesonacHoe GecipoBoAHOE COBAWHEHWE

[ QK H OTmeHa ]

4.2.4.1.2 AyTeHTUdPUKaLmMsa 30H: KOHPUrypauusa cepsepa

AYTeHTUOUNKALMIO CETN MOXKHO BbINMOJHUTbL C MOMOLLLIO S1H060r0 NOAKTKOHYEHHOTO K HEM KOMMbOTEpa UK cepeepa.
[N 3TOro Ha KOMMbOTEP WK CepBep, KOTOPbIV BCEraa AOCTYMNeH Ans ayTeHTudbumkaummn, Koraa KameHT nbiTaetcs
NOAKTOYUTBCS K CETU, HYXKHO YCTAHOBUTb NpunoxkeHne ESET Authentication Server. ®ann ycTtaHOBKM NPUAOXKEHUS
ESET Authentication Server MO>XHO 3arpy3uTb € Beb-canta ESET.

Mocne ycraHoskm ESET Authentication Server Ha a3KpaH 6yAeT BbiBeAEHO AMAN0rosoe OKHO. (MpUnoXKeHNe MOXHO
3anyCTUTb, HAXaB KHOoMKy Myck 1 BbibpaB nocief0BaTebHO NyHKTbI MporpamMmbl > ESET > ESET Authentication
Server).

[19 TOro 4Tobbl HACTPOUTL CEPBEP ayTEHTUDUKALMN, BBEAUTE UMS 30HbI ayTEHTUDUKALMM, NPOCTYLUINBAOLWMIA NOPT
cepepa (No ymonyaHuio 80) 1 MecTo, B KOTOPOM ByAyT XPaHUTbCS OTKPbITbIN U 3aKPbIThIN Kto4K. [lanee co3ganTe
OTKPbITbIN M 3aKPbITbIN KAO4YM, KOTOPbIe ByAayT MCMOMb30BaTbCA MPY ayTeHTUDUKALMN. 3aKPbITbIV KAOY AO/KEH
MNCNOMb30BaTbCSA HA CEPBEPE, @ OTKPbITbI — MMMNOPTUPOBATHCA HA CTOPOHY KJTMEHTA, YTO MOXKHO CAeNaTh B pasaesne
ayTeHTUOUKALMM 30HbI MPU HACTPOWKE 30HbI B harepBoJie.

4.2.5 YcTtaHOBKa coeguHeHusa: obHapyxeHue

MepcoHanbHbIN GariepBoa 06HAPYXKMBAET KaX/10€ 13 BHOBb CO3[aHHbIX CETEBbIX COEANHEHWNA. AKTUBHbIN PEXXMM
repcoHanbHoro ¢anepBosia onpeaenseT, Kakme AencTBUS A0/KHbI BbIMONHATLCSA 419 HOBOIrO npasunia. Ecau
aKTUBMPOBAH ABTOMAaTUYECKUM PEXUM W PEXUM HA OCHOBE MOIMTUKU, NEPCOHA/bHbIV hanepBos BbIMOAHUT
npefBapuTeNbHO 33JlaHHble AeNcTBUA 663 KaKoro-TM60 BMeLLaTebCTBa N0/1b30BaTeN . B MHTepakTUBHOM pexnme
BbIBOAMTCA MHPOPMALMOHHOE OKHO C yBeaoMAeHEM 06 yCTaHOBIEHUM coeanHeHns. OHO COAEPXKUT MHGOPMaLUMIo O
HOBOM COeflMHEHMW. [10/1b30BaTeb MOXET pa3peLlmnTb UM 3anpeTuThb (3a6/10KMPOBATL) coeaMHeHMe. Ecnun
COeMHEHMS OHOTO TUMA BO3HUKAIOT PEryasapHo, U UX MPUXOANTCA pa3peLlaTh BpYYHYO, PEKOMEHAYETCS CO34aTb
N9 HAX NpaBwuio. na 3Toro Bbi6epute GyHKLMIO 3aNOMHUTD AeNcTBUE (CO3A4aTb MPABUJIO) M COXPAHUTE HOBOE
NpaBWIo A4 NepcoHanbHoro danepsosia. ECM nepcoHanbHbI GarepBoa 06HAPYXKUT Takoe CoenHEHNE B
6yAyLIEM, OH MPUMEHUT 3TO NPaBUIO.
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Bxogawmwii Tpagurk

,'JGBE[CIEHHBH 30Ha

Y,JJ,EJ'IEHHbIﬁ KOMMOBHITED N3 ,\'J,DEEFIEHHDH J0HEI NBITAETCA YCTAHOBWTE CBASL C
NPWACHKEHNEM, 3aNMYLLIEHHBIM H3 NOKaNBHOM KOMMOBHOTEQDE, pESFIELI.IHTb?

Mpunomenne: ﬁ FileZilla Server
Werounmic: HenseecTHo
Ypanennoid womnetotep: 10022

NoxanbHbIA nopT: 21 (ftp)
Pazpewnts
4 BrigenerHomy npuaosednie Gydet paspewwen obmed

AaHHBIMK C YAANEHHEIM KOMMBHITEDOM,

Janpetutb
BrigenerHomy npuaosednie Bydet sanpewen obmed
ABHHEIMW € YARNEHHEBIM KOMIBIOTEDOM,

|:| 3anoMHKTE AeAcTBME (CO34aTe NpaBKa)

[ BpemerHo 3anoMHMTE ZERCTENE ANA NpoLEecca

w MNoKa3aTe NapameTpel

ByabTe BHMMATE/IbHbI MPY CO34aHNN HOBbLIX MPABWU U pa3peLlanTe TOIbKO Te COeANHEHNS, KOTOpble AeNCTBUTENbHO
6e3onacHbl. ECTV pa3pelumnTb BCe COeANHEHNS, MepCcoHasbHbI hanepBos He CMOXKET 06ecneqmBaTh 3aWmTy. Hike
nepeyncieHbl Hanbonee BaxkKHble MapaMeTpbl COEAUHEHWI.

e Y[a/IeHHbIA KOMMbIOTEp: pa3peLlnTb COeJMHEHMS TO/IbKO C LOBEPEHHbIMU U M3BECTHBIMW apecamu.

o JloKasibHOE NpUJIoXKEHUE: He peKOMEHAYEeTCS pPa3peLlaTb COeANUHEHMS C HEM3BECTHbIMU NMPUTOXKEHUAMU U
npoLeccamu.

e Homep nopTa: coenHeHMs Ha CTaHAAPTHbIX NopTax (Hanpumep, NnopT HoMep 80 AJ1S MPOCMOTpa Be6-CTpaHunL) B
06bIYHbIX YCTOBUAX AO/IKHbI 6bITh Pa3peLleHbl.

KoMnbtoTepHble BUPYCbl /151 Pa3MHOXEHMNS YACTO UCMOb3YIOT COeAMHEHMS C VIHTEPHETOM W/W CKPbITble
COeflHEHMS, Yepe3 KOTOpPble NMPOUCXOANT 3apaXkKeHe ApYTrnx KOMMbIOTEPOB. EC/IN NpaBuia HacTPOEeHbI
HaaeXxalimM o6pasom, NepcoHanbHbIn darepBon AenseTcs 3bdeKTMBHbIM CPeACTBOM MPOTUBOAENACTBUS
Pa3zHO06pa3HbIM 3/I0HAMEPEHHbIM aTaKaMm.

4.2.6 BepeHwue XypHana

MepcoHanbHbIN Ganepson ESET Endpoint Security coxpaHsieT AaHHble 060 BCex BaXKHbIX COBbITUAX B Gpanne XXypHana,
KOTOPbIN MOXHO OTKPbITb C MOMOLLbIO ITaBHOr0 MeHt0. BbibepuTe CaykebHble nporpamMmbl > Oansibl XXypHana, a
3aTem XKypHan nepcoHasibHoro ¢panepBona Eset B packpbiBatoLLleMcs MeHto XKy pHan.

dainbl )XypHana npeacTaBnaoT cO60/ He3aMeHUMbIA UHCTPYMEHT A8 06Hapy KeHWs OLLNMEOK U BbiSB/IEHUS
BTOPXKEHMI Ha KOMMbOTep. XKypHasbl nepcoHanbHoro darvepsosia ESET comepykat cieayoLyo nHGopMaLmio.

e [laTa v Bpems cobbiTus

e IMa cobbiTua

e /ICTOYHUK

e CeTeBOM agpec obbekTa

e CeTeBOW MPOTOKO/ Mepeaayn AaHHbIX

e [1pMMeHeHHOe NpaBuaIo UM UMS HepBs (eI 0B6HapYXKEHO)
e 334eMCTBOBAHHOE MPUIOXKEHME

e [lonb3oBaresb

TwaTtenbHbIV aHaN M3 MHGOPMALMKM 3HAYUTENTIBHO 06J1eryaeT npouecc ONTUMmM3aL MM 6€30NacHOCT KOMMbIOTepa.
MHOrme GakTopbl ABASKOTCS NPU3HAKAMM MOTEHUMAIbHbBIX YIPO3 M MO3BOJISKOT NO/1b30BATENHO CBECTU UX BAUSHME K
MUHVUMYMY: CTULLKOM YacTble COeAUHEHNS] OT HEU3BECTHbBIX KOMMbIOTEPOB, MHOXECTBEHHbIE MOMbITKM YCTAHOBUTb

coeanHeHue, ceteBasd akTUBHOCTb HEM3BECTHbIX I'IpI/I}'IO)KEHVIVI NN C NCNoJib30BaHMEM Hen3BeCTHbIX HOMEepPOB MNOPTOB.
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4.2.7 WHTerpauusa B cuctemy

MepcoHanbHbIN danepson ESET Endpoint Security MoXkeT paboTaTb Ha HECKOJIbKMX YPOBHSX, KOTOPble OMUCaHbI
fanee.

e Bce pYyHKLMM aKTUBHbDI: NepCOHA/IbHbIN GarepBo NMONHOCTbIO MHTErPUPOBAH, a BCE ero KOMMOHEHTbI aKTUBHbI
(BapWaHT MO yMOA4aHWIO). ECIM KOMMbIOTEP MNOAKOYEH K CeTSAIM HOMbLIOro pasmepa Uauv K IHTepHeTy,
pPeKOMEeHAYeTCst OCTaBUTb 3TOT NapamMeTp aKTUBMPOBAHHbLIM. DTO CaMbli 6€30MacHbI BApUAHT, KOTOPbIN
obecrneyrBaeT NOJTHYIO 3aWMTY KOMMbOTEpa.

e lMNepcoHanbHbIf dhariepBos HEaKTUBEH: NepCoHasbHbIN GarepBON MHTErPUPOBAH B CUCTEMY, Yepe3 Hero
BbIMOJIHAOTCA CETEBbIE MOAK/TIOYEHNS, HO MPOBEPKA HA Ha/INYME YTPO3 He OCYLLIeCTBASeTCS.

e CKaHMpOBaTb TOJ/IbKO NPOTOKOJ1bl YPOBHS MPUIOXKEHUI: AKTUBHbI TOSIbKO T€ KOMMOHEHTbI MepCOHaNbHOIO
darepBona, KOTopble 0becneymBatoT CKAHMPOBAHKWE NMPOTOKOA0B NpuUnoXeHun (HTTP, POP3, IMAP 1 nx
3alUMLLEeHHble BepCcuK). ECTM NPOTOKObI MPUAOXEHNIN HE CKAHUPYIOTCS, 3aLLMTa OCYLLECTBASETCS HA YPOBHE
3alWKMTbl GaNNOBOM CUCTEMbI B PEXXMME PeasbHOro BpEMEHM 1 CKAHNPOBAHKSA KOMMbOTepa No TpeboBaHuIO.

o MepcoHanbHbIN PpariepBos NOSHOCTbIO OTKJIKOUYEH: YCTAHOBUTE 3TOT PIAXKOK, YTOObI MONHOCTbIO YAANUTD
perncTpawumio nepcoHanbHoro danepsona B cuctemMe. Hukakoe CKaHMpOBaHME He BbIMOTHSAETCS. DTO MOXET 6bITb
yA06HO NpUY TeCTUPOBAaHWM: €CIV MPUNOXKEHMe BTIOKMPYETCS, MOXHO NPOBEPUTb, 3a610KMPOBAHO 1N OHO
dbanepBonOM. 3TO HaMMeHee 6e30NacHbIM BAPUAHT, MO3TOMY PEKOMEHIYETCS OYeHb OCTOPOXHO MOSHOCTbIO
OTK/t04aTb darepBon.

OT/I0XUTb O6HOBJIEHUE MOAY /1Sl TepCOHaJIbHOro darepBosia A0 nepesarpy3ku KoMmmnbloTepa: 06HOBNEHMe byaeT
TOJIbKO 3arpy>aTbCs, TOrAa Kak yCTaHOBKa byAeT BbliMOJIHEHA TO/IbKO B XOA4e nepe3arpy3km KOMMbioTepa.

4.3 WNHTepHeT n 3/1eKTpOHHada noyra
KoHdurypauma MHTepHeTa 1 31eKTPOHHOW NOYThl AOCTYMHA B 061acTv HacTponka, KoTopas nosiBngeTcs npu

HaXXaTWK 3aro/10BKa MHTEpHET M 31eKTPOHHAsA NoYTa. B 3TOM OKHE NpeaoCTaBifaeTca 4OCTYN K AOMNOSHUTENbHbIM
napameTpam nporpammbi.

@ ESET Endpoint Security =N ISR
ESET ENDPOINT SECURITY

4 Hactpoiika * VIHTEpHET W 3NEKTPOHHAA NOYTA

COCTOAHKME 2aLUNTEI
— ”HTEPHET W 2N1EKTPOHHAaA NouTa
0 CKaHWpOEaHue MK
. 3awmTa goctyna B Mutepher (i + BintodeHa
5 QBHOBNEHWE & Oronounts
HactpouTe...
ﬁ Hacpoiika 3ELMTE NOYTOBOMD KNWEHTa (i + BinroueHa
'@ OTknrunTe
% CmyxefHele Nporpammel Hactpowe...
3awmTa ot cnama i + BrnrodeHa
o CNpaeka 1 NOALeDKKE & Omcmounts
HactpouTe...

"Benbiii" cnvcok Nonb3ceaTens
"HepHbIA" cnncok Nons30eaTena
Cnucok MoKNioYeHnid nons3ceatens

MoakntoyeHme K IHTepHeTy CcTano ctaHAapTHOM GyHKLMEN NepcoHanbHOro KoMnbioTepa. K coXkaneHuto, VIHTepHeT
TaloKe CTan M OCHOBHOWM CpefloM pacnpOCTPaHEHNS 3/TOHAMEPEHHOT0 KoAa. 10 3TOW NpUYMHE MPUHLUMNANBHO BAXKHO
y4enutb 0coboe BHMMaHVe 3awmuTe goctyna B MHTepHer.
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3awmTa NOYTOBOro KJaMeHTa obecneymBaeT KOHTPO/b 06MeHa AaHHbIMK N0 NpoTokosiam POP3 n IMAP. Mpu
MNCNOMb30BAHMM MNOAKAOHYAEMOro MOAY/1S A8 MOYTOBOro kKamMeHTa ESET Endpoint Security no3sonset
KOHTPOJIMPOBAaTb BeCb O6MEH AAaHHbIMMW, OCYLLIECTBISSIEMbIV MOYTOBBLIM K/TMEHTOM (Mo npoTokonam POP3, MAPI,
IMAP, HTTP).

OYHKUMSA 3aLLMUTbI OT cramMma OTGUAbTPOBbLIBAET HEXXeNnaTebHble coobuleHuns, nocrynarwuwme no 3}'IeKTpOHHOl7I
no4yre.

OTK/OUYUTDb: OTK/THOYEHVEe 3aLWNTbI MHTepHETa n 3)'I€I(TpOHHOl7I I'IO‘-ITbI/3aLLI,l/ITbI OT ClMaMa Asid No04YTOBbIX K/TMEeHTOB.

HacTpouTb...: Nepexos K pacluMpeHHbIM NapaMeTpaM 3aLmTbl VIHTepHEeTA 1 3/1eKTPOHHOW NMOYTbI/3aWmMThl OT Crnama .

«BenblA» CNUCOK NMOIb30BaTe/If: OTKPbIBAET AMNA/IOTOBOE OKHO, B KOTOPOM MOXHO A06aBUTb, U3MEHUTb U yAANUTb
afipeca 3/1eKTPOHHOM NOYThI, cuMTatoLLmecs 6esonacHbiMu. COOBLLEHNS 31eKTPOHHOM NOYTbI, aApec OTNpaBmTens
KOTOPbIX NPUCYTCTBYET B «6eN10M» CrUCKe, He ByAyT CKaHWMPOBATLCA HA MPeAMeT Hanymsa cnama.

«YepHbI» CMMCOK NONb30BaTeNA: OTKPbIBAET AMAN0r0BOe OKHO, B KOTOPOM MOXHO A06aBUTb, U3MEHUTb U YAAINTb
aapeca 31eKTPOHHOM NMOYTbI, cymTaroLLmecs HebedonacHbiMU. COO6LLEHNS 31eKTPOHHOM NOYTbI, apec OTNpaBUTeNS
KOTOPbIX MPUCYTCTBYET B «4€PHOMY CMUCKE, BYAYT CHATATLCA CNAMOM.

CNMCOK UCKJIIOYEHUIA NMOIb30BaTeNA: OTKPbIBAET AMA/IOrOBOE OKHO, B KOTOPOM MOXXHO A06aBUTb, U3MEHUTH U
yAANUTb afpeca 3/1eKTPOHHOM NOYThI, KOTOpble MOTYT 6bITb NOAAENaHbI U UCMOb30BaHbI 415 OTNPAaBKM Cnama.
CoobLeHNs 31eKTPOHHOM NOYTbI, apec OTMNPaBUTENS KOTOPbIX MPUCYTCTBYET B CNINCKE UCK/IKOYEHWI, BCeraa byayT
CKaHWPOBATbCA HA NpeAMET HaMYMsa cnama. Mo yMOHaHWUIo B CNIMCKe UCKIOYEHWI NPUCYTCTBYIOT agpeca
371€KTPOHHOW MOYTbI U3 CYLLECTBYIOLLMX YHETHbIX 3anncer MOYTOBbLIX KTMEHTOB.

4.3.1 3awmTta gocryna s NHTepHeT

MoakntoyeHme K IHTepHeTy CcTano cTaHAapTHOM GQyHKLMEN MepCoOHaibHOMO KoMMbtoTepa. K coxkaneHuto, VIHTepHeT
TaloKe CTan M OCHOBHOWM Cpeflo pacnpOCTpaHeHNs 3/TIOHAMEPEHHOr0 KOoAa. 3alumTa 4ocTyna B VIHTepHeT paboTaeT
nyTem OTCIeXMBAHUS COeAUHEHNN MeX Ay Beb-6pay3epamu 1 yaaneHHbIMY CepBepamMm B COOTBETCTBUN C MPaBmIaMu
npotokonoB HTTP n HTTPS.

TepMUH «DULLMHM 0603HAYaeT NPecTynHyo AedaTeIbHOCTb, B paMKax KOTOPOW UCNO/b3YIOTCA MeTOAbl COLMASIbHOM

NHXXeHepUK (MaHUMYMPOBAHME NOMb30BaTe/IeM, HanpaBIeHHOe Ha NoJlyYeHme KOHOUAEHUMANBHOM MHPOPpMaLN).
[lononHuTeNbHble CBeAeHNs O Hel CM. B rnoccapun. ESET Endpoint Security obecneymsaeT 3awmTy oT GuLLmHra: seb-
CTPaHWLbI, KOTOPbIe 3aBe0MO COAEep>KAT NOAOOHbIe MaTepuanbl, Bceraa 6/10KMpyoTCcs.

==
e

‘o W\ :
K\ -\—'/Jl\\;/jl|"—,§‘I www.malware.example PD~EBaX ” @ Alert! - ESET Endpoint Secu.. *

ESET Endpoint Security

A Joctyn sanpeweH!

MoapobHocTy:
Be-cipanmua:  hitp:/fco.cc
Kommertapui:  ESET Endpoint Security 2abnokupoean goctyn k eeb-crpanuue. CTpaHuLa

HaxOAWTCA B CNWMCKe Beb-calToE ¢ NOTEHUMANBHO ONACHBIM COAepHUMBIM.

Bef-canT ESET

Mbl HACTOSATENbHO peKOMeHAYeM BKIHOUYUTb 3aLUMTY A0CTYNa B MIHTepHEeT. 3TO MOXKHO CAenaThb B r/1aBHOM OkHe ESET
Endpoint Security, nepenas B pasaen Hactpoika > MHTEpHeT U 3/1eKTPOHHas no4Tta > 3aluTa gocTyna B
MNHTepHeT.
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4.3.1.1 HTTP, HTTPs

Mo ymonyaHuto nporpamma ESET Endpoint Security CKOHGUrypmpoBaHa Ha UCNOo/1b30BaHVe CTaHAAPTOB
60/blWMHCTBA Beb-6pay3epoB. O4HAKO NapamMeTpbl MOAY/ 1St CKAHNUPOBAHUA HTTP MOXHO M3MEHUTb B pasaene
[ononHuTenbHblie HACTPOMKM (F5) > UHTEpHET U 3/1IeKTPOHHAsa no4Ta > 3awuTa goctyna B UHTepHet > HTTP,
HTTPS. B rnaBHoM okHe ®uabTp HTTP MOXHO YCTaHOBUTb AU CHATb koK BkarounTtb npoBepky HTTP. Taioke
MOXXHO yKa3aTb HOMepa NopTOB, UCMOJIb3yeMblX A5 Nepefayun JaHHbIX No npoTokoay HTTP. o ymonyaHuio
npeABapuTenbHO 3aaaHbl HoMepa nopTos 80 (HTTP), 8080 n 3128 (Npokcu-cepsep).

ESET Endpoint Security Taioke nogaep>KMBaeT NpoBepKy NpoTokosaa HTTPS. B 3ToMm Tune coeguHeHns Ans nepenaydm
NHbOpMaLMM MEXAY CePBEPOM U KITMEHTOM MUCMOAb3yeTcs 3amndpoBaHHbiv kaHan. ESET Endpoint Security
npoBepsieT coefuHeHus, NCNob3yoLe MeTobl WidpoBaHua SSL n TLS. Mposepka HTTPS MOXeT BbIMOIHATLCA B
cnefyroLWmx pexxmumax.

He npoBepsaTb NpoTokoa HTTPS: 3aliMdpoBaHHble COEANHEHNS HE ByAyT NPOBEpATHCA.

MposepATb npoToKos HTTPS Ha yKa3aHHbIX NopTax: coeguHeHns rno npotokoly HTTPS npoBepAoTCA TOJ1bKO Ha
nopTax, ykasaHHbIX B napamMmeTpe NopTbl, ncnosibdyembie npoTokosiom HTTPS.

MpoBepATb NpoToKoa HTTPS Ha yKa3saHHbIX MOpTax: MPpOBEPSAIOTCA TO/IbKO NPUTOXKEHUS, YKa3aHHbIe B pasaene
Beb6-6pay3epbl M UCMOb3YIOLMe NOPThbI, NepedncieHHble B napamMmeTpe MopTbl, ncnosb3yemble NpoTokosom HTTPS.
[To ymon4aHuio 3a4aH nopt 443.

3aWwmndpoBaHHble cOeanHEeHNs He ByayT CKaHMPOBAaTbCS. YTOObI BKTIOUYUTb CKAHMPOBaHMeE 3alMPPOBAHHbIX
COeAMHEHU N NPOCMOTPETb HACTPOMKN MOAYS CKAHUPOBAHMS, HAXXMMUTe MNpoBepka NpoTokosa SSL B pasaene
«1oNONHUTENbHbIE HACTPONKMY (MHTEPHET M 3/1IeKTPOHHas no4ta > ®uabTpauns NPoTOKOJ0B > SSL) 1 yCTaHOBUTE
dnaxxok Bcerga ckaHnpoBaTb NpOTOKONA SSL.

@ ESET Endpoint Security

AdononHnTensHele HaCTPONKH

[ KomnbroTep TuneTp HTTP
s Cemp HacTpokka moaynsa ckaHupoeaHus HTTP

E|' WHTEPHET W 3NEKTPOHHAA NoqTa BHIOHMTE MPOBEpKY NpaToKona HTTP
SaLMTE MOWTOROTO KIMeHTa MopThl, MCnons3yeMsle npoTokonoM HTTP (Y4epes sanaTyio):
B 3awmTa aoctyna & MHTepHeT ki ¥ po pe wo):
=SSN HTTP, HTTPS | 80, 8080, 3128
E ¥Ynpaenerie URL-agpecami

: PUNETPELMA NPOTOKONOE HacTpolika MoaynA ckaHuposaHa HTTPS
WcKAYeHHEIE MPUACHEHMA
WoxmoqenHeie IP-agpeca
S5L

Pesiam nsTpaLwn HTTPS

(7) He npoBepaTL NpaToKon HTTES

b KoHTpone goctyna B MHTepHeT (@ MpoBepaTL NpaTokon HTTPS Ha YKa3aHHEIX NopTax
[ OfHoBNEHWE
-3 CryxebHele nporpammsl MopThl, MONOALSYEMEle NpoTokonom HTTRS;

- MHTepdeic
pie a3

[ I@'OI{ ][ OTMeHa ][I‘Iowonl—laﬂmo

4.3.1.1.1 AKTUBHbIN peXxunm ansa Be6-6paysepos

B ESET Endpoint Security Tak)e eCTb NoAMeHIO AKTUBHbIN PeXUM, KOTOPOEe onpeaenseT pexxym npoBepKkn ansa Beb-
bpay3sepos.

AKTUNBHbDIN PeXWnM rnoJsieseH, NoCKOJibKy NpoBepAeT AaHHble, KOTOpPble NnepeaarTCcs 06an_l,aIOLLI,I/IMl/ICFI K IHTepHeTy
NnpmnoXXeHnammn, B Lile/;IOM BHe 3aBUMCUMOCTUM OT TOIo, MOMeYeHbl Takme Npuio>KeHns Kak Be6—6pay3epbl NN HeT
(,D,OI'IOI'IHI/ITE}'I bHble CBejeHWs CM. B pasaesnie KnveHTbl VIHTepHeTa n 3N1EeKTPOHHOWM NOYThI). EC/IM OH OTKJ/THO4EH,
OC\/LLI,ECTB}'IFIEMbIVI NPpUNOXKEHNAMN 0bMeH JaHHbIMU KOHTPOJIMPYETCA B MaKETHOM pexXnme. OTO CHWXKaeT
3q)¢)EKTI/IBHOCTb npouecca NnpoBepkn AaHHbIX, HO MNPV 3TOM obecneymBaeT NYHLWYK COBMEeCTUMOCTb A4
nepevyncieHHbIX I'Ipl/l)'IO)I(eHl/IPI. Ecnm npuv ncnonb3oBaHmMm q)\/HKLl,l/Il/I He BO3HNKaeT I'IpO6}'I€M, pekomMmeHayeTca
BK/THOUNTb aKTUBHbI pexmm npoBepkn, yCTaHOBUB C])}'Ia)l(OI( PAAOM C HY>KHbIM NMPpUIOXKEHNEM. AKTVBHbIN pexmnm
Da6OTaET OMMNCaHHbIM HMKe o6pa30|v|. Korpa Haxogasuweeca nog HabaaeHnem Npuno>KeHme 3arpy>kaeT gaHHble, TO
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OHW CHaYa/la COXPaHATCA BO BpeMeHHOM dawne, co3gaHHoM ESET Endpoint Security. B 3To BpemMs faHHble
HefOoCTYMHblI TAKOMY NMPUIOXKEeHUIO. [1ocie OKOHYaHMA 3arpy3Km AaHHbIe MPOBEPSTCA HA HalnM4Yme 310HaMEepPEeHHOro
Koaa. Ecnn He O6Hap\/>l<eH0 3apakeHune, JaHHble OTNPaBAAKTCA B UCXOAHOE Npuao>keHne. oTO0T npouecc
obecrneyrBaeT NOJIHbIV KOHTpPOJ1b HaA coegnHeHNAMK, OCyLecCTBIgeMbIM HaXoa4aWMMCA no Habn r0geHNeEM
npuno>xxeHunem. B naccmBHOM peXXmnmve aaHHble cpa3y nepefaroTcsd 3anpocmBLUeMy UX NPpUNOXEHUIO, 4YTOObI M36EXKaTb
3a4epxex.

4.3.1.2 YnpasneHue URL-agpecamu

B pasgene ynpaeneHms URL-agpecamu MOXKHO 3apaBaTtb HTTP-agpeca, koTopble 6yayT 6/10KMpOBaTbhCS, pa3peLuarbes
NV UCKTOYATbCS M3 NpoBepku. KHonkmn o6aBuTb, MU3sMeHUTb, YAANAUTbL 1 DKCMOPT NO3BOAAKOT YNPaBASATb
CNncKamu agpecos. Beb-canTbl 13 cnmcka 3a610KMPOBAHHbBIX ByAyT HEAOCTYMHbI. Be6-canTbl 13 CMNCKA UCKTHOYEHHbIX
a[lpecoB 3arpy>atTcsa 6e3 NnpoBepKkM Ha BpeAOHOCHbIM KOA,. ECnm BbIGpaTh BApMaHT PaspewmnTb ,0CTYN TObKO A5
URL-agpecoB 13 cnmcka paspeLleHHbIX afpecos, byayT 4OCTYMHbI TO/IbKO agpeca 13 CNMcka pa3peLleHHbIX, a
ocTanbHble HTTP-agpeca 6yayT 3a6/10KMPOBAHbI.

Ecnun nobaButb URL-aapec B CNIMCOK afpecoB, 411 KOTOPbIX OTK/IHO4YeHO ¢puibTpoBaHUe, 3TOT agpec byaeT
NCKTHOYEH M3 CKaHMPOBaHMs. Takxke MOXHO paspeLlaTb WA 610KMpoBaTh ONpeaeneHHble aapeca, 406aBnas nx
COOTBETCTBEHHO B CMMCOK pa3pelleHHbIX agpecoB 1in B CMcoK 3a610KMPOBaHHbIX agpecoB. [1ocie HaXaTums
KHOMKM CMNCKM... Ha 3KpaH byaeT BbiBeAeHO OKHO Cnucku HTTP-agpecoB U wabaoHoB, rae MoXKHO [L,o6aBUTb UK
YpanuTtb cnncku aapecos. na aobasnerHne URL-aapecoB HTTPS B cCNMCOK A0/KEH BbITb aKTUBMPOBAH NapamMeTp
Bcerpa ckaHMpoBaTb NPpOTOKOA SSL.

BOo BCeX Crumckax MOXHO MCMo/b30BaTb CUMBOJIbI WAB0HA «*» (3B€34,04Ka) U «» (BOMPOCUTENbHbIN 3HAK). CUMBO
3Be304KM 0603HaYaeT Ntobyto Nocef0BaTeNbHOCTb CUMBOJIOB, @ BOMPOCUTE/bHbIN 3HAK — /060 CUMBO.
PaboTaTb C COAEPXKMMbIM CMINCKA MCKHOYEHHbBIX aAPecoB cliefyeT 0COBeHHO akKypaTHO, Tak Kak OH LLO/IXKeH
cofep>aTb TONbKO JOBepeHHble 1 6e3onacHble aapeca. TOYHO Tak e HY>KHO y6eanTbCs B TOM, YTO CUMBO/IbI
WwabsioHa B 3TOM CMUCKe NCMOb3YTCA NPaBuibHO. YTO6bI aKTUBMPOBATb CNICOK, YCTAHOBUTE Grakok CNMcok
aKTUBU3UPOBAH. [/15 NOSTyHeHUs yBeLOM/IEHUI MpY 3arpy3Ke afpeca 13 TekyLLero cnmcka ycraHoBmuTe GpaaXok
YBefoMATb NpY COBNaAeHnun agpeca C WabsoHOM U3 crnucka.
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B KoMnbtoTep YnpasneHue URL-anpecami
S Cete C noMolbHo crickos URL-aApecos W WwafnoHos MOXHO yK&3aTh, Kakue agpeca ByayTt

S1-@ VHTEpHET 1 3NEKTPOHHEA NouTa BRoKMPOBATLCH, KakMe PaspelleHsl, @ Kakue He BynyT nposepAThrA, OTAENbHBIE CTMCKK
: CrPYNMKMPOSaHE! Mo THNEM.
[~ 38WwmMTa NoYToB0ro KNMEHTa FOLLLEE
- 3awnTa poctyna 8 MHTEpHET ’CI'IMCOK aApecos, ANA KOTOPbIX OTKMKOHEHD GUNLTPOBaHNE '] [ Crncsm...,
HTTF, HTTPS
Ynpasnetue URL-aapecamy ["]PaspewnTe aocTyn Tonbke AnA URL-3APECOB M3 CMCKa PA3PELIEHHEIX SAPECOE

PUNLTPELMA NPOTOKONOE Cnvcok aapecos
McKnHoYeHHEIE NPMNoHEHUA
WerniodeHHee IP-agpeca
> =g ]
B KoHTpons AocTyna B MHTEpHET =4Imain.com™
[ OBroBneHWe
% CmykefHeE NporpaMisl
[+ MHTepdeic

l:‘ YBEeOoMNATE NPH COBNageH agpeca © wahnoHoM U3

[7] Crmcok akTBMSMPOSEH -

NobaBnTh. .. |V] [ M3MEHWTE... ] [ ¥aanuTe |v][ SKNopT... ]

I I@'OI{ I[ OTMeHa ][I‘Io woﬂl—lanol

[D06aBuThb.../U3 dpanna: nossongeT 406aBUTbL agpec B CNNCOK BPYYHYIO (Jo6aBUTb) Unu 13 Ganna B TEKCTOBOM
dopmate (U3 panna). BapmaHT U3 panna Takke no3BonseT 406aBUTb HECKO/IbKO a4 pecoB 3/1eKTPOHHOM MOYThl 13
TekcToBoro danna.

N3MEeHUTb...: MO3BOJISIET BPYUHYIO M3MEHSTb aipeca, Hanpumep, 06aBnas CUMBOJTbI MACKK («*» 1 «?»).

Yaanutb/YpannTb BCe: HAKMUTE KHOMKY YAANUTb, YTO6bI YAAIUTb 13 CMUCKA BblAe/IeHHbIN aapec. AN yaaneHus
BCEX APECOB HKMUTE KHOMKY YAaNnUTb BCe.

DKCNOPT...: aipeca 13 TeKYLLEro CNmcka CoXpaHaTCA B MPOCTON TEKCTOBbIN dhaiin.
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4.3.2 3awmTa noyYToBOro KJAMeHTa

3amTa 31eKTPOHHOW NoYTbl 06ecrnevmBaeT KOHTPO/b 6€30MacHOCTM 06MeHa AaHHbIMY MO NpoTokonamMm POP3 u
IMAP. Mpu ncnonb3oBaHUM NOAKIO4aeMoro Moay s ana Microsoft Outlook n Apyrmux no4ToBbIX KAMEHTOB ESET
Endpoint Security no3BonseT KOHTPOJMPOBAaTb BeCb 06MeH AaHHbIMW, OCYLLECTBASIEMbIA NOYTOBbLIM K/TIMEHTOM (M0
npotokonam POP3, MAPI, IMAP, HTTP). Mpn npoBepke BXOASLLMX COOOLLEHNM NpOorpamMmMa UCnob3yeT Bce
COBpeMeHHble MeTObl CKAHMPOBaHMS, obecrneyrBaemble MOAY/1EM CKaHUMPOBaHKA ThreatSense. 3To no3BosseT
06bHapy>k1BaTb BpeOHOCHbIE MpOrpamMmMbl AaKe A0 TOro, Kak aHHble 0 HMX NONafatoT B 6a3y AaHHbIX CUTHATYP
BMPYCOoB. CKaHNPOBaHWe coeMHeHNn No NpoTokoaam POP3 1 IMAP He 3aBUCUT OT UCMO/Ib3yeMOro MOYTOBOMO
K/IMeHTa.

MapameTpbl Aas 3TON GYHKLMW HACTpanBatoTCA B pasaesie [LonoJAHUTE/IbHblE HACTPOMKU > MHTEPHET 1
3/IeKTPOHHadA NoYTa > 3alMTa NOYTOBOro KJIMeHTa.

HacTpoiika napameTrpoB Mmogynsa ThreatSense: pacluMpeHHas HacTponKa MOy 18 CKAHUPOBAHWA A4 3aLLUTbI OT
BUPYCOB, KOTOPas No3BosifeT KOHOUIYPUPOBaTb 06bEKTbI CKAHMPOBAHMS, METObl 06HAPYXKEHNA U T. . HAKMUTE
KHOMKY HacTpoMmKa..., YTO6bl BbIBECTM Ha 3KpaH OKHO MOAPO6HOM HACTPOMKM MOAY S CKAHMPOBAHMS.

Mocsie NpoBEPKM K COOBLLEHMIO 3N1EKTPOHHOM MOYTblI MOXEeT OblTb MPUKPENIEHO YBeAOMIEeHME C pe3ybTaTamu
CKaHMPOBaHWS. MOXHO BbI6paTb BapuaHT Jo6aBsieHUe yBefoMIEHUN K NOJIy4EeHHbIM U MPOYUTAHHbIM
coobueHusamMm, a Taioke flobaBneHne yBe[o0MIEHUM K OTMPaBJ/IeHHbIM CO06LeHnaM. Ha Takne obaBneHHble
yBeAOMJIEeHNS Helb35 M0NaraTbCs MOMHOCTbIO, MOCKOJIbKY OHW MOTYT 3aTepATbCS B UJTOXKHbIX COO6LLEHMAX B popmaTte
HTML nnu 6biTb cpabprKoBaHbl HEKOTOPbIMW BUPYCAMW. YBELOMIEHNSA MOTYT 6bITb 06aBNeHbI K BXOAALLMM U
NPOYNTAHHBIM COOBLLEHNSM NN K UCXOAALLMM COOBLLEHMAM (MU N K TEM, 1 K APYrM). JOCTyMNHbI C1eaytoLlme
BapuaHThbI.

e Hukoraa: ysegomaeHns He byayT 406aBnaTbca Boobue.

e TONbKO A1 UHOULLMPOBAHHbIX COOBLLEHUIN: 6YaYT OTMeYeHbl TO/IbKO CO0BLIEeHMA, cofepykallpe 310HaMepeHHble
nporpamMmmbl (MO yMOTHAHWIO).

e BO BCe NPOCKaHUPOBAHHbIe COO6LL,EHMSA 3IEKTPOHHOM NOYTbI: NporpamMma byaet 406aBNAaTb YBeAOMIEHUS KO
BCEM MPOCKAHMPOBAHHbBIM COOBLLIEHMAM 3/TEKTPOHHOM MOYTHI.

[o6aBneHne NpMMeYaHuUii B NoJie TeMbl MOJTyHYEHHbIX U MPOYUTAHHbIX 3apaXKeHHbIX COO6LEHNI: yCTAHOBUTE 3TOT
bNKOK, €N 3ALMTOM 31EKTPOHHOM MOYTbI AOKHbI A06ABAATLCA MPeaynpeXxAeHNs O BUpYCax B TEMY 3apaXKeHHbIX
COO6LLEHNI. DTA GYHKLMA MO3BOIAET OCYLLECTBAATH MPOCTYIO GUALTPALMIO 3apAKEHHbIX COOBLLEHNI MO Teme (ecn
NoAAEP>KMBAETCA MOYTOBbLIM KIMEHTOM). TAK)KE OHA MOBbILIAET YPOBEHb JOBEPUS A/19 MO/yHaTeNsd, a B Cly4ae
06Hapy>KeHWa 3apaXKeHns NPefoCTaBaeT BaXHY MHGOPMaLMo 06 ypoBHE yrpo3bl 419 KOHKPETHOIO COO6LLEHMS
WAN OTNpaBUTENS.

LLla6noH po6aBrieHUs K Teme 3apa>keHHbIX MUCEeM: 3TOT WabOH MOXKHO U3MEHUTb, EC/IV HYXKHO OTpeaakTUpOoBaTb
dopmaTt npedumkca, [O6ABASEMOrO KO BCEM 3apPadKeHHbIM COObLWEHMAM. DTa GYHKLMS 3aMEHUT TeMy CO0bLLeHMS
Hello npv 3aaaHHOM 3HaveHuM npedukca [virus] Ha Takown dopmart: [virus] Hello. MepemerHas %VIRUSNAME%
npeacTaBnseT 06HAPY>KEHHYIO Yrpo3y.

4.3.2.1 ®unbTp POP3, POP3S

POP3 — cambIv pacrnpOCTpaHeHHbI MPOTOKO, UCMOJIb3yeMbl A5 NONYHEHNS 31eKTPOHHOM NOYTbI B MOYTOBbIX
KnveHTax. ESET Endpoint Security o6ecneymsaeT 3almTy 3TOr0 NPOTOKO1A BHE 3aBUCMMOCTU OT MUCMO/b3yeMOoro
MOYTOBOIO K/IMEeHTA.

Moaynb 3aWuThl, 06ecnednBaroLWmi 3Ty GYHKUMIO, aBTOMATUYECKM MHULMMPYETCS MpK 3anyCke onepaumoHHOMN
CUCTEMbI 1 OCTAeTCs aKTMBHbIM B OMepaTyBHOM NaMaTW. a9 HOpManbHOM paboTbl MoAy/1s ybeamTecs B TOM, YTO OH
BKJIHOYeH. [MpoBepka npoTokona POP3 ocywecTBASeTCs aBToOMaTn4eck 6e3 Heo6xoaAnMoCT U B KAaKOW-11Mbo
OOMOTHUTE/TbHOW HAaCTPOMKE KOHKPETHOIO MOYTOBOMO KAMEHTA. M0 YMOTHaHUIO CKAHUPYIOTCS BCE COEAMHEHMS MO
nopTy 110, 0AHAKO Npy HEOBXOANMOCTU MOTYT 6bITb O06aBNEHBI U Apyrve NopThl. HOMepa NopToB cieayeT
pasfensrb 3anaTbiMU.

3awmnbpoBaHHble COeANHEHMS He By YT CKaHMPOBaTbCA. YTO6bI BK/TOUYMUTL CKAHUPOBAaHME 3aLMbPOBaHHbIX
COeANHEHWI U MPOCMOTPETb HACTPOMKM MOAY NS CKAHMPOBaHWS, HAXXMUTe MpoBepka NpoTokoaa SSL B pasaene
«[JONONHUTEIbHbIE HACTPONKNY (MHTEPHET U 31IeKTPOHHAA noyTa > GuabTpauusa NpoToKoaoB > SSL) 1 ycTaHoBuTe
¢dnaxok Bcerga ckaHMpoBaTb NPOTOKON SSL.
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- Il KoMnetoTep Mogyne ckaHnposaHua POP3/POP3S
I Ceme HacTpolika Moayns ckaHWposaHKA POP3
EI. MHTEPHET M 3NEKTPOHHEA NOYTa BHIOHMTE MPOBEPIY MMCE

B 3amua no-rosoro knnerTa MopTe, MCNoNBEZYEMEIE NPaTokoNoM POP3 (4epes sanaTymo):
----- WMHTEMPAELMA C NOHTOBRIM KNMEHTE ! ’
- 3awwTa oT cnama 110
----- MoMTOBEIE KAMEHTEL
""" HacTpolika Moayns ckaHuposaHUs POP3S
----- IMAP, IMAPS

Pesiam dnsTpaLd POP3S
[+~ 3awwTa gocTtyna B MHTEpHET

=~ @MnbTpaumMa NpoToKoNos
..... MK MoHEHHEIE MPMNOHERMA @ MpoeepaTe npoTokon POP35 Ha yKasaHHLIX NopTax
----- WaanioueHHeie IP-anpeca

() He NpoBepATL NpoTokon POP3S

(- 551 Mecnonesyemele mpoTokonom POP3S nopTei:
----- KoHTpons aoctyna B MHTepHeT
[ OfHoBNEHWE

-3 CnyelHele Nporpamts)

- MHTepdelic
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B 3TOM pasgene MOXHO KOHGUIYpMpoBaTb NpoBepKy NpoTokonos POP3 n POP3S.

BKJ/1104MTb MPOBEPKY NUCEM: MPY BK/TIOYEHMM 3TOr0 NapaMeTpa BeCb Tpadumk, MpoXoaaLLmii no npoTokony POP3,
NpoOBepAeTCa Ha NMpeaMeT Ha/IYmS BpeLOHOCHbIX MPOrpamm.

MopThbl, UCcNoNb3yeMble NPOTOK0s10M POP3: nepeyeHb MOPTOB, MCMO/b3yeMbIX MpoTokosoMm POP3 (110 no
YMOJTHAHUIO).

ESET Endpoint Security Taioke noggep>kvBaeT NpoBepKy npotokosna POP3S. B 3TOM Tune coefnHEeHMs A4 nepesayn
NHbOpMaLMM MeXaY CEPBEPOM U KITMEHTOM MCMOb3yeTcs 3alndpoBaHHbIv kKaHan. ESET Endpoint Security
npoBepsieT COeaMHEeHUs, NCNONb3yoLMe MeToabl WidpoBaHna SSL n TLS.

He npoBepsaTb npoTokon POP3S: 3alunMdppoBaHHble coeANHEHUst He By ayT NpoBepATbhCS.

MpoBepATb NpoToKoa POP3S Ha yKa3saHHbIX nopTax: coeuHeHns no npotokony POP3S npoBepstoTCca TONbKO Ha
nopTax, yka3aHHbIX B napamMmeTpe Mcnosb3lyemble npoTokosomMm POP3S nopTbi.

MNcnonb3yembie npoTokosioMm POP3S nopTbl: nepeyeHb MOPTOB, UCMOIb3yeMblX MPOTOKON0M POP3S, KOTOpbIe
cnegyeT NnpoBepATh (995 MO YMOAYAHMIO).

4.3.2.2 KoHTponb npoToKkonos IMAP, IMAPS

IMAP — eLlie OiMH NHTEPHET-NPOTOKO/ A5 MNOMYYEHWUS 3/TEKTPOHHOIM NOYTbl. OH UMEET ONnpeeNeHHble
npevmMyLiecTsa neped POP3. Hanpumep, cpasy HECKObKO KJIMEHTOB MOTyT OAHOBPEMEHHO NOAKIHYATbCA K OJHOMY
1 TOMY Ke MOYTOBOMY ALLMKY N NOAAEPXKNBATb CBEAEHNSA O COCTOAHMMN COO6LLIEHMS, B YaCTHOCTM O TOM, 6bIJ10 1M OHO
MPOYMTAHO WM yAANEHO, @ TakXKe OTBETW/ X MOb30BaTe/b Ha Hero. ESET Endpoint Security o6ecnedymnsaeT 3awwmTy
3TOro NPOTOKO/1a BHE 3aBUCUMOCTM OT UCMO/b3YEMOrO NMOYTOBOTO K/IMEHTA.

Moy nb 3alWmTbl, 0becnednBaroLLmin 3Ty GyHKLMIO, aBTOMATUYECKM MHULMMPYETCS NPUY 3anycke onepaLmoHHOM
CUCTEMbl M OCTAeTCA aKTUBHbLIM B OMepaTMBHOM NaMaTu. g HOpManbHOM paboTbl MOAY st ybeanTecs B TOM, HTO OH
BK/tOYeH. MpoBepka npoTokona IMAP ocyLecTBNSeTCsS aBTOMAaTU4eCckm 6e3 HeobXoANMOCTM B KAKON-TMH0
[OMOJIHNTEbHOM HAaCTPOMKE KOHKPETHOIr0 NOYTOBOr0 KAMEHTA. M0 YMONYaHWMIO CKAHMPYOTCS BCE COeANHEHMS MO
nopTy 143, 04HAKO MNpmv HEOBXOAMMOCT M MOTYT 6bITb A06aBEHbI U Apyre NopTbl. HOMepa nopToBs cienyeT
pasfendtb 3anaTbiMU.

3aWwmndpoBaHHble coeanHeHNs He ByayT CKaHMPOBATbCSA. YTOObI BK/TIOYUTb CKAHMPOBaHMe 3almnPpOBaHHbIX
CoeAVHEeHUM 1 MPOCMOTPETb HACTPOMKM MOAY S CKAHUPOBAaHWS, HAXKMUTe MNpoBepKa NpOTokoaa SSL B pasaene
«lononHUTeNbHbIe HACTpOVKMy (MHTE@pPHET U 31IeKTPOHHas noyta > ®uabTpauusa NpoToKonos > SSL) 1 ycTaHoBuTe
dnaxok Bcerga ckaHMpoBaTb NpoToOKOA SSL.
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[+ KomnetoTep Moayne ckaHmposaHka IMAPIMAPS
I Ceme HacTpolika Moayns ckaHWpoBaHUs IMAP
EI. MHTEPHET M 3NEKTPOHHEA NOYTa BrITHOSMTS NpoBEpKy MpaTarana IMAP

= 3alHTa NOYTOS0T0 KIMEHTa MopTel, MCNonesyeMplE npoTokonoM IMAP (4epes zanaTywo):
----- WMHTErpaLma ¢ NoYToBbIM KIMEHTC
- 3awwTa oT cnama 143
----- MoHTOBEIE KNWEHTEI
""" POP3, POP35 HacTpolika MOLYNA CKAHWPOEaHUA IMAPS
""" PesiM uneTpaLmn IMAPS

[+~ 3awwTa gocTtyna B MHTEpHET
=~ @MnbTpaumMa NpoToKoNos
..... MK MoHEHHEIE MPMNOHERMA @ MpoeepaTte npoTokon IMAPS Ha BeIBpPaHHLIX NOpTaxX

() He npoBepATL npoTowon IMAPS

----- WaanioueHHeie IP-anpeca
(- 551

----- KoHTpons aoctyna B MHTepHeT 585, 993
[ OfHoBNEHWE

-3 CnyelHele Nporpamts)
- MHTepdelic

MopThl, MCNoNb3YeMBIe NpoTokanoM IMAPS:
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4.3.2.3 WNHTerpauus Cc NoYTOBbIMU KJIMEHTaAMU

MHTerpaums ESET Endpoint Security C NO4TOBbIMU KAMEHTAMM YBETNYMBAET YPOBEHb AKTMBHOW 3aLLUMTbI OT
BPeAOHOCHOMO KOAA B COOBLLEHNSX 3/IeKTPOHHOM NOYTbI. ECTM MCMOMb3yeMblii MOYTOBbIN KTUEHT NOAAEPXKMBAETCSA,
TaKy MHTErpaLmio MOXXHO HacTpouTb B ESET Endpoint Security. ECiv MHTerpaumns aktMBMpoOBaHa, naHe b
NMHCTpyMeHTOB ESET Endpoint Security BCTaBngeTCs HeNoCcpeACTBEHHO B MOYTOBbIN KMEHT, obecneynsas bonee

3O DEKTMBHYIO 3aLUMTY 31eKTPOHHOM MNOYThI. MNapameTpbl MHTerpaunmn 4OCTyNHbl B pasgene Hactponka > Mepentu K
[OMOJIHNTE/IbHbIM HACTPOMKAM... > UIHTEepHET 1 3/1eKTPOHHas noyTa > 3alumTa No4TOBOro KJIMeHTa >
MHTerpaumsa c NOYTOBbIM KJINEHTOM.

B HacToSWMIN MOMEHT NOoAAEPKMBAIOTCA CleAyoLLmMe NoYTOoBbIe KaMeHTbl: Microsoft Outlook, Outlook Express, noyta
Windows, noyta Windows Live 1 Mozilla Thunderbird. MonHbI CNMCcOK NOAAEP>KMBAEMbIX MOYTOBbIX KTMEHTOB U NX
BEPCUM CM. B CTaTbe 6a3bl 3HaHWM ESET.

YcTaHoBUTE GNaXKOK OTKAOUYNTb MPOBEPKY NPYU N3MEHEeHNU Coa,epXXUMOro nanku "Bxoasawme”, eciv npm paborte
C NOYTOBbLIM K/IMEHTOM HabnaaeTcs 3aMmeaneHre paboTbl CUCTeMbl. Takas CUTYaLMst MOXET BO3HUKHYTb Npu
3arpysKke 3/1eKTpOHHOM noyThl 13 Kerio Outlook Connector Store.
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-8 KomneroTep WHTErpawis B NouToBEIA KIMEHT

1 Cetb WMHTerpuposaTh B Microsoft Outlook

MHTEPHET W SNEKTPOHHEA NOYTa
WMHTEr BaTh B Outlook Express [ Windows Mail
3aEWHTE NOYTOBOMO KIWEHTE & i xpress [

..... VIHTErpaLMA € NOHTOBbIM KIMEHT WMHTerpupoBaTh B Windows Live Mai

[-E SawmTa oT ciama WHTerpuposaTh & Mozilla Thunderbird
----- MoqTOBkIE KNWEHTE
----- POP3, POP3S

..... IMAP, IMAPS [] OTrnioumMTs Nposepicy NP MSMEHEHIN COAEMMMMOro Nanky “BxogAwmre”

CrneumansHeIE NapaMeTpel

[+~ 3awwTa gocTtyna B MHTEpHET
=51 ®UNETPaUMA NpoToKoONoE

----- MCKAMYEHHEIE MPUACHKEHWA
----- WoxmoqenHeie IP-agpeca
- S5L

----- KoHTpons aoctyna B MHTepHeT
[ OfHoBNEHWE

-3 CnyelHele Nporpamts)

- MHTepdelic
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[axke e MHTerpaums OTKI0YEeHa, MOYTOBbIE KIMEHTbI OCTAKTCS 3aLUMLLEHbBI COOTBETCTBYOLLMM MOAY/1eM (414
npoTokonos POP3, IMAP).

4.3.2.3.1 KoHpwurypaums sawnTtbl MOYTOBOIO KJAMEHTA

Moaynb 3alWuUTbl 3/1eKTPOHHOM NOYTbl MOAAEPXKMBAET CleayoLmMe NoYToBble KameHTbl: Microsoft Outlook, Outlook
Express, noyta Windows, noyta Windows Live n Mozilla Thunderbird. 3awmTa 31eKTpOHHOM MOYThI peanm3oBaHa B
3TUX NporpamMmmax B BUAe NoAkAo4aemMoro Moay/as. FaBHoe NpenMyLecTBO NOAK/IH0HaeEMOro MOAY 1S 3aK104HaeTcs
B TOM, YTO OH He 3aBUCUT OT UCMOb3YEMOrO NPOTOKOAA. [1pY NOMYYEHMUMN MOYTOBbLIM KIMEHTOM 3allnMdpOBaHHOIO
COO06LLEHMA OHO paclMPpPOBbLIBAETCS M NepeaaeTcs MOAY/t0 CKAHUPOBAHMUS.

CKaHMpyeMas 3/IeKTPOHHas no4rta

Mony4eHHble COOBLLLEHUS: BK/TKOYAET UM OTK/THOHAET NPOBEPKY BXOAALMX COOBLIEHMIN.
OTrnpaB/ieHHble COO6LEHMSA: BIK/IHOYAET TN OTK/IOHAET MPOBEPKY OTMPABAEHHbIX COOBLLEHNN.
Mpo4YnTaHHbIe COOBLLEHNSA: BKTIOYAET UM OTK/H0YAET NMPOBEPKY MPOYUTAHHbBIX COOBLLEHWIA.

[encTBue, KOTOpoe cieayeT NPUMEHUTD K 3apakeHHbIM COO6LL,EeHUAM

Hwuyero He NnpeanpMHMMaTh: B 3TOM C1yy4ae NporpaMmma byaeT BbISB/ISTb 3aPaXKEHHbIE BIOXKEHUS, HO He byaeT
BbIMOSIHATb HUKAKNX AEUCTBUA C COODBLLEHNAMM 31€KTPOHHOM NOYTHI.

Ypanutb coobuieHne: nporpamma byaeT yBegoMAATb M0J1b30BaATENS O 3aPKEHUAX U YAANATb COOOLLEHNS.
MNMepemecTuTb coobLeHMe B Nanky "YaaneHHble": 3apaXkeHHble CO0bLLeHNs ByayT aBTOMATUYECKM NepeMeLLaTbCs B
nanky YaaneHHbie.

MNMepemecTUTb coobLEHME B NMAMNKY: 34eCb MOXHO YKa3aTb COBCTBEHHYIO Nanky, B KOTOPYO CieyeT nepemMeLiarb
3apaKeHHble CO0BbLeHMS NPU NX OBHAPY>KEHNN.

Apyroe

MoBTOpPMTb CKaHMpOBaHMeE NOC/ie O6HOBNEHUS: BK/TIOYAET WUAKM OTK/KOHAEeT MOBTOPHOE CKAaHMPOBaHMe nocie
06HOBNEHMS 6a3bl JAHHbIX CUTHATYP BUPYCOB.

BKIOYMTD pe3yibTaTbl CKAHUPOBAHUSA APYTUMU MOAYASIMU: €N YCTAHOB/EH 3TOT GAKOK, MOAY/b 3aLUUTbI
31eKTPOHHOM NOYThl 6yAeT NPUHNUMATb pe3y/bTaTbl CKAHMPOBAHMS OT APYIUX MOAY/Een 3aLLMTbl
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4.3.2.4 YpaneHve 3apaxeHun

Mpy NoNyYeHUN 3apaXKEHHOTO COOBLLLEHNS 31€KTPOHHOM NOYTbI HA 3KPaH BbIBOAUTCS OKHO NpeaynpexaeHns. B 3Tom
OKHE COLEep>KaTCA MMS OTNPABUTENS, aipec ero 371eKTPOHHOM NMOYTbI M Ha3BaHMe 3apaXkeHWs. B H/KHE YacTy OKHa
[OCTYMHbI BAPUAHTbI AEUCTBUIM /1 06HAPY>KEHHOr0 06beKTa: O4YNCTUTD, YAanuTb uim Mponyctutb. [1o4YTY BO BCex
a1yyasx pekoMeHayeTcs Bblonpatb OUUCTUTb UK YAANANTb. B HEKOTOPbIX CUTYALMAX, €CTN HYXKHO NOYYNTb
3apaXkeHHbIn hansi, MOXKHO BbibpaTh MponycTuTb. ECIM BKIOYEHA TWaTe/IbHasA 04MCTKA, HA 3KpaH byaeT
BblBeeHO MHGOPMALMOHHOE OKHO, B KOTOPOM HeJlb3s BbibpaTb Kakoe-1mbo AencTBue.

4.3.3 3awmTta ot cnama

HexxenaTenbHble COObLLEHMS, TAKXKE HAa3bIBAEMbIE CMAaMOM, ABASKOTCS OAHOM U3 CAMbIX CEPbe3HbIX Npobiem
COBPEMEHHbIX TETEKOMMYHUKALUMOHHbBIX TEXHOIOTMI. [lon4 cnama B 0buiem obbeme nepegaBaemMbix Mo
3/1eKTPOHHOM NOYTe CO0bLeHMIM coCTaBngeT okono 80 %. 3almTa OT cnama OrpakaaeT OT 3TOM Npobembl.
Icnonb3ys HeCKOIbKO 3 dEeKTUBHbBIX MPUHLMMOB, MOAY/b 3aWMThl OT cnama obecneyrBaeT 60/1ee KayeCTBeHHYHO
dunbTpaumto, 4Tobbl MOAAEPXKMBATH MNAMKY BXOAAWMX COOOLLEHWI B NOPSAKe.

@® ESET Endpoint Security

AononHnTeneHele HACTPONKH

B KoMnetoTep 3aWwmnTa oT damMa
I Cemn ObpaboTka cooblieHmit

=] '- MHTEPHET W 3NEKTPOHHEA NOYTa NoBEBEnTe TEKCT K TEME COODWEHIA: [SPaM]
[~ 3aWwMTa noHToBOro KNMeHTa
b VMTErPALWAA C NOYTOBEIM KIMEHT? MepeMecTUTE coofLEHUA B NaMKY Co caMot
. 2.
E‘ . [ McnonszosaTs 3Ty nanky:
PR AApecHble KHWM
MOHTOBLIE KIMEHTH! [7] oTMesaTs coofiueria co cNaMom Kak NpoYTEHHsIE
POP3, POP35 OTHEYETE NOBTOPHO KNACMPMLIMPOBAHHEIE CODBLLEHWA KaK HEMPOUMTEHHEIE
IMAPR, IMAPS
H-E 3awwTa AocTyna B MHTEpHET PErUCTPELMA OUEHKM HEWENSTENEHOCTI
PUnbT) A MPOTOKONOE =
= paLys npo @ He zanucbiBaTh
----- KoHTpons aoctyna B MHTepHeT . .
5 06 = 38MMCEIBATE TONMBKO COOBILEHNA € MSMEHEHHOA KATErOpUEi 1 coobLLeHIs,
(-3 OBrosnerne ' NOMEYEHHBIE KaK CTIaM
&K CHWEGHEIE nporpatsl () 3anMcLIBaTE Bre coobleHa
- MHTepdelic

ABTOMaTWYECKH 38MYCKETE MOAYNE 3EWMTEI NOYTOBOr0 KIMEHTE OT HEXENATENEHOMA
noYThEl

[ BrnMOUMTE PACIMPEHHEIR KOHTPONE 3AWMTEI OT MaMa

[ '@'DI{ ” OTHEHA HI‘Io womano]

OOHUM 13 BRKHENLLMX MPUHLMNOB 06HApY>XXeHMsl cnama siBAsieTCa ero pacrno3HaBaHme Ha OCHOBE NMpeaBapuUTeibHO
ornpeaeneHHbIX CNUCKOB AOBEPEHHbIX («6esbiny CMMCOK) U HeXXenaTenbHbIX («4epHbI» CMMCOK) aApecoB. Bce agpeca,
HaMOEeHHbIe B aAPECHOM KHMUMe MOYTOBOro K/IMEHTA, aBTOMATMYECKM MONaAakoT B «bebin» CMUCOK, 2 OCTaNIbHbIe
aapeca A0J/IKHbI 6bITb MOMeYeHbl M01b30BaTEIeM Kak 6e30mnacHsbIe.

OCHOBHbIM METOZ0M, MCnoJib3yembiM A4 o6Hapy>|<eH|/|;| cnama, ABnsdeTcd CKaHMpoBaHMe CBOWICTB COObLLEHUS.
[TonyyeHHble coobleHms CKaHMPYKOTCA HA OCHOBHbIE KPUTEPUUN 3aLLINTbI OT ClaMa (OI'IDELI,E)'IGHVIF! coobuleHuns,
CTaTUCTN4HeCkmne sBpnuCTurKn, airoOpmnTMbl pacrno3HaBaHUAa 1 Apyrne yHMKaJibHble METO[l,bI). PesynbTaTtom pa6OTbI ITUX
MeTOAO0B ABNAETCA 3Ha4YeHne nHaeKkca, No KOTOpoMy MO>KHO C BbICOKOW CTEMeHbto O0OCTOBepPHOCTM ONpedenunTsb,
ABNSETCS N COOOLLIEHME CAMOM.

3awmTta ot cnama B ESET Endpoint Security no3BosiseT 3a4aTb Apyrne napameTpbl g paboTbl CO CnmMckamm
PaCCbIKK. LOCTYMHbI CefytoLme napameTpbi.

ABTOMaTM4YeCKU 3anyckaTb MOAY/1b 3alWLLUTbl NOYTOBOIO KJineHTa oT HeXenaTes/IbHOM MoYTbI: aKTuBaLUnga nin
OTK/THOYeHWe 3alThbl MOYTOBOIo KJ1MeHTa OT CriaMa.

O6paboTka coobLieHumn

[,06aBUTb TEKCT K TEMe COObLLLeHMS: N03BONSET 06aBNATbL HACTPamMBaEMyO CTPOKY npeduKca B NoJie TeMb
CO0bLeHMM, KOTOopble KnaccudUuMpoBaHbl kKak cnam. CTpoka no ymondaHuio — [SPAM].

MNepemecTUTb COOBLLLEHUS B MAMNKY CO CMAMOM: eCJTV 3TOT GIAKOK YCTAHOBEH, HEXXenaTeibHble coobLleHus byayT
nepemeLLeHbl B MarnKy HeXenaTenbHOM MOYThl MO YMOTYAHUIO.
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Mcnonb3oBaTtb 3TY NanKy: 3TOT NapaMeTp NO3BOJIAeT nepemMellaTb CriaM B Mnarky, ykKasaHHYH noJib3oBaTesieM.

OTmMe4yaTb COO6LLLEHUSA CO CNAaMOM KaK NMPOYTEHHbIE: YCTAHOBUTE 3TOT GNAXKOK, 4YTOObl aBTOMATMYECKN MOMEYaThb
He)kenaTesbHble COODLEHNS KaK NpOYUTaHHbIE. OTO NOMOraeT COCPefOTOUUTHLCH HA «HUCTbIX» COO0BLLEHMAX.

OTmMe4aTb NOBTOPHO KJ1laccuPpULLMPOBaHHbIe COO6LLEHMS KaK HEMPOYMUTaHHbIE: COOBLLEHMS, MepBOHaYabHO
KNaccM@UUMpOBaHHbIe Kak CraM, a 3aTemM MoMeYeHHble Kak «41CTbier, ByayT 0To6paXaTbCa Kak HEeMpOUYUTaHHbIE.

Pernctpauus oL,eHKM HeXenaTe/lbHOCTU

Anpo 3awmThl OT cnama ESET Endpoint Security nprcBanBaeT OLEHKY HeXXenaTenbHOCTU KKA0MY
MPOCKAHNMPOBAHHOMY CO0bLLEeHMIO. [laHHOe coobLueHre ByAeT 3anmMcaHo B XXypHan 3auimtbl oT cnama (ESET Endpoint
Security > Cny>ke6Hble nporpammbl > @anbl KypHana > 3awuTa oT cnama).

e He3anucbiBaThb: A4erika OLeHKa B XKypHasie 3alMTbl OT CnamMa OCTaHeTCs NyCcTou.

e 3anuUcbiBaTb TO/IbKO COOBLLEHUSA C U3MEHEHHOW KaTeropmen u coobLieHrs, NoMeveHHble KaK CnaMm: ecim
YCTAHOBMWTb 3TOT NEPEK/TIOYATESNb, A9 COOBLLEHUI, MOMEYEHHbIX Kak cnam, ByAeT permcTpupoBaTbCs OLeHKa
HeXenaTenbHOCTU.

e 3anucbiBaTb BCe COO6LLEHUSA: B XKypHaie ByayT pPerncTprupoBaThCs BCE COOHLLEHNS BMECTE C OLEHKOM
HeXenaTenbHOCTL.

ABTOMaTM4YeCcKU 3anyckaTb MOAY/JIb 3aLLUTbl MOYTOBOrO K/IMeHTa oT HeXenlaTes/IbHOM MoYTbl: eC/IV 3TOT dnaxok
YCTaHOBJ/1E€H, 3alUNTa OT CfnamMa 6y,EI,ET dBTOMaTKN4YeCKn akKTMBNPOBATbCA NpW 3arpy3ke KOMnbroTEpAa.

BKOYUTb pacllUpPeHHbIA KOHTPOJIb 3aLMThbl OT cnama: 6yaeT 3arpy>keHa A0MNoHUTeNbHas 6a3a AaHHbIX, KOTopas
NOBbLICUT 3PDEKTUBHOCTb 3aLLUUTbI OT HEXXeNaTeIbHOM NOYThI.

ESET Endpoint Security noaaep>mBaeT 3awuTy oT cnama ans Microsoft Outlook, Outlook Express, noutsl Windows,
no4tbl Windows Live 1 Mozilla Thunderbird.

4.3.3.1 [o6aBneHue agpecoB B «6ebl» U «4epHbIN» CMUCKU

AZpeca 3/1eKTPOHHOM NOYTbl, NpUHaAexallme 1muam, C KOTOPbIMM NOMb30BaTE b YaCTO 06LLAETCS, MOXHO
006aBUTb B «6enbly CMUCOK, YTOObI OTNPaBAsSieMble C 3TUX aA4PeCcoB COOBLLEHNA HUKOTAA He KTaccndnumMpoBanmch
Kak cram. M3BecTHble agpeca oTnpaBuTenen cnama MoXKHO A06aBUTb B «4EPHbIVY CMTUCOK, YTO6bI OTNpaBasieMmble C
HKX coobLeHMs Bceraa knaccudunumpoBanmcb Kak cnam. na nobaBneHmMs HOBOro afpeca B «6enblinn KN «HePHbIA»
CMMNCOK LLeKHUTEe CO0bLLeHMe NPpaBov KHOMKOW MblLn 1 Bbi6epuTe ESET Endpoint Security > 106aBUTb B «6enblin»
CNUCOK U [LO6aBUTb B «4€PHbIN» CMIUCOK NN HAKMUTE KHOMKY [JoBepeHHbIN agpec N Agpec oTnpasuTens
cnama B NaHes M MHCTPYMEHTOB 3almMTbl OT cnama ESET Endpoint Security B NOYTOBOM K/IMEHTE.

TOYHO TaK e 3TOT NPOLLEeCC MOXET NPUMEHATLCA K afpecam OTrnpaBuTesieln cnaMma. Ecim agpec 31eKTPOHHOM MNoYThI
COAEPXKUTCS B «4EPHOM» CMUCKE, KXKA0E COOBLLEHME 3/TEKTPOHHOM MOYTbI, OTNPAaB/EHHOE C 3TOr0 afapeca, byaeT
KNaccdunLMpOBaHO Kak Criam.

4.3.3.2 MNMomeTKa coobleHUn Kak cnama

Mo6oe cooblieHne, NpOCMaTPMBAEMOE B MOYTOBOM K/IMEHTE, MOXET 6bITb MOMEYEHO Kak cnam. /18 3TOro Hy>KHO
LWeIKHYTb ero NpaBoi KHOMKOW Mblln 1 HaxkaTb ESET Endpoint Security > KnaccuduumpoBatb BbiGpaHHble
Co06LLEeHNA KaK cnam i Agpec oTnpaBuUTeNs cnama B naHe v UHCTPYMEHTOB MOAY/1S 3almMTbl OT cnama ESET
Endpoint Security, KOTopas pacnonoXeHa B BEPXHEM YacTM OKHA MOYTOBOMO KJIMEHTA.

Mpw Knaccudpurkaumm cooblLieHne aBToOMaTUYeCKM NMOMELLAeTCs B Nanky crnama, Ho afipec OTNpaBUTENSA He BHOCUTCS B
«4epHbI» CNUCOK. CXOAHbIM 06pa3oM NPOUCXOANT KNacCUdUKaLIMA COOBLLEHNIA KaK HOPpManbHbIX. ECin coobuieHns
13 Nanky HeXxenaTebHOM NOYTbI KNacCUBUUMPYHOTCA Kak NMoJie3Hble, OHM NepPeMEeLLIAtTCA B UCXOAHY0 nanky. Mpu
3TOM afipec OTNPaBUTE/A HE BHOCUTCA aBTOMATMYECKM B «6e/lbl» CUCOK.
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4.3.4 ®unbTpauma NnpoToKOJIOB

3almTa oT BUPYCOB NMPOTOKOOB MPUIOXKEHNA 06ecnevrBaeTcs MOy 1eM CKaHMpoBaHMa ThreatSense, B KOTOPOM
06beaVHeHbl BCe COBpPeMEeHHble MeTOoAbl CKAHUPOBAHWS /15 BblSIB/IEHNS BPEAOHOCHbIX NPOrpaMm. KOHTpO/b
OCYLLECTBASETCA aBTOMATMYECKM BHE 3aBUCMMOCTM OT UCMO/1b3yeMOoro Beb-6paysepa 1 noYToBOro kKiaveHTa. ng
NpOCMOTPaA 3awndpoOBaAHHOTO coemHeHns (SSL) BbibepuTe NyHKT ®uabTpaumnsa NnpoTokonos > SSL.

BKAOUNTb GUIbTPALUIO COAEPXXMMOIO NPOTOKO/I0B YPOBHSA NPUIOXEHUIN: eCIM 3TOT GNAXKOK YCTAHOB/EH, BCE
OaHHble, 0BMeH KOTOPbIMM OCYLLECTBAAETCS Mo npoTokonam HTTP(S), POP3(S) u IMAP(S), byaeT npoBepsTbCs
MOAy/IeM CKaHMPOBAHMS A5 3aLLMTbI OT BUPYCOB.

MPUMEYAHMUE. HauynHaa c OC Windows Vista c naketom obHoBeHua 1, Windows 7 u Windows Server 2008, ans
NpOBepKM CETEBbIX COeAMHEHWI UCMOb3YeTCa HOBasA apxmuTeKTypa naatdopmbl dpunbTpaumm Windows (WFP). Tak
Kak B TeXxHoNorum naatdopmbl dunbTpaumm Windows MCrnosib3yoTcsa 0cobble MeTOoAbl OTCIEXMBAHMSA, CleaytoLLme
napameTpbl HEAOCTYMHbI.

e MopTbl HTTP 1 POP3: MapLpyTm3aumsa Tpadmka Ha BHYTPEHHWI MPOKCU-CePBEP OCYLLECTBASETCS TONbKO A4
noptoB HTTP 1 POP3.

e MpunoxxeHus, noMmeyeHHble Kak Be6-6pay3epbl M MOYTOBbIE KJIMEHTbI: HA BHYTPEHHUI MPOKCK-CepBep
nepeHanpasnfeTcs TONbKO TPaPUK NPUAOXKEHNA, MOMEYEeHHbIX Kak 6pay3epbl M MOYTOBbIe KIneHTbl (MHTepHeT n
3/IeKTPOHHas noyTa > duabTpaunsa NnpoTokosoB > KnneHTbl UHTepHeTa U 31eKTPOHHOM MOYThI).

e [opTbl N NpUJIOXKEHUS, MOMEeYeHHble Kak Be6-6pay3epbl MM NOYTOBbIE KJIMEHTbI: MapLUpyTH3aumsa Tpadmka Ha
BHYTPEHHWNIM MPOKCU-CEPBEP OCYLLECTBAAETCS Kak Ang nopToB HTTP 1 POP3, Tak v A1 TPUA0XKEHUI, MOMEYEHHbIX
Kak 6pay3epbl Y MOYTOBbIE K/INEHTHI.

4.3.4.1 KnneHtbl UHTEepHeTa U 3/1IeKTPOHHOM NMOYTbI

NMPUMEYAHMUE. HaumHas c OCWindows Vista c naketom obHoBneHus 1 m Windows Server 2008, o9 NpoBepKun
CeTeBbIX COEANHEHUI NCNOb3yeTCs HOBad apxutekTypa naatdopmel dunbTpaumm Windows (WFP). Tak Kak B
TexHonorum nnatdopmbl GunbTpaumm Windows MCnonb3yoTcs 0CObble MeTOAbl OTUIEXNBAHNS, pazaen KnnenTsl
MHTepHeTa U 3/1eKTPOHHOM MOYTbI HEAOCTYMEH.

B yC/10BMAX NepeHachlWeHHOCTN MIHTepHeTa BpeAOHOCHbIMKW NporpaMmMmamMim 6esonacHoe noceleHne Beb-cTpaHnL,
ABNISIETCA BaKHbIM aCMeKTOM 3alMT bl KOMMbtOTepa. YA3BMMOCTM Be6-6pay3epoB 1 MOLLEHHNYECKME CCbIKM
NO3BONAOT BPeAOHOCHbIM NpOrpaMMam He3aMeTHO NPOHUKATb B CUCTEMY. VIMEHHO MO3TOMY B MPOrpaMmMHOM
obecneyeHnn ESET Endpoint Security 0CHOBHOe BHUMaHMe yaensetca obecrnevyeHmto 6e3onacHoCT v Beb-6pay3epos.
Kaxkaoe npunoskeHune, obpalatoLleecs K CeTU, MOXET 6biTb MOMeYeHO Kak Be6-6pay3ep. daaxxok MMeeT ABa
COCTOSAHMSA.

e He ycTaHOB/EH: COeANHEHNS MPUNOXKEHUN QUABTPYIOTCS TONbKO A4 YKa3aHHbIX MOPTOB.
e YCTaHOBJIeH: CoOeinHeHMs Bceraa GunbTpyroTCa (4a>ke eC1n 33[,aH APYroM NopT).

66



4.3.4.2 NUcKNo4YeHHbIe NpUIoXKeHUs

[Na NCKTIOYEHNS COeAMHEHNI ONpefe/ieHHbIX CETeBbIX MPUIOXKEHU 13 GUIbTPaLLMM COAEPXKUMOrO BblAENNTE MX B
cnncke. CoefMHEHMS BbIJENEHHbIX MPUAOXEHWI No npoTokonam HTTP/POP3/IMAP He 6yayT NpoBepsATbCS Ha
Hann4ve yrpo3. PEKOMEeHAYyeTCs UCMOJ1b30BaTb 3TY BO3MOXHOCTb TOIbKO AJ151 TEX MPUIOXKEHWI, KOTOpble paboTaroT
HEeKOpPEeKTHO, eC/IN UX COeANHEHUS MPOBEPADTCA.

3anyck NpUNOXKeHNn 1 cNy>Xb byaeT 4OCTYNeH aBTOMAaTUYeCkn. HakmuTe KHOMNKy ,06aBuUTb, YTOObI BPYUHYIO
BbIGpaTb NpUIOXKEHME, OTCYTCTBYHOLLEE B CMUCKEe QUAbTPALIMM MPOTOKOIOB.

® ESET Endpoint Security

-2l

AdononHnTensHele HaCTPONKH

MPMACKEHWA, ANA KOTOPEIX OTKMKYEHE dHNETPALWMA NPOTOKONOE

B KomnetoTep

I Cemo

& VHTEpHET W 3NEKTPOHHEA NOYTE
S3lMTE NOYTOBOM0 KNMEHTA
3aWwmMTa 4ocTyna B MHTepHeT
B- PUNbTPaLKMA NPOTOKONOB
Wa<nko4eHHBIE NPUNoKEHMA
WoxmoqenHeie IP-agpeca

! s5L

- KoHTpons aoctyna B MHTepHeT

Ans BEIBPaHHEX NPUNoKEHMA dDHUNETPaWAA NpoTokonos (HTTP, POP3) ByaeT oTKMOYeHa:

Oe C:\Program Files\ESET\ESET Endpoint Security\egui.exe

[ IE]C:\Program Files\ESET\ESET Endpoint Security'ekrn.exe

O @C:\Program Files\ESET\ESET Endpoint Security\SysInspector.exe

0 E]C:‘Program Files\Techsmith\Snagit 10\TscHelp.exe

€- C:\Users\petko\appDataLocal\Google \Chrome \Applicationchrome . exe
[ ‘_72)C:\,IJsersbeﬂcn‘l,l‘-\ppDaia‘J_oml‘l,Google‘,Update‘l,GoogleUpdate.exe

[T e \Windows'explorer exe

=]

[ OfHoBNEHWE
-3 CnyelHele Nporpamts)
- MHTepdelic

O e \Windows\System32\consent. exe
Emc: Windows\System32\LogonULexe
Emc: Windows\System32Ysass.exe

[ ﬁ%’ C:\Windows\System32\msiexec. exe
O D C:\Windows\System32\yundl32.exe
CIE=e: Windows\System32'services. exe
Emc: YWindows\System32'svchost.exe
[l . C:\windows\System 32 winlogon. exe

I [ OTMeHa ] [I'Io YMONYEHMID

Lok
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4.3.4.3 WUcknoyeHHble IP-agpeca

3anucy B Cnmncke agpecos byayT NCKIOYeHbl 13 GuabTpaumm COAEP>KMMOro NpoToKo10B. CoOeMHEHS NO
npoTokonam HTTP/POP3/IMAP, B KOTOPbIX y4aCTBYIOT BblbpaHHble agpeca, He byayT NpoBepATbCA HA Han4me
Yyrpo3. 3TOT napameTp peKOMeHAyeTCs UCNOb30BaTb TO/IbKO A1 3aC1Y>KMBAKOLLMX AOBEPUS apeCcoB.

Oo6aBuTtb agpec IPv4/IPv6: 5TOT napameTp no3BonseT fob6asnTb IP-aapec, AManasoH afpecoB UM Macky NoaceTum
yOANIEHHOW KOHEYHOW TOYKM, K KOTOPOW A0XKHO 6bITb MPUMEHEHO NPaBU/IO.

Yoanutb: yaaneHve BblaesIeHHbIX 3anucemn 13 cnmcka.

@ ESET Endpoint Security [~ 7| 23]

AononHnTeNnsHbleé HACTPOWKH

Bl KomnbtoTep ALpEca, MOUIKIYEHHEIE M3 GUNETPALMK NPOTOKON0E
-l Cete

MepcoHansHel daftepson
Bua coepuHeHWi

BrifipaHHele IP-aapeca ByayT MCKMOYeHs! M3 GUALTPaEWAM NpoTokanos (HTTP, POR3):

OwanasoH aapecos: 10.2,1.1-10,2.1.10
MHTEPHET W ANEKTPOHHEA NOYTa Mogcete: 192,168, 1.0 f 255.255,255.0
33lMTE NOYTOBOMD KNWEHTE

3aWwmMTa 4ocTyna B MHTepHeT

-5 DUNETPELMA MPOTOKONOS

: MCKMHYEHHEIR NPMNCHKEHUA
WaxmoqenHeie IP-agpeca

; S5L

- KoHTpons aoctyna B MHTepHeT
[~ OBHosnetne

-3 CnyebHble nporpamms)

- MHTepdelic

LobaeuTe anpec IPv4 | - ] ’ YaanuTe ]

[ I@C}I{ ]l OTMeHa ][I‘Iowoﬂl—laHum

4.3.4.3.1 fJo6aBuTtb apgpec IPv4

3Ta PyHKLUMSA NO3BOSAeT A06aBUTb |P-aapec, AMana3oH aapecoB UM Macky NoACeTU yaaIeHHOM KOHEYHOM TOUKN, K
KOTOPOW [OMXKHO 6bITb MPUMEHEHO NPaBuUI0. VIHTEpPHET-NPOTOKON Bepcin 4 (IPv4) — 3T0 ycTapeBLlas BepCus, Ho
OHa [10 CUX MOp LMPOKO NUCMOb3YyeTcs.

OTpaenbHbIN agpec: fobasnseT |P-aapec 0TAeIbHOMO KOMMbIOTEPa, 415 KOTOPOro AO/XKHO 6bITb MPUMEHEHO
npaswio (Hanpumep, 192.168.0.10).

[OnanasoH agpecoB: BBeAMTE Ha4Ya/IbHbIM 1 KOHeYHbIN IP-aapeca, 4Tobbl 3a4aTb TeM CamMblM AManasoH IP-agpecos
(M HeCKO/TIBKO KOMMbIOTEPOB), K KOTOPbIM CiefyeT NPUMEHUTb NpaBuno (Hanpumep, oT 192.168.0.1 1,0 192.168.0.99).

MopceTb: noaceTb (Fpynna KOMNbOTEPOB), 3a4aHHas IP-aapecomM 1 Mackon.

Hanpumep, 255.255.255.0 — 370 Macka cetTun ansa npedukca 192.168.1.0/24, KOTOpbI 03HAYaEeT AMana3oH aapecoB OT
192.168.1.1 0,0 192.168.1.254.

4.3.4.3.2 [o6aBuTtb agpec IPv6

3TOT byHKLMA NO3BONAET 106aBUTb IPV6-afipec, AMana3oH aapecos Uam Macky NoAcCeTU yaaNeHHON KOHEYHOM TOYKMN,
K KOTOPOW A0MXKHO 6bITb MPUMEHEHO MPaBWI0. OTO HOBENLLIAA BEPCUSA MHTEPHET-NPOTOKONA, 1 B ByayLieM oHa
3aMeHuUT 6osee CTapyto Bepcuio 4.

OTpenbHbIN agpec: fobasnseT |P-aapec oTAeIbHOMO KOMMbIOTEPa, 415 KOTOPOro AOXKHO BbITb MPUMEHEHO
npaeuno (Hanpumep, 2001:718:1c01:16:214:22ff fec9:ca5).

MopceTb: MOACETH (Fpynna KOMMbIOTEPOB), 3afaHHas IP-agpecom 1 mackom (Hanpumep, 2002:c0a8:6301:1::1/64).
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4.3.4.4 NposepkKanpoTtokonaa SSL

ESET Endpoint Security N03BOASIeT NPOBEPATb MHKAMNCY/IMPOBAHHbIE B SSL NpOTOKO/1bl. MOXHO MCNOMb30BaTb
pas/inyHble peXXUMbl CKAHMPOBAHWA 414 3aLUMLLEHHbIX SSL coeAMHEeHKUA, MPU KOTOPbIX MCMONb3YIOTCSA LOBEPEHHbIE
CepTUOUKaTbI, HeM3BECTHbIe CepTUPUKATbI UK CEPTUPUKATbI, UCKTOYEHHbIE U3 MPOBEPKM 3aLUMLLEHHbIX SSL
coeguHEHUN.

Bcerpga ckaHMpoBaTb MPOTOKO/ SSL: BbibepuTe 3TOT BapUaHT, YTO6bI CKAHMPOBATb BCE 3aLUMLLEHHble SSL
CoelMHeHM S 33 UCKOYeHVeM 3aLMLLEeHHbIX cepTuduKaTaMmm, NCKTKOYEHHbIMY 13 NPOBepKK. ECnn ycTaHaBamMBaeTca
HOBOE COeAMHEeHMe, NCMOb3YIOLLEe HEM3BECTHbIN 3aBePeHHbIV CepTUOUKAT, MOJIb30BaTENb HE MOAYUYNT
yBeAOM/IeHMs, & CAMO COeAMHEHMEe aBTOMATNYeCkn byaeT GunbTpoBaThCs. [py 4OCTYNE K CepBEPY C HEHAAEXKHbIM
cepTnUdMKaTOM, KOTOPbI MOMEYEH NO/1b30BaTe/1EM B KA4eCTBe JOBEPEHHOro (406aB/eH B CMNCOK A OBEPEHHbIX
CcepTUPUKATOB), COeIMHEHME CITUM CEPBEPOM pa3peLlaeTcs, a COAep>KMMOe KaHana cBa3n GuabTpyeTca.

3anpalwmrBaTb 0 HOBbIX CalTax (BO3MOXXHa HACTPOMKA UCK/IKOUEHUI): NPY BbIMOJIHEHWM BXOAA HA HOBbI
3aLUMLLEHHbI SSL canT (C HEM3BECTHBLIM CEPTUDUKATOM) Ha 3KPaH BbIBOAMUTCSA AMATOrOBOE OKHO BbI6Opa. STOT PeXMM
Mo3BONSAET CO3/aBaTh CMMUCOK CepTUDMKATOB SSL, KOTOPbIE BYAYT UCKTHOYEHbI M3 CKAHUPOBAHKA.

He ckaHupoBaTb NpoToKoa SSL: eCiv BbIOpaH 3TOT napameTp, nporpaMmma He byaeT CKaHMPOBaTb COeAMHEHUS MO
npoToKkosy SSL.

MpumMeHnTb co3aaHHbIE UCK/TIOYEHNS HA OCHOBE CepTUDUKATOB: AKTUBMPYET NUCMOJIb30BaHNE MPU CKAHNPOBAHUN
SSL-coeaMHeHUM NCKITIOYEH WM, YKA3aHHbIX B UCK/THOYEHHbIX 1 JOBEPEHHbIX cepTudmkaTax. [ns BKI0YeHms 3Toro
napametpa BbibepuTe Bcerpa ckaHMpoBaTb NpoTOKOAa SSL.

BnokuposaTb WMdppoBaHHOe coefUHEeHUEe C UCMOJIb30BaHMEM yCTapeBLUero npoTtokona SSL sepcum 2:
COoeAVHeHMS, NCNOob3yoLWMe 6oee paHHIOK BEPCUIO MPOTOKOA SSL, ByAyT aBToMaTmyeckm 610KMpOBaATbLCA.

4.3.4.4.1 CepTtudukKarhbl

[ns HopManbHOM paboThl 3aLLUMLLEHHbIX SSL-coeMHEHNA B 6pay3epax M MOYTOBbIX KMEHTax HeobXxoAnMo A06aBUTb
KopHeBoW cepTudmKaT ESET, spol. S r.0. B CMNCOK M3BECTHbIX KOPHEBbIX cepTudUrKaToB (M3aatenen). Moatomy
[0/1XKeH 6bITb aKTUBMPOBAH NapameTp JL06aBUTb KOPHEBOM cepTUGUKAT K U3BECTHbIM 6pay3epam. YCTaHOBUTE
3TOT GNAKOK, YTOObI aBTOMATUYECKN 06aBUTb KOPHEBOW cepTudmkaTt ESET B M3BeCTHble 6pay3epsbl (Hanpumep,
Opera, Firefox). lna 6pay3epoBs, UCMOJb3YOLLMX CUCTEMHOE XpaHUAULLEe cepTnudKrKaToB (Hanpumep, Internet
Explorer), cepTudukaTt nobaBngeTcs aBToMaThU4eckn. a9 yCcTaHoBKM cepTudurKaTa B Henoaaep kmsaemMble 6pay3sepsi
BblbepuTe MpocmoTpeTb cepTUdPUKAT > [LloNoNHUTENbHO > KonupoBaTb B paM/i..., a 3aTeM BPY4HYIO
MMMNOPTUPYWTE ero B bpaysep.

B HEeKOTOpbIX Ciyyasx cepTUdMKaT HEBO3MOXKHO MPOBEPUTb C MOMOLLBIO XPAHUAMLLA AOBEPEHHbBIX KOPHEBbIX
cepTudUKaToB CePTUDULMPYIOLLMX OPraHOB (Hanpumep, VeriSign). 3T 3Ha4uT, Y4TO Yy cepTudmKaTa cyLecTsyeT
CcobCTBEHHasa NOANNCL KAKOro-nnbo apyroro cybbekTa (Hanpumep, agMUHUCTpaTopa Beb-cepeepa Mnm HeboNbLLIOK
KOMMAHWNN) N NPUHATME peLleHns O BbiIbope Takoro cepTuduKata kak JOBEPEHHOr0 He BCeraa npeacraBnser
0NaCHOCTb. BONBLUMHCTBO KPYMHbIX KOMNAHWIM (Hanpumep, 6aHKK) MCNONb3YIOT cepTudmKaTbl, nognuncaHHblie TRCA.
EcnvycTaHosneH Gpaaxok 3anpawmBaTh A,eACTBUTENbHOCTb cepTudukara (no ymMoa4aHuio), Noab3osaTento byaer
NpeasiodKeHo BbIbpaTh AeNCTBMe, KOTOPOe C1eayeT NpeanpuHATb, KOrAa yCTaHaBAMBaETCs 3almndpoBaHHoe
coeanHeHve. Ha skpaH byaeT BbiBeAEHO AMAIOr0BOE OKHO AN Bbi6opa AeNCTBUS, B KOTOPOM MOXHO NPUHATH
pelleHme 0 TOM, YTO cnefyeT cAenath: MOMETUTb CepTUOUKAT Kak LOBEPEHHbIN UK KaK UCKIHOYEHHbIN. Ecan
cepTUdUKAT OTCYTCTBYET B CMNCKE XPAHWINLLA LOBEPEHHbIX KOPHEBbLIX CEpTUDMKATOB CEPTUDULMPYIOLLMX OPraHOB,
o515 0dOpMAEHMS OKHA MCMOMb3yeTCsA KPACHbIV LIBET. ECIM e cepTUdMKAT ecTb B 3TOM CUCKe, OKHO byaeT
0hOpPMAEHO 3eN€eHbIM LiBETOM.

MO>KHO BblI6paTh BapnaHT BaokMpoBaTb coeguHEHUS, UCNOJb3yOWMe cepTuduUKaT, YTobbl BCeraa paspbiBaTb
3aWndpoBaHHble COeAMHEHMS C CAMTOM, UCMOJb3YIOLLMM HENMPOBEPEHHbI cepTUdUMKaT.

Ecnn 3TOT cepTnUdmKaT HeAeUCTBUTENEeH UM MOBPEXAEH, 3TO 3HAYUT, YTO UCTEK CPOK AEUCTBUSA CepTUdMKaTa nian xe
NCNOJIb3yeTCa HeBepHOe COHCTBEHHOE 3aBepeHMe. B 3ToM aiydae pekomeHayeTcs 610KMpoBaTh COeANHEHNS,
NCNOJIb3YIOLLME AAHHBIV CepTUdMKAT.
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4.3.4.4.1.1 JoBepeHHble cepTuduUKatbl

B nonosiHeHMe K BCTPOEHHOMY XPaHUULLY AOBEPEHHbIX KOPHEBbIX CEpTUDMKATOB CepTUONLMPYIOLLMX OPraHoB, rae
ESET Endpoint Security XpaHWUT AOBEpPeHHble CepTUDUKATLI, MOXHO TaKXKe C034aTb COOCTBEHHbIN CMNCOK LOBEPEHHbIX
cepTUOUKATOB, AOCTYMHbIN B pa3aesne [LonoaHUTesNbHble HACTPOMKMU (F5) > MHTepHeT 1 31eKTPOHHAsa noyTa >
dunbTpaums NpoTokosos > SSL > Ceptudumkatol > [loBepeHHble cepTudukaTtbl. ESET Endpoint Security byaet
NpoBepsATb CoAep>KMMOe 3aLLMPPOBAHHBIX COEANHEHUIN, NCMONb3Y A CEPTUPUKATbI U3 3TOIO CNNCKA.

[N yaaneHus BblAeNeHHbIX 3/TEMEHTOB U3 CMMCKA HAKMUTE KHOMKY YAANnuTb. YcTaHoBUTe dpiaxok MokasaTtb (nm
OBKAObI LUETKHUTE HY)KHbI CepTUdKNKAT), YTOObI BbIBECTM HA 3KpaH MHPOPMALMIO O BIBpaHHOM cepTudurKaTe.

4.3.4.4.1.2 Uckno4veHHble cepTuUduUKarbl

B pa3gene «ckntodeHHbIe CepTl/Iq)I/IKaTbI» nepevyncieHsnbl CepTI/ICbl/IKaTbI, KOTOPpble CHNTAKTCA 6e3onacHbIMU.
CO,EI,ep)I(I/IMOE BaLIJl/I(prBaHHbIX COeAUNHEHMUIN, NCNON b3y LWNX CepTI/I(DI/II(aTbI M3 JAaHHOTI O CrnucKa, He 6y,c|,eT
NMpOBEPATHLCA HA Ha/IM4Ke Yyrpo3. PekoMeHAyeTCa UCK1H0YaTb TOIbKO Te BE6-CEDTI/I¢)I/II(aTbI, KOTOpble
rapaHTMPOBaHHO ABAAKOTCA 6e3onacHbIMU, a COeAUHEHME C X UCMOb30BAHNEM HE Hy>KOaeTcsa B npoBepke. Ang
yAaneHus BblAeNeHHbIX 3/1IeMEHTOB U3 CNnCKa HAXKMUTE KHOMKY YAanuTb. YCTaHOBUTE q)na>|<0|< MNokasaTb (I/I}'II/I
ABa>KAbIl WEeTKHUTEe H\/)I(Hbllz CepTI/Iq)I/II(aT), 4YTObbI BbIBECTU HA JKpaH l/IHq)ODMaLI,I/II-O (6} Bbl6paHHOM CepTI/ICbl/IKaTe.

4.3.4.4.1.3 WudppoBaHHOe coeauHeHMne SSL

EC/IY KOMMbIOTEP CKOHGUIYPUPOBaH Ha CKaHMPOBaHKWe NpoToKo/a SSL, Mpy NOMbITKE YCTaHOBUTb 3allndpoBaHHOe
coeaunHeHme (C UCNob30BaHMEM HEM3BECTHOIO cepTudmKaTa) Ha IKpaH MOXeT 6biTb BbIBEEHO AMATOr0BOE OKHO,
npeasnaratoliee Bbi6paTb AeMCTBME. DTO AMANTOrOBOE OKHO COAEPXKUT CleayoLMe AaHHbIe: Ha3BaHMe NPUNOXKEHNS,
KOTOpOe yCTaHaBIMBAET COAMHEHME, M HAa3BaHME UCMOb3yeMOoro cepTudmKara.

ESET Endpoint Security

LLindpposaHHOe coeguHeHMe SSL
[oBepeHHbIil cepTUdnKaT

MpunoxeHne, 3anNyLLUEHHOE HA NOKANEHOM KOMMBHITERE, NBITAETCA
YCTAHOBWTE CBASE N0 LKW poBaHHOMY kaHany S5L. Ecnn Heobroauma
npoeepka 3awndposanHoro Tpaduka, KnaccnduunpyiTe JaHHBIA
CEPTU KT Kak A0BEPEHHBIA,

Paccmarpueate cepTdinkaT y4aneHHOMo y3Na KakK J0BEPEHHBINT

Mpunoxenne: & Google Chrome
Ceprudmkar: www.google.com

| fa | |%hascera| | Her
| B Weknroumms |

Ecnn cepTUdUKAT HE HAXOAUTCSA B XPAHWTVMLLE LOBEPEHHbBIX KOPHEBbIX CEPTUPUKATOB CEPTUDULIMPYIOLLIMX OPTraHOB,
OH CYUTAETCA HEHAAEXKHbBIM.
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ESET Endpoint Security

LindpoBaHHoe coeguHeHne SSL
HeaoEBepeHHEIR cepTUdNKAT

MpunoxeHne, 3aNyLWEHHOE Ha NOKANBHOM KOMIBIOTEPE, NBITAETCA
YCTaHOBWTE CBAZE NO LW poBaHHOMY kaHany 55L. Ecan HeoBroguma
npoeepka 3awngposadHoro Tpaduka, KnaccuduunpyTe aHHBIA
CepTUgMKAT KakK A0BEPEHHBIN.

Paccmatpueats cepTUgMEAT YAANEHHOMD Y3N3 KaK J0BEQEHHBIAT

Mpunoxenne: & Google Chrome
Ceprudmkar: www.stuba.sk

| Ja | | W Oascerga | | Her
| @ Weknroune |

Ons cepTUdUKATOB AOCTYMHbI CleayioLLme AeACTBUS.

[a: ceptudukar byaeT BpeMeHHO NOMeYeH KaK [LOBEPEHHbIN AJ15 TEKYLLEero ceaHca, Npu ciefytoLLer NomnbiTKe ero
1CMOJIb30BAHMSA OKHO C NpeaynpeXxaeHeM He BbIBOLUTCS.

[a, Bcerpa: cepTUPMKAT MOMEYAETCA KAK OBEPEHHbIN 1 A06aBNFETCS B CNIUCOK JLOBEPEHHbIX CEPTUGUKATOB, A5
KOTOPbIX OKHO NMpeaynpexaeHns He BbIBOAUTCS.

HerT: CepTI/I(Dl/IKaT NOMeYaeTCa Kak HeHaeXXHbI an4 TeKyLlero ceaHca, npun aieayrowmx nonbiTkax ero
MCMoJib30BaHUA HA 3KpaH 6y,D,ET BbIBE€AEHO OKHO npeaynpexaeHn4.

NCKNoUUTD: cepTUdUKAT 06aBNFETCS B CMUCOK UCK/TIOYEHHDIX, & AaHHbIE, KOTOpble NepeaalnTcs No 3TOMy
3aWndpOBAHHOMY KaHany, BOO6LLE He 6yayT NPOBEPATHCA.

4.4 KoHTpoOsb gocTtynaB NHTepHeT

B pasaene «KOHTpO/b OCTYNa B IHTEPHET» MOXHO HacTPOUTb NapaMeTpbl, KOTOPbIE 3aLMUTAT Bally KOMMAHWUIO OT
OMaCcHOCTW IOPUANYECKMX MCKOB. B HEM yKa3blBaKOTCA afipeca Be6-CanToB, KOTOPbIE HApYLLIAOT Npaea Ha
NHTENNeKTYabHY CO6CTBEHHOCTb. Lleab 3aK104aeTcs B NpeaoTBpaLleHn A0CTyNa COTPYAHMKOB K CTpaHMLAM C
HernpuemsIeMbiM UM ONaCHbIM COAEPXKMMbIM, @ Tak)Ke K pecypcam, NoceLleHe KOTOPbIX MOXKET OTPULIATENbHO
CKazaTbCA Ha 3PHEKTUBHOCTN paboThl.

KoHTponb focTyna B MIHTepHeT No3BosiseT 610KMpoBaTh BEH-CTpaHMLbl, HA KOTOPbIX MOTYT 6bITb MOTEHLMANbHO
HeXxenaTenbHble MaTepuanbl. Kpome Toro, pabotofateny Unm CUCTeMHbIe aAMUHUCTPATOPbl MOMYT 3anpeLlatb
[OCTYN K NpefBapuUTeNibHO 3a4aHHbIM KaTeropusam (0 20) n nogkateropusam (6onee 140) Be6-canToBs.

MapameTpbl KOHTPOASA AOCTYNA B VIHTEPHET MOXHO M3MEHUTHL B pasaese [LlonosHUTeNbHble HACTporku (F5) >
KoHTponb goctyna B UHTepHeT. Ecv BoibpaTh napameTp MHTerpaumsa € CUCTeMOM, KOHTPO/b 4OCTYNA B VIHTepHeT
byneT nHTerpmpoBsaH ¢ ESET Endpoint Security, a Taikoke 6yaeT akTMBMPOBaHa KHOMKa HactpomuTb npaBuna...,
NO3BONAOLWAA OTKPbITb OKHO PefaKkTop nNpasw/i 419 KOHTPOAA A0CTyNa B IHTepHeT.

MpumeyaHue. KOHTPO/b A0CTYNA B IHTEpHET NpaBUIbHO paboTaeT TONbKO NPU BKIKOHYEHHbBIX QYHKLMAX
DPunbTpaLmsg COAEPXKMMOr0 NpOTOKOJ10B NPUI0OXKeHUIN, NMpoBepka NnpoTokoaa HTTP 1 MHTerpaumus nepcoHasibHOro
danepBona c cucTemMomn. Mo yMOIHaHMIO OHW BKJTHOYEHDI.
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4.4.1 MNpaBwuna KOHTpoOAA goctyna B MHTepHeT

B okHe PepgakTop npaBun A KOHTpons poctyna B UHTepHeTt oTobpaxarTcsa npasmna ans URL-aapecos u
KaTteropu Beb-cTpaHnL,.

*

® PegakTop Npaswn ANA KOHTROAA AocTyna B MIHTepHeT EI

Mo3BONAET 3aA03BaTh NPABMNa NPMMEHEHWA NONMMTHKK MCNONb30BaHWA MHTEPHETE Ha YPOBHE NONb30BATENA MAW FPYNNb
nonbsoBaTENel. MopALOK NPEBWUN COOTBETCTBYET WX MPUOPUTETY.

Br... Mma Tun URL-aapec/kaTeropua Monezosa... HdeicTene [flobaeuTh
1. |7 Mpaeuno bes H,.. JelcTeme Ha oc...  ww.Torbiddenpage.com X BnokuposaTs HzmMeHnTE
- "
2, I_ Mpasino Bes H... [eldcTene Ha oc...  www.alowedpage.net W PaspewnTs e
3 Mpaguno Ges H... [leACTBME Ha OC. .. EnokuposaTts

¥aanuTe

B Havano

EBeepx

< i | [ B KOHELL

1l

<?xml version="1.0" encoding="utf-8"? ><ESET> <RULE NAME="PZNED°D B_D»BI D2DpD- D"D°D-D D°D" =

i | rrl 3

Coc) omes

=

&

B cnucke npasui NpeacTaBneH paf UX ONMCaHWI, HanpuMep UMeHa, TN 610KMPOBaHWS, IeNCTBME, BbIMOJIHAEMOe
npv cpabaTbiBaHUM NpaBuUIa KOHTPOJIA AOCTYNA B VIHTEPHET, a TAK)Ke BHOCMMAs B XKyPHas CEpPbe3HOCTb.

[nsiynpaeneHns npaBuaoOM UCNONb3ynTe KHONKK Co3paTb Uan U3MeHUTb. YT06bl CO34aTh MpaBuo C
MCNOJIb30BaHMEM 3apaHee 33[1aHHbIX NapaMmeTpoB 13 APYyroro npasuia, Haxxmumte kHonky KonuposaTb. XML-CTPOKM,
KOTOpble 0TOBPaXKAKTCS, e LLESIKHYTb MPaBUI0, MOXHO CKOMMPOBAThL B bydpep ob6MeHa. Kpome TOro, OHM MOryT
MOMOYb CUCTEMHbIM aAMWUHUCTPATOPaM IKCMOPTUPOBATHL MU UMMOPTUPOBATL 3TU AaHHbIE, & TAKKe MCMO0/1b30BaTh
nx, Hanpumep, B ESET Remote Administrator.

YTOObI BblAETUTb HECKOJTbKO npaBun, WenKHNTE X, yaep>xmeas HaXKaTom KiaBuy CTRL. 3aTem nx MOXHO 6y,£l,€T
OAHOBPEMEHHO Yaa/INTb nmbo nepemMectunTb K Ha4any Nan KOHLUY CrmcKa. dna)kok BKAKOYEHO No3BO/ISET BKAOUYUTD
NN OTKIKOYAUTb NpaBu/io. OTO MOXET ObITb MONE3HO, EC/TN Bbl HE XOTUTE MOTHOCTbIO VAaNnATb NpaBnio, 4YTOObI
BOCMOJ1b30BaTbCA UM NO3Hee.

YnpaBieHne 0OCHOBAHO Ha Npasuiax, KOTopble OTCOPTUPOBAHbI MO NMPUOPUTETY: NMpasBmna C 60/1ee BbICOKNM
NMPpUOPUTETOM HaxXoAATCA B Ha4ase.

YT06bl OTKPbITb KOHTEKCTHOE MEHIO MPAaBMAA, LLENKHUTE ero MpaBo KHOMKOW MblLUK. B HeM A4/151 npaBnia MOXKHO
HaCTpOWUTb CTeMeHb AeTanmn3aumm (Cepbe3HOCTb) 3anmcer B XXKypHane. 3anmcm >xypHana Mo>KHO MPOCMOTPeTb B
rnaBHOM OkHe ESET Endpoint Security B pasgene Cny>ke6Hble nporpamMmbl > Darabl XXypHana.

Haxmute KHonKy U3MeHUTb rpynny, 4To6bl OTKPbITb OKHO peAaKTopa rpynr, B KOTOPOM MOXHO A06aBNATb 1
yOanATh 3apaHee 33laHHbIe KATErOPUN N NMOAKATErOpUM, OTHOCALMECS K COOTBETCTBYIOLMM FPyMnam.
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4.4.2 [lo6aBneHue NnpaBua KOHTpoOsA aoctyna B MHTepHeT

B okHe «[paBunia KOHTPOIS AOCTYMNA B VIHTEPHET» MOXHO BPYYHYIO CO34aBaTh UM M3MEHSTb NpaBmuia GpuabTpaummn
L7151 KOHTPOJ1S AOCTYNa B VIHTEpHET.

® Pepaktop npaenn

LLEH Mpaeuno Be3 HasBaHus

Tun: ’ﬂeﬁcrsne Ha ocHose URL-anpeca: ']
OeficTame: IEnorcuposaTb N ]
URL-aapec: www., forbiddenpage. com

KaTteropua:

CnMcoK Nonb30BaTENENA:

petko-PCipetko

NobaenTb Yaanute

[ Ok ] [ OTMeHa ]

YTOObI YApoOCTUTb I/I,CI,EHTI/I(])I/IKaLI,l/HO npaswia, BBegnTte ero onmcaHne B rnosne Nmsa. YTo6bl BKIHOYUTb UM OTKTHOUUTb
npaBunno, yCraHoOBUTE NN CHUMUTEe ¢na>|<0|< BKJ/1HO4EHO. DTO MOXKET HbITh MO1E3HO B TOM cny4dae, eCi Bbl He XOTUTe
MONTHOCTbIO YAANATb NMpaBUo.

Tun aencrTeus

e [leicTBME Ha ocHoBe URL-agpeca: 4OCTyn K Hy)KHOMY Beb-canTy. BBeamTe COOTBETCTBYOLWMI aapec B nose URL-
appec.

e [leACTBME HA OCHOBE KaTeropuu: Npu akTMBaLmm 3TOM GYHKLMU HYXKHO BbI6paTh KaTeropuio B packpblBatoLLeMcs
MeHIo KaTeropus.

Bo Bcex cnunckax URL-aapecoB Henb3si MCMOMb30BaThb CleumanbHble CUMBOJIbI «*» (3Be34,04Ka) U «?» (BONPOCUTENbHbIN
3HaK). HanpumMep, BpY4HYO HY>XKHO BBOAMUTb afpeca Be6-CTpaHuL, C HECKOIbKMMW lOMEHAMM BEPXHEr0 YPOBHS (
examplepage.com, examplepage.sk v T. f.). [py BHECEHMM JlOMEHA B CMUCOK BCE COAEPXKMMOE, PACTOIOXKEHHOE B HEM U
BO BCeX NoAfomeHax (Hanpumep, sub.examplepage.com), 6yneT pa3pelleHo U 3ab10KMpOBaHO B 3aBUCMMOCTU OT
OencTBnin Ha ocHoBe URL-agpeca.

JDenctBue

e Paspewuntb: K agpecy URL nnu kateropum byaeTt npefocTtaBneH 4oCTyn.
e bnokumpoBaTtb: agpec URL nnu kateropusa 6yayT 3a6/10KMpOBaHbI.
Cnucok nonb3oBaTenen

e [106aBUTb: OTKPbLIBAETCS AMAN0OroBOe OKHO TUM 06beKTa: N0sIb30BaTENN U IPyrbl, B KOTOPOM MOXHO BbI6paTb
HY>KHbIX NMO/1b30BaTEeNEN.
e YAanuTb: BbIOpaHHbIN NONb30BaTeNb yaanseTcs u3 dunbTpa.
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4.4.3 PepakTOop rpynn

OKHO pefakTopa rpynn pasfeneHo Ha ABe 4acTu. B npaBon npeactas/ieH CNMCOK KaTeropum n nogkateropmn. Yrobol
NPOCMOTPETb MNOAKATEropum, BblbepuTe Hy>KHYI0 KaTeropuio B cnucke Kateropus. bonbLUMHCTBO NOAKATErOpUi
OTHOCATCS K Fpynnam, OTMeYeHHbIM LBETOM.

B KpacHOW rpynne cofep kaTcs NoAKaTeropun, CBA3aHHbIe C COAEPXKUMbIM /151 B3POC/bIX UM HEMPUEMIEMbIMU
maTtepuanamu. B 3eneHom e rpynne, HA060POT, NpeAcTaB/eHbl KaTeropunmn Be6-CTpaHuL, KOTOPble MpU3HaHbI
NoAXoAAWMMK AN NPOCMOTpaA.

BbigeneHHyo nogkaTeropmio MoOXKHO [06aBUTb B HY>XXHYIO rpynny nanyganmTtb M3 Hee CNMOMOLLBbI CTPeJioK.

® Pepaktop rpynn =

CrpynnupyiiTe KaTeropii Befi-caiToB AnA ewe Bonbluero YNpoLLeHHA pEBOTE C HAMM NP onpegeneHuM Npasun (HaNpUMEp, Ha OCHOBE Toro,
MPMEMMEMEI M OHW ANSA 0PraHnzaw). AnA BeIcTporo 4OCTYNa K KOHKPETHOM KATEMOPH MCNONb3YATE NaHEeN: NoMaKa,

~ -~
KaTeropua | NoakaTeropua Mpynna . Group 1 Group 2 Group 3
[Bee] [ ArMTEAWMOHHBIE MPYNNEl ¥ NPOQECCMOHENT &
Ankorons r
A3EPTHBIE WPkl CTpaxosaHie APXMTEKTYPa W CTPOMTENLCTED
AnKorone v Tabax TOProgna aKkLWiaMK Yep. ., ACTPONOMKA W MrOPOCKONE
Bes kaTeropuu DWHEHCOBEIE MHTEPHET-... QTEW" H arHOCTHLASM =
SHKM
BesonacHoCTb W BPEAOHOCHBIE Npar... |=|| @wHaHos (8 uenom) Biarec 1 yenyri (& wenon)
[lenoBeie yonyru BuoTexHonarim
OEHBr W UHEHCH BnaraTEopUTENBHEIE OPraHU3aLMK
Lna neTe BoeHHoe aeno
Tpy30onNEepesosky M NOTMCTHKE
300poEse Ao 16
Wrpe: NobaskK 1 cocTaBb!

Hom, can v ceMbA

WMHDOPMALMOHHEIE TEXHONOMN
JOMELWHWE W OWKWE HUEOTHBIE

KPHMHHANEHEA AEATENEHOCTE Ena 1 pecTopaHs!
MaTepuans ANA E3POCTbIX 3&KOHOAETENECTEO M MONWTHKE
He paspelleHHas 300p0BEE M MEQWMLAHE
WMHTEpHET -peKnamMa
HeasipriMocTs MMTEPETYDE M KHUMM
Hosocti MapKeTHHMOBEIZ YCIyTH
OfmeH dalinar Mefens ona noma 1 odwmca S
Nfinmznmssue - Qi — ;
Nomck I QK ] [ OTMeHa ] ['Io wonl—laHmc]

-

MpumeyaHue. MNogKaTeEropyrs MOXeT OTHOCUTbCS TOJIbKO K O4HOW rpynne. HekoTopble NoAKATEeropum He BKTKOYEHbI
B 3apaHee 33faHHble rpynnbl (Hanpumep, «rpbi»). YTo6bl OHM MCMONB30BaTNCE PUABTPOM KOHTPOAS 4OCTYNA B
MHTepHeT, fobaBbTe 1X B HY>KHYO rpynny. Ecnm gobasnsemas nogkateropums y>xe BXOAUT B APYIYIO FPYMny, TO OHa
byfeT yaaneHa 13 Hee 1 MepeHeceHa B BbiIbpaHHyto rpynny.

YT06bl HANTW FPYNNY, BBEAUTE 3anpoc B nosie MonucK B HUXKHEM JTEBOM YTy OKHa.

4.5 O6HOBNEHME NporpaMmbl

PerynspHoe obHoBneHme ESET Endpoint Security — ny4wmnm cnocob 4obUTbCsa MakCMMaibHOrO YpOBHS 6e30MacHoCTm
KOMMbLOTEPA. |\/|O,£I,y}'lb obHoBNEHUSA nogaep>XmBaeT akTya/ibHOCTb MpOorpaMmmbl ABYyMA crnocobamu: nytem
obHoBNEHMA Ba3bl OaHHbIX CUTHATYp BUPYCOB N NyTeM 0BHOBNEHWA KOMMOHEHTOB CUCTEMbI.

Bbi6paB NyHKT O6HOBEHUE B F1aBHOM OKHE MPOrpamMMbl, MOXHO MOAYYUTb MHPOPMALIMIO O TEKYLLEM COCTOAHNM
06HOBNEHNA, B TOM YMC/Ie AATY M BpeMS NOCIeAHEro YCNeLHo BbINMOJHEHHOrO 06HOB/IEHMS, @ TaKXKe CBeIeHNS O
Heo6X0AMMOCTMN 06HOBMEHMS. Tak)Ke B OCHOBHOM OKHE YKa3blBaeTCA Bepcmna 6a3bl JaHHbIX CUrHATYP BUPYCOB. DTOT
YMCNOBOM MHAMKATOP NPeACTaBAAeT CO60M aKTUBHYHO CCbI/TKY Ha CTpaHuLly Be6-canTa ESET, rae nepevncisoTcs Bce
CUrHaTypbl, 06aBeHHbIe MPY AAHHOM 06HOBEHUN.

Kpome Toro, Bbl MOXeTe BPY4YHYO 3anyCTUTb 06HOBEHME — O6HOBUTb 6a3y AaHHbIX CUTHATYp BUPYCOB.
O6HoB/eHWe 6a3bl AAHHbIX CUTHATYP BUPYCOB 1 KOMMOHEHTOB NPOrpaMmMbl SB/ISIETCSA BaXKHENLLEN YaCTbio
obecrneyeHmns NoHOM 3aLLUMTbl KOMMbIOTEPA OT 3/T0HAMEPEeHHOro KoAa. YaennTe 0co60e BHUMAHME NU3YHEeH IO
KOHGUrypMpoBaHMs 1 paboTbl 3TOro npouecca. ECiv B npoLecce yCTaHOBKM He 6bl/1n yKa3aHbl CBEAEHUS O TULIEH3NN
(MM Nonb3oBaTensa U Naposib), UX MOXKHO BBECTW NPY 06GHOBAEHWUN, HTOBbI MOYYNTb AOCTYM K CEpBEpPAM
obHoBeHun ESET.

NMPUMEYAHMUE: Vima nonb3oBaTenis M Napo/ib NpefocTaBnAoTcs KomnaHven ESET nocine npuobpeTteHuns
nporpammbl ESET Endpoint Security.
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"o srEdpontSecrty oeE=

ESET ENDPOINT SECURITY
OBHoBneHKE
COCTOAHKME 2aLUNTEI OGHoMeH“e

CKaHUpOEaHWe MK
& OBHOBWTE Ba3y JaHHBIX CUITHATYD BMPYCOE (&

OBHOBNEHWE 3EI'I)I'CI'IH|Tb oBHoBAEHNE MOAyﬂEﬁ nporpamMmel 1 Basbl AFHHBIX CHFHATYR BWPYCOE.

MocnegHee ycnewHoe oBHoOBREHNE: 16. 4, 2012 15:51:10
Hacpoiika Bepcua Basbl ganHbix curHatyp empycos: 7058 (20120416)

CnykeBHbIe Nporpammbl

CNpaeka 1 NoALepIKKa

QX H@ O R

(eslE

MocnepHee ycnewHoe o6HOBIEHUE — AaTa NOC/eiHero o6HoBneHus. ClefyeT y6eaAnTbCs, YTO B 3ITOM MoJie yKkasaHa
HeAABHAA AaTa, MOCKObKY 3TO 3HAYMT, Y4TO 6a3a AaHHbIX CUrHATYP BMPYCOB akTyasibHa.

Basa gaHHbIX CUTHaTyp BUPYCOB: HOMEP BepChM 6a3bl AAHHbIX CUTHATYP BUPYCOB, TAKXKE ABASAIOLLMACA AKTUBHOMN
CCbINIKOW Ha Be6-canT ESET. DTy CCbIIKY MOXKHO HaXaTb, YTOHbI MPOCMOTPETh BCE CUTHATYPbl, 406aBAEHHbIE B
OAHHOM OBHOBNEHWN.

HaxkmuTe MpoBepuTb, YTOObI HAWTM NOCIEAHIOK AOCTYNHY0 Bepcuto ESET Endpoint Security.
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Mpouecc o6HOBNEHUS

Mocne HaxaTns O6HOBUTb 6a3y AaHHbIX CUTHATYP BMPYCOB HAYMHAETCA NPOoLEeCC 3arpy3ku. Ha skpaH byayT
BblBeZleHbl MHAMKATOP BbINO/THEHWS 3arpy3Kn 1 BpeMs 40 ee OKOH4YaHWS. YTo6bl npepBaTh Npouecc 06HOBIeHMS,
HaxxmuTe MNpepBaThb.

@ ESET Endpoint Security EIE
ESET ENDPOINT SECURITY

OBHoENEHUE

CocToAHKe 33Tkl

O6HoBneHue

0 CraHupogaHue MK

. QO6HOBNEHWE 6a3bl AaHHLIX CATHATYD BUPYCOB

& OBHoBNEHNE ——
Mpouecc oBHoBNEHMA: 12651 kB /19477 kB

ﬁ Hactpoiika Wmn daiina: em013_32_n7.nup
Ocranoce epemenn (cex.): 21

% CnyxeBHble Nporpammel | Dpepears |

o Cnpaeka W Nojaep:kka

(esEl

BHumaHue! B 06bI4HbIX 06CTOATENBCTBAX MNOC/Ie HOPMa/IbHOIO 3aBepLUEHMS 3arpy3km B okHe O6HoBIeHMe by aeT
BbiBeZeHO coobLeHe O6HOBNEeHUS He TpebyeTcsa — yCcTaHOBIeHa Nnoc/sieHss 6asa faHHbIX CUTHATYp BUPYCOB.
ECn 3TOro coobuieHuns HeT, mporpamma ycrapena. [py 3ToM NoBbILWAETCS PUCK 3apaXkeHnsl. Heob6xoanmmo 06HOBUTb
6a3y AaHHbIX CUFHATYP BUPYCOB Kak MOXKHO CKOpee. B NpOTMBHOM Clyyae Ha 3KpaH byaeT BbiBeAeHO 04HO U3
cnenyoumx coobueHmnn.

Basa AaHHbIX CUTHATYyp BUPYCOB yCcTapena: 3Ta OWn6Ka NoABUTCA NOCIE HECKOIbKNX HeYAa4yHbIX MOMbITOK
06HOBUTb a3y JaHHbIX CUrHATYpP BUPYCOB. PEKOMEHOYETCsA MPOBEpUTh NapamMeTpbl 06HOBAEHWIA. Hanbonee yacTas
NPUYMHA 3TON OLUINEKN — HeMpaBWbHO BBEAEHHbIE AAHHbIE A4 aYTEHTUDUKALIMM UM HEBEPHO

CKOH®OUIYpUPOBaHHbIe NapaMeTpbl NOAKIKYEHUS.
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MpeabiayLlee yBeAOM/IEHME CBA3aHO C ABYMS YKA3aHHbIMU HMXKE COOBLLEeHMAMM 06 owmnbKax npm 06HOBAEHUN (
Mpowusowna ownbka o6HOBIeHMSA 6a3 CUrHaTyp).

1. HeBepHbie UMs Nnosib3oBaTens u (UnM) NapoJsib: yKasaHbl HEMPaBUIbHOE MMS NO/Tb30BaTeNA U Naposb Npwu
HaCTpoVike 06HOBMEHMI. PEKOMEHyeTCs NPOBEPUTb AAHHbIE ayTEHTUDUKALMK. B OKHE «JOMONHUTENbHbIE
HacTpoWKm» (Bbi6epuTe NyHKT HacTpomKa B rNaBHOM MeHH0, MOC/1e Yero HaxkmmuTe MNeperTh K 4,0MONHUTENbHBIM
HaCTpoMKaM... Win F5 Ha KlaBMaType) Coep KaTcs paclliMpeHHblie napaMmeTpbl 06HOBEHMS. YTO6bI BBECTM HOBbIE
MMS$ NOIb30BaTeN A UM Napo/b, B 1epeBe paclMpPeHHbIX NapameTpoB BbibepuTe O6HOBeHMe > O6uime.

® ESET Endpoint Security ol ===
ESET ENDPOINT SECURITY

OBHoBnEHNE

COCTOAHWE 3aLLNTHI

Q CrkanupoeaHue MK
OBHOBNEHWE 6A3bl JAHHBIX CUTHATYD EMPYCOE 33BEPILEHO C OWMBKOR (1)

@ OBHOBNEHHE (1} HegepHele MA NoNE30EaTENA W (UAK) Naponk.
OBHoBWTE Basy A3HHBLIX CUTHATYP BUPYCOB

YeTpaHuTe Henonagky oBHoBREHNA

# HacTpoiika JE
| oK |

% CnyxeBHble Nporpammel

0 Cnpaeka n NOAAepKKa

Mpousowna ownbka obHoBAeHNA Bas curHaTyp

(es[zy

2. Mpowusowna owmn6Ka npu 3arpyske ¢pamnioB 06HOBIEHUI: BO3MOXKHASA MPUYMHA 3TOM OLLUMOKN — HEeBEpHble
napameTpbl NOAKIOYEHWNS K IHTepHeTY. PEKOMeHAYeTCs MPOBEPUTb HalNYMe NOAKIOYEHUS K IHTepHeTyY
(Hanpumep, NonNpobynTe OTKPbITh Nt0HOM Beb-canT B 6pay3epe). ECm Be6-CalT He OTKPbIBAETCS, BO3MOXHO, He
yCTaHOB/IEHO NOAKAOYEHWE K IHTEPHETY MK Ha KOMTMbIOTEpe BO3HUKIN Kakmne-n11bo npobaembl C NOAKAOHEHNEM
K ceTn. ObpaTuUTeCh K CBOEMY MOCTABLUMKY YCNyr MIHTepHEeTa, YTOo6bl BbISCHWUTb, eCTb 1Ny BAC aKTUBHOE
NoAK/oYeHne K VIHTepHeTy.

@ ESET Endpoint Security EIE
ESET ENDPOINT SECURITY 1

OBHoENEHUE

|0 Cocroanue 3awmTsl

Q CranupoeaHue MK
OBHOBNeHWE Ba3bl JaHHBIX CUTHATYD BMPYCOE 3aBEPILEHO C OWWMBKOA (1)

@ OBHOENEHNE 3arpyska NpepeaHa NoNL30BaTenem,
OBHOBWTE Ba3y AGHHbIX CUTHATYP BUPYCOB

¥cTpaHuTE HENONaAKy 0GHOBAEHNA

# Hactpolika S
[ 0K J

% CnyxeBHble NporpaMmel

o Cnpaeka W Noaaepkka

Mpousowna ownbka o6HoBNEeHMA Bas cUrHaTYp

(es[zy
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4.5.1 HacTtpownka o6HOBNeHUMN

B paspene napameTpoB 0OHOBEHWS yKa3blBaeTCst MIHGOPMALLMA 06 UCTOYHMKAX O0BHOBNEHNI, Takas Kak cepBepbl
O0BHOBNEHNI M AaHHbIe ayTEHTUPUKALNN A5 HUX. [T0 YMOMYaHWIO B paCKpbIBatoLLeMCcsi MeHto CepBep 06HOB1IEHU
BbiI6paH napameTp BbibupaTb aBTOMaTMyeckum, obecneqmBaroLL aBTOMATUYECKYO 3arpy3ky Gamnsios 06HOBAEHWM C
HavMeHee 3arpy>KeHHOro cepsepa ESET. MNapameTpbl 06HOBNEHWM AOCTYMHbI B AepeBe JonosHUTeNbHble
HacTponku (knasuwwa F5) B pasgene O6HoBeHUe > ObLue.

[na obecnedyeHms NpaBUIbHOM 3arpy3kn 06HOBEHNI HEO6XOANMMO KOPPEKTHO 3aA4aTb BCE 3TU NapaMeTpbl. Ecin
NCNoNb3yeTcss GanepBo/l, MporpamMmmMe A0/HKHO ObITb pa3pelleHo 06MeHNBaTbCS AaHHbIMM Yepe3 VIHTepHeT
(Hanpwumep, coeamnHeHWe No NnpoTokony HTTP).

@ ESET Endpoint Security

AdononHnTensHele HaCTPONKH

-8 KomnstoTep BribpanHHEli npodmng:

& cems [ Moii npogwns ~| | Mpogwma... |
@ VIHTEPHET W 3NEKTPOHHEA NOYTa
(% OBHoBREHME

; Obwme

-1 [lononHUTEeNEHD [BhIEMDETh SETOMETHYECKH v] ’HBMEHHT!:... ]
3{ CnywebHele Nporpans!

OBHOBMTE HECTPOIKK BRIDpaHHOr D Npodina
Cepeep oBHOBNEHMA:

o - Vrmeperic WMmMA nonbsoBaTens: MNaponb:
EAV-12345678 IITIT T T Y
(@ PerynapHoe ofHosneHue () TecTosoe ofHosneHue () OTnoMeHHoe ofHOBNEHWE
AoNonHUTENsHEIE HACTPOMKK obHoENEHIS:
OUWUCTUTD KL OBHOBNEHMI:

["]He oTofipakats yeenoMneHie of yonewHom ofHOBREHIM

[ I@'OI{ ][ OTMeHa ][I‘Io wo.nl-laﬂmo]

BblGpaHHbIN B JAHHbBIA MOMEHT NpOduab OBHOBIEHWI OTOBPaXKAETCS B pacKpblBAOLLEMCS MEHIO BblGpaHHbIN
npodunb. Haxxmute kHonky Mpodwuan, 4Tobbl CO34aThb HOBbIN MPOGUb.

CnunCoK AOCTYMHbIX CEPBEPOB 06HOBEHMIN MOXHO NMPOCMOTPETbL C MOMOLLbIO packpblBatoLerocs meHto Cepsep
o6HoBNeHUI. CepBep 0BHOBAEHNM — 3TO KOMMbIOTEP, HA KOTOPOM XpaHATCA daribl 06HOBAEHWUA. [pu
Mcnonb3oBaHMM cepBepa ESET cieayeT MCNonb30BaTh NapamMeTp no yMoa4aHunio BbibupaTb aBToMaTu4ecku. 19
[06aBneHMs HOBOTo cepBepa 06HOBMEHWI HAKMUTE KHOMKY M3MEHUTBD... B pasaene O6HOBUTb HACTPOMKMU
BblI6paHHOro npodunga, a 3ateM KHoOnky Jo6aBUTb.

Mpn NCNoNb30BaHUM TOKaNbHOTo HTTP-cepBepa, KOTOPbIW Tak)ke Ha3blBAETCS 3epKasioM, cepep 0OHOBAEHNN
L0J/DKeH BbITb yKasaH ciegyroLwmm 06pasom:
http://ums_komnetomepa_unu_ezo_IP-adpec:2221.

Mpu MCNoNb30BaHUM NOKanbHOro HTTP-cepBepa c noaaep iKkou SSL, cepeep 06HOBAEHMIA AO/IKEH BbITb yKa3aH
aiefyowmm 06pasom:
https://ums_komnpromepa_uau_e20_IP-adpec:2221.

[nsayTeHTUdrKaLMm Ha cepBepax 0OHOBAEHNIN UCNOMb3YIOTCA UMS NOJIb30BaTeNS 1 MapoJ/ib, CO34aHHbIE U
OTnpas/ieHHble BaM Mocie Nokynku. MNpu UCnosib30BaHMM TOKAJIbHOTO cepBepa 3epkasia npoBepika 3aBNUCUT OT ero
KOH®Urypaumn. Mo ymonyaHumio npoBepka He TpebyeTcs, To eCTb Nons UMs nonb3osaTtens 1 Maposb ocTanTCs
NyCTbIMU.

TecTtoBble 06HOBMEHMS (NapamMeTp TecToBoe 06HOBJIEHME) — 3TO OOHOBIEHWS, KOTOPbIE Y>)KE MPOLL/IN BHYTPEHHEe
TecTMpoBaHue 1 B bamkanilee Bpema 6yayT A0CTYMHbI BCEM NMO/b30BaTENAM. [TPEUMYLLIECTBO UX UCMOJIb30BaHUS
3aK/1I04AETCS B TOM, YTO Y BaC NOSABAAETCA AOCTYMN K HOBEMLLMM MeToaaM 06Hapy>XeHns 1 ncnpaeneHnam. OaHaKo
Takue 0BbHOBIEHMS MHOTAA MOTYT H6bITb HEAOCTATOYHO CTabunbHbl M HE JOJ/DKHbI ncnonb3oBaTbCs Ha
NMPOM3BOACTBEHHbIX CEPBEPAX M PaboUMX CTAHUMAX, FAe HEOOXO0AMMbI MakCMManbHble paboToCNOCOOHOCTb U
CTabunbHOCTb. CNUCOK TEKYLLMX MOAY/1en AOCTYMNeH B pa3aene CnpaBka un nogaepxxka > O nporpamme ESET
Endpoint Security. HeonbITHbIM N0/1b30BaATENAIM PEKOMEHAYETCSA OCTABUTb BbI6PaHHbBIV MO YMOAYAHMIO BApUAHT
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PerynsapHoe o6HoBAeHue. COTPYAHUKN KOMMNAHWM MOTYT BbibpaTb napameTp OTN0)XXeHHoe 06HOoBJiIeHMe. B TakoMm
cnyyae 6asbl AAHHbIX CUTHATYP BUPYCOB 6yayT 0OHOBAATHCSA C 0COHbIX CEPBEPOB C 334€PXKKOM He MeHee X 4acosB, T. e.
nocae Toro, Kak OHM ByayT NPOTeCTMPOBAHbI B peasibHbIX Cpefax v Mpu3HaHbl CTabUAbHbIMMN.

HaxXmuTe KHonky HaCTPOﬁKa... psaom ¢ lononHUTe/IbHble HaCTpOﬁKM o6HoBNEHUS, 4TOObI BbIBECTU Ha JKpaH
OKHO C paClUMpeHHbIMW NapamMeTpaMmn 0B6HOBNEHWMN.

Mpyn BO3HMKHOBEHMM NPOBIeM C 0BHOBIEHUAMUN HAXKMUTE KHOMKY OYUCTUTb..., YTOBbI yAANNTb COLEPXKMMOe Nankum
C BpeMeHHbIMU darnamm 06HOBNEH WM.

He oTo6paxaTtb yBegomM/eHme 06 ycrnewHOM 06HOBJIEHUM: OTK/1H04AET YBEAOM/IEHMS HA NAHe 3334 B NMPaBOM
HWKHEM YTy 3KpaHa. DTOT napameTp yA06HO UCMO/Ib30BaTb, eC/IM KAKOe-TMb0 NPUIoXKeHWe UKn urpa paboTaeT B
NOTHO3KPAHHOM pexkme. ObpaTuTe BHUMAHME, YTO PeXMM Npe3eHTauUmm OTKTHOHAET BCe YBELOMJIEHNS.

4.5.1.1 NMpodwnnu obHOBNEHMUS

Mpodunm 06HOBNEHMS MOXKHO CO34aBaTh A1 Pa3/INYHbIX KOHOUIYpaLMiA 1 3a4a4 06HOBNeHWs. Co3aaHve npodunen
06HOBNEHNS 0COBEHHO MOJIe3HO A/15 NO/b30BaTe1er MOBUbHBLIX YCTPOMUCTB, KOTOPbIE MOTYT CO34aTb
BCMOMOTaTebHbIM Npoduib B C1yyae, KOraa CBOMCTBA NOAKKOUEHWS K VIHTEepHETY peryaspHO MeHSTCs.

B packpbiBaloLLEMCA MeHIO BbIBpaHHbIV Npodub 0TO6paxaeTcs Tekywmii npodub. Mo yMoa4aHmio 370 Mon
npodunb. [1n4 co3aaHus HOBOro Npoduis HAKMUTe KHomky Mpodunu..., 3atem Jo6aBUTb... M BBeAUTE Hy>kKHOe UMs
npoduns. Mpu co3gaHnm HOBOTro NpoduIsS MOXKHO CKOMMPOBATL NapaMeTpbl K3 y>Ke CyLIeCTBYIOLLEro npoduns,
BbIGPaB ero B packpbiBaloWwemMcs MeHio KonvpoBaTb HACTponku npoduns.

B OKHE HACTPOMKMN NpOodMAA MOXKHO Bbi6paTh cCepBep 06HOBNEHWIN 13 CNCKA AOCTYMHbIX CEPBEPOB U A06aBUTb
HOBbI. CNIMCOK CEpBEPOB 06HOB/IEHMIA MOXHO NMPOCMOTPETb B packpbiBaroLLEMCA MeHt0 CepBep 06HOBAEHWUI. 119
[l06aB/IeHNA HOBOIO cepBepa 06HOBNEHWN HAKMUTE KHOMKY MU3MeHUTb... B pa3aesie O6HOBUTb HACTPONKU
Bbl6paHHOro npoduas, a 3aTemM KHonky ,06aBUTb.

4.5.1.2 [onojiHUTe/ibHble HACTPOMKM 0BHOBNEHUSA

[19 IpOCMOTpa paclUMPEHHbIX MAPaMeTPOB 06HOB/IEHNS HAXKMUTE KHOMKY HAacTpOMKa.... PacluMpeHHble napameTpbl
06HOBNEHNA MO3BOIAT HACTPOUTbL PEXXUM O6HOBNEHUA, NPOKCU HTTP, IoKanbHYO CeTb, 3epKaso .

4.5.1.2.1 Pe)XXum o6HOBJIeHUS

Bkiagka Pexxmm o6HOBIEHUSA COLLePXKUT NapamMmeTpbl, 0THOCALWMECS K OBHOBAEHMAM KOMMOHEHTOB MPOrpaMmbl.
MporpaMmma no3BoaseT NpefonpefennTb ee NOBeAEHME B TeX C1y4asx, KOraa CTaHOBATCS OCTYMHbI 06HOBeHUS
KOMTMOHEHTOB.

O6HOB/IEHNS KOMMOHEHTOB MPOrpaMMbl AKTUBUPYIOT HOBblE GYHKLMN UTY BHOCAT U3MEHEHMS B y>Ke CyLLECTBYIOLLME.
3TO AENCTBME MOXET BbIMOJIHATHCA Kak B aBTOMATUYECKOM pexkrMe 6e3 BMeLLaTe/IbCTBA N0J1b30BaTEN S, Tak U C
yBefoMIeHneM. [Moc/ie yCTaHOBKM 06HOBIEHNS KOMMOHEHTOB MPOrpaMMbl MOXET NMOTpeboBaThCs Nepesarpyska
KOoMMbloTepa. B pazgene O6HOBEHME KOMMOHEHTOB NPOrpaMMbl AOCTYMHbI TPU OMUCAHHbIX Jasiee BApUaHTa.

e Hukorga He 06HOBIATb KOMMOHEHTbI NPOrpamMMbl; 06HOB/IEHNE KOMMOHEHTOB MPOrpaMMbl BbIMOMHATHCA He
6yAeT. 3TOT BapuaHT NOAXOANUT A1 CepBEPHOI YCTAHOBKM, MOCKO/IbKY CepBepbl 06bIYHO Mepe3anyckaloTcsa TONbKO
NPpU TEXHUYECKOM 0BCYXKMBAHUN.

e BbINoO/IHATb 06HOB/IEHNE KOMIMOHEHTOB NPOrpaMMbl, €C/IN J0CTYMHO: 06HOB/IEHWNA KOMMOHEHTOB MPOrpamMMbl
6yayT aBTOMATMYECKM 3arpy>aThCa U yCTaHaBIMBaTbca. O6paTuTe BHUMaHME Ha TO, YTO MOXET NoTpe60oBaThCs
nepesarpy3ska KoMmnbloTepa.

e 3anpocuTb NOATBEPXAEHME Nepes 3arpy3Koi KOMMOHEHTOB — BapMaHT Mo YMoa4aHuo. Monb3osaTento 6yaeTt
npeasaratbCsa NoATBEPANTb O6HOB/IEHNE KOMMOHEHTOB NPOrpaMMbl UIM 0TKa3aTbCs OT HEro, Koraa Takoe
06HOB/IEHMNE CTAHOBUTCA AOCTYTHO.

Mocne 06HOBMEHMSA KOMNOHEHTOB NPOrpamMMbl MOXeT 6bITb HEOH6XOAMMO Nepe3anyCcTUTb KOMMbIOTEp, YTOObI BCe
MoAynmn paboTanu NosIHOCTbIO KOPPEKTHO. B pa3aene Mepe3anycTUTb Noc/sie 06HOBIEHUS KOMIMOHEHTOB
nporpamMmbl MOXHO BbIGpaTb O[MH 13 NepevncieHHbIX Jasiee BApMaHTOB.

e Hukorpa He nepesanyckaTb KOMMbIOTEP: 3aMpOC Ha Nepe3arpy3ky He 6yaeT oTo6paxkaTbCs AaXke B TexX Ciyyasx,
KOT[1a 3TO HeOH6XO0AMMO. Bbi6MpaTh 3TOT BapMaHT He peKOMEHIYeTCs, Tak Kak KOMMbIOTep MOXeT paboTaTb
HEeKOPPEeKTHO A0 CefyoLWen nepesarpysKu.

e MpeasoXXUTb Nepesanyck KOMMbOTepa, ec/I He06X04UMO — NapamMeTp Mo YMOAYaHWo. Mocie 06HOBEHNS
KOMMOHEHTOB MporpaMmMbl ByAeT NpeaiaratbCsa nepesarpy3mTb KOMMbIOTEP.

e Ecin Heo6xo04MMO, Nepe3anycTUTb KOMNbOTEp 6e3 yBeJoM/IeHNSA: NOC/e 0OHOB/IEHNS KOMMOHEHTOB
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nporpamMMbl KOMMbIOTEP, 8TV 3TO HEO6XOAUMO, ByAET NepesarpyXeH.

NMPUMEYAHMUE. Hanbonee noaxoasmii BApUaHT 3aBUCUT OT KOHKPETHOM pabo4yer CTaHuuMmM, Ha KOTopow byayT
NPUMEHATHLCS NapameTpbl. He06X0AMMO MOMHUTbL O TOM, HTO CyLLECTBYET pasHMLA MeXAy pabovmMm CTaHUMAMN U
cepBepamu. Hanpumep, aBToMaTUYeCKMI Nepe3anyck cepBepa nocie 06HOBMEHMSA MPOrpaMMbl MOXKET NPUBECT U K
Ccepbe3HbIM Npobaemam.

Ecnu BbIGpaH BapmMaHT 3anpawmBaTth NOATBEPXKAEHUE Nepef, 3arpy3Koi 06HOBNEHUS, Ha 3KpaH byaeT BbiBELEHO
yBefoM/IeHNe, koraa byneT 4oCTynHO HOBOEe OBHOB/EHME.

Ecnu pasmep darna obHoBAeHMS 60/bLe 3HAYEHMS, YKA3aHHOTO B NapamMeTpe 3anpawmnBaTtb NOATBEPXAeHne,
ec/in pasmep o6HOB/IEHMSA NPEBbIWAET, HA dKpaH 6yAeT BbiBeAEHO YBEAOM/IEHNE.

4.5.1.2.2 TlpoKcu-cepsep

[na noctyna Kk napameTpam HacTpOMKM NMPOKCU-CepBepa A9 KOHKPETHOro Npoduas OOHOBEHNI LLEeIKHUTE
OG6HoBJIeHUe B ilepeBe pacluMpeHHbIX napameTpoB (F5), a 3aTeM HOKMUTe KHOMKY HacTpomka... Cnpasa OT MyHKTa
[ononHuTenbHble HACTPOMKU 06HOBNEHUA. [epenanTe Ha Bknaaky Mpoken HTTP v BbibepuTe 04MH 13 Tpex
nepe4vncieHHbIX ganee BapmaHTOB.

e Mcnonb3oBaTtb o6uiMe napamMeTpbl NPOKCU-CepBepa
e He ucnonbsoBaTb NpoKcU-cepeep
o CoepuHeHne Yepes NpoKCcu-cepeep

Ecnn BbIGpaTh BapMaHT Mcnosb3oBaTh 06LMe NapaMeTpbl TPOKCU-cepBepa, byayT UCNOb30BaATHCA NApaMeTpbl
KOHPUrypaLmm NpoKkcu-cepeepa, yxke 3aaHHble B paszesie Cnyyke6Hble nporpamMmsl > Mpokcu-cepeep Aepesa
pacLUMpeHHbIX MapamMeTpoB.

BbibepuTe BapmaHT He ncnosib3oBaTh MPOKCU-CepBep, 4TOObI yKa3aTb, YTO He ByAeT NCNob30BaTbCS MPOKCU-
cepsep Ans obHoBneHns ESET Endpoint Security.

dnaxok CoeguUHeHUe yepes npokcu-cepeep 40J/1DKeEH ObITb yYCTaHOB/1EH B C1eAyoWmMX aiy4dasax.

e 1na 06HoBNeHMa ESET Endpoint Security fO/1)KEH MCNOMb30BaTbCS MPOKCU-CEPBEP, OT/IMYHbBIA OT YKAa3aHHOTO B
rnobanbHbix napamMeTpax (Cny>xebHble nporpamMmmbl > Mpokcu-cepeep). B 3TOM Ciyyae Hy>KHO yKas3aTb
napameTpbl: agpec (none NMpokcu-cepsep), NOPT A5 COEAMHEHNS, @ TaKKe NPy He06X0ANMOCTN UMS
nonb3oBaTtens 1 Napoib.

e He 6b111 334aHbI 06LLMe MapaMeTpbl NPOKCK-cepBepa, ogHako ESET Endpoint Security 6yaeT nogkao4aTbes K
NpoKCU-CepBepy A5 NoSy4eHs 06HOBAEHUI.

e KomnbioTep noakatoyaeTca K MIHTepHeTy Yepes npokcu-cepsep. NapameTpbl 6epyTca u3 Internet Explorer B
npoLiecce yCTaHOBKM NPOrpamMmbl, HO MPU X U3MEHEHUW BNOCIeACTBUM (HanpumMmep, Npy CMeHe NOoCTaBLUMKA ya1yr
NHTepHeTa) Hy>KHO y6eanTbCs B TOM, YTO NapameTpbl NPOKCM HTTP BepHbI, B 3TOM OKHe. EC1M 3TOro He caenars,
nporpaMmma He CMOXeT NMOAK/I0YaATbCA K cepBepamM 06HOBIEHUN.

0 YyMOJTHaHMIO YCTaHOB/EH BapnaHT Mcnonb3oBaTb 06w me napaMeTpbl NPOKCU-cepeepa.

MPUMEYAHUE. laHHble ons ayTeHTUDUKALUMM, TakMe Kak UMS NoJIb3oBaTesNa 1 Naposb, NpeaHasHavyeHbl aas
[0CTyna K MpOKCU-CcepBepy. 3aM0IHATb 3TW M09 HEOOXOAMMO TOIbKO B TOM C/1y4ae, eI UMS M0/1b30BaTens n
napob Hy>Hbl. CegyeT 06paTUTb BHMMAHKWE Ha TO, YTO 3TW MO HE MMEKOT OTHOLLIEHMS K UMEHM NONb30BaTeN S U
naposto Ans nporpammHoro obecnedeHns ESET Endpoint Security 1 40/1KHbI 6bITb 3aM0/HEHbI TONIbKO B TOM C/1y4ae,
e noaKkItoyYeHmne K IHTEpHETY OCYLLECTBAAETCA Yepe3 3alLMLLEHHbIV NapoieM NPOKCU-CEPBED.

4.5.1.2.3 MNopKno4YeHUe K 10Ka/IbHON ceTu

Mpv 06HOBNEHNM C TOKANIBHOTO CEpBepa MO/ yNpaB/ieHneM OnepaLmMoHHOR CUCTeMbI HA 6a3e NT Mo yMO4YaHNIO
TpebyeTca ayTeHTUPUKALMA BCEX CETEBbIX MOAK/IOHEHMI. Halle BCEro Y SIOKA/IbHOM YHETHOM 3aNncu CUCTEMbI
HEA0CTaTOYHO MpaB A4 A40CTyNa K nanke 3epkana (narnke, B KOTOPOW XpaHATCA KOMUK GainnoB 06HOBNEHNS). B 3TOM
Cyyae BBeAMTE MMS MOb30BATENd M NMapOo/ib B pa3fesne NnapaMeTpoB 06HOBIEHUS UIW YKKUTE CyLLECT BYHOLLY O
YYETHYIO 3aMKWCb, N0 KOTOPOI MpOrpaMmma CMOXKET MOAYYUTb JOCTYN K cepBepy 06HOBEHUI (3epKany).

[ns KOHOUIYpUPOBaHMA TaKOW YHETHOM 3aNncK nepenanTe Ha BKIaaKy JlokanbHasa ceTb. B pasgene MopgkatoyeHue
K IOKQ/IbHOW CETU AOCTYMHbI C1efyioLiMe BApMaHThI: YY4eTHas 3anucb cuctemMbl (Mo ymoavaHuio), TekyLwmm
nosib3oBaTtesib 1 YKasaHHbIN NOJib30BaTeNb.

BbibepuTe BapMaHT YyeTHas 3anmcb cMcTeMbl (MO YMOSYAHUIO), YTOObI MCMOb30BaTh 415 AyTeHTudurKaumm
YYETHYIO 3anncb CUCTEMbI. ECIV JaHHble ayTeHTUdKMKaL MM B I1aBHOM pasgesie napaMeTpoB OOHOBNEHUM He YKa3aHbl,
KaK MNpaBuI0, NpoLecca ayTeHTUPUKALMM HEe MPOUCXOAMT.
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[naToro 4to6bl MporpamMma UCnoib3oBana A ayTeHTUGUKALIUM YYETHYHO 3anuch, NOA KOTOPOW B AAaHHbIA MOMEHT
BbIMOJTHEH BXO/, B CUCTeMY, Bbi6epuTe BapuaHT TeKyLiui nosib3oBaTe/b. He0oCTaTOK 3TOro BapmMaHTa 3ak/itovaeTca
B TOM, YTO NMPOrpamMmMa He MOXXeT MNOAK/IIOYUTbCA K CepBepY 06HOBIEHWUN, €C/TU B IAHHbI A MOMEHT HU OAMH
M0JiIb30BaTe/b HE BbIMO/IHWA BXOL, B CUCTEMY.

Bbi6epuTe YKa3aHHbI NoJib30BaTeb, EC/IM HYXKHO YKa3aTb YHETHYIO 3aNncb No/ib30BaTeNa And ayTeHTUdUKaLmn.
STOT MeToA CneayeT UCMOob30BaTh B TeX C/1y4YasXx, KOraa HeBO3MOXHO YCTaHOBUTb COEAMHEHME C MOMOLLbIO YHETHOM
3anucn cnucTemMbl. O6paTUTe BHUMAaHME Ha TO, YTO yYKa3aHHasa yYeTHas 3anmcb fokHa 061aaaTh NpaBamMm Ha A0CTYN K
KaTasiory Ha JJIokalbHOM CepBepe, B KOTOPOM XPaHATCs haiibl 06HOBMEHWIA. B NPOTMBHOM C/ly4ae Nporpamma He
CMOXEeT YCTaHOBUTb COEANHEHME M 3arpy3nTb O6HOBIEHNS.

BHumaHue: Ecnv BbibpaH BapnaHT TeKyLni nNosib3oBaTesib UM YKa3aHHbIM MN0JIb30BaTe/lb, MOXET NMPOM30UTH
OLMOKa NPpU M3MEHEHNW YYeTHOM 3anmcK NporpamMmMbl. B r1aBHOM pasgene napameTpoB 06HOBAEHMS peKOMeHAyeTCs
yKa3blBaTb JaHHbIE 415 QyTeHTUOUKALMM B 10KAJIbHOW CeTU. B 3ToM paszene napameTpoB OOHOBEHNIN yKaXKMTe
OaHHble ayTeHTUdMKaLMM ciegyolmm obpasom: ums_domeHa\noap3oseamenb (2 A8 paboyer rpynnsbi
pabouas_zpynna\ums) n napons. MNpu 06HOBMEHWM Mo NpoTokoay HTTP ¢ cepeepa N0Ka/IbHOW CeTU ayTeHTUdbMKaumm
He TpebyeTcs.

BbibepuTe napameTp OTKAOUYUTLCS OT CepBepa Noc/ie 3aBepLleHns 06HOBJIEHNS B TOM C/1y4ae, eCTv NOAKI0YeHMe
K CepBepy 0CTAeTCa akTUBHbIM MOC/1e 3arpy3k 06HOBIEHNI.

4.5.1.2.4 Co3paHue Konum o6HOBNEHUM, 3epKaso

ESET Endpoint Security N03BOASIeT CO34aBaThb KONUU GansioB 06HOBNEHWI, KOTOPble MOrYT UCMO/b30BaTbCS 414
06HOBNEHNS APYTUX paboymx CTaHuuMK B ceTu. Co3aaHme «3epkaaa» (Konum GarnoB 06HOBAEHNI B 1OKANbHOW CETU) —
yAO06HbIV CNOCO6 M36exaTb 3arpy3Kku O4HMX U TeX e 06HOBNEHNI C cepBepa NPOM3BOAMUTE/St BCEMWN PAbOYMMK
CcTaHumsaMn. @arnbl LLeHT paI30BaHHO 3arpy>KaroTCs Ha IOKAbHbIV CepBep 3epKana, a 3aTeM pacnpoCTPaHAIOTCA Ha
paboyne CTaHLUMK. DTO NO3BO/ISET U3bexkaTb BO3MOXKHOIO nepepacxoa Tpadurka. O6HOBAEHME KIMEHTCKMX paboymx
CTaHLMM C 3epKana onTUMM3MPYeT TpadurK B CETU U COKpaLLAeT 06beM NoTpebaseMoro MHTepHeT-Tpaduka.

MapameTpbl KOHOUIYpaLM TOKASIbLHOIO CepBepa 3epkKana MOXKHO HaUTK (Mocie 4ob6aBAeHNs 4eNCTBUTENbHOTO
JINLEH3MOHHOIO K/1K04a B MeHeXKepe INLEH3WW, KOTOPbI pacnonoxXeH B pasgene «JonoIHUTe/ibHble HACT POMKY»
ESET Endpoint Security), BOCMO/Ib30BaBLUMCb pa3aenoM «oNOHUTENbHbIe HACTPOWKK O6HOBAEHUSY. 419 AoCTyNna K
3TOMY pasfeny HaXMUTe Knaeuwy F5 1 BoibepuTe O6HOBIEHUE B iIepeBe paClLUMPEHHbIX MapaMeTpoB, MOC/1e Yero
HaXXMUTE KHOMKY HacTpomrKa... psaoMm C NyHKTOM [LONOJHUTe/IbHble HACTPOWKW O6HOBJIEHUS, A 3aTeM nepenauTe
Ha BKNaAKy 3epkano.

JononHuTensHEIE HACTRORKN

| Pexiam o6HOBREHWA I Mpotkew HTTP | NokansHaa ce‘rbl 3eprano |

Cozpam sepkano ofHOENEHWA
Loctyn k daiinam oGHoBNEHNA

MNepenasate ®ains! 0GHOBNEHWA C NOMOLLB
BHyTpeHHero cepsepa HTTP
Marka AnA $aitnos sepKana:

C:\ProgramData“\ESETVESET Endpoirt Antivirus\mimor

MmA nonesceatens: Mapenk:

’ LononHWTENEHEIE HACTRORKA... ]

L
L1

ESET NOD32 Antivirus (English, 32b7)
ESET Smart Security (English, 32bit)
ESET NOD32 Antivirus {English, 64bit)
ESET Smart Security (English, 64bit)

[ OK ][ Omiena ]

Ha nepBOM 3Tane HaCTPOMKK 3epKasia Hy>kKHO Bbi6paTh BapuaHT Co3aaThb 3epKasio o6HOBeHUS. [oc/1e 3Toro
CTAHOBSATCA AOCTYMHbI pyrie napaMeTpbl HACTPOMKM 3epKana, Takue Kak crnocob fAocTyna K dparnam 06HOBNEHUI U
nyTb K darnam sepkana.

MNepepaBaThb Ppansibl 06HOBIEHUS C MOMOLLbIO BHYTpPeHHero cepepa HTTP: e/l 3TOT NapameTp akTUBUPOBaAH,
dannbl 06HoBNEHUW ByAYT AOCTYMHbBI NPOCTO MO NPOTOKOAY HTTP, MpuyeM MMs Noab30BaTessi U Maposib HE HYXKHbI.
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[19 TOro 4To6bl HACTPOUTb AOMNO/THUTENbHbIE MApaMeTpbl 3epKana, HAKMUTE KHOMKY JONOAHUTE/IbHbIE
HACTPOVIKW. ...

MeToabl akT1BaLMKM 3epkasna nogpobHO onmcbiBaOTCS B pasaene O6HoBAeHMe ¢ 3epkana. MNoka YTo AOCTaTOYHO
3aMEeTUTb, YTO CyLLeCTBYET ABA OCHOBHbIX METOAA AOCTYNa K 3epKany: nanka c Gpannamm 06HOBAEHNI MOXET BbITb
npencrab/ieHa kak 0bLlaa ceTeras nanka unm kak HTTP-cepsep.

MNanka, npefHasHayYeHHasa a5 XxpaHeHnsa GarnoB 06HOBNEHUM AN 3epKana, yKkasbiBaeTcs B pasgene Manka gns
dannos 3epkana. Hokmute Manka..., 4TOObl HAUTW HYXKHYHO MAMNKy Ha 10KabHOM KOMMbIOTEPE WK B 06LLen
ceTeBOW nNanke. ECnm A5 yKa3aHHOM Nankm Hy>KHa aBTOpM3aLma, AaHHbIE ayTeHTUGUKALMM AOKHBI 6bIThb YKa3aHbl B
nonsx Mms nonbsoBartens v Maponb. EC1M BbiIOpaHHas nanka HazHa4yeHus pacnooXKeHa Ha CeTeBoM AMCKe Ha
KommnbtoTepe nog ynpasneHvem OCWindows NT/2000/XP, yKasaHHble MMS N01b30BaTeNsi M Napo/ib AO/KHbI
NpUHaA exaTtb Nosb3oBaTesto C NpaBamMm Ha 3annch B YKa3aHHY nanky. MIMg nonb3osaTenisd v naposib cieayer
BBOAMUTb B dopmate JomeH/INonb3oeamenb unvi Pabouas_zpynna/lloab3o8amens. He 3abyabTe BBECTM COOTBETCTBYOLLME
naposu.

MpW HAaCTpOViKe 3epKkana No/ib30BaTe/b TAKKE MOXKET yKa3aTb A3bIKOBbIE BEPCUN, L1 KOTOPbIX HYXKHO 3arpy»atb
KOMWUM 06HOBNEHWI. TakMe S3bIKOBbIE BEPCUM AOJIKHBI MOAAEPIKMBATHCA B HACTOALWMA MOMEHT CEPBEPOM 3epKana,
CKOHOUIYPUPOBAHHbBIM NO/1b30BaTENEM. f3bIKOBbIE BEPCUN MOXKHO HACTPOUTH B Cnincke [LOCTYMHbIe BEPCUM.

4.5.1.2.4.1 O6bHOBNEHMe C 3epKana

CylecTByeT ABa OCHOBHbIX METOZA HACTPOWKM 3epKasia: nanka ¢ dannamm 06HOBAEHUI MOXKET CyLLLEeCTBOBATb Kak
obuas ceTesas nanka nam kak HTTP-cepsep.

Hoctyn k parinam 3epkasa c NOMOLLbIO BHYTpeHHero cepsepa HTTP

STO BApMAHT MO YMOYAHMIO, BbIBPAHHbIN B MpeABapUTe/IbHO 334aHHOM KOHDUrypaLmm nporpaMmmel. s
obecneyeHns 4OCTyNa K 3epkany c noMolLbto HTTP-cepBepa nepengnte B pa3daen JonosHNTebHble HACTPOMKU
o6HoBeHus (BkNaaKka 3epkano) 1 BbibepuTe BapnaHT Co3gaTtb 3epKasio O6HOBEHUS.

B paspene [lonosiHUTENbHbIE HACTPOMKMU BI/1a[KM1 3epKasio MOXHO yKka3aTh MopT cepBepa, Ha KOTOpoM HTTP-
cepsep byaeT NpUHMMATb 3anpochl, a TAKOKe TUM ayTeHTUdUKaLmum, ncnonblyemon HTTP-cepsepom. M0 yMOAYAHWIO
NopT cepBepa MMmeeT 3HadeHme 2221. B napameTpe AyTeHTUdUKaLUa onpefensercs MeTos ayTeHTUdumkaumm,
NCNOsIb3yeMbln N8 4oCTyna K darmnam 06HOBAEHWN. LOCTYNMHbI YKa3aHHble HUXKe BapuaHTbl. Hu4ero, OcHOBHoe 1
NTLM. 1n4 TOro 4to6bl MCNONB30BATb KOAMPOBKY baseb4 1 ynpoLLeHHYI0 ayTEHTUDUKALMIO MO UMEHU
noab30BaTeNsi M Naposto, Bblbepute OcHoBHOe. BapnaHT NTLM obecnedymBaeT WwindpoBaHme 3a cHeT MeToaa
6e3onacHoro wudposaHua. 4ng ayTeHTUPUKALMM NCMOJIb3YeTCa YYeTHAs 3anncb Nob30BaTeNs, CO34aHHas Ha
paboyen CTaHLMK, KOTOpas NpefoCcTaBaseT 06LWmin 4OCTYN K GaniaM 06HOBAEHWU. 3HA4YEeHWe MO YMOTHYAHUIO —
Hwuyero. 3TOT BapuaHT gaeT AocTyn K pannam obHoBneHu 6e3 ayTeHTuduKaumm.

MpedynpexxdeHue. ECNv NNaHMpPYETCS OpraHmM3oBaTh AOCTYN K Gannam 06HOBAEHMI C noMOoLLbio HTTP-cepBepa, nanka
3epKkana go/KHA HaXoAMTbCA HA TOM XKe KOMMboTepe, 4To M 3k3emnasap ESET Endpoint Security, KOTopbi ee
co3paer.

YT106bI MCNONb30BaTh HTTP-cepBep C noaaep>Kkon npotokosaa HTTPS (SSL), npukpenuTe cBon pam LLenovku
cepTndPurKaToB (U1K CO34aNTe CAMO3aBePAOLLMIA CepTUPUKAT). JOCTyNHbI yKa3aHHble HuxKe Tunbl. ASN, PEM n PFX.
®ansibl 06HOBIEHNI MOXKHO 3arpy>katb Mo NpoTokony HTTPS, KOTopbiv 06ecneynsaeT 4ONONHUTENbHbI YPOBEHb
3aWmThl. [pM ero ncnosib3oBaHWM NpPaKTU4eCcK HEBO3MOXKHO OTC/IeANTb NepefaBaemMble CBeeHNA M y4eTHble
[JaHHble. 15 napameTpa dann 3akpbITOro K/k4a no yMOYaHWI0 YCTaHOBIEHO 3Ha4YeHne MHTerpupoBaHHbIn
(cooTBeTCTBEHHO, NapameTp Paia 3aKpbITOro Katoya rno yMOAYaHWIO HeaKTMBEH). [Py 3TOM 3aKpbITbI K/1HOY
AB/ISIETCS YaCTbtO BbIGPAHHOIO danna Lenoykm cepTudunKaTos.
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JononHuTensHele HACTRPORKKW @

HTTP-cepeep
MopT cepeepa: AyTeHTrdMKaLA:
2221 |Her 7]

S5L ana HTTP-cepeepa

Tun cepTudMKaTa: DN LENoYKKH CEpTHMKETOE:
THN 3aKPLITOTO KNKOYa: DaEIAN 3aKPLITOrD KNKYa:

WHTErpHMpOBaHHLIR BoiBpaTh. ..

MoAKMOYEHWE K NOKANEHOA CETH

(@) YYeTHERA 33NMCch CMCTEMb (M0 YMONYEHHI)
() TekylwWid NoNb30BaTEND

() YKa3aHHbIA Nonb30BaTENL
Wma nonb3oBaTens: Mapone:

[7] oTkMIouMTBECR oT cepBEpE NoCnE 3aBEPLIEHMA 0BHOBNEHA

KoMNOHEHTEI NporpaMMel

[] OfHoBITE KOMAOHEHTEI MPOrPEMMEL ’ OBHOBNATE KOMMOHEHTBI ]

[ OK ][ OTtMeHa ]

Mocne 3aBepLUeHMs HACTPOMKM 3epKana cneflyeT BOCMO/1b30BaThCsl PabounMMUM CTAHUUAMUN U 06ABUTb HOBbIN CepBep
06HOBNEHWUA. [N 3TOr0 BbINOAHUTE CleaytoLLve AeACTBUS.

e OTKpoWTe pa3gen [ononHUTeNnbHble HacTpoku ESET Endpoint Security 1 BbibepuTe BeTBb O6HOBJIEHUE.
e HaXKMUTE KHOMKY M3MEHUTD... CipaBa OT packpblBatoLLLErocs MeHto CepBep 06HOBIeHUM 1 [,06aBbTe afpec
HOBOTIO CepBepa B 04HOM U3 YKa3aHHbIX HMKe GOPMaTOB.
http://IP_adpec_Hosoz0_cepsepa:2221
https://IP_adpec_Hosoz0_cepsepa:2221 (Mpu NCNO/b30BaHMM SSL)
e BbibepuTe 406aBNEHHbIN CEPBEP M3 CMMCKA CEPBEPOB OH6HOBAEHWMN.

[ocTyn K 3epkany yepes o6LMIA CUCTEMHDIN pecypc

CHavana Heob6xoAMMO co34aTb O6LLYIO NanKy Ha 10KaJIbHOM W CETEBOM YCTPOUCTBe. MNpu Co34aH1M NanKn A4S
3epkana HeobxoaAMMO NpefoCTaBUTb MpaBa Ha 3anuch NONbL30BATEN0, KOTOPbI byAeT pasmeLlats B Hel hanbl
0BHOBNEHWI, 1 MPaBa Ha YMmeHue BCEM MO/b30BaTeNAM, KOTOpble byayT nonyyaTb o6HoBNeHms ESET Endpoint
Security 13 nankuy 3epkana.

Janee Heo6X04MMO yKasaTh CNocob f4ocTyna B pasaene JonoJIHUTeNbHbIe HACTPONKIM 06HOBJIeHUS (BK1aAKa
3epkano), cHas pnaxok MepesasaTtb $paisibl 06HOBMEHUSA C NOMOLLbIO BHYTPeHHero cepsepa HTTP. 3TOT BapuaHT
BK/IFOYEH MO YMOJTHAHMIO MOC/E YCTAHOBKM MPOTrpaMMbi.

Ecnm obulas nanka pacrnosiodkeHa Ha ipyromM KOMMbloTepe B ceTh, Heobxo4MMO yKasaTb AaHHble ayTeHTduUKaLmm
Ans poctyna Kk Hemy. ina aToro oTkpouTe B ESET Endpoint Security pasgen JonoaHUTeNbHble HACTPOUKM (F5) 1
Bbi6epuTe BeTBb O6HOBIEHME. HaxkmuTe KHOoMKy HacTpomKa... U nepenanTe Ha BKI1agKy JIokasibHas ceTb. OTOT
napameTp aHasormyeH UCnoJsibayeMomy Ans 06HOBAEHMSA U ONKCaH B pasaesie [oAKAYeHNe K JTIOKabHOW CeTH.

Mocne OKOHYaHMA HACTPOMKM 3epKasa YKaXKUTe Ha paboumx CTaHLUmMax agpec HOBOrO cepeepa O6HOBEHWM B
dopmate |JUNC-UMSA_KOMIBIOTEPA\IMYTb. 3TO AENCTBME MOXKHO BbIMOHUTb C1eAYOLWMM 06pasom.

e B ESET Endpoint Security oTkpouTe «Jon0oaHUTENbHbIE HACTPONKM» U BbibepuTe NyHKT O6HOBEHME.

o HaXKMUTe KHOMKY U3MEHUTb... pSAOM C CepBepoM OOHOBEHWS 1 Ao6aBbTe HOBbIV B dopmaTe \\UNC-
VMIMS_KOMMbBbIOTEPA\MYTb.

e BbibepuTe BHOBb A06aBMEHHbIN CEPBEP M3 CNNCKA CEPBEPOB OOHOBEHUN.

NMPUMEYAHMUE: [Ins KOppeKkTHOM paboTbl NyTh K Nanke 3epkana Ao/KeH 6bITb ykasaH B dopmaTte UNC. O6HOBNEHMS
C COMOCTaB/IEeHHbIX CETeBbIX AUCKOB MOTYT He paboTaTb.

MocnegHn pasgen KOHTPOMpYyeT KOMMOHEHTbI Mporpammbl (PCU). Mo yMO4aHWIO NOCe 3arpy3ky OHW FOTOBbI A8
KOMMPOBAaHMS Ha NOKasbHOe 3epkasio. Ecin yctaHoBneH Gaxkok O6HOBAATb KOMMOHEHTbI MPOrpaMMbl, HE HY>KHO
BbibMpaTb NapameTp O6HOBAATb KOMMOHEHTDI, T. K. 4OCTYMHble Gpanibl aBTOMATUYECKM KOMMPYIOTCA HA TIOKAJIbHOEe

3epkano. JononHUTebHble CBeLeHUS 06 06HOB/IEHUM KOMIMOHEHTOB nporpamMmbl CM. B pasgesie Pexxum obHoBeHUA.
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4.5.1.2.4.2 YcTpaHeHue npobnem npm o6HOBAEHUMU C 3epKana

B 60/1bLIMHCTBE C/ly4aeB NpobaemMbl MpyM 06HOBEHUM C CepBepa 3epkaa BO3HUKAKOT B CBA3U C OAHOWN UK
HeCKONbKMMW U3 C1eAYIOLMX MPUYMH: HEBEPHOE yKa3aHe napamMeTpoB Nnanky 3epkana, HeBepHble AaHHble
ayTeHTUdUKaLUMM A5 NANKK 3epKana, HeBepHble NapamMeTpbl Ha paboymx CTaHLMSX, KOTOPbIE MbITAOTCA 3arpy>kaTb
dannbl 06HOBMEHWM C 3epKana, a TaKXKe pa3InNYHbie COYeTaHMS STUX NMPUYMH. Hidke NpuBeeH KpaTku 0630p
Hanbosiee YaCTO BO3HUKAOLLMX NMpobeM npm 06HOBEHMM C 3epKana.

Own6ka npu nogkatodeHnn ESET Endpoint Security kK cepBepy 3epkana: 06bI4HO MPOUCXOAUT NPU yKa3aHUM
HenpaBWbHbIX AAHHbIX CepBepa 0OHOBIEHMI (CETEBOIO MYyTK K Manke 3epkana), C KOTOpOro paboyue craHumm
3arpy>karoT 06HOBAEeHMA. 19 NpoBepKM NAnNKmM HOKMUTE KHOMKy Myck B cucteme Windows, BbibepuTe BbIMOAHUTD,
BCTaBbTe MMS MNANKM U HKMUTE KHonKy OK. Ha 3kpaH AOMXKHO 6bITb BbIBEAEHO COAEPXMMOE ManKu.

Mpu nonbiTKe 06HOoBNeHMA ESET Endpoint Security 3anpalivMBaeT MMs NMosib3oBaTesis U NapoJib; BepoATHas
NPpUYMHA 3aK/1H04AETCA B TOM, YTO BBeleHbl HEBEPHbIe laHHble ayTeHTUdGUKaLMK (MMS NONb30BaTeNA 1 Naposib) B
pasfene 06HOBMEHUIA. MIMA NONb30BaTeNd 1 Naposib UCMOJb3YHOTCA A4 A0CTYNa K cepBepy 06HOBNEHWI, C KOTOPOro
BbINOIHAETCA O6HOBEHME NPOrpaMmbl. Y6eauTech, YTO AaHHble ayTeHTUPUKALMM YKa3aHbl BEPHO U B MPaBUIbHOM
dopmate. Hanpumep, omeH/Vims_noab3osamenss i Pabovas_zpynna/ums_noab3o8amensi B COMETaHWM C
COOTBETCTBYHOLLMM NaposieM. Eciv cepBep 3epkana AoCTyrneH BCeM yYacTHMKAM CeTU, 3TO He 03Ha4aeT, Y4To y Ntoboro
Nno/sib30BaTeN s CTb K HEMY A0CTYN. MNapaMeTp «Bce y4acTHMKW» 03Ha4aeT To, YTO nanka AoCTYMNHa BCeM
nosib3oBaTeNnsaM AOMEHA, a He TO, YTO NpeaoCTaBnAeTcsa 40CTyn 6e3 aBTopur3aLmn. B pesynbTaTe, eciv nanka
[OCTYIMHA BCEM YYaCTHUKAM, BCE XKe He0bX0AMMO yKa3aTb JOMEHHOE MMS N0/1b30BaTeNa M Naposib B HACT POMKaX
obHoBNEHUA.

Owwubka npu nogkntoyveHmu ESET Endpoint Security kK cepBepy 3epkana: NO4K/IOYEHNE K MOPTY, YKazaHHOMY A4
poctyna K HTTP-Bepcum 3epkana, bnokmpyeTcs.

4.5.1.3 OTKaT 06HOBJIeHUS

Ecnu Bbl NpefnonaraeTe, YTo nocieHee 06HoOBMeHWe 6asbl AAHHbBIX CUFHATYP BUPYCOB HECTABUIBHO UK
NOBPEXAEeHO, Bbl MOXETE BbIMOJAHUTb OTKAT K NpeAblAyLLen Bepcmm, a TalKe OTKIOUNTb H06ble 06HOBEHMS 3a
BbIGpPaHHbI Nepuos BpeMeHU. KpoMe Toro, Bbl MOXETe BK/TKOUNTb paHee OTKJTK0YeHHble 0BGHOBEHMS.

ESET Endpoint Security m03Bo/1SI€T BbINO/IHSATH pe3epBHOE KOMMPOBAHME U BOCCTAHOBEHME (TaK HAa3blBAEMbI OTKAT)
6a3 JaHHbIX CUrHATYP BUPYCOB. YTOObI BKIKOUYNTb CO34aHME X CHUMKOB, YCTaHOBUTE Gpaaxkok Co3paaTb CHAMKU
dannos o6HoBIeHUI. B none KonM4yecTBO CHAMKOB B JIOKaJIbHOM CUCTEME yKa3bIBAETCS KOIMYECTBO CHUMKOB
6a3bl JAHHbIX CUTHATYP BUPYCOB, XPAHALLMXCA B GAnNI0BOMN CUCTEME TOKA/IbHOTO KOMMbOTepa.

Mocne HaXkaTusa KHOMKM OTKaT (J,onoJHUTeNbHble HACTpoKKku (F5) > O6HOBIeHME > [LONO/IHUTENbHO) B
packpblBalOLLEMCA MeHIO MPUOCTAHOBUTb O6HOBJIEHUSA BbIGEPUTE MPOMEXKYTOK BPEMEHM, HA KOTOPbIN ByaeT
MpUOCTaHOBIEHO 06HOBEHME 6a3bl JaHHbIX CUTHATYP BMPYCOB U MOAY/1EM MPOTrPaMMbl.

MpHMOCTEHOBMTE 0OHOBNEHWA: [Ha 48 u, v]

Orkat daiinoe oBHoBNEHNA

Ecnu NogTEEPAWTE ONEPALMID B 5TOM AMEN0rOB0M OKHE
AyAeT BbINONHEH OTKAT MOAYNEN NporpaMMel 1M Dasel
A&HHBIX CHrHATYP BMPYCOE A0 CaMOro CTaporo ACCTYNHOo
CHUMKAE, KpOME TOro, Ha YKasaHHoE BpeMA (MM Ao
BKTHBALMM BpY4HYID) ByayT NpHocTaHoBNEHE!
oBHoBNEHMS,

[ O ][ OTMeHa ]

YT106bI perynsapHble 06HOBIEHMS MOXKHO H6b110 BO3OOHOBUTbL TO/IbKO BPY4HYIO, BbibepuTe BapraHT [0 oT3biBaA.
MoCKONbKY OH NOABEpraeT CMCTeMy OMaCHOCTU, ero He peKoMeHAYyeTC s UCMOJ1b30BaTb.

Mocne oTkaTa KHOMKa OTKAT 3aMeHAeTCS Ha Pa3pewwnTb 06HOBAEHUSA. Ha NPOTS)KeHUW NePUOAA BPEMEHM,
BbIGPAHHOMO B packpblBalOLLEMCS MEHIO «BpeMs», 06HOBIEHNS He MPOU3BOAATCS. [porpamMma BO3BpaLlaeTcs K camomn
CTapow Bepcmm 6a3bl AaHHbIX CUTHATYP BMPYCOB, KOTOPAs XPaHUTCA B KAYeCTBE CHMMKA B hanioBO CUCTEME
JTOKa/IbHOrO KOMMblOTEpA.

Mpuwmep. MNMpeanonoXmm, nocnegHen Bepcum 6asbl AaHHbIX CUFHATYP BMPYCOB NPUCBOEH HOMep 6871. Bepcuin 6870 n
6868 XpaHATCA B Ka4ecTBe CHUMKOB. TalkoKe y4TeM, YTO Bepcuns 6869 He 3arpy>keHa, nockobKy, Hanpumep,
KOMMbOTEpP A0JIF0 Obi/1 BbIKIOYEH. ECin B none KonnM4yecTBo CHUMKOB B JIOKJ/IbHOM CUCTEME BBECT M 3HAYEHNE 2 1
HaXkaTb KHOMKY OTKaT, MporpaMma BepHeTCs K Bepcumn 6868 6a3bl aHHbIX CUTHATYP BUPYCOB. DTO MOXET 3aHATb
HeKoTOopoe Bpems. YTObbl NpOBEPUTL, MPOM3BEAEH 1N OTKAT K NpeAbiAyLLen Bepcun, B rnaBHOM okHe ESET Endpoint
Security oTkponTe pasaen ObHoBAEHME.
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MapameTpbl KOHOUIYpaLMM NOKATIbHOIO CepBepa 3epkasia CTaHOBATCA AOCTYMHbI NOC1e A06aBNeHUS
OENCTBUTENIbHOMO IMLLEH3MOHHOIO K/1H04a B MEHEIKEDE INLIEH3WI, KOTOPbI PACrOIOXEH B pa3aene
«JonoNHUTeNbHble HAacTponkMy ESET Endpoint Security. Ecim pabodas CTaHums UCMOJIb3yeTCs B KAYECTBE 3epKana,
nepeg co3gaHmMemMm Komnmii 06HOBEHWNI HY>XXHO NPUHSTb YCUT0BUS NOCIeAHEN BEPCUM NTULLEH3MOHHOTO COrNalleHus C
KOHEYHbIM MOJib30BaTeNeM. DTO TpebyeTcs, MOCKO/IbKY B XO4€e AAHHOMO Npouecca M3MeHsaTca Gansbl, KOTOpbIe
NCNONb3YIOTCA 419 OOHOBAEHUS APYTMX PAbOUNX CTAHUMM B CeTU. [TpU HATNYMM HOBOM BEPCUM TULLEH3NOHHOTO
cornalleHus ee yC10BMS MOXKHO MPUHATb B AMAIOFOBOM OKHe, KOTOpOe NoABAseTcs Ha 60 cekyHA. YTobbl caenartb
3TO BPYYHYO, HAXKMUTE KHOMKY HacTpomrkKa... B pasaesne JinueHsnm Ha PCU 3Toro okHa.

@ ESET Endpoint Security

AdononHnTensHele HaCTPONKH

- Bl KoMnetoTep OTkaT ofHoEnEHUs
oI Ceth

|4l VIHTEPHET W 3NEKTPOHHER No4Ta
: () OBHoBnEHMe KonW4ecTBo CHUMKOE B NOKaNBHOH CUCTEME: 2 =

Co30a8Th CHUMKM (DaRnoB obHOBNEHWA

OBwme
T
3{ CnywebHele Nporpans!
(- WHTepdeiic TMuerziun Ha PCU

MUP-ha@iine, 0:MASOWWE KONMPOBEHWA Ha SEPKANO:

I I@'OI{ I[ OTMeHa ][I‘Iowonl—laﬂmo

4.5.2 Co3paHue 3apgayvy o6HoBeHUSA

O6HOB/IEHWE MOXHO 3anyCTUTb BPYYHYHO, HAXKaB OBHOBUTb 633y AaHHbIX CUTHATYP BUPYCOB B OCHOBHOM OKHE,
KOTOpOe NosBAseTcs nocie Bbibopa nyHKTa O6HOBMEHUE B I/TaBHOM MEHIO.

O6HOBMNEHMA TAKOKE MOXHO BbIMOJIHATb KAk 3ar/1aHMPOBaHHY0 3a4a4y. 19 KOHOUrypmpoBaHMs 3anaHNPOBAHHOM
3a4a4m nepenguTte B pasgen CnyxkebHble nporpaMmmsl > MaaHMpoBLWMK. 10 ymondaHuto B ESET Endpoint Security
AKTUBMPOBAHbI YKAa3aHHbIE HKE 334a4N.

e PerynapHoe aBTomaTunyeckoe ob6HoBNEeHUE
e ABTOMATM4YecKoe 06HOBJIeHUE nocie YCTAHOBKU MO EMHOIro coeguHeHus
e ABTOMATMUeCcKoe O6HOBJIEHUE NOC/ie BXO4A Mo/Ib30BaTeNs B cucTemy

Kaxxayto 3apa4y 06HOBAEHNSA MOXKHO M3MEHUTb B COOTBETCTBUM C KOHKPETHbIMW TpeboBaHnaMU. Kpome 3a4a4 no
YMOJTHAHMIO MOXXHO CO34aTb ApYrue 334341 OOHOBAEHNS C M0/1b30BaATENbCKUMM HACTPOMKaAMU. JONONHUTeNbHYO
NHbOPMALMIO O CO3AAHMM N HACTPOMKe 33434 O6HOBAEHMS CM. B pasgene [11aHMPOBLIMK.
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4.6 CnyxebHble nporpamMmmbl

B MeHto Cny)xe6Hble MporpamMmbl NepeyncieHbl MOAY/TN, KOTOPbIe MO3BOASAT YNPOCTUTb NPOoLecc
aAAMVUHNUCTPUPOBAHMSA NPOrpaMmMbl U COAEPXKAT AO0MOHUTENIbHbIE BO3MOXHOCTM aAMWUHUCT PUPOBAHNSA /19 OMbITHbIX
noJsib3oBaTesien.

@ ESET Endpoint Security o -E | ]

ESET ENDPOINT SECURITY

ChysebHble nperpammel

COCTOAHKWE 2aLLMTHI

CnyxebHble nporpaMmmei
CkaHupoeaHue MK
D Dainel XypHana MnaHWpOoBLIMK
OBHOBNEHME MocnegHan 3anuce: KonudecTen 3annaHMpoBaHHBIX
3anau: b
Hactpoiika CTaTMCTMKE 3alUWTh KapaHTuH

CTaTicTira No yrposanm Konuuecten oBbekTos,

Cﬂyx_eﬁHHE HporpﬂMMH MNOMELLEHHBIX B KEFIEHTHH:?
ESET SysInspector
KonuuecTeo CHUMKOB COCTOAHNA
kemnetotepa: 0

M MoHWUTOpUHT

Cnpaeka i nogaepkka ' ' MafnoBan cUCTEMa

QX B @0 R

CeTeBble NOAKNHUYEHWA
CRWcok CETEBREX NOAKNHYEHNE

a 3anyleHHbIe NPOLECCh
WH$ropmaumna o penyTaumm,
npeaoctasnaeman ESET Live Grid

M @ b

ESET SysRescue

Co33Th KOMNAKT-AWCK 3BAPUAHOID

MNpeaocTaswTe dain ana
dHanusa
Ananus e naBopartopun ESET

o

»

EQCCTaHOBNEHWA

B 3TOM MeHto NpeacTaBfeHbl ciefytoLme cykebHble Mporpammbl.

e Qawbl XKypHana

e CTATMUCTMKA 3aLLUNTbI

e HabnwogeHue

e 3anyuieHHble NPOoLEeCChl
e [1N1aHVPOBLUMK

e KapaHTuH

e CeTeBble NOAKIKYEHUS

e ESET Sysinspector

MpepocTtaBuTb pamn ana aHanaMsa: No3BoASAET OTMNPaBUTb NOA03PUTENbHbBIN haln Ha aHaNM3 B BUPYCHYHO
nabopatopwuto ESET. InanoroBoe OKHO, OTKPbIBAKOLLEECA MPU UCMOJIb30BAHMUN 3TOM QYHKLMK, ONNCAHO B pa3aene

OTnpaeka GanaoB Ha aHaNm3.

ESET SysRescue: 3anyck mactepa co3gaHuna ESET SysRescue.
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4.6.1 ®awnnbl XypHana

®annbl XypHana coaepat MHGOPMALMIO O BXKHbIX MPOrPaMMHbIX COBbITUSX M NPeAoCTaBAAOT CBOAHbIE CBeAEHMS
06 06Hapy>KeHHbIX yrpo3ax. BegeHue >xypHana saBiSeTCA BKHENLWM 31eMeHTOM aHanm3a, 0OHapY>KeHNUs yrpo3 m
yCTpaHeHus Henonagok. OHO BbINOHAETCA B QOHOBOM pexunMe 6e3 BMellaTenbCTBa Nob3osaTtens. JaHHble
COXPaHAKTCA B COOTBETCTBUM C TEKYLLMMM NapameTpammn CTeneHn getaamsaumm xxypHana. NpocmaTtpusaTb
TeKCTOoBble Co0bLeHMa 1 hansibl KypHaa, a TalkKe apXMBMUPOBATb UX MOXHO HEMOCPeACTBEHHO B cpefe ESET
Endpoint Security.

® ESET Endpoint Security =]
ESET ENDPOINT SECURITY

& CayweBHele nporpammel » Gaiine xypHana

COCTOAHNE 2aLLUNTLI -
— Parnbl KypHana
0 CKaHWpOEaHue MK
HKypram: [DﬁHEpy)KEHHbIE)I‘I’pO3bI -

5 OBHOBNEHWE Epema M... 0... ma Bupyc Aei... Mon... WHp »
30,3, 2012 ... 3a.. daidn  C\Users\petko.. Eicar TecT daina MNTA.. Cobh

ﬁ Hacrpoiika 30,3, 2012 ... ®W.. Gaidn  httpywww.eic.. Eicar TecT daina  coes..  petk..  OBH:
30,3,2012 .. @wm.. adn  http//www.eic., Eicar Tect daina  coeg..  petk..  OBHg
30,3, 2012 ... ®w.. Gadn  http:/www.eic., Eicar Tect avna  coeg..  petk..  OBH:

% CnyefHele nporpammel 30,3, 2012 ... ®W.. Gaidn  httpywww.eic.. Eicar TecT daina  coes..  petk..  OBH: E
30,3, 2012 ... ®W.. Gaidn  httpywww.eic.. Eicar TecT daina  coes..  petk..  OBH:
30,3,2012 .. @wm.. adn  http//www.eic., Eicar Tect daina  coeg..  petk..  OBHg

o CNpaeka n NoAAEPKKE 30,3, 2012 ... ®w.. Gadn  http:/www.eic., Eicar Tect avna  coeg..  petk..  OBH:
30,3,2012 ... ®w., dain  httpiwww.eic,, Eicar Tecr daina  coeg..  petk.,  O6Hi |
30,3, 2012 ... ®W.. Gaidn  httpywww.eic.. Eicar Tect daina  coes..  petk..  OBH:
30,3,2012 .. @wm.. adn  http://www.eic., Eicar Tect daina  coeg.. petk..  OBH:
30,3, 2012 ... ®w.. Gadn  http:/www.eic., Eicar Tect avna  coeg..  petk..  OBH:
30,3, 2012 ... ®w.. Gadn  http:/www.eic., Eicar Tect avna  coeg..  petk..  OBH:
Tl i rhaiin e Lhanana sie Firar TarT rhaiina rnan natl MAH: 3

4 m | 3
BUETPaLMA OTKIHYEHE

| DuneTp.. || OmeaounTe duneTp |

O OTkpbITe B HOBOM OKHE

Mony4nTb 4OCTYN K paniam xypHana MOXHO 13 ITIAaBHOr0 OKHA NPOrpaMMbl C MOMOLLbIO KOMaHAbl Cny>Ke6Hbie
nporpamMmbl > daiibl XXypHana. Belbepute Hy >KHbIN TUM KypHANa B PaCKpblBakOLLLEMCS MeH0 XKypHan. [JoCTyrMHbl
yKa3aHHbIe HUKe XKYPHabI.

e O6Hapy>XeHHble Yrpo3bl: >XypHa yrpo3 COAepXKUT NoAPO6HYI0 MHGOPMALMIO O 3apasKeHUsX, 0BHAPYKEHHbIX
moaynamu ESET Endpoint Security. PeructpupyeTtcs nHdopmMaums o BpeMeHn 06Hapy»KeHs, Ha3BaHMe yrpo3sbl,
MeCTO 06HAPYXKEHWS, BbINMOJTHEHHbIE AENCTBUA U MS MO1b30BaTEN s, KOTOPbIN HAXOAW/ICA B CUCTEME MPU
06HapY>KeHMM 3apaXkeHus. [IBaxK bl LLETKHUTE 3anuchb XKypHana aag npocMoTpa noapo6HOro coaep >KMMoro B
OTAENbHOM OKHE.

e Co6bITUSA: B XKypHase COObITUN PEFUCTPUPYHOTCA BCE BAXKHbIE AeNCTBMS, BbINOIHSEMble Mporpammon ESET
Endpoint Security. OH cOaep>XnT MHGOPMaLMIO O COBLITUSAX M OLIMBKaX, KOTOpble MPOM30LLIN BO BpeMs paboTbl
nporpammbl. OH A0O/IKEH MOMOraTb CUCTEMHbBIM 3AMUHNUCTPATOPaM M MNOb30BaTeNAM pellaTb Npobiembl.
3avactyto nHbopMaLms, KoTopas COAEPXKUTCS B 3TOM XYPHae, OKasblBaeTCs BECbMa NOMe3HOW Npu peLleHmnm
npo6aem, BO3HUKAKLLMX B paboTe MporpaMmbl.

e CKaHMpoBaHMe KOMMbIOTEpPA: B 3TOM OKHe 0OTO6PpaXKatoTCs pe3y/ibTaTbl BCEX BbIMOHEHHbIX BPYYHYHO UK
3an1aHNPOBAHHbIX ONepaLni CKaHMPOBaHUS. Kaxaas CTpoka COOTBETCTBYET OA4HOM MpOBepKe KOMMbOTepa.
YT106bI MONYYMUTE NOAPOOHYI0 MHOOPMALMIO O TOM UM MHOW ONepaummn CKAHUPOBAHUSA, ABKAbI LLETKHUTE
COOTBETCTBYHOLLYHO 3aMMUCh.

e CucTema NpefoTBpaLLEHNS BTOPXXEHUI Ha Y3e: COEePXKUT 3amnncmn 0 KOHKPETHbIX NpaBuiax, KoTopble 6binu
noMeyeHbl 1718 perncTpaumm. NMpoToKo NoKasbiBaeT NPUIOXKEHNE, KOTOPOE Bbi3BasiO ONepauuio, pesyabtart
(6b110 MPaBMIO pa3peLleHo UK 3anpeLLeHo) U MMs CO3AaHHOTo Npasuna.

e [epcoHanbHbIN panepBo: B XKypHaie CObbITUM panepBoia 0TOBPaXKatOTCA BCe MOMbITKM aTak M3BHE, KOTOPble



61211 06Hapy>KeHbl NePCOHabHbIM PanmepBoIOM. B HeM HaxoauTCs MHbopMaLms 060 BCeX aTakax, KOTopble 6biau
Hanpas/ieHbl HA KOMMbIOTEP Nob30oBaTens. B cronbue «CobbiTre» 0TO6paXkatoTCss 06HapY >KEHHbIe aTaku. B
cTonbue «MCcToYHNK» yKa3blBAOTCA CBEAEHMS O 310YMbILLIEHHMKE. B cTon6Le «[TpoTOKO» MepeyncaoTcs
NpPOTOKO/Ibl 06MeHa AaHHbIMU, KOTOPbIE UCMOJIb30BATUCL A5 aTakK. AHa/IM3 XXypHana GpanepBosia MOXKET MOMOYb
BOBpEeMSt O6HAPY>KMTb NOMbITKM 3apaXKeHMs KOMMbOTepa, YTO6bl NpeAoTBPaTUTb HECAHKLMOHMPOBAHHbIN AOCTY
Ha KOMMblOTEp.

e 3awmMTa OT CNama: COAEPXKUT 3anncun, CBA3aHHbIe C CO0BLLEHVAMMN 3J'IeI<TpOHHOl7I MO4YTbl, KOTOPbIE 6bI/1IM MOMEYEHDI
KaK crnam.

e KoHTposb goctyna B UHTepHeT: COAepP>KUT CNMCOK 3a610KMPOBAHHbIX MK pa3pelleHHbix URL-agpecos v
KaTeropum COOTBETCTBYHOLMX BeO-CTpaHuL,. B ctonbue «MpeanpuHAaTOe AeNCTBME» YKA3bIBAETCA, Kakme npasuia
dunbTpaLmm 6bITN NPUMEHEHDI.

e KOHTpOJ/Ib \/CTpOIZCTBZ COAEPXKUT CNMNCOK NMOAKNHOYEHHbIX K KOMMbOTEPY CbeMHbIX HoCcUTEenem m \/CTDOIhCTB. B
XXypHane permnctpupyroTca TOJ/IbKO Te yCTpOPICTBa, KOTOpble COOTBETCTBYIOT NMpaBuy KOHTPOS. B NIpOTUBHOM
c/ly4ae B XKypHasie He CO34arTCs 3anmcn 0 HUX. Takxke 34echb 0To6pa>|<a+0Tc9| Takune cBegeHusd, Kak Tun yCTDOIZCTBa,
CEDI/IIZHbIPI HOMep, Ha3BaHWe NoCTaBLnKa U pasMmep HOCUTen4 (I'IDI/I ero Han I/Il-II/II/I).

YT06bI CKOMMPOBATL B bydep 0bMeHa MHPOpMaLMIO M3 N0H0T0 pasaena XKypHana, BbIAEIUTE HYXKHYHO 3anunch U
HaXXMUTe kKHonky KonnpoBatb nauv knaeuwm CTRL + C. 115 BblAeNeHMUS HECKOTbKMX 3anmMcen MOXKHO MCMO01b30BaTb
Knasumwuy CTRL n SHIFT.

LLlen4oK no 3anmcy NpaBomr KHOMKOW MblLUW BbIBOAUT HA 3KPAH KOHTEKCTHOE MEHH. B KOHTEKCTHOM MeHHO AOCTYMHbI
nepeynciieHHble HUXKe NapameTpbl.

e ®unbTpPOBaTb 3AMUCU TOMO XKe TUNA: NOC1e aKTMBALMM 3TOro GunbTpa byayT NOKasaHbl TOMbKO 3aNUCK OAHOIO
Tnna (AMarHoCTn4yeckne, NpeaynpexaeHns nT. 4a.).

e ®dunbTpoBaTh.../HalTU.... ICNONb30BAHNE OAHOM U3 3TUX KOMAHJ, BbIBOAUT HA 3KPaH OKHO dunbTpaums
XKYpHana, B KOTOPOM MOXXHO 334aTb KpUTepun GUAbTPaLUN.

o OTKNOUYUTb GUNBLTP: YAANAIOTCS BCE MapamMeTpbl GunbTpa (CO34aHHbIe, KAk OMMCAHO BblLLE).

o KonupoBaTtb Bce: KonupyeTcs MHbopmMaLmsa 060 BCex 3anmcsix, MpUCyTCTBYIOLLMX B OKHE.

e Ypanutb/Ypannutb Bce: yaanaoTCA BblAE/IEHHbIE 3anncy UK BCE 3aNnCU B OKHE; A1 3TOM0 AeNCTBUS HY XKHbI
npaBa agMUHUCTpATopa.

e DKCMOPT: 3KCNOPT MHOPMALMM O 3anmncsx B Gamnn B dopmate XML.

e [MPOKPYTUTb XXYPHA: 3TOT GNAKOK TJIeflyeT OCTaBUTb YCTAHOBEHHbIM, YTO6bI MCNO1b30BaNaCh aBTOMATMYeCKas
NPOKPYTKA CTapbIX XXYPHANOB, a HAa 3KpaH B OKHe daiibl XXypHaa BblBOAWIUCE AKTVBHbIE XXYPHabI.

4.6.1.1 O6cayxmBaHme XXypHana

HacTpownky BegeHums xxypHana ESET Endpoint Security MOXXHO OTKPbITb M3 F1aBHOr0 OKHA MporpamMmbl. HOKMUTe
Hactpowka > NepernT K J,0NOJHUTENbHBIM HACTPOMKAM... > Cy)kebHble nporpamMmbl > @anibl XXypHana. 3ToT
pasfen NCnonb3yeTca A1 HACTPOMKN yrpaB/ieHns kypHanamu. NporpamMmMa aBToMaTndecku yaanset ctapble dansbl
XXYPHaNoB, YTOObI C3KOHOMUTb AMUCKOBOE MPOCTPAHCTBO. 419 GarnoB >kypHaia MOXHO 334aTb NapameTpbl,
yKasaHHble HuXKe.

Yaanatb 3anMcyM aBTOMAaTUYECKU: 3aM1cK B XKypHase, CO3A4aHHbIe paHblUe, YeM yKa3aHo B napaMmeTpe Yaanartb
3anucuy ctapuue, Yem X gH., 6yayT aBTOMATUYECKM YA ATbCS.

ONTUMK3NPOBATb Galibl XKYPHANOB AaBTOMATUYECKU: eC/TM 3TOT GPNAXKOK YCTaHOBEH, halifibl )XypHaioB byayT
aBTOMaTUYeCckM AepparMeHTMPOBaThCA B TEX C/1yYasaX, KOrAa NpoLeHT pparMeHTaL My NpeBbillaeT 3Ha4YeHue,
yKasaHHoe B napameTpe EC/iM KONM4eCcTBO HEMCMO/Ib3YeMbiX 3anMcen npesbiaet (%).

HaxxMmTe ONTUMU3NPOBATb ceryvac, YTo6bl 3anycTuUTb AedparMeHTaumio GainoBs XXypHanos. Mpy 3ToOM yaangTca
BCE NMYCTble 3annCK XXypHaIOB, YTO YyyLlaeT Npon3BOAUTENbHOCTb U CKOPOCTb 06paboTKM XKypHanoB. Takoe
yay4lleHne 0co6eHHO 3aMeTHO, eIV B XKypHanax coep XXmTca 60/1blLoe KOMYECTBO 3anmncei.

MuHUManbHaa cTeneHb AeTanusaLmm XXypHana: onpegenseT MUHUMaAbHbIW YPOBEHb AeTann3aumm 3anmcem o
cobbITUSAX.

e [IMArHOCTUKA: PErucTpupyeTcs MHGopmaums, HeobxoamMMas Ans TWATebHOW HACTPOMKM MPOrpaMMbl, a TaKXKe
BCE MNEPeYNC/IeHHbIe BbILLE 3aMnCH.

e NHpOpMaLMOHHbIE: 3aNNCbiBAKOTCA MHGOPMALMOHHbIE COOBLLEHWS, B TOM YMCIe COO6LLEHNA 06 yCnewHoM
BbIMO/THEHNW O6HOB/IEHMS, @ TAKXKe BCE MepPeYMUCIEHHbIE BbiLLE 3amnnCH.

e MpepynpexaeHns: 3anuncbiBaeTcs MHGOpMaLmMsa 060 BCEX KPUTUYECKMX OLLUMEKAX 1 NpeaynpeXxaeHnsX.

e OWMBKU: perucTpupyeTcs nHdopmMaums o6 owubkax 3azpy3ku Gatlinos N KpUTNHECKMX OLIMBKaX.

o KpuTuueckue: perucTpmpyroTCa TONbKO KpUTMYeCKMe On6KM (OMBKM 3amnycka 3almuTbl OT BUPYCOB,
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nepcoHanbHOro Gpamepsoiamn T. m.).

HaXkMuUTe KHOMKY PUABTP MO YMOTHAHUIO..., YTO6bI OTKPbITb OKHO ®UAbTPaLUS XXYpHaNa. YCTaHoBUTE GAaXKKM
L9 Tex TUMOB 3anmcei, KOTOPble CNeayeT BbIBOAMTb B KYPHasbl, U HAXKMUTE KHOMKY OK.

4.6.2 MnaHUpoBLWMUK

[MnaHnpoBLLMK yNpaBaseT 3anaHMpOBaAHHbIMU 3a.a4aMu U 3anyCcKaeT UX C NpeaBapuUTebHO 3aaHHbIMU
napameTpamMmn n CBOMCTBAMMW.

MepenTi K NAAHUPOBLLMKY MOXXHO 13 F1IAaBHOroO OKHA NporpaMmmbl ESET Endpoint Security, OTKpbIB pa3aen MeHto
Cny>xe6Hble nporpamMmbl > MaaHMpoBLWMK. MAAHUPOBLUUK COAEPXKNT MNOHBIN CMMCOK BCEX 3aM/IaHMPOBAHHbIX
334,24 M CBOMCTBA KOHGUrypaLmm, Takme Kak npefBapuTenbHO 334aHHble 4aTa, BpeMs U UCNoJib3yeMblii Npoduib
CKaHVpPOBaHMA.

MAaHMPOBLLMK NpeAHa3HaYeH A1 N1AHUPOBAHMSA BbIMOJIHEHUS CTeAYIOLWMX 334a4: 0OHOBeHMe 6a3bl 4AHHbIX
CUrHAaTyp BMPYCOB, CKAHMPOBAHMe, MpoBepKa GanaoB, NCNOMHSEMbIX MPU 3aMyCKe CUCTEMDbI, M 0BCTYXKMBaHME
KypHana. JobaBnsTe M yAanaTb 3a4a4M MOXKHO HENOCPEACTBEHHO B I/TABHOM OKHE MIaHMPOBLUMKA (KHOMKM
[o6aBUTb... U YAANUTD B HKHEN YaCTM OKHA). C MOMOLLBH KOHTEKCTHOIO MEHHK OKHA MIAHMPOBLLUMKA MOXKHO
BbIMONIHUTb C1eAyoLMe 4eNCTBMS: 0OTobpaXkeHWe NoapobHOM MHbOpMaLMK, BbiMONHEHWE 334a4M HEMEA/1EHHO,
006aBeHMe HOBOW 334a4M U yAaNeHre CyLecTByoLWer 3agadn. Mcnonb3ymnte GAakKKy B HA4aNe KadKA0W 3anmcy,
4YTOObl AKTMBMPOBATb UM OTK/THOUYNTb COOTBETCTBYHOLLME 334a4MW.

® ESET Endpoint Security =]

ESET ENDPOINT SECURITY

4 CayweBHele nporpammel * TNNaGHHPOBLLMK

CoCToAHNE 3aLUNTEI

Maanmposwmk
0 CkaHupoeaHue MK ma 3agaqa Epema zanycka MapameTpel MocnegHui 3a...
Relatorios d... OBcnokWMEaHW.. 3ajada 6y4eT 6. HeT ocobbix na.. 16,4, 2012 17:0..
% QBHoBNEHKE Atualizacdo .. OBHOBNEHME, 3agava ByaeT 6., HeT ocoBenc na.. 16,4, 201217:0..,
Atualizar au... OBHOBNEHKE, MogemHoe coe.. HeT ocoBeix na..
D Atualizar au (JBHOBNEHKE, Ex0a none30Ea.. HeT ocobbix Na...
ﬁ Hacrpoiika Iniciar auto... MNposepka dail.. Bxog nonb3osa.. 16. 4. 2012 17:0...

[¥] midiar auto.., MNpoeepka ¢ad.. YenewHoe o6H..,

% CnykeBHbIe Nporpammbl

o CNpaeka 1 NoALepIKKa

C MOk DL HY I'IFIEEDH KN3BMLUKA MEILLW MOXHD OTKDBITE KOHTEKCTHOE MEHHD Eblﬁ-pEHHDI'D
FNEMEHTE,

| doBaewte.. | 3.

O OTkpbITe B HOBOM OKHE

Mo yMO/4aHMIO B MIaHUPOBLLUKE OTOBpaXatoTca cieaytoLme 3anaaHMpoBaHHbIe 334a4K.

O6cnyxxmuBaHue XypHana

PerynspHoe aBToMaTM4yeckoe o6HOBIeHME

ABTOMaTMYecKoe 06HOB/IeHME NOC/1e YyCTAaHOBKU MOJ,EMHOr0 coefMHEeHU S

ABTOMaTMYecKkoe 06HOB/IEHME NOC/1e BXOAA M0Jib30BaTeNs B CUCTEMY

ABTOMaTMYeckas nposepka $pansioB Npu 3anyckKe cMCTeMbl (NOC/e BXOAA NOb30BaTE/S B CUCTEMY)
ABTOMaTM4Yeckas nposepka ¢pansioB Npu 3anycke cUcTemMsl (Nodie yCnewHoro 06HoBAeHNs 6a3bl AAHHbIX

CUrHATYpP BMPYCOB)

[naT0ro 4to6bl M3MEHUTb NapaMeTpbl 3aM1aHMPOBaHHbIX 3aa4 (KaKk onpeaesieHHbIX Mo YMOAYaHUIO, TaK U

Nno1b30BaTes bCKl/IX), LeNKHNTe I'IpaBOPI KHOTKOW Mbl LI HY>KHYIO 3aa4y U BbIGEpI/ITe B KOHTEKCTHOM MeHI0 KOMaHAay

89



MN3MEeHUTb... WM BblaenunTe 3afga4vy, KOTopyto HEeobX04MMO U3MEHUTDb, a 3aTEM HAKMUTE KHOMKY N3MeHnTb....

JlobaBsieHMe HOBOWM 3a4a4un

1. Haxxmute 0,06aBUTb... B HMXKHEN YacTW OKHa.

2. Bb|6ep|/|Te HY>KHYIO 3a4a4y B paCKpblBakOLLEMCA MEHHO.

Motasus 33aauy
JaNNaHUpOBaHHERA 330844
‘3&1}0{ BHELIHEMD NPUNOXEHWA A ]
CBcmy*MeaHKe *ypHana

[NpoBEpKa $ainoE, MCNONHASMED MPW S3MYCKE CUCTEME
Cosn0ate CHUMOK COCTORHWA KOMMBTEPE
Crarvposaqwe MK no pefosario

OBHoEneHne

[NpoBepKa NocnedHei BEPCKN NpOrpaMMel

LononHTENEHEA MHPODMELAA O NNEBHWDOBAHA S303Y. ..

< Hasan [ Hanee = ] [ Omvera ]

3. BeBegute M4 3agaym u BbIGEDMTe O4VH 13 PeXXNMOB BpeMeHW BbIMOJTHEHUA.

OpHoKpaTHO: 337a4a 6yAeT BbIMO/IHEHA OA4HOKPATHO B YCTAHOB/IEHHYIO AATY U BpEMS.

MHorokpaTHO: 334a4a 6yaeT BbINOMHATLCA PEryaspHO Yepes yKa3aHHbIM NMPOMEXYTOK BpeMeHM (B Yacax).
E>xxepHeBHO: 334a4a 6y4eT BbINOHATLCSA pa3 B CYTKM B YKa3aHHOE BpPeMS.

E>xeHepenbHO: 334a4a 6yAeT BbIMONHATHCS OAMH UM HECKONTbKO pa3 B HEAE/0 B YKa3aHHbIe AHW U BpEMS.
Mpwn onpepeneHHbIX yCA0BUAX: 334342 byAeT BbIMOIHEHA MPY BO3HUKHOBEHUM YKA3aHHOTO COBbITUS.
[obaenTs 3334y

HazeaHue sanaun:

Safada

Zanyck zagaun
@ QpHokpatHo
() MHorokpaTHo
() Exepresto
(0 Bxenenenso

() Tpw onpeAenEHHBDE YCNOBNRE

[T He sanycxats sanavy. cnu KoMMs0TEp NWTAETCA 0T BaTapeu

[ < Hazan ” Hanee = ] [ CimmeHa ]

4. B 3aBUCMMOCTU OT BbI6DaHHOI'O B npeablayLiem NEencTBumn peXXrnma BpeMeHU BblMOJTHEHWSA Ha SKPaH GVD,eT
BbIB€JEHO OAHO M3 CheayruWnx ANa10roBblX OKOH.

OpHOKpaTHO: 334a4a byeT BbIMO/IHEHA OAHOKPATHO B YCTAHOB/IEHHYIO AATY U BpEMS.
MHorokpaTHO: 33/1a4a 6yAeT BbINMOMHATHCS PEryIpHO Yepe3 yKa3aHHbI MPOMEeXYTOK BpEMEHMU.
o EXxepHeBHO: 33/1a4a 6yAeT MHOMOKPATHO BbIMOJTHATHCA KKAbIE CYTKM B YKa3aHHOE BpeMS.

o EXxeHepenbHO: 334a4a 6yeT BbIMOHATLCS B BbIOPAHHbIN AeHb HEAEM B YKA3aHHOE BpPeMS.

5. Ecnm3apaya He morna 6biTh BbIMOJ/IHEHA B OTBEAEHHOE €M BpeM4, MOXXHO YKa3aThb, KOrga GVD,eT npeanpuHATa
aenyolas nonbiTKa 3anycka 3agayn.

e JKAaTb 4O C1eayioLero HaMmeyeHHOro MOMeHTa
e BbINO/THNTbL 3a4a4y Kak MOXHO CKopee

e BbiNOMHUTD 334a4y HEMEeA/IeHHO, eU1M BpeMs, NpoLuejLlee C NoC1eAHero 3anycka, NpeBbiCUI0 YKa3aHHbIN
WMHTepBas (B Yacax).

6. Ha nocneaHem 3Tane npefocTaBnseTcs BO3MOXHOCTb MPOCMOTPETb MHPOPMaLMIO O NaHUpyeMon 3aaqe.
Haxxmute FOTOBO A/15 NPUMEHEHMS 334a4K.
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MsmennTe 33gaqy

Zapaya Gbina sannaHUpoBaHa.
Cfsop sannaHMpoBaHHEE 33Aa4
Wima sanauw:
ABToMaTWYECKDE OBHOBIIEHWE MOCNE YCTAHOBKW MOLEMHOrD COBMMHEHWA

Tun sapawa:
OfHosneHWe.

JanycTus sapavy:

MogemHoe coeguHeHwe © HMemepretom VPN [poHokpaTHo B Yac Kak Makcumym).

eiicTEnA, NPEANPHHUMEEMEE B CMYY3E, ECNM 33434a He
¥ B onp H0E EpEMA:
3apava He ByneT BeinonHeHa.

§al'l"-'CTlr1Tb Safavy ¢ yKasaHHbIMW napaMeTpamMq

’ < Hasan ”'@]L’Enomum] [ Cmvexa

4.6.2.1 Co3paHue HOBOW 3a4a4un

Ong co3paHvs 3a4a4m B NAaHNPOBLUMKE HAXKMUNTE KHOMKY AOGaBVITb... Unn lwenkKHmTe npaBoﬁ KHOTKOW MbILUU U
Bbl6epl/ITe B KOHTEKCTHOM MeHI0 KOMaHAay ﬂ,OGaBMTb.... ﬂ,OCTyI’IHO MNATb TUMOB 3a4au.

e 3anyckK BHeLHEro NpuUaoXXeHus: N1aHUpOBaHWe BbINOHEHMS BHELLHErO MPUTOXKEHMS.
o O6Cny>XMBaHMe XXypHana: B Gamnax xypHana Takoke COAepXKaTcst 0CTaTKM yAaneHHbIX 3anmcer. OTa 3aga4a
perynspHo onTMMKM3MpyYeT 3anmcn B darnax xxypHana ans 3dpekTnBHoM paboThl.

o MpoBepka ¢aioB, UCMONHSAEMbIX MPU 3aMyCKe CUCTeMbl: NpoBepka GannoB, UCMOTHEHME KOTOPbIX pa3peLleHo
Npw 3anycke UKW BXOAE MNO/b30BaTeNs B CUCTEMY.

e Co3aaTb CHAMOK COCTOSSHUSA KOMMbIOTEpPA: CO3[aHMe CHUMKA COCTOAHMA KoMmnbloTepa B ESET Sysinspector, ang
KOTOPOro cobuparTca NoApo6HbIe CBeAeHNS O KOMMOHEHTaxX CUCTeMbl (Hanpumep, Apansepax, NPUIOXKeHMsIX) 1
OLLeHMBAETCS YPOBEHb PUCKA A1 KXKA0TO UX HUX.

o CKaHMpOBaHMeE KOMMbIOTEPA: CKAaHNPOBaHMe GarIoB 1 NanoK HA KOMTMbIOTEpE.

e O6HOBJ/IEHME: NIAHMPOBAHME 334a4M 0OHOB/IEHMS, B paMKkax KOTOpOW 06HoBNSeTCA 6a3a AaHHbIX CUTHATYP
BMPYCOB 1 MPOrpamMMHbIe MOAYN.

o MNpoBepka nocsiegHen BEpCUU NPOrpaMmbl

RoBasurs 3252ty
2aNNaHUpOBaHHERA 380544
|3an1,rac BHELHErD NPHNGKEHAA hd ]
QBcnysmeaHmne xypHana

[NpoBEpKa ©ainos, MCNONHAEMBD MPW S3MYCKE CUCTEME
Co3maTs CHAMOK COCTORHUA KOMMLH TEpa
Crarvposaque MK no pefosaniio

OBHoEneHne

[NpoBepKa NocneHel BEPCHA NPOrpaMMel

ﬂ{_}l‘lOJ'IHHTeJ'IbHEﬂ WHPOPMAELA 0 NINSHWD0EAHMA S3A34. ..

< Hazan [ Hanee = ] ’ Covera ]

Mockonbky 06HOBJIEHNE — OZiHA M3 CAMbIX YaCTO MCMOJb3YEeMbIX 3aM1aHNPOBAHHbBIX 334a4, H/XKE OMMCaHO
pobasneHue 3aga4v 06HOBEHUS.
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B packpbliBatoLLeMcs MeHIo 3aniaHMpoBaHHas 3agava Bolbepute nyHKT O6HOBIeHME. HakMmuUTe KHoNKy Janee v
BBEAMTE Ha3BaHWe 3a4a4M B Nosie HasBaHmne 3apgaun. Boibepute 4acToTy BbIMO/IHEHMS 334a4K. [JOCTYMHbI YKA3aHHbIe
HW)Ke BapuaHTbl. OaHOKpaTHO, MHOrokpaTHo, ExxeqHeBHO, ExxeHenenbHo Vv IMpu onpeaeneHHbIX yCI0BUSAX.
YcTaHoBuTe Gnadkok He 3anyckaTb 3agavy, ec/im KOMMbIOTep NMTaeTcs oT 6aTapeun, 4To6bl CBECTU K MUHUMYMY
noTpebaeHmne CUCTEMHbIX pecypcoB, KOraa HoyToyK paboTaeT OT akkyMyaaTopa. B 3aBUCMMOCTY OT yKa3aHHOM
4acToTbl 3anMycka byayT 3anpoLUeHbl pasiMyHble NapaMeTpbl 06HOBEHMSA. 3aTeM YKXKUTe, Kakoe AenCTBMe cienyeT
NpeanpUHUMATb, eC/IV 334a4a He MOXKET ObITb BbINMO/IHEHA B YCTAaHOB/IEHHOE BpeMs. [IOCTYMHbI cieaytoLume
BapMaHThI:

e XKpaTb A0 cnepyloLero HAMeYeHHOro MOMeHTa

e BbINONHMTb 334a4y Kak MOXHO cKkopee

e BbINONHUTb 33424y HEMEeJIeHHO, eC/11 BpeMs, NpollejLlee C Noc/1efHero 3anycka, NpeBbiCU/I0 YKa3aHHbIN
WHTepBan (MHTepBasl MOXHO yKa3aTb C MOMOLLbIO NapamMeTpa « MUHUMaIbHbIA MHTEPBa MEXAY 3a4a4ammy).

Ha cnegytollem 3Tane 0To6paXkaeTcs OKHO CBOAHOM MHGOPpMALMKM O TeKyLLeW N1aHupyeMon 3aaade. MyHKT
3anycTuTb 3a4a4y € yKasaHHbIMWU NapaMeTpamMm LOJIKeH ObiTb aBTOMATUYECKM BbiOpaH. HakmuTe kHonky FoToBo.

Ha skpaH byaeT BblBeAEHO AMA/IOrOBOE OKHO, B KOTOPOM MOXXHO BbI6paTb Npoduan, UCNOAb3yemble A5
3an1aHMpPOBaHHOM 33341, MOXXHO BbI6paTb OCHOBHOW MPOGW/Ib M BCMOMOraTe/bHbIN, KOTOPbIN byaeT
MNCNO/1b30BaTbCS, €C/TN 33434y HEBO3MOXKHO BbINMOHUTb C MPUMEHEHMEeM OCHOBHOIro npoduns. Noareepante
HaCTpPOMKK, HaxkaB KHOMKY OK B okHe Mpoduan o6HoBAeHUS. HOBas 3a4a4a NOSBUTCS B CMUCKE CyLLECT BYHOLLMX
3an/1aHMPOBAHHbIX.

4.6.3 CtaTUCTUKA 3aLlUTbI

[na npocMoTpa agnMarpaMmmbl CTATUCT UHECKUX AAHHbIX, CBA3aHHbIX C MOAYASMU 3almTbl ESET Endpoint Security,
HaXkMuTe Cnyyke6Hble NporpamMmmbl > CTaTUCTUKA 3aLWUTbI. BbibepuTe MHTepecyoLLMi BAC MOAY1b 3aLLMTbI B
packpblBatoLLeMCca MeHio CTaTUCTUKA, B pe3y/ibTaTe Yero Ha 3KpaH byaeT BbiBefeHa COOTBETCTBYOWAS AMarpaMmma
n nereHaa. EC1M HaBeCTW yKasaTeslb MblLLIW HA 3/1IEMEHT B JIEFreHAe, Ha AvarpamMmmMe oTo6pa3aTcs AaHHbIe TOTbKO A1
3TOro 31emMeHTa.

@ ESET Endpoint Security ===

ESET ENDPOINT SECURITY

& Cmykebrble nporpammel » CTaTroTvka

COCTOAHKME 3aLUNThI
CraTnctuka

CranupoeaHue K

Cratmcrika: [3ELI.I,HTE 0T BMPYCOE M WNHOHCKMY NPOrPaMm v]

OBHOBNEHNE
[padmk CTAaTMCTMKWY 3aLLMThl OT BUPYCOB M LUNMOHCKWMX NpOrpamMm

HacTpoiika

B KonnuecTeo 3apaserHbx obbekTos 0 (0,00 %)
0 KonnyecTeo oYnLLEHHEX 0B BEKTOE 0 (0,00 %)

CiyxeBHele nporpamuel B KonnuecTeo HesapasedHbx obbextos 4407 (100,00 %)

QX H@ O R

Cnpaeka M NoAaepxka

Beero: 4407

CraHnpyemblid obberT ChlUsers\petko\AppData\Local\TechSmith\5naglt
\Tray.bin

Cratncrika cobupaerca o 16. 4. 20012 17:06:29 CéBpocnTte
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JoCTynHbI cieayioLlme CTaTUCTMYeckme amarpamMmei.

e 3almMTa OT BUPYCOB U LIMMOHCKMX MPOrPaMm: 0TOOpadKEHME KONMYECTBA 3aPAXKEHHbIX M OUYULLEHHbIX 06bEKTOB.

e 3awmTa ¢ai/IoBON CUCTEMbI B PeXMME peasibHOro BpeMeHU: 0TOOpaXKeHNe TONbKO 06BbEKTOB, CHUTAHHbIX 13
$arnoBoOW CUCTEMbI M 3aMMUCAHHBIX B Hee.

e 3almMTa NOYTOBOIrO K/IMEHTA: 0TO6paXKeHWe TONbKO 06bEeKTOB, OTNPAB/EHHbIX UKW NOYYEeHHbIX MOYTOBbIMMU
KAVEHTaMMK.

e 3awumTa goctyna B IHTepHeT: 0TO6paXkeHMe TO/IbKO 06beKTOB, 3arpy>KeHHbix Be6-6pay3epamu.

e 3alMTaA MOYTOBOIO K/IMEHTA OT crnama: OTOH6paXKeHne CTaTUCT KM 3aLLUTbI OT CnamMa C MOMeHTa NodiefHero
3anycka.

Mo cTtaTUcTnYeckMMmy anarpaMmMamMm NokasaHo obLuee KOMY4eCTBO NPOCKAHMPOBAHHbIX 06bEKTOB, NOUTeAHUN
NPOCKAHMPOBAHHbIN 06BbEKT 1N METKa BpEMEHU CTAaTUCTUKU. HaxkmuTe Cpoc, 4TOObI yAA/INTb BCHO CTATUCT UYECKY IO
NHbOpMALMIO.

4.6.4 HabnwpeHue

YT06bl MPOCMOTPETb TEKYLLYIO aKTUBHOCTb parioBOM cucTeMbl B rpadmnyeckom Buae, Bbibepute Cnyxxke6bHble
nporpammbl > HabntogeHune. B H/KHEN 4acTu AMarpaMmMbl HAXOAUTCS BpEeMEeHHas LWKana, Ha KOTOpour 0TobpakaeTcs
AKTUBHOCTb (GanI0BOM CUCTEMbI B PEXKMME PeasibHOro BpeMeHM 3a BbIGpaHHbI BpeMeHHOW MHTepBan. ns
N3MEHEHVS MHTepBasia BpeMeHM HaxkmuTe Lar B 1... B NpaBOM HWDKHEM Y1y OKHA.

® ESET Endpoint Security EIE
ESET ENDPOINT SECURITY

4 CayweBHele nporpammel » HabnwogeHue

COCTOAHWE ZaLUNTEI
MoHuTopuHr

CranupoeaHue K

NeiicTena: [AKTMBHocrb $alinoEoil cucTemel -

QBHoBNEHNE
[paduk akKTVBHOCTK DaMN0BOKN CHUCTEMBI
HacTpoiika

CnyxeBHele Nporpammel

CNpaeka U NoAepxKa

QX #H @ O R

B OBbem CUNMTaHHBIX 4aHHBIX War: 1 cekynaa (nocnegrme 10 mnnyT)~
B O5eem 2aNMCaHHBIX JaHHEIX

ﬂ,OCTyI’IHbI YKa3aHHble HMXKe BaAPpUaHThI.

o Llar:1cekyHpa (nocnegHne 10 MUHYT): AvarpaMmMa 06HOBAAETCA KDKAYHO CEKYHAY, BpPEMeHHas LwKana
oxBaTblBaeT nociefHune 10 MUHYT.

o Llar:1MuHyTa (NnocnepHue 24 yaca): AMarpaMma 0O6HOBAAETCA KAKAYIO MUHYTY, BDEMEHHAA LLKa/ia 0XBaTbiBaeT
nocnegHue 24 vaca.

e Llar:14ac (nocnegHumn Mmecsw): AvarpaMmma 06HOBAAETCA KKAbIV Yac, BpEMEHHAs LLKaia 0XBaTbiBAET NOCIEHNUN
Mecsy,

e Lllar: 14ac (BbI6paHHbIN MecsLl): AMarpammMa 06HOBASETCA KKAbIM Yac, BpeMeHHas LWKana 0XxBaTblBaeT
nociegHue X mecsLes.

Ha BepTuKanbHOM OCY rpadmKa akTUBHOCTU GaIOBOM CUCTEMbI OTMeYatoTCs MPOYMTaHHbIe (KPACHbIN LIBET) U
3anmcaHHble (CUHUKM UBeT) AaHHble. O6a 3HaYeHms U3MepATCs B Knnobantax. Ecim HaBeCTu yKkasaTeib MblLlKM Ha
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MpOYNTAHHbIE NN 3alCaHHble AaHHble B iereHae noj LI,VIanaMMOPI, Ha rpanMKe OTO6pa3F|TCF| OaHHble TOJIbKO AnA
Bbl6paHHOFO TWMa akTUBHOCTU.

B packpblBatoLLEMCS MEHIO AKTUBHOCTb TaK)Ke MOXHO NMEPEK/IIOYNUTHCA B peXKMM 0TOBPaXKeHa CeTeBOWM
AKTUBHOCTU. BLA AvarpaMm 1 napameTpbl 4159 peXkMMoB AKTUBHOCTb $paiioBon cuctemMbl 1 CeTeBass akTUBHOCTb
OAMHAKOBbI 32 TEM UCK/TIOYEHMEM, YTO A4 NoCIefHen 0TOBpaXkarTca NoJlyveHHble (KpacHbI LUBET) M OTMNpPaBAeHHbIe
(ronybom LBET) AaHHbIE.

4.6.5 ESET Sysinspector

ESET SysInspector — 3T0 NpUI0XeHNe, KOTOPOE TLLIATENbHO NPOBEPSAET KOMMbIOTEP M CObUpaeT Noapo6Hbie
CBefleHNs 0 KOMMOHEHTAaxX CUCTeMbI, TaKmne Kak yCTaHOB/IEHHbIe parBepPbl M MPUITOXEHWS, CETEBbIE NMOAK/THOYEHNA 1
BaKHbIE 3aMmcK peecTpa, a TakXKe OLeHMBAET YPOBEHb PUCKA 415 KAXKA0ro KOMMOHeHTa. 3Ta MHbopmaLmsa cnocobHa
MOMOYb ONpeaenuTb NPUYNHY NOA03PUTENbHOMO NMOBeAEeHMS CUCTEMbI, KOTOPOE MOXET BblTb CBA3AHO C
HECOBMECTMMOCTbIO MPOrpaMMHOTO UM annapaTHOro o6ecrneyeHns Unm 3apaxkeHMemM BpeoHOCHbIMM
nporpaMmmMmamm.

B okHe SysInspector oTo6paXkatoTcst TakMe AaHHbIe O CO34aHHbIX XKYypHanax.

Bpewmsi: BpeMs CO34aHMs XXypHana.

KoMMeHTapuii: KpaTK1M KOMMEHTapUN.

Monb3oBaTeNb: MMS NONb30BATENS, CO34ABLLENO XKy PHAa.
CocTosiHMe: COCTOSHME CO34aHNs XKypHana.

[OCTYyMHbI NepeyYncieHHble fanee AencTBus.

o CpaBHWUTb: CPAaBHEHWE [BYX CYLLECTBYOLLMX XXYPHAJIOB.

e Co3paThb.... CO3[aHMe XXypHana. JoxXanTecb OKOHYaHWUsS CO34aHMs XXypHana ESET Sysinspector (B nosie CocTosiHMe
nokasaHo «Co3aaH»).

e YAanuTb: yaarneHue BblAeIeHHbIX XXYPHANO0B U3 CMUCKA.

B KOHTEeKCTHOM MeHI0, KOTOpOe OTKPbIBAETCH, €N LLENKHYTb npaBoﬁ KHOMKOW MbI LW OANH NAU HECKOTbKO
BblAe/TeHHbIX X)XYpHA/10B, AOCTYMNHbI NepedncieHHble HKe OencTeums.

e okasaTb: OTKPbITHE BbIAENEHHOI0 XypHana B ESET Sysinspector (aHaI0rMYHO ABOVHOMY LLETUKY).
e YaanuTb BCe: yaasieHne BCex XypHanos.
e DKCMOPT...: SIKCMOPT XypHana B davn nnv apxme B Gopmarte XML.

4.6.6 ESET Live Grid

ESET Live Grid (chegytoulee nokoneHme ESET ThreatSense.Net) — 3To paclumpeHHasa cMctema CBOEBPEMEHHOTO
06Hapy>XeHWs, 3aLMLLAIOLLAS OT BHOBb MOABASIOLLMXCS YIPO3 Ha OCHOBE penyTaLumn. 3a CHeT NMOTOKOBOW Nepeaayu B
peXKMme peasnibHOro BpeMeHun nHbopmMaumm n3 obnaka BupycHasa nabopatopusa ESET nogaep kmBaeT akTyasibHOCTb
CpeACTB 3alWmMThl 415 obecnedyeHms NOCTOAHHOM 6e30MacHOCTU. M01b30BaTeb MOXET NPOBEPATH penyTaLmio
3anyLEeHHbIX MPOLLECCOB 1 Han/I0B HEMOCPEACTBEHHO B MHTepdence NporpamMmbl MM B KOHTEKCTHOM MEH!O,
bnarogaps 4emMy CTaHOBUTCS AOCTYMNHA AONONHUTEeNbHAs MHGopmMauma u3 ESET Live Grid. CyllecTByeT ABa BapMaHTa
paboThl.

1. MOXXHO NPUHATL pelleHKre Ha BkAtoYaTb ESET Live Grid. ®yHKLMOHANbHOCTb MPOrpaMMHOro obecneveHuns npu
3TOM He OrpaHNYMBALTCA, U NO/Ib30BaTe/b BCE PABHO MOJTyYaeT HaWIYYLLYIO 3aLMTY.

2. MoxHo ckoHdurypmpoBaTb ESET Live Grid Tak, 4To6bl 0TNpaeasiaacs aHOHUMHAA MHOOPMaLLMS O HOBbIX yrpo3ax U
dannax, cogepXaLlimx HeM3BeCTHbIM MOKa OMACHbIN KoA,. dann ModkeT 6biTb 0TnpasaeH B ESET Ans TWwaTenbHOro
aHanm3a. VMay4yeHme 3TUX yrpo3 moMoXKeT KoMnaHum ESET 06HOBUTL CpeacTBa O6HAPYXKEHWS yrpos.

ESET Live Grid cobupaeT o0 KOMMNbtoTepax nosb3oBaTener MHGopMaumto, KOTopas cBs3aHa C HOBbIMM
06Hapy>XeHHbIMW yrpo3amMn. 3TO MOXET H6bITb 06pasel, koga uin Konus Gamnna, B KOTOPOM BO3HMUKIA YIrpo3a, NyTh K
Takomy danny, ero uMms, ata 1 Bpems, UMs NpoLecca, B pamMkax KOTOPOro yrpo3a nosiBuiach Ha KOMMbOTepe, U
cBefeHms 06 onepauMoHHOM CUCTEMe.

Mo ymon4danuo nporpamma ESET Endpoint Security oTnpaenseT nogo3puTenbHblie Ganbl B BUPYCHYO nabopaToputo
ESET on4a TWATeNbHOro aHanmsa. Beerga ncknoyarTcs Gansibl C onpeaeneHHbIMY pacluMpeHmnsMm, TakuMm Kak .doc u
Xls. Takoke MOXXHO f06aBUTb Apyrmne pacluMpeHnst, el NoAUTNKA Ballen OpraHm3aLmm npeanmncbiBaeT UCKI0YeHme
13 OTMPaBKM.
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MeHto HacTpownku ESET Live Grid no3BonsieT BOCNO/1b30BAaTbCA PAAOM NApaMeTPOB 415 BKIKOYEHNS M OTKIH0YEHMS
cnctembl ESET Live Grid, kKoTopas C1y>XKUT 415 OTNPaBKM NOA03PUTENbHbIX GaNI0B M AHOHVMHOW CTATUCT UYECKO
nHdopmaumm B nabopatoputo ESET. 3T napameTpbl AOCTYMHbI Yepes AepeBo paClMPEHHbIX MapaMeTpoB B pa3aesne
Cny>xe6Hble nporpamMmbl > ESET Live Grid.

MpuHATb yuyacTtme B ESET Live Grid (pekomMeHAyeTca): BIK/OYAET UK OTKIK0HaeT cmctemy ESET Live Grid, koTopast
CY>KUT 018 OTNPaBKM NOA03PUTENbHbBIX GanIOB M AaHOHUMHOM CTATUCTUYECKON MHDOpMaL MM B nabopatoputo ESET.

He oTnpaBasaTb CTaTUCTUKY: YCTAHOBUTE 3TOT GAAXKOK, ecn cucteme ESET Live Grid He cnefyeT OTNpasasThb
AHOHWMHYIO MHGOPMALMIO O KOMMbloTepe. 3Ta MHGOPMaLMS CBA3aHA CO BHOBb 06HAPY>KEHHbIMW yrpo3amMm 1 MOXXET
COoAEepXaTb UMS 3apaXkeHus, MHGOpMaLMIO O faTe 1 BpeMeHn 06Hapy>xeHus, sepcum ESET Endpoint Security,
NHOOPMAaLMIO O BEPCUM ONEePaLLMOHHOM CUCTEMbl KOMMbIOTEpa 1 NapameTpax MecTonosioxeHms. O6bIYHO
cratucTmika nepepaetcd Ha cepsep ESET oAvH nnw ABa pasa B AeHb.

He oTnpaBaaTb ¢panibl: N0J03puUTEebHbIE hansibl, COAEPXNMOE WM NMOBEAEHME KOTOPbIX HAMOMUHAET 3apaXkeHue,
He oTnpasnsATcsa B ESET Ha aHanwm3 cpeacreamm TexHonorum ESET Live Grid.

[ononHUTeNbHbIe HACTPOMKM.... OTKPbIBAETCS OKHO C Aa/IbHENLLIMMK NapameTpamm ESET Live Grid.

Ecnm cnctema ESET Live Grid ncnonb3oBanach paHee, HO 6bis1a OTK/I0YeHa, MOy T CyLeCTBOBaTb NaKeTbl aHHbIX,
npeaHasHavyeHHble 419 OTNpaBKW. DTW NakeTbl 6yayT oTnpaeneHbl B ESET Npy nepBoii BO3MOXHOCTM Aaxke nocie
BbIK/TKOYEHMSA CUCTEMbI. [OC/Ie 3TOro HOBbIe MaKeTbl CO3/1aBaTbCs He By ayT.

4.6.6.1 Mopo3puTesibHble panbl

Ha Bknaake ®annbl pacluMpeHHbix napameTpoB ESET Live Grid MOXXHO CKOHGUIypUpoBaTh, Kak yrpo3bl 6yayT
OTNPaBNATLCA B BUPYCHYt0 NabopaTopuio ESET Ha aHanms.

Mpu 06HapY>XeHUM N0A03PUTENBHOro Gaiia ero MOXXKHO OTNpaBuTb B 1abopaToputo ESET Ha aHanm3. Ecim aTo
BpPeLLOHOCHOE NpuioxeHue, MHGopmMaLms 0 HeM ByeT BKItoYeHa B dieytollee 06HOB/EHWE CUrHaTyp BMPYCOB.

DUNbTP UCKNKOYEHUSA: 3TOT BAPUAHT NO3BONSET UCKTHOUYNTb U3 OTMPABKM onpeaeneHHbie Ganibl Wi nanku.
MepeyncneHHble B 3TOM Cnncke danabl HUKOrAA He byayT nepeaaBatbcs B ESET Ha aHanms, gaxke eciv OHM cogepkat
NOA03pUTEeNbHbIV KOA. Hanpumep, MOXeT 6bITb MOI€3HO UCKTOYUTb Gansibl, B KOTOPbIX MOXET MPUCYTCTBOBATb
KOHbMAeHUMaNbHAa MHPOPpMALMS, TaKMe KaK JOKYMEHTbI M 3/1eKTPOHHbIe Tabnuubl. @annbl HaMbonee
pPacnpoCTpaHeHHbIX TUNOB (.dOC U T. M.) UCKOHAKTCS MO YMOAYAHWUIO. Tpr dKenaHnm MOXKHO AOMOHATb CMNCOK
NCKTOYEHHbIX GannoB.

Baw afpec 3/1IeKTPOHHOM No4Tbl (Heo653aTe/IbHO): MOXKHO OTMNPaBUTb aApPecC 3/1EKTPOHHOMN NOYTbl BMECTe C
nofo3puTenbHbiMn darnamm, 4Tobbl cneumanmctbl ESET MOrav 06patnTbca K BaM, eCiv A1 aHanmsa notpedbyercs
LOMoNHUTeNbHas MHGopmMauma. MimenTe B BUAY, 4TO KOMNaHus ESET He oTnpaenisieT OTBEThI NOJsib30BaTeNnaM 6e3
HeobxoaMmMoCTu.

B 3TOM pasgene Taikoke MOXHO BblOpaTh, byayT 11 Ganabl 1 CTaTUCTNYECKass MHPOPMALMSA OTNPaBAATHCS C MOMOLLBHO
ESET Remote Administrator nnun HenocpeacTBeHHO B ESET. YTo6bl MoAo03puTenbHble Gansibl M CTaTUCT MYecKkas
NHdOpMaLMA rapaHTUPOBAHHO AOCTaBNANUCL B ESET, BoibepuTe nyHKT CpeacTBamMu yaanaeHHOro
AAMUHUCTPUPOBAHNSA UK HernocpeacTBeHHo B ESET. B Takom cly4ae OHWM ByayT OTNpaBaAATbLCSA BCEMU
[OCTYMHbIMKM cnocobamu. Mpu oTnpaske NOAO3PUTENbHbBIX GAMNOB M CTAaTUCT UKW CPeACTBaMM yAANEHHOMO
AAMUHNCTPUPOBAHMSA AaHHbIE AOCTABASKOTCS HA COOTBETCTBY LM CepBEpP, C KOTOPOrO OHM 3aTeM NepeaarTCs B
BMpPYCHble nabopatopum ESET. Echm Bbi6paTh BapuaHT HenocpepctBeHHo B ESET, Bce noao3puTenbHble Ganbl U
cratucTnyeckasa nHgopmaumsa byayT OTNPaBASATLHCS B BUPYCHYO labopaToputo ESET mpsiMo 13 NporpamMmel.

YcTaHoBUTe Gnakok BecTu xypHan, 4To6bl CO34aThb dKypHa COBLITUN 415 perncTpaumnmn dakTos oTnpaskm Ganios u
CTATUCTNYECKOW MHPOPMALMK. B kypHan cobbiTu 6yayT BHOCUTbCA 3annCU NPY KXKA0M oTnpaske Gannos Unm
CTaTUCTUKMW.
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4.6.7 3anyweHHble npoLecchbl

B pasgene «3anyLieHHble NpoLecchl» 0TOBPAXKAKTCS BbIMOJIHAEMbIE HA KOMMbIOTEpe NPOrpaMmMbl UK MPOLLECChI.
Kpome TOoro, oH no3BosisieT ornepaTrBHO W HEMpPepbIBHO yYBeAOM/IATb KOMMaHWMio ESET 0 HOBbIX 3apaXkeHnax. ESET
Endpoint Security npefocrasnseT nogpobHble CBeleHMs 0 3anyLLeHHbIX NpoLeccax A4 3almTbl Noab3oBaTesen ¢
NOMOLLbIO TexHonormm ESET Live Grid.

® ESET Endpoint Security EIE
ESET ENDPOINT SECURITY

€ CayweBHele NporpamMmel * 3anyLUeHHbIE NPOLECTh

COCTORHWE 2aLUMTEI
3anyl.l.l‘EHHhIE npoueccobl

cKaHHpOBEHHE Mk B 3Tom okHe DTDﬁpE)KEETCH CAWCOK 3aNyLUEHHBIX NpOUEccoB W A0N0AHWTENEHEA I."IHdJDFIMELI,I."IH
n3 ESET Live Grid, ¥kasbiBaeTcA ypoBEHb PUCKE ANA KEHACTD NPOLECCE, 3 TAKKE KONMYECTED
MNoMAEZ0EATENEN 1 EpPEMA, KOrga OoH Db MIHAYANEHD DGHEP)QKEH.

OBHOBNEHNE

Mpouecc ¥ KOAWY.. = BPEMA 06.. | MMA NPUADKEH...
Hactpoiika - [m7smss.exe (] i) 2Zroganazag  Microsoft® Windao.., «

[m T csrss.exe (] i) 2rogaHasag  Microsoft® Windo...

- [m |wininit.exe (] hi) 2roganazag  Microsoft® Windo.., |_
Cn)rxeﬁthe nporpamml . winlogon.exe [] ﬁﬁ 2 roga Hasag  Microsoft® Windo.., |~

- [m7services.exe (] i) 2roganazag  Microsoft® Windo...

3 mecaua Hazag Microsoft® Windo...

QX #H @ O R

CNpaeka M NoAaepkKa [mIsm. exe ) fiv) 2 roga Hasag  Microsoft® Windo...
-.[m7swchast.exe (] i) 2roganazag  Microsoft® Windo...
ﬁi vbhoxservice exe [] ﬁ} 3 Mmecaua Hasag Oracle VM VirtualB...
-[m7spoalsv.exe (] hi) 1 rog Hasag, Microsoft® Windo...
[m7taskhost.exe ] i} 2roganazag  Microsoft® Windo., _

[ P —— - & 1 timmanm timmm s ECET Emdmaing Corn
Paiin: c\windows\system32\lsass.exe
Pazmep dakna: 220 kB
Onucanme dadna: Local Security Autherity Process
Haseanue komnanmm: Microsoft Corporation
Bepcua daiina: 6.1.7600.16915 (win7_gdr1111156-1506)
Wma npogywra: Microsoft® Windows® Operating System

O OTkpbITe B HOBOM OKHE

(es=y

Mpouecc: msa 06pasa NnporpaMmmbl UM NPOLLECC], 3aMyLLEHHbIX B HACTOSLLMA MOMEHT Ha KOMMbtoTepe. 15
NPOCMOTPA BCEX 3amnyLLUEeHHbIX Ha KOMMbOTepe NpoLeccoB Tak)ke MOXKHO UCMO1b30BaTh AncneTyep 3aga4q Windows.
[ucneTyep 3a4a4 Takoke MOXKHO OTKPbITh, LEeKHYB NMPaBOM KHOMKOW MblLIM B MyCTOM 06/1aCTM Ha MaHenn 3a4ay,
nocsie Yyero BbI6paB NyHKT «AMcneTyep 3a4a4y», UK XKe BOCNO1b30BaBLUNCL coveTaHmeM Knasumw CTRL + SHIFT + ESC.

YpoBeHb pucka: B 601blLMHCTBe C1yyaeB ESET Endpoint Security n TexHonorusa ESET Live Grid npucsavatoT
obbekTam (pannam, npoueccam, pasgesaM peectpa u T. M.) YypOBHM p1cKa Ha OCHOBE HABOPOB 3BPUCTNHECKMX
NpaBW, KOTOPbIE M3YHaOT XapaKTEPUCTUKM KaXKAOr0o 06BbeKTa 1 3aTeM OLEHMBAOT BEPOSITHOCTb X BPELOHOCHOM
[esaTeNlbHOCTN. Ha OCHOBE TaKOro 3BPUCTUYECKOTO aHaM3a 06 beKTaM NpUCBaMBAETCS YPOBEHb pUCKA OT 1 —
6e30nacHoO (3en1eHbIN) 40 9 — ONACHO (KPaCHbIN).

MPUMEYAHUE. /3BeCTHble MPUAIOXEHWS, MOMEYEHHbIe Kak 1 — 6e30nacHO (3e/1eHbIn), TOYHO ABAAIOTCS
6e30nacHbIMK (BHECEHbI B «Oe/bln CMMCOK) U UCKTOYAOTCA NPU CKAHNMPOBAHWKM, 61arogaps 4emy yckopsieTcs
CKAHWPOBAHKMeE KOMMbKOTEPA MO 3aNpocy UK 3almTa GanioBOM CUCTEMbI B PEXKMME PeasibHOr0 BpEMEHMU.

KonunuecTBo nonb3oBaTesien: KOMYeCTBO Nosib30BaTeel AaHHOrO NPUA0XKeHWs. 3Ta MHdopmMauma cobrpaeTcs
TexHonorven ESET Live Grid.

Bpems o6Hapy>eHus: BpemMs, npoluejliee ¢ MOMeHTa 06Hapy>XeHms NpuaoXxKeHns TexHonornen ESET Live Grid.

MPUMEYAHUE.Ecnn ong npunoXkeHns BblbpaH ypoBeHb 6€30MacHOCT U HeV3BECTHO (OpaHKeBbIN), OHO He
0693aTeNnbHO ABNKETCSA BPeAOHOCHOW NporpamMmon. O6bI4HO 3TO NPOCTO HOBOE NPUIOXKEHWE. ECK Bbl He yBEpeHbI B
6e30nacHOCTUM Kakoro-nmbo Gamnna, ero MoXXKHO OTMPaBUTb HA aHA/IN3 B BUPYCHYIO 1abopaTtoputo ESET. Ecim dann
OKaXXeTCs BPeAOHOCHbLIM MPUIOXKEeHVEM, Heobxoanmas aAns ero o6HapyxxeHua nHGopmauma byaeT BKIOYEHA B
nocnenytouime o6HOBAEHMS.

NMa npunoxeHUs: KOHKpPETHOE UMSA NMporpamMmmbl UK NpoLecca.

OTKPpbITb HOBOE OKHO: CBe/IeHMS O 3aMyLLEeHHbIX npoLieccax 6yayT OTKPbIThl B HOBOM OKHe.
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Ecnin BbIGpaTh onpeaeneHHOe NpUIoXKeHe BHU3Y, OyAeT BbiBeAEHA yKa3aHHas Hdke nHdopmMaums.

e ®ann: pacnonoxeHue NPUIOXKEHNS HA KOMMbOTepe.

Pasmep ¢anna: Pasmep danna B Kb (kmnobamtax) nnv Mb (Merabantax).

OnucaHne ¢panna: xapakTepUCTUKK Pania Ha OCHOBE ero ONMCaHKA B ONepaLnoHHOM CUCTEME.
Ha3BaHue KOMNaHUW: Ha3BaHMe NOCTABLUMKA UM MPpoLecca MpUIOXKEeHUS.

Bepcusa ¢panna: nHpopmauus, npefocTaBeHHas n3gatenemM npuaodxkeHus.

MMs npoayKTa: MMs NPUIOXKEHUS U/ HAMMEHOBAHME KOMMAHUK.

MPUMEYAHUE. Takxe Bbl MOXKETE NMPOBEPUTH penyTaLmo Ganios, KOTOPbIE He ABASKTCA 3anyLLEHHbIMMN
nporpaMmmamMm Uam npoueccamn. a4 3TOro NoMeTbTe Hy>KHble Garbl, WEeAKHUTE UX NPaBOW KHOMKOM MbILUN U B
KOHTEKCTHOM MEHI0 BblbepUTE NapameTpbl PaclunpeHHble pyHKLUK > MpoBepuTb penyTauuto gaisia c NoMoLLbio
ESET Live Grid.

® CranwpoeaTe nporpammcid ESET Endpeint Security I

-

PaclumpenHbie dyHELMK ®  Ouucrka daiinoe

Oteviit v programu 3 Wsonuposate daiin
MNepegaTs dainel 4na aHannza...
Sdilet s 3 P ¢ ] ]
) MpoeepuTe penyTaunio daina c nomowse ESET Live Grid
& Snagit »

4.6.8 CeTeBble NOAKAOYEHUA

B paszgene «CeTeBble NOAKTHOYEHUSN 0T06pa>|<aeTc9| CMUCOK aKTUBHbIX M OT/TOXKEHHbIX COeAMHEHMIA. DTO NO3BOSAET
ynpaBidTb BCEMU MPUJTOXKEHUAMMUA, NbITARWNMNCA YCTAHOBUTb UCXOoAALLMne COeUHEHNA.

@ ESET Endpoint Security ===

ESET ENDPOINT SECURITY

& Cmykebrble nporpammel » CETESBIE NOAKAOYEHNA

COCTOAHWE 33LUNThI
CeteBble nogKnwyeHWA

0 CranupoeaHue MK MpunoxeHue/MNokan... ¥aaneHHwii IP M. | Wow. | Bxo..  Omop.. | Mo,
--senrics.exe 0B/fs 0Bfs 0B 0B -
7 (- Isass.exe 0B/s 0B/s 0B 0B
é’ OBHoeneHme - svchost.exe 0B/s 0B/s 0B 0B
[#]-svchost.exe 0B/s O0B/s 0B 0B
ﬁ e --host.exe 0Bfs O0B/s 57.4KB 69KB
i1 [ FileZilla server.exe 0B/s 0B/s 0B 0B L
é..@iexplme.exe 254 B/s 5.3 KB/s 3.4 KB J7I9KB |
% CnykeBHble NparpamMmel : 65.35.38.195:80
10.0.215:648758 65.55.58.195:80 TCP 0B/s 0 B/s 0B 0B
10021564379  94.245115.230:80 TCP  0B/s 0B/s 305B 519 B
o Cnpaeka w nogaepxea 10.0.215:64380 94,245,115.230:80 TCP 0B/s 0 B/s 0B 0B
10021564381  65.52.103.234:80 TCP 0B/s 0B/s 10KB 64.7 KB
S----10.0.2.15:64882 65.52.103,234:80 TCP 0B/s 0 B/s 0B 0B &
MpoTokon: TCP(5) - Transmission Contrel Protocol

Noxanbhwid agpec:  petko-PC hg.eset.com (10.0.2.15)

Ynanennwii agpec:  65.55.58.195 (55.55.58.195)

Noxanbhbiid nopr: 64877

YaanenHbid nopr: HTTP{80) — Hypertext Transfer Protocol (WWW)
Monyueno: 532B1(0B/s)

Omnpaeneno: TE2B (0 B/s)

anEDﬁ KHOMKW MBILUW MOMHD BbI3BATh KOHTEKCTHOE MEHHD EbIEpEHHDFD ofbekTa.

O OTKpbITE B HOBOM OKHE
Hactpouts Bng coegrHeHN...

(esy

[TepBas cTpoKa cogep>XUT UMA NPpUIOXKeHUA U CKOPOCTb YCTAHOB/IEHHOTO COeaMHeHUd. [Insg npocMoTpa BCero cnmcka
CoelMHEHUIN OTAeNbHOro NMPpUNOXKeHNH, a TaKXKe bonee I'IO,CI,DO6HOI7I MHOOPMALMN HOKMUTE +.

MpunoxxeHune/JlokanbHbIN IP: HAVMEHOBaHME NPUIOXKEHMS, NOKA/IbHbIE |P-aapeca v MOpThl, MO KOTOPbIM
NPONCXOAUT OBMEH AAHHbIMU.

YpaneHHbin IP: IP-afpec n HoOmMep NopTa COOTBETCTBYHOLLEr0 YAATEHHOIO KOMMbIOTEpa.

MpOTOKOA: NCMOIb3YEMbI MPOTOKON NEpeaaym AaHHbIX.



Mcxopauwas ckopocTb/BxoasuLas CKOpOCTb: TeKyLas CKOPOCTb 06MeHa JaHHbIMW B COOTBETCTBY HOLLMX
HamnpaB/eHNSX.

OTI’IpaBl'IEHO/HOII\/'-IEHOZ 06bem nepegaHHbIX AaHHbIX C Ha4a/la COegnHeHNA.

OTKPbITb HOBOE OKHO: M03B0JISieT 0TO6Pa3nUTb MHPOPMALMIO B HOBOM OKHe.

Mpu HAXKATUKW HAa KHOMKY HAacTpouTb BUA COeAMHEHUMN... Ha SKpaHe CeTeBble NOAKIYEHNS OTKPbIBAOTCA
OMWCAHHbIE HKE pacluMpeHHble MapaMeTpbl A/151 3TOr0 pa3aena, No3BoasoLWMe M3IMEHNTb OTOHBpaxkeHme
NOAKIOHEHNN.

PaspewaTtb MMeHa KOMMNbIOTEPOB: BCE CETEBbIE aApeca, eC1M 3TO BO3MOXKHO, 0TobpaxatoTca B dopmarte DNS, aHe B
4McnoBOM popmarte IP-azpecos.

Moka3sbiBaTb TO/IbKO coeguHeHus no TCP: B cnincke o106 PaXKaKTCH TOMIbKO NOAKAYEHMSA 1Mo npoTokoay TCP.

lNMokas3biBaTb cOeauUHeHUs Nno OTKPbITbIM NOPTaM, HAa KOTOPbIX KOMMNbIOTEP OXXUAaeT coegnuHeHnd: yCTaHoBUTE
3TOT bela)l(OI( ans OTO6D&1)K€HVIFI TOJ1bKO I'IO,CI,KﬂPO‘-lEHVIl;I, Mo KOTOPbIM B HEICTOFILLI,VIPI MOMEHT He nponcxognT obmMeHa
OaHHbIMW, HO N4 KOTOPbIX CUCTEMA Y>Ke OTKPbIJla MOPThbl M OXXKMAAET NOAKTHOYEHUS.

MNMokasbiBaTb BHYTPEHHUE COeAMHEHUS: YCTAHOBUTE 3TOT GIAXKOK, HTOObI 0TO6PA3NTb TONbKO Te COeMHEHWS, B
KOTOPbIX YAA/TIEHHOV CTOPOHOW ABMISIETCA JIOKA/IbHbIA KOMMbIOTEP (TAK Ha3blBAaEMbl€e /0Ka/AbHble COedUHEHUS).

LLlenKkHMTe nogkntoveHme npaBon KHOTKOW MbILLIWX, YTOObI NMPpOCMOTpPEeTb AONONHNTEe/IbHble MapaMeTpbl, cpegn
KOTOPpbIX eCTb cnegytoline.

3anpeTuTtb 06MeH J,aHHbIMU A1 COeANHEHNS paspbiBaeT yCTaHOB/IEHHOEe coeMHEeHe. DTOT napameTp AOCTYNeH,
TOJIbKO e WEeNKHYTb akKTUBHOE NoKJ/To4YeHKE.

MokasaTb NoApPO6HOCTU: BbibepuTE 3TY QYHKUMIO 415 OTOOpadKeHWa NogpoOHON MHPOPMALMK O BblAeNEHHOM
NOAKIHOYEHNN.

O6HOBUTb CKOPOCTb: BbibepuTe NepnoanNYHOCTb 0BHOBEHNS AKTUBHbBIX MOAKIOYEHNN.
O6HOBUTb ceryac: nepesarpyska okHa «CeTeBble MOAKTOHEHUSY.

[MpencTaBneHHble HMYKe BO3MOXKHOCTM AOCTYMHbI, TO/IbKO e WeKHYTb MPUI0XKeHWe UK NpoLuece, a He akTBHoe
noaxksiro4yeHumne.

BpemeHHO 3anpeTuTb ceTeBoe coeauHeHne aas npowlecca: 3arnpetTuTb TekyLime CoOeNHEHNS OAHHOTO NPUTOXKEHUS.
Mpwn cO3aaHNM HOBOTO COeAMHEHMS danepBO UCNOMb3YeT NpeaonpeaeneHHoe npasuao. OnmcaHme NnapaMeTpoB CM.
B paszaene [1paBu/ia 1 30HbI.

BpemeHHO pa3pelluTb CeTeBOE COeMHEHUE AJiF NMPOLecca: Pa3pellnTb TeKyLMe COeAMHEHUS JAHHOTO
NpUnoxeHus. Npun co3aHnM HOBOrO CoeaMHeHWs GanepBos UCNOb3YeT NpefonpenesneHHoe npasnao. OnmucaHmne
napameTpoB CM. B paszese [paBuia v 30HbI.
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4.6.9 KapaHTuH

KapaHTVH npefHasHa4eH B NepByto o4epeb A1 U30/15UMM 1 6e30MacHOr0 XpaHeHus 3apaXkeHHbix dannos. @anbl
ciefyeT NoMeLllaTb Ha KAPaHTUH, eIV UX HeJlb3S Bbl/1eYUTb UM 6e30MacHo yAaInNTb 1160 e1v OHM OTHECEeHb!
nporpammon ESET Endpoint Security K 3apa>keHHbIM Mo oLmnbKe.

MOMECTUTb Ha KAPAHTUH MOXKHO /110601 dana. PekoMeHAyeTCsa NOMeLaTb Ha KAPaHTMH Ganbl C NOAO3PUTENbHON
AKTVBHOCTbIO, KOTOPbIE, TEM HE MeHee, He 06HAPYXXMBAOTCA MOAY1EeM CKAHMPOBAHMSA 3aLLMTbI OT BUPYCOB. Pansbl
Ha KapaHTMHE MOXXHO OTMPAaBUTb B BUPYCHYO 1abopatoputo ESET Ha aHanus.

® ESET Endpoint Security EIE
ESET ENDPOINT SECURITY

& Cmykebrble nporpammel » Kapadtun

COCTOAHME 2aLNTEI
— KapaHtuH
0 CranupoeaHue K Bpema MMA 06BbeKTa Pas... MpHyKHa Ka..
. 17.4, 2012 ... Ch\Users\petko\Desktop\EICAR\gic... 68 Eicar TecT daiina 1
& QOBHOBNEHNE 30,3, 2012 ... Ch\Users\petko\AppData\local\Te.. 63 Eicar arquivo de teste 1
. EhUsers\petko\Downloads'eicar.c... 68 Eicar arguivo de teste 1
30.3.2012 .. CAL KapaHTuH... 1
Hactpoiika .
ﬁ P 30.3.2012.. C\W BOCCraHOBMTE 1
27.3,2012 ... httg 17
37.3.2012 ... CAl BoccTaHoBMTE M MCKAKYNTE M3 CKAHWMPOBAHWA 1
CnyxefHele Nporpammel T "
% porp 26,3,2012 ... N BoccTaHoBuTe B...
¥AanuTe M3 kapaHTHHA Del
o Cnpaeka n nogaepxea
Mepepate Ha ananus

4 mn b

C nomowsr I'IFIEEDﬁ KTEEMLUA MEBILLW MOXHO OTKDBITE KOHTEKCTHOE MEHHD EblapEHHDI’D
INEMEHTA.

| Kapawtwn.. | | BoccraHoswts

O OTkpbITe B HOBOM OKHE

MHdpopmaumio 0 dannax, NOMeLeHHbIX Ha KAPAHTUH, MOXXHO MPOCMOTPETb B BUAe TabauLbl, COAep KaLlen AaTy n
Bpems nomMelleHnsa danna Ha KapaHTUH, NyTb K ero UCXOAHOMY PaCroOXKEHNIO, ero pasMmep B bamtax, NpudnHy
noMelLeHns damnna Ha KapaHTuH (Hanpumep, 06bekT AobaBneH N0b30BaTEEM) M KOIMYECTBO Yrpo3 (Hanpumep,
eC/IY apXMB COAEPKUT HECKOJIbKO 3aPXKEHUN).

MowmeleHne ¢pariioB Ha KApaHTUH

Mporpamma ESET Endpoint Security aBToMaTtnyeckm noMeLlaeT yaaneHHble Ganibl Ha KAPAHTUH (eC1M 3TOT
napameTp He 6bl1 OTMEHeH N01b30BaTe/IeM B OKHe npeaynpexaeHuns). Npu xxenaHnm nto60n nofo3puTenbHbin damn
MO>XHO MOMECTUTb Ha KAPAHTMH BPYYHYIO C MOMOLLBIO KHOMKY KapaHTUH.... [1py 3TOM ncxogHas konms damna He
yoansetcs. 118 3T0ro Taikoke MOXKHO BOCM0/1b30BATbCA KOHTEKCTHLIM MEHHO, LeKHYB MPaBOM KHOMKOW MbILLM OKHO
KapaHTUH 11 Bbi6paB nyHKT KapaHTUH....

BoccTaHoB/1eHMe U3 KapaHTUHA

darnbl, HaxoAAWMeCa HAa KAPAHTUHE, MOXKHO BOCCTAHOBUTb B UCXOAHOM MecTe. 14 3Toro npegHasHaydeHa GyHKLMS
BOCCTaHOBUTb, JOCTYMHAS B KOHTEKCTHOM MEHIO OKHA KapaHTWHA. Eciv pann noMeyeH Kak noTeHLManbHo
HeXxenaTenbHas NporpaMmMa, CTaHOBUTCS aKTUBHBIM NapamMeTp BOCCTaHOBUTL M UCKJTHOUUTb U3 CKAHUPOBaHUS.
[lononHUTeNbHY0 MHDOPMALMIO 06 3TOM TUME NPUIOXKEHMS CM. B I10CCApUN. KOHTEKCTHOE MEHIO COAEPXKUT TaKxKe
®YHKLUMIO BOCCTAHOBUTD B..., KOTOPAs NO3BOJISET BOCCTAHOBUTbL Gaiia B MECTe, OTIMYHOM OT UCXOLHOTO.

MPUMEYAHME: ECiv nporpamMma noMecTuaa HesapaXkeHHbln Garn Ha KApaHTWH MO OLWNbKe, UCKAUYUTE 3TOT dana
13 CKAHMPOBAHMA NOC/1e BOCCTAHOBIEHMSA M OTNPaBbTe ero B U1y>)Kby NoaAep>KKM KTMeHToB ESET.
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OTnpaBka ¢anna ns KapaHTUHa

Ecnm Ha KapaHTMH NoMelleH Gains, yrpo3a B KOTOPOM He pacrno3HaHa nporpamMmon, nnmn Gamn HeBepHO
KBANMOUUMPOBAH KaK 3apaXkeHHbI (Hanpumep, B pe3y/ibTaTe OWmbKM 3BPUCTUHECKOTO METOAA) U U30/TMPOBAH,
nepegante Garn B BUPYCHY0 nabopatoputo ESET. YTobbl 0TNpaBUTb Garn 13 KApaHTMHA, LEeKHUTE ero npasom
KHOMKOW MblLWN 1 BbibepuTe NyHKT MepepaTbh HA aHaNus.

4.6.10 OTnpaBKa ¢ansoB HA aHa/Nu3

[nanorosoe 0KHO OTMNpaBkK GanoB NO3BOASET OTNPaBUTb dann B ESET Ha aHanms. a4 4ocTyna K 3TOMY OKHY
Bbi6epuTe CnyXxe6Hble nporpammbl > MpepocTtaBuUTb pann gasa aHanausa. Npm o6Hapy>XKeHMM Ha KOMMbOTepe
darna, NposSBAAOLLEr0 NOAO3PUTENbHYIO aKTUBHOCTb, EFr0 MOXXHO OTMPaBUTb B BUPYCHYtO labopaTtopuio ESET. Ecaum
darn okaKeTcs BpegoHOCHbIM NPUA0OXKEHNEM, HeObXxoaMMasn ana ero 06Hapy)KeHUs MHPopmMaumsa byaeT BKtOYeHa B
nocneayoume o6HOBNEHMS.

[pyrnm cnocobom OTNpaBKM SBASETCA 3N1eKTPOHHAaa noyta. Ecim 3ToT cnocob Ans Bac yaobHee, 3aapxmBupymnTe
dannbl c nomoupto nporpaMmmsl WIinRAR vav WInZIP, 3awmtnte apxms napoaem «infected» n oTnpaebTe ero no
afgpecy samples@eset.com. [MOMHWUTE, YTO TeMa NUCbMA AOJI)KHA OMMUCbIBATb MPpobaemy, a TeKCT AO/KEH COAEPXKATb
KaK MO>XXHO Bosiee noHyo MHGopMaumio o darne (Hanpumep, agpec Beb-camTa, C KOTOPOTo OH OblsT 3arpy>KeH).

MPUMEYAHMUE. Mpexae 4em oTnpaensaTb dann B ESET, ybeamutecs B TOM, 4TO Npobema COOTBETCTBYET OAHOMY U3
cnefyroLwmMx Kputepues:

o bann coBceM He 0OHapyYXMBaeTCH;

o bann HenpaBW/IbHO 06HAPY>KMBAETCS KaK yrpo3a.

OTBeT Ha NoA06HbIN 3anpocC byaeT OTNpas/aeH TObKO B TOM CJly4ae, e noTpebyeTcs 4ONONHUTEebHAs
nHopmayms.

B packpbiBatoLLlemMcsi MeHto MpuyuHa oTnpaBku ¢panna Boibepute HaMbonee NOAXOAALLLEE ONMCAHMNE CBOErO
Co0obLLeHNS.

e Mopo3putenbHbIv dpann,

e Jlo)kxHOoe cpabaTbiBaHUue (Parn Npr3HaH 3apaXXeHHbIM, XOTS He ABASeTCs TAKOBbIM);

e 1 ipyroe.

dann — nyTb K Gannay, KOTOPbIM Bbl HAMEPEHbI OTNPaBUTb.

Appec 31eKTPOHHOW NMOYThI: apec 0TnpaBnseTcs B ESET BMecTe C N0A03pUTENbHBIMW baniamMm 1 MOXeT
NCMOb30BaTHCA A1 3aNpoca AOMNOMHUTE/IbHOW MHOPMALMK, HeOHXO0AMMOW AN aHaNM3a. YKa3bliBaTb aapec
31eKTPOHHOM MNOYThl Heob653aTeNbHO. MOCKOMbKY KXKAbIN AeHb HA cepBepbl ESET NoCTyNaroT AeCSTKM Thicsy Gannos,
HEeBO3MOXXHO OTMPaBUTb OTBET Ha KXKAbIM 3anpoC. Bam OTBETAT TONbKO B TOM C/1yyae, eciv ANng aHanmsa
noTpebyeTcs 4LONONHUTeNbHAsA MHbOpMaLNS.
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4.6.11 lMpepynpexpeHus v yseaomMieHus

ESET Endpoint Security noaaep>mnBaeT oTnpaBky COOHLLEHMIA 31eKTPOHHOM MOYTbI MPU BO3HUKHOBEHWIN COBbITUI C
33, aHHOM CTeneHblo AeTanm3aumm. YTobbl BKIHOYUTL 3TY GYHKLMIO M aKTUBMPOBATb OTMPaBKy COOHLLEHMN,

yCTaHoBUTE GpiakoK OTNPaBAATb YBeLOM/IEHUS MO 3/1IeKTPOHHOM noyTe.

® ESET Endpoint Security

AononHnTeneHele HACTPONKH

™

(-l KomnetoTep

CeTb
WMHTEPHET W 3NEKTPOHHAA NoHTa

B3 ObroBneHne
E% CrykefHee NporpaMisl

DEANEl KypHana
Mpokou-cepsep
TugHzm

. KapaHTuH
MAEHUPOBLLMK
VAaaneHHoe aAMMHUCTPHPOBaHUE
3aWMTa 4OCTYNA K CETH
MpeaynpexaeHusa 1 yEeLoMIeHHA
ESET Live Grid
CHCTEMHBIE DBHOBNEHMA
JAWErHOCTHKE

MpeaynpexaeHis 1 yBELOMNEHNA

OTNpEENATE YBEAOMNEHWA N0 INEKTPOHHOA NOYTE
SMTP-cepeep:

localhost

AyTeHTHdMKEWAA Ha SMTP-cepeepe

Wma nonb3oBaTens: MNaponk:
admin ssssssene
Afpec oTnpasuTens: Agpec nony4aTens:

notifications @company.com admin@company.com

OTNpEENATE YEEAOMNEHWA HA KOMMBIOTEPE! B NOKANEHOR CETH CPEACTEAMH CyKOE!
Messenger

OTAPAENATE YEEAOMIEHHA HA CAEAYHILME KOMIEHITERE! [HEpEs 3aNaTyYH):

[+ MHTepdeic

IHTEpEaN OTAREEKH COOBLLEHHE (Cek, 1t 60

MUHMMENEHER CTENeHL AETaNK3ELMA ]i"BEILOMﬂEHMﬁ:

[I’benwmewm&m v] W3HEHTE GopHMaT. ..
JWarHocTHYECKHE
WHi ELMOHHBIE

e
OB [ OTHEHS ] [I‘Io YMONYEHAKD ]
KpuTHdeckmre

SMTP-cepBep: SMTP-cepBep, UCNOb3yeMbl 4151 OTMPaBKX YBeAOM/TEHNN.
MpumeyaHume. ESET Endpoint Security He noaaep>kmBaeT SMTP-cepBepbl, UCMOb3ytowme wndpoBaHme SSL/TLS.

AyTeHTUdunkauma Ha SMTP-cepBepe: ec TpebyeTcs ayTeHTUdMKaLMsa Ha SMTP-cepBepe, yKaxuTe
OenCTBUTEbHbIE MMSA NMOb30BaTeN s M NAPOJib ANS AOCTYNA K HEMY.

Appec oTnpaBUTens: B 3TOM MoJie YKa3blBAETCS aApec OTNpaBUTeNs, KOTOPbI ByaeT 0To6paXkaTbCsl B 3aronoBKe
nMcem C yBeLOMJIeHNEM.

Appec nony4yaTens: B 3TOM MoJie yKasblBAETCSA aipec Nosy4aTens, KOTopbi ByaeT 0TO6paxaTbCs B 3aros10Bke
NMceM C yBeLOMJIEHNEM.

OTNpaB/ifAiTb YBeAOM/IEHMS HA KOMIMbIOTEpbI B JIOKAJIbHOW CeTU CcpeacTBamMu ciyx6bl Messenger: ecnm
YCTAHOBUTb 3TOT GNAKOK, yBeAOMIeHMs ByayT OTNpaBAATbCA HA KOMMbIOTEPbl B TIOKa/IbHOW CETU C MOMOLLbHO
cny>K6bl coobueHn Windows®.

OTnpaBnsATb yBeAOMIEHUA HA C/iefyioLiMe KOMMbIoTepbl (Yepes 3ansaTyio): BBEAUTE MMeHa KOMMbOTEPOB, Ha
KoTopble 6yayT OTNPaBAATbLCA YBEAOMIEHNS C MOMOLLBIO C1YXK6bI CO0bLLeHUA Windows®.

MHTepBan oTnpaBKU COO6LLEHUN (CEK.): A1 I3MEHEeHWNS UHTepBana Mexay YBeAOMIeHUSIMU, OTNPaBAsieMbIMU MO
NIOKaNIbHOWM CeTU, BBeAUTE HeOHXOAMMOe 3HaYeHNe B CeKyHAAX.

MuHMManbHas cTeneHb AeTannsaumnmv yBegoMIeHUA: onpeaesseT MMHMMabHbIN YPOBEHb AeTann3aunm
yBeAOMJIEHWNI, KOTOpble C1eayeT OTNpaBasaTh.

MN3MeHnTb popmMarT.... 06MeH AaHHbIMU MeXAay NporpaMMon 1 yaaneHHbIM N0b30BaTE/IEM U CUCTEMHbBIM
aOMUHUCTPATOPOM OCYLLECTBASETCA NOCPeACTBOM 3/IEKTPOHHOM MOYTbI UM yBEeAOM/TIEHWUI B TOKA/IbHOW CETU
(cny>x6a coobuieHmn Windows®). ®opmaTt npeaynpexxaeHuin 1 yBeaoMIEHNIA, YCTAHOBEHHbI MO YMOYaHWIO, byaeT
onTuManeH B 60/1bLINHCTBE C1y4aeB. B HEKOTOPbIX C1y4Hasx MOXKET NOHAA06UTbCSA M3MEHUTb GOpMAT COOBLLEHNN.
[Ona3Toro HaxmmuTe N3meHnTb dopmar....
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4.6.11.1 ®opmaT coobueHnmn
B 3TOM OKHe MOXHO HAaCTpOUTb GOpMaT COOBLLEHMI O COOBLITUAX, OTOOPAKAIOLLMXCS HA YAANEHHbBIX KOMMbIOTEpax.

MpeaynpexaneHns 06 yrpose 1 yBegoMIEHUS MO YMOTHAHWIO UMEKOT npegonpeaeneHHbln dopmar. MI3MeHsTb 370T
dopmaT He pekoMeHayeTca. OAHAKO B HEKOTOPbIX Cy4asax (Hanpumep, Npy HAINYUK CUCTEMBI
aBTOMAaTM3MPOBAHHOM 06PabOTKM 3/1eKTPOHHOM MOYTbI) MOXET MOHAA06UTbCS M3MEHUTb GOpMAT COOBLLEHNIA.

KntouyeBble c10Ba (CTPOKM, pasfeneHHble CMBOIOM %) B COOBLLIEHNN 3aMeLLAKTCa peasibHOM MHdOopMaLmMen o
COBbITUN. [IOCTYMHbI C1eAyHOLLME K0YeBble C10Ba.

e %TimeStamp%: nata v Bpemsa cobbiTus.

e %Scanner%: 334eMCTBOBAHHbI MOAY/Tb.

e %ComputerName%: nms KOMMNbOTEPA, HA KOTOPOM MPOMU3OLLIO COBbITHE.

e %ProgramName%: nporpamMmma, co34aBLuasi npeaynpexaeHue.

o %InfectedObject%: nma 3apaxxeHHOro Gamnna, COobLWEHNA U T. M.

o %VirusName%: naeHTUOULMPYIOLLME AAHHbIE 3apaXKeHMS.

o %ErrorDescription%: onuncaHme cobbITUS, He MEIOLLLEro OTHOLLEHUS K BUPYCaM.

KntouyeBble cnoBa %InfectedObject% 1 %VirusName% 1cnonb3yTCA TOIbKO B NpeaynpexaeHunsax 06 yrposax, a %
ErrorDescription% — TO/1bKO B COOHLLEHNSAX O COBbITUAX.

Mcnonb3oBaTb CMMBOJIbI MeCTHOro asnipaBuTa: NnpeobpasoBaHme COOHLEHMI C UCMOIb30BaHNEM KOAMPOBKM ANSI
Ha OCHOBE perroHanbHbiX NapameTpos Windows (Hanpumep, windows-1250). ECM He yCTaHaBAMBaATb 3TOT GIAXKOK,
coobuleHre byaeT NpeobpasoBaHo C UCMOJIb30BaHUEM 7-6UTHOM KoaupoBky ACSII (Hanpumep, «a» byaeT
nNpeobpasoBaHo B «a», A HEM3BECTHbIE CUMBOJIbI — B «?»).

Mcnonb3oBaTb MECTHYO KOAUPOBKY CUMBOJIOB: coobllieHMe 6yaeT npeobpasoBaHo B dopmat Quoted Printable
(QP), B KOTOpOM MCMONb3YytOTCA 3HakM ASCII, 4TO NO3BO/IAET NpaBUIbHO NepeaaBaTh CUMBO/Ibl HALMOHANbHbIX
andaBUTOB MO 3/1EKTPOHHOW MoyTe B 8-6UTHOM dpopmate (2éidu).

4.6.12 O6HOBNEHUA CUCTEMbI

®yHKUMA 06HOoBNEeHMA Windows ABNAeTCA BAXXHOW COCTABNSAOLLEN 3aLIMTbI MONb30BaTENEN OT BPeAOHOCHbIX
nporpamm. Mo 3ToM NpuyinHe 06HoBAeHMsa Microsoft Windows cieayeT ycTaHaBnMBaTb Cpasy nocie NosBAeHNS.
MporpammHoe obecneyeHme ESET Endpoint Security yBegoMaaeT nosib3oBaTens 06 0TCYTCTBYIOLIMX O6HOBIEHNAX B
COOTBETCTBUM C BbIGpaHHbIM YPOBHEM. [JOCTYMHbI C1€AYHOLLE YPOBHMU.

e be3 06HOBIEHNIA: He byAeT npeanaraTbCs 3arpy3nTb 06HOBNEHMS CUCTEMDBI.

e Heobs3aTenbHble 06HOBAEHUSA: ByAeT NpeanaratbCs 3arpy3nTb OOHOBMEHMS, MOMEYEHHbIe Kak MMEeLLME HU3KMIA
1 60s1ee BbICOKMW NpUopuTeT.

e PekoMeHp0BaHHble 06HOBIeHUS: ByaeT npeanaraTbCs 3arpy3nTb 06HOBAEHMS, MOMEYEHHbIe KaK MMeroLLme
06bIYHbIV 1 HONEee BbICOKMIA MPUOPUTET.

e Ba)kHble 06HOBIeHUSA: bByaeT npeasaratbCs 3arpy3nTb 0OHOBAEHMS, MOMEYEHHbIe KAk BaXHble 1 nMmetoLme bonee
BbICOKMI MPUOPUTET.

e KpuTnyeckmne o6HOBIEHMS: MO/1b30BaTENO ByAET NpeanaraTbCs 3arpy3nTb TObKO KpUTUYECKe 06HOBIEHMS.

19 cOXpaHeHMa 3MeHeHMn HaxXMUTe KHonky OK. Moc/ie npoBepkum cTaTyca cepeepa 06HOBNEHWUI HAa 3KpaH byaeT
BbIBe,EHO OKHO «O6HOBNEHNSA CUCTEMbI», MO3TOMY AdHHbIE 06 06HOBEHMN CUCTEMbI MOTYT 6bITb HEAOCTYMHbI
HENOCPeACTBEHHO NOC/IE COXPAHEHUS N3MEHEHW.

4.6.13 AunarHocTtuka

DYHKLUMS AMATHOCTUKM GOPMUPYET aBapuiHble AamMmbl NpUA0XKeHUs npoueccoB ESET (Hanpumep, ekrn). Ecnum
NPONCXOAMUT cOOM NpunoxeHmsa, GopMupyeTcs amn NamMmaTi. OTO MOXKET MOMOYb pa3paboTyMKaM BbIMOAHATb
OTNIaAKY M yCTPaHATb pa3nunyHble npobnembl ESET Endpoint Security. CyuiecTByeT ABa T1na AaMmos.

e MonHbIM gaMn NAMATU: PErUCTPUPYETCS BCE COAEPXKMMOE CUCTEMHOW NaMSTH, KOTAA HEOXXMAAHHO NpekpallaeTcs
paboTta npunoxeHus. MoAHbINM AaMN NAMATU MOXET COAEPKaTb AaHHbIE MPOLLEeCCOB, KOTOPbIE BbIMOTHANNCH B
MOMEHT CO34aHMsa amna.

e MuHMApamMn: perucTpmpyeTca caMblii Masiblh 06beM NoAe3HOM MHGOPpMALMKM, KOTOPAs MOXET NOMOYb BbISIBUTb
NPUYNHY HEOXXMAAHHOTO CO0S MPUAOXKEHWA. DTOT Tmn dharna gamna MoxeT 6bITb yA0OHO CNONb30BaTb, eC/IU
MEeCTO Ha AMCKe OrpaHMyeHo. O4HAKO OrpaHNYEHHbI 06beM BI/TKOYEHHOW B HEr0 MHOOPMALMM MOXKET He
NO3BONIUTb MPW aHANM3e TaKOro Gamina 0BHAPYXKUTb OWNBKN, KOTOPbIE He Bbl1V Bbl3BaHbl HEMOCPEACTBEHHO
NOTOKOM, BbIMO/THSABLUMMCS B MOMEHT BO3HUMKHOBEHWSI MPO61eMbl.

e YcTaHoBuTe koK He cozpaBaTtb gamn namMmaTu (MO YMOMHAHWNIO), UTOObI OTKIOUUTL 3TY QYHKLMIO.
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LleneBowm KaTajor: KaTasior, B KOTOpOM byaeT co3aaBaTbCs Aamn npu cboe. HkMmuTe OTKPbITb Nanky..., YTobbl
OTKPbITb 3TOT KaTa/I0r B HOBOM OKHEe NpoB00HUKA.

4.6.14 JlnueH3un

B BeTBM JIML,EH3UM MOXKHO YNPaBAATb IMLEH3MOHHBIMK KTto4amm ana ESET Endpoint Security n apyrmx
nporpaMmMHbIX NpoayKkToB ESET, Takmx kak ESET Remote Administrator v npo4ue. MNMocne noKynkn 1MUeH3MOHHbIE
KKOUM LOCTABNAOTCA BMECTe C UMEeHEeM MO/b30BaTena 1 napoaem. Ytobbl f,06aBUTb/yBANUTDL TNLEH3UOHHbIN
KHOY HKMUTE COOTBETCTBYHOLLYO KHOMKY B OKHE MeHeayKepa AvLeH3nn (JluueHsum). MeHeaxxep MNLEeH3nM MOXHO
OTKPbITb Yepes AepeBOo pacClUMpPEeHHbIX NAapaMeTpoB B pasaene Cny>kebHbie nporpaMmmbl > JIMLLEH3UN.

@ ESET Endpoint Security

AdononHnTensHele HaCTPONKH

-l KomnetoTep Miauetsin
@ cems -
Il Bnanene Kon... Hcredenu...
. WHTEPHET M 3NEKTPOHHEA NoYTa PoRYKT Aeneu
-5 OfHosneHMe ESET Smart Security Business Edi... eset 10 29,12, 2.

B3 CrywebHele nporpattel

----- DaiAnel KypHana

----- MNpokcou-cepeep

-----

----- | KapaHTuH

----- MNaHUpoBLLMK

----- YAaneHHoe 3AMMHUCTPHPOBaHUE
----- 3aWMTa 4OCTYNA K CETH

----- MpeaynpexaeHHs M YBeA0MNEHHA
----- ESET Live Grid

----- CHCTEMHBIE DBHOBNEHMA

----- JAWarHocTHKa

- HTepdenc

LobaeuTe... Yaanute JaKkazaTb...

[ I@'OI{ ][ OTMeHa ][I‘Io wo..rll-laHmo]

JINUEH3VOHHbBIV K104 NpeacTaBnseT cobon TekcToBbIn dan, cogepkalimm nHGopMaumnio 0 NpnobpeTeHHoOM
npoAayKkTe: Bnagenew AULEeH3Nn, KONNYeCTBO TNMLEH3UM M AATA OKOHYAHWSA CPOKa AenCTBUS.

B okHe meHemkepa NILLEH3U MOXKHO 3arpy3nTb M NpoCMOTpeThb cogep>KMmMoe TMUeH3NOHHOTO K/1Ko4a, Ha>kaB
KHOMKY [06aBUTb..., MOCIe Yero Ha JKpaH 6yﬂ,8T BblBeeHa COOTBETCTBYOWAS MHPopMauus. Ang Toro 4YTOObI
VAAUTb q>a17|n bl TNLLEH3UW U3 CMIACKA, BbIABINTE UX U HAXKMUTE YAA/IUTD.

Ecim CpoOK ,EI,EVICTBI/IFI NNUEH3VMOHHOI0 K/1to4a UCTeK N Bbl XOTUTE NPpOASTUTL JTINMLUEH3UNIO, HAXKMUTE KHOMKY 3akasaTb...,
nocsne 4vyero Bbl FIEPEVI,EI,ETE B HAll MHTEPHET-Mara3uH.

4.6.15 YpaneHHoe agMWUHUCTpUpOBaHue

ESET Remote Administrator (ERA) — 3To none3Hoe cpeacTBO, UCMOJIb3yeMOe A4 YNpaBAeHNS MOTNTUKON
6e30MacHOCTM 1 NoyYeHMsa 06LLIMX CBeAeHMI 0 bezonacHoCTK ceTu. OHO 0CO6EeHHO NO1e3HO B 6O/bLUINX CETSX.
CpepnctBo ERA He TONbKO NOBbILAET YpOBEHb 6€30MacHOCTU, HO 1 0biervyaeT aaMUHUCTpurpoBaHune ESET Endpoint
Security Ha K/IMEHTCKMX Paboymx CTaHUMsX. B TaKOM pexxMe MOXKHO YCTaHaBAMBaTb M KOHOUIyprpoBaTh
NporpaMmbl, MPOCMATPMBATb dKypPHasbl, 3aM1aHNPOBATb 331a41M MO OOHOBAEHMIO, 334a4M MO CKAHMPOBAHWUIO U T. 4.
[na obmeHa gaHHbeiMmn Mmexxay ESET Remote Administrator (ERAS) n npoayktamm obecneyeHns 6e3onacHoCcTm ESET
HY>KHO MPaBUAbHO BbIMONHUTb KOHGUIYPUPOBaHME HA 06EMX KOHEYHbIX TOYKaX.

MapameTpbl yAaneHHOro aAMUHNUCTPUPOBAHUSA AOCTYMHbI M3 F1aBHOMO OKHAa nporpamMmmbl ESET Endpoint Security.
Haxxmumte HacTtponka > MNepenTu K J,0NOIHUTE/IbHbIM HACTPOMKAaM... > Cay)kebHble nporpamMmbl > YaajieHHoe
agMUHUCTPUpOBaHuUe.
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- KomnstoTep ¥AaneHHoe agMAHMCTPUPOEaHNE

I Cems MoaknourTecA K ESET Remote Administrator Server
@ VHTEDHET W 3NEKTPOHHEA NOYTE

© Ofrosnerme WHTEpEaN MEXAY NOAKMOYEHHAMA K cepeepy (MIH.): 10 =

=% CnywefiHoie nporpatHsl
----- Daine KypHana OcHoBHOI cepeep | L0NoNHHTENEHEI CEpESD |
----- Mpokou-cepsep
..... THUEHEMK Aapec cepeepa: rleer:
..... I KapaHTuH 10.0.1.1 2222
----- MAEHUPOBLLMK

_____ YAENEHHOE 3AMUHMCTPHPOBaHUE JocTyn K cepsepy yAanNeHHOro 34MUHWCTPHPOBEHWA 3aLUMLLEH Napanem

----- 3aWMTa 4OCTYNA K CETH Mapon:

----- MpeaynpexaeHua 1 yEeLoMneHna ssssssses

----- ESET Live Grid )
..... CHCTEMHBIE OBHOBNEHMS [¥]Hukorga HE NOAKMIOHETHCA K CEPEERY N0 HESAWMILEHHOMY COSAMHEHMIO!
----- JAWErHOCTHKE

[+ MHTepdeic

I '@'DI{ I[ OTHEHS ][I‘Io \monuano]

AKTUBUPYUTE yAANEHHOE afiMVUHNCTPUPOBaHME, YyCTaHOBMB Gaaxok MopkaouuTbea K cepsepy Remote
Administrator Server. lNNodie 3TOro CTaHyT AOCTYMHbI OCTa/IbHbIe OMUCAHHbIe Aasee NapaMeTpbl.

MHTepBan Mexay noakaveHUssMuU K cepBepy (MMH.): 3TO 3HaYeHMe OnpeaenseT, Kak 4acTo NpoayKT obecneveHms
6esonacHocTm ESET byaeT nogkatodaTbcsa K ERAS ana nepenaym aHHbIX.

«OCHOBHOM cepBep», «[0NO/IHUTE/bHbIA cepBep». 06bIYHO JOCTATOYHO CKOHOUIYPUPOBATb TO/IbKO OCHOBHOW
cepBep. ECM B ceTU HECKONbKO cepBepoB ERA Server, MOXHO Takxe A06aBUTb JOMONHUTENbHOE MOAKIOYEHME K
Lpyromy, onoaHUTeNbHOMY cepBepy ERA Server. OH 6yAeT UCNo/b30BaThCsA Kak pe3epBHOE pelleHKne. To ecTb B TOM
cnyyae, eI OCHOBHOWM CEpBEp CTAHET HeAOCTYMNeH, NnporpaMma ESET aBToMaTnyeckm 06patmTcsa K
ZlONoNHUTEeNbHOMY cepBepy ERA. BnocneacTBmm oHa 6yeT NbiTaTbCA BOCCTAHOBUTb MOAK/IOHYEHME K OCHOBHOMY
cepBepy. [Mocne BOCCTaHOBMEHMSA 3TOI0 NOAKI0YeHMS pelleHne ESET ang obecneyeHns 6e30nacHoCTu
NepekItoYnTCa 06paTHO Ha OCHOBHOW cepeep. HacTpoika AByx Npodunen cepeepa yaaneHHoro
aAMUHUCTPUPOBAHNA — HamMbosee yauHoe peLleHne A1 MOBUIbHbBIX KIMEHTOB, KOTOPbIE MOAKIYAKTCA K CepBepy
Kak 13 10Ka/IbHOM CeTU, TaK 1 Yepes MIHTepHeT.

Appec cepsepa: ykaxute nnv DNS-ums, nnm IP-agpec cepsepa, Ha KOTOpOM paboTaeT cepBep yAaIEHHOTO
aaMuUHUCTpupoBaHMa ESET.

MopT: B 3TOM MO/e yKa3biBAETCA MpeABaPUTEIbHO 33jaHHbIV MOPT CepBepa, MCMOAb3yeMbl 415 MOAKTOHEH WS,
PekomeHAyeTCs He U3MEeHSATb MOPT MO YMONYAHWUIO (2222).

MHTepBan mexay noakatoyeHnsaMm K cepsepy (MMH.): 4acToTa, C KOTOpow nporpamma ESET Endpoint Security
nogkntovaerca K ERA Server. ECiv ycTaHOB/IEHO 3HadYeHme O, aHHble OTNPaB/IATCA KKAble 5 CeKYHA,.

JocTyn K cepBepy yAaNeHHOro agMMHUCTPUPOBAaHNA 3alUMLLEH NAapo/ieM: NO3BOJ1SeT BBECTW Napo/ib AN
nogkntouyeHna K ERA Server, eciv 3To He06X04MMO.

Hwukorpa He noaKAO4YaTbCs K cepBepy Mo He3aLWULWEeHHOMY COeMHEHUIO: YCTAaHOBUTE 3TOT GJIaXOK, YTObbI
3anpeTuTb NOAKIOYeHMe K cepBepaM ERA Server, Ha KOTOpPbIX BK/TKOYEH AOCTyn 6e3 ayTeHTudumkaumm (cm. ERA
Console > NMNapameTpbl cepBepa > besonacHOCTb > BkAOUYUTb focTyn 6e3 ayTeHTUPUKaLUU AN KIINEHTOB).

HaxxmuTe kHonky OK, 4To6bl NOATBEPAUTb BHECEHME M3MEHEHUIA, N MPUMeHUTe napamMeTpbl. ESET Endpoint Security
byaeT ncnonb3oBaTh 3TV MAapaMeTpbl A8 noakatodeHns K ERA Server.
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4.7 UHTepdenc

B pazgene UHTepdenc MoXkHo KOHOUryprpoBaTb NOBeAEHMe rpaduyeckoro nHTepderca noab3oBaTens
nporpammbl.

CnomMoupo C}'Iy)I(EGHOI;I nporpamMmmbl rQaQVII(a MOXXHO M3MEHUTb BHELLUHWI BUA, nporpamMmmbl M NCroNb3yeMble

3pdeKThI.

MyTem HaCTpOI7II(l/I rnapamMmeTpoB B pa3gene [1peaynpexxaeHnsa v yBegoMeHNA MOXKHO U3MEHUTb MoBeLeHne
I'Ipeﬂ,\/I'IDE)KLI,EHVIVI 06 O6Hapy)I(EHHbIX yrpo3ax " CMCTeMHbIX \/BE,EI,OM]'IEHI/IPI. VX MOYXHO HAaCcTpOUTb B COOTBETCTBKMU CO
CBOMMMU I'IOTpe6HOCTF|Ml/I.

ECnv nprHATHL pelleHre 0 TOM, YTO HEeKOTOopble yBeAOMIeHNA He LO/IKHbI OTO6pa)KaTbCFI, OHU 6\//1\/T NPpUCYyTCTBOBATb
B 061acTV CKPbIThlIe OKHA YBEAOMAEHWM 34ECh MOXKHO NMpOBEPUTb NX COCTOAHME, MPOCMOTPETb AOMNOJTHNTE/IbHbIE
csegeHna nnnyaannTb NX N3 AaHHOTO OKHaA.

[nsa obecneveHns MakCMMaibHOr0 yPOBHS 6€30MacHOCTM MPOrpaMMHOro o6ecrneveHns MOXKHO NpefoTBpaTUTb
HeCcaHKLMOHNPOBAHHOE N3MEeHeHMe, 3aLLMTMB NapaMeTpbl NapO/eM C MOMOLLBIO CTy>KeGHOM NporpaMMel [apameTpbl

aocryna.

LLlenyoKk no BbiAeNEHHOMY 06BEKTY MPABOM KHOMKOW MbILIM OTKPbIBAET KOHTEKCTHOE MEHHK. 9Ta BO3MOXHOCTb
MO3BOJISIET MHTErpMpOBaTb 3/IEMEHTbI ynpasneHus ESET Endpoint Security B KOHTEKCTHOE MEHHO.

PeXxnum npeseHTaumm y,EI,O6EH 019 Nonb3oBaTenen, KOTOpble XOTAT paGOTaTb CNpUNOXeHNAMMN, HE OTBJ1eKaACb Ha
BCMAblBakOLiMe OKHA, 3al/laHMpOBAHHbIE 3a4a4U N Nt06ble KOMMOHEHTHI, KOTOpble MOTYT 3arpy3nTb npoueccop u
OonepaTtnBHYKO NaMATb.

4.7.1 Tpaduka

MapameTpbl MHTepdenca nonb3osatensa B ESET Endpoint Security no3BoaSt0T HACTpOUTb pabouyto cpeay B
COOTBETCTBUWN C KOHKPETHbBIMW TpeBOBaHMAMMN. DTU NapaMeTpbl AOCTYMNHbI B BeTBM UHTepdelic > Mpaduka aepeBa
paclUMpeHHbIXx NapameTpoB ESET Endpoint Security.

B pazgene dnemeHTbl nHTepdenca cenyet cCHATb Gaakok Fpaduryeckmum nHTepdenc nonb3oBaTens, ecim
rpaduryeckme 31eMeHTbl CHKAKT NPOU3BOANTENbHOCTb KOMMbIOTEPA WM Bbl3blBAKOT ApYrie Nnpobiembl.
paduyeckmii MHTepPEnc Takke MoXKeT OblTb HEOHXOAMMO OTK/THOUNUTb MOb30BaTENSIM C 0C/1ab/IEHHBIM 3pEHNEM,
MOCKONbKY OH MOXeT KOHOIMKTOBATb CO CMeLMabHbIMU MPUNOXKEHUSMW, UCMOb3yeMbIMU A5 PaboThl €
0TOBpaXKaeMbiM Ha 3KpaHe TEKCTOM.

[AnsiToro utobbl OTKIOYNUTL 3acTaBky ESET Endpoint Security, cHumuTte paaxkok MokasbiBaTb 3aCTaBKy Npu
3anycke.

EcnnycTaHoBneH dnaxok MokasbiBaTb NOACKA3KM, NPV HABEAEHMM YKA3aTe/ s MblLlUM HA 3/IEMEHT yNpaBieHns
0TObpaXKaeTcs ero KpaTkoe onucaHue. Npu yctaHoBneHHOM daakke BbiI6paTb aKTUBHbIA 3/IEMEHT yrpaBJ/ieHUs
cucTtema byaet BblAensiTb 1060 3/IeMEHT, B AAHHbIM MOMEHT HaXOAAWMNCS B aKTMBHOW 06/1aCTU KypCopa MblLLN.
BblAeNEeHHbI 3N1eMEHT aKTUBMPYETCS HAXKATUEM KHOMKM MbILUW.

0N YMEHbLLEHNA UK YBETUYEHNA CKOPOCTN aHUMUPOBAHHbIX 3bdEKTOB yCcTaHoBUTE GiaXkok Mcnosib3oBaTb
AHUMaLMIO 1 NepemMecTmTe Nosi3yHok CKOpOCTb B/1IEBO WM BMPaBo.

[ng TOro 4Tobbl UCMNOJIb30BAaTb AHUMMPOBAHHbIE 3HAYKM AN5 0TOH6PaXKEHMS X043 BbINOHEHMS PA3/IMYHbBIX ONepaLmm,
yCTaHoBUTe Gaaxkok Mcnonb3oBaTb aHUMaLMIO NPU OTO6PaXKeHNM XoAa BbiNoJHeHUs. Ecim nporpamma gokHa
BOCMNPOV3BOAMUTb 3BYKOBOE MpeayrnpexneHue npm BO3HUKHOBEHWUIN BaXKHOTO COBbITUS, yCTaHOBUTE G1aXOoK
Mcnonb3oBaTb 3BYKU.
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Bl KoMneoTep WMHTepdeic
I Ceme 3neMeHThl MHTepdelca

: . WHTEPHET WM 3NEKTPOHHER NOYTa [ T p——
r-{ OBHoBREHME
-9 CrymefHble MporpatHsI MoKassIBaTL 3ACTABKY MPK aMYCKe
-8 VHTepdeiic MoKasbIBaTE NOACKASKH
[ BrifipaTh aKTWBHLIT SNEMEHT YPAENEHIMA
MpeaynpexraeHHa 1 YEEAOMAEHNS
CKpbIThIE AMaNori coobuyeHIi e

HacTpoika gocTyna
; KoHTeKcTHOE MeHio
e Pestim npeseHTawm CropocTs - - = +

MNENoNb308aTh GHHUMALIID

Mnonb30B8aTh aHMMALLAHD MPKU OTOEDE)KEHMM X043 BbINONHEHWA

Mcnonb30BaTe 38YKKU
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4.7.2 TlpeaynpexaeHusa u yseaomMaeHuns

Pasgen Hactponka npeaynpexaeHun v yBepomieHnn okHa MHTepdenc faet BO3MOXKHOCTb CKOHPUIypmUpoBaTh,
Kaknm obpasom B ESET Endpoint Security o6pabatbiBatoTcs npeaynpexxaeHnsa 06 yrposax U CUcTemMHble
yBegoMJieHns (Hanpumep, coobLeHns 06 yCnewHoM BbINOTHEHUM O6HOBAEHUI). 34eCh TaKKe MOXHO HACTPOUTb
BpeMsi 0TOBpaXKeHMA 1 ypOBEHb MPO3PaYHOCT M YBEAOMJTEHNI HA NaHenV 33434 (MPUMEHSIETCSA TOJIbKO K CUCTEMAM,
NoALEeP>KMBAKOLLMM YBeAOMIEHNS HA MaHenu 3a4a4).

MepBbi NYHKT — OTO6paXkaTb NpeaynpeXxaeHns. ECv 3ToT GAaXKOK CHAT, OKHA nNpeaynpexaeHuns He by oy
BbIBOAMTbCS HA IKpaH. Takomn Noaxop ciefyeT UCNob30BaATh TONbKO B HEG0IbLLOM KONMNYECTBe 0CObbIX CUTyauuii. B
60/1bLLMHCTBE C/1y4YaeB PEKOMEHYeTCA OCTABUTb /11 3TOr0 NapaMeTpa 3HaYeHMe Mo YMOJTHAHMIO (BI/THOYEH).

[naToro 4to6bl BCM/bIBAKOLLME OKHA 3aKPbIBA/TUCh aBTOMATMYECKN MO UCTEYEHUM ONpeaeneHHOro Nepmoaa
BPEMEHM, YCTAaHOBUTE PJIAKOK 3aKpblBATh AUANOMNM COOBLLEHNA aBTOMATMYECKU NO ucteveHnm (cek.). ECin okHo
npenynpexaeHns He 6yaeT 3aKpbiTO NMOJIb30BATE/IEM, OHO 3aKPbIBAETCA aBTOMATMYECKM Yepe3s yKa3aHHbI N
NMPOMEXYTOK BPEMEHMU.

YBeAoMIEeHNA Ha paboyeM CTOJe 1 BCT/TbiBatoLLMe MOACKA3KM NpeaHa3HaYeHbl TObKO A1 MUHGOPMUPOBaHUS U HE
TpebytoT y4acTuna nonb3osaTend. OHM 0To6paxkarnTca B 061aCTV yBeAOM/IEHWIM B MPABOM HUXKHEM Yy SKpaHa. [ns
TOr0 YTO6bI AKTUBMPOBATb YBEAOMIEHWSA HA paboyeM CTose, yCTaHoBUTe Giakok OTo6paXkaTb yBeaoM/IeHNs Ha
pa6ouem cTone. bonee NoApo6HbIE NapaMeTpbl, TAKME Kak BpeMs 0TO6paXKeHMs U Npo3padvHOCTb OKHa
YBEAOMIEHWNIA, MOXXHO M3MEHUTb, HaXaB KHOMKY HaCTpOUTb yBeA,oMIeHuUS.... 114 NpeaBapmuTelbHOro NpocMoTpa
YBEOM/IEHWNIA HAXXMUTE KHOMKY MpocMoTp.

[naToro 4to6bl HACTPOUTL BpeMst 0TOOPAKEHMA BCMJbIBAKOLLMX NMOACKA30K, akTUBMPYIMTEe NapameTp OTo6paxaTb
NnoACKasKM Ha NaHenu 3afay B TeyeHue (cek.) 1 BBeAMTe Hy>XKHOEe 3HaUYeHMe B PACMOI0KEeHHOE PALOM MnoJie.
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[+ KomnetoTep MpeaynpexaeHHs W YEEA0MIEHHS
I Ceme OKHo NpeaynpexasH1s
@8 VIHTEPHET W 3NEKTPOHHaA NoYTa OKHO NPEeAYNPEXAEHHA NOABNAETCA NP 0BHAPYKEHMM BUDYCE M HeobXoauMocTk

(% ObHoBREHME BMEWATENbCTES NONb30BATENA
3‘: Cykefble NporpamHs OTobparaTe Nped ynpesrasHa
=M WHTepdeiic .

: Mpaduka Ouanori coobwermia

MpeayNpekasHHA 1 YBEA0MASHNA [Wanoru, NpeaHasHaYeHHEIE ANA oToBPEHEHUA KOPOTHMY COoBLLEHMA MM BONPOCoS.
CrpbIToE AWanori coobueHIi

HacTpoika gocTyna
; KOHTEKCTHOE MEHD
o P MpEsEHT AL

-

3aKpLIBaTE AMAN0rK CooBlLeHHA aBTOMaTHYECKKM No McTedeHud (cex.): 120

WHTEpPaKTHEHbIE YEEAOMNEHMA M BTUNEIEAMOLLME MNOACKAZKH

Mo yMONYEHMK MHTEPEKTUEHEIE YEEAO0MNEHMA 0TODPEMAEIOTCA B NPABOM HIDKHEM Yriy
3KP&EHE B CUTYaLMAX, HE TPeBYIoWMK BMEaTENbCTES NONb30BATENS.

OTofipa#aTe yEEAOMASHWA Ha palioyen cTone [ HaCTPOMTE YEEAOMAEHUA. ..

OTobpakaTh NOACKA3KN HA NEHEMW 33034 B TedeHue (cex.): 10 =

-

D OTOEDE)KETIJ YEEAOMNEHWA TONBKD NpK HEoDX0AMMOCTH BMEWETENLCTBE NONb30BATENA

MpH BEINOAHEHMMA NPUACIKEHMIA B NONHO3KPEHHOM DEXMME 0TOBPEKATL TONEKO
YEEAOMNEHWA, TPEDYIOWME BMEWATENLCTES NONBI0EATENS

[ JoNoNHHTENBHBIE HACTPORKK. .. ]

[ '@'DI{ ][ OTHEHE ][I‘Io monuano]

MapameTp OTO6paXkaThb yBeA,0M/IEHUSA TOJIbKO NPYU HEO6XOAMMOCTU BMeLLIaTeNbCTBA MN0J1b30BaTeNd M03BO/SeT
BK/1HOYATb 1 OTK/1O4ATb OTOBpAKEHWE NPeayNpexXaeHUI U YBeAOMIEHNI, KOTOPbIe He TPebYIOT BMeLLATebCTBA
nonb3oBaTend. YcraHoBuTe Gpiadkok Mpu BbINOIHEHUU NPUIOXXEHUN B MOTHO3KPAHHOM peXuMe 0To6paxaTtb
TOJIbKO YBeA0M/IeHUs, Tpebyolme BMeLLaTeIbCTBA M0J1b30BaTes, YTOObI 3aMpeTUTb BCE HEMHTEPAKTUBHbIE
yBeLOM/IEHNS.

HaxkmuTe JoNOAHUTENbHbIE HACTPOMKMU..., YTOObI MeperTun K paclluMpeHHbIM NapamMeTpam npeaynpexaeHnii n
yBe[,0OM/IEHU.

4.7.2.1 [onosiHUTe/ibHble HACTPOMNKM

B packpbiBatoLLEMCS MeHIO MUHMMAabHaA AeTanumsanmnsa otobpaXkaemMblX CO6bITUM MOXHO Bbi6paTb Ha4a/1bHbIl
YPOBEHb CEPbE3HOCT M NpeaynpexaeHnin U yBeaoM/TeHNIM, KOTOpble cieayeT oTo6paXaTh.

e lnarHocTmKa: perncTpmpyeTcs nHGopmaums, Heobxoanmas aas TWATEIbHOW HACTPOVIKM MPOrpaMMbl, a TaKXKe
BCE NepeyncIeHHble BblLLe 3anncu.

e NHOpMaLMOHHbIE: 3aM1CbiBAOTCS MHPOPMALIMOHHbIE COOBLLEHMS, B TOM YMCie CO0bLLEHNS 06 yCnewHoMm
BbIMOJIHEHNUN O6HOBNEHMS, A TAIOKe BCE MepeYvnc/IeHHble BblLle 3anmcu.

o MpepynpexpaeHus: 3anncbiBaeTca MHGopmMaLms 060 BCeX KPUTUYECKMX OLUMBKAxX 1 NpeaynpeXXKaeHnsX.

e OWKMBKU: pernctpupyetcs MHGOpmMaLma 06 owubkax 3azpy3ku $palinos N KpUTNHeCKNX OLINOKax.

e KpuTnueckme: perncTpupytoTCs TONbKO KPpUTMYeCKkme oWmnbkm (OWnbKM 3anycka 3aLlmTbl OT BUPYCOB,
nepcoHanbHOro Gamepsoiamn T. .).

MocneaHW napameTp 3TOro pasgesna no3BosfgeT CKoHOUrypUpoBaTh, KTO UMEHHO AO/IXKEH MoyYaTb YBeAOMIEHUS B
MHOMOMO/Ib30BATENIbCKOV Cpefie. B nosie B MHOronosib3oBaTe/IbCKUX CUCTEMAX 0To6paXkaTb yBea,0M/IEHUS AN
nosnb3oBaTess YKa3blBaeTCA NO/b30BaTe/ b, KOTOPbIN 6YAET NO/yYaTh CUCTEMHbIE U MPOUMe YBEAOM/TEHNS, eCIN
0HOBPEMEHHO MOXET 6bITb MOAK/IHOYEHO HECKO/IbKO NOJib30BaTeen. OBbIYHO 3TO CUCTEMHbIN W CETEBOM
aAMUHUCTpaTOp. 3Ta GYHKLMA 0COBEHHO MNoJie3Ha 418 TepMUHA/IbHbIX CEPBEPOB MPU YC/TOBUM, YTO BCE CUCTEMHbIE
yBeAOM/IEHUS OTMNPaBAATCA AAMUHNCTPATOPY.
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4.7.3 CKpbiTble OKHa yBeAOMJ/IEHUN

Ecnv ong o4HOro 13 MOKa3aHHbIX paHee OKOH yBeAOM/IeHUA (NpeaynpexaeHuin) 6bia BolbpaH napameTp He
NnoKasbIBaTb 3TO COO6LLEHUE, JAHHOE OKHO MOABUTCS B CMUCKE CKPbITbIX OKOH YBeAOMJIEHWI. [IeCTBUS, KOTOpPbIe B
HaCTOALLMM MOMEHT BbIMO/THSAOTCA aBTOMATUYeCKM, 0TObpaxkatoTca B cTonbLe € 3aronoskom MNoaTeepaunTs.

MNMokasaTb: NpeaBapuUTe/ibHbIA MPOCMOTP OKOH YBEAOM/IEHUI, KOTOPbIe CeNYac He 0TO6paKaOTCA U /1 KOTOPbIX
CKOHGUIypMpOBaHO aBTOMATUYECKOe AeNCTBUE.

YpaanuTb: yaaneHve 31eMeHToB M3 cnincka CKpbiTbie AManorosbie OKHa. Bce OKHa yBeOMIEHWNI, yAaNeHHble 13
cnucka, cHoa byayT oTo6paXkaTbCs.

4.7.4 HacTtpoika gocTtyna

[ina obecneveHms MakcMManbHOM 6e30MacHOCTM KOMMbKOTEPA HY>KHO, YTOBbI MporpaMmmHoe obecneveHme ESET
Endpoint Security 6b1/10 NPaBUAbHO CKOHPUIYpPUPOBaHO. HekBandULMPOBaAHHOE M3MEHEH Ve MapaMeTPOB MOXeT
NPUMBECTU K MOTepe BaXHbIX AAHHbIX. DTOT NapaMeTp pacnosioxeH B NoAMeHo HacTporka goctyna pasgena
NHTepdenc B fepeBe pacllMpeHHbIX NapameTpoB. /15 npefoTBpalleHUs HeCAaHKLMOHUPOBAHHOTO M3MEHEHMS
napameTtpbl ESET Endpoint Security MOXHO 3aLLMUTUTb NapoJiem.

® ESET Endpoint Security

AononHntensHble HACTPOWKKN

MapamMeTpbl AoCTyNa
3aWMTE YCTEHOBOYHEIX NEPaMETPOB

-l KoMnsloTep

i CeTe

@ VIHTEpHET 1 3NEKTPOHHEA No4Ta
(3 ObHoBREHME

3{ CnywebHble Nporpamtsl

MoskHO 33K THTE NEPoNEM NaPaMETPbl 0T HEXENSTENLHOMD M3MEHEHMA
NoNbEZ0EaTENAMM,

-l WHTepdelic

Mpadmka

MNpeaynpesxaeHka M yEeLoMIEHWA
CKpBITEIE QWaN0rk coobeHi
KOHTEKCTHOE MEHKD

MNapaMeTpbl He 3alMLLEHb] NaponeM,

[7] 3awmTiTs NapameTpel naponem

[ HacTpoiika napona...

MNpaBa nonb30BaTEnA
[ANA M3MEHEHWA HEKOTOPLIX NapPaMETPOE MOrYT NoTpefoBaTECA NPaBa aAMMHUCTPETOPE.

e Peim npeseHTaLmmn
B TpebyeTcsa NonHe Habop NPas aaMWHWCTPETOPE ANA OrPEHHYEHHEIX YYETHEIX
3aNMCeEl aOMMHUCTPETOPE

MoKasbIEaTE AMANOrOE0E OKHO EPEMEHM CKMOAHWA 3aMTEI

I '@OI{ I[ OTMeHa ][I‘Io woﬂl—lano]

MapameTpbl 3aLLULLEHDbI MAPOJIeM: BK/1H0YaeT WK OTK/1H0YaeT 3amTy NnapaMmeTpoB nporpamMmmbl. YCTaHOBUTE AN
CHUMUTE 3TOT q>na>|<0|<, YTOObI OTKPbITb OKHO HaCTpOl;IKM napon4.

[N yCTaHOBKM WU M3MEHEHWS Napons A5 3alUMT bl MapaMeTpoB HAKMUTe HacTporka napons....

TpebyeTcs NosHbIV HA60p NpaB agMUHUCTPATOpPA AJ/1S OrPpaHUYEHHbIX YYETHbIX 3anMcen agMUHUCTpaTopa:
YyCTaHOBUTE 3TOT PAKOK, YTOObI NPY M3MEHEHWM ONpee/ieHHbIX NapaMeTPOB CUCTEMbI TeKYLLLeMY MOb30BaTesNto B
a1yyae, eJin y TAKOro NOMb30BaTeN s HET NpaB aAMUHUCTPATOPA, Npeaaaranocb BBECTU MMS M NAposb
AAMUHUCTPATOPA (QHANOMMYHO KOHTPOJIO YYeTHbIX 3anucer B Windows Vista). K usmeHeHnsim 0THOCUTCA
OTK/IKOHYEHMEe MOAY1en 3aWnTbl Unn danepsona.

MNMokasbiBaTb 4,Ma/IOrOBOE OKHO BPEMEHU OXXUAAHUSA 3aLMUTDI: €TV 3TOT GPIaXKOK YCTAHOB/IEH, MPU BPEMEHHOM
OTK/TIOYEHUM 3aLMTbl Yepe3 MeHo NporpaMmbl Uau pasgen ESET Endpoint Security > HacTpoika Ha 3kpaH byaeT
BbIBEAEHO CreLyManbHOe OKHO. PackpbliBatoliieecs MeHo Mepuod BpeMeHn B OKHe BpeMeHHO OTK/IIOUMTDb 3aLLUTY
npeacTaBageT TOT Nepuoa BpeMEHN, Ha KOTOPbI 6yayT OTK/IH0UYEHbl BCe BbI6paHHble YacT W 3aLMThI.
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4.7.5 MeHto nporpammbl

HekoTopble Hanbonee BaxkHble GYHKLMM 1 MApAMETPbl LOCTYMHbI B I/1IABHOM MEHO MPOrpaMMbl.

MakcumansHas ZaWMuTa

YacTo vcnone3yemMele
= CoCTOAHWE 2aLUMTEI

= Cratncruka

'@' Bnokupoeate ceTe

'@' BpemeHHo oTKNOYNTE 3aLUMTY

'@' BpemerHo oTknounTs daliepeon
JonoAHUTENEHBIE HACTPORKK. .

Dainel xypHana

CBpocnTe HACTPOMKK MAKETa OKHA

O nporpamme

YacTo ncnonbsyemble: Ha SKPaH BbIBOAATCS HAaMbo1ee 4acTo ncnob3yemMble yactu ESET Endpoint Security. K HAM
MOXXHO BbICTPO MepenTr Yepes MeH0 NporpamMmbl.

BpemMeHHO OTKJ/II0HYUTb 3aWUTY: HA 3KPaH BbIBOAUTCS ANASTOrTOBOE OKHO C MOATBEPXAEHMEM. B HEM MOXKHO
OTKJ/THOUYNTb 3aLLMTY OT BMPYCOB W LUMMOHCKMX MPOrpaMm, KOTopasi NpeAoTBpaLllaeT BpeAOHOCHbIe aTakm Ha
KOMMbIOTEP, KOHTPONAMPY S danbl, 06MeH AaHHbIMUM Yepe3 VIHTepHET 1 3/IeKTPOHHYI0 NoYTY. ECIM yCTaHOBUTb
dnaxok bosnblie He 3agaBaTb 3TOT BOMPOC, 3TO CO06LIeHMe BoMbLue He MOSIBUTCS.

3awwTa oT BUPYCOB M LUNMOHCKUX NPOTrpani -3

BPEMEHHO OTKAKOUMTE 3EWMTY OT BMPYCOE W LWMHMOHCKMX NporpamMm?
h- >

da ] [ HeTt ]

[ Bonblue He sanasaTs 3TOT Bonpoc

B packpbiBaroLlemMcs MeHo BpeMs ykasbiBaeTCd nNepmuo BpeMeHu, Ha KoTopoe 6\/L|,€T MONTHOCTbKO OTK/TKOYEHAa 3allnTa
OT BUPYCOB U LUMNOHCKMX MPpOrpaMm.

BpeMEHHD OTKADMWTE 3ALLNTY

Bpema: l 10 MaHYT VI

BpEMEHHD OTKMKOUEET 3EWMTY Ha BRIBPEHHEIR Neprog
BpEMEHM, MOCTORHHD OTKMKOHMTE SALLMTY MOKHO,
BOCMONL30BABIWMCE PACLUMPEHHEIMK MAPaMETPaMH,

[ Ok ] ’ OTMeHa ]

BnoknMpoBaTb CeTb: NepcoHanbHbI GanepBo byaeT 610KMPOBaTh BECb MCXOAALLMA U BXOAALLMA OBMeEH AaHHbIMM
no ceTum n yepes VIHTepHer.

BpeMeHHO OTKAo4YUTb pariepBon: GbanepBo/ NepeBoaUTCS B HEAKTMBHOE COCTOAHME. [1/18 NoayYeHNs

OOMOTHUTE/TbHbIX CBEAEHNN CM. rnaBy AHTerpauvsa B CUCTemy nepcoHanbHOro gbaPlepBona.

[oNoNHUTe/NIbHblE HACTPOMKMW.... YCTAHOBUTE 3TOT B1IaXKOK AS18 MpoCcMOTpa AepeBa JLono/HUTE/NbHble HACTPOMKMU.
Tak>Ke CyLLeCTBYIOT U ApYyrue cnocobbl OTKPbITh e, Takme Kak HavkaTue Knasun F5 Unm ncnosib30BaHne MEeHHo
Hactpoika > NMeperTy K J,0NONHUTENbHBIM HACTPOMKAM....

®dainbl XXypHana: daninbl XXKypHana coaepykaTt MHGOopMaLmo 060 BCEX BAXKHbIX MPOrPaMMHbIX COBbITUSX U
NpefocTaBNAoT 06LMe CBeAeHNS 06 06HAPYXKEHHbIX Yrpo3ax.
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C6poCcUTb HACTPOMKM MaKeTa OKHa: a4 okHa ESET Endpoint Security BocCTaHaBNMBAOTCA pa3Mep M NosIoXKeHMe Ha
3KpaHe no yMOJIHaHUIO.

O nporpamme: oTobparkeHme CUCTEMHOM MHGOpMaLMK, cBeAeHUM 06 ycTaHOBAeHHOW Bepcmmn ESET Endpoint Security
N MOZYISX NporpaMmbl. TakXKe 34eCb MOKa3aHa Aata OKOHYaHWs Cpoka AeNCTBUSA TULEH3MU. B HUXKHEN HaCT M OKHA
npeacrasneHa MHGopmauma o6 onepaumMoHHOM CUCTEME U CUCTEMHbIX pecypcax.

4.7.6 KOHTEeKCTHOE MeHIo

LLlenvyok no Bbige/ieHHOMY 06'bEI(Ty I'IDaBOl;I KHOMKOW Mbl LN OTKPbIBAET KOHTEKCTHOE MeHI0. B 3TOM MeHto
nepevyncieHbl BCce NpMMmeHnmMble K O6'beKTy KOMaHAbl.

SnemeHTbl ynpasaeHns ESET Endpoint Security MOXXHO MHTErpMpoBaTh B KOHTEKCTHOE MeHH0. bosiee feTanbHas
HaCTpOMKa 3TUX GYHKLMIM BbIMONHAETCS B lepeBe pacliMpeHHbIX NapamMeTpoB, B pasaenax UHTepderic >
KoHTeKkcTHOe MeHI0.

MHTerpupoBaTb C KOHTEKCTHbIM MEHIO: MOXXHO MHTEerprupoBaTb 3/1eMeHTbl ynpasneHns ESET Endpoint Security B
KOHTEKCTHOE MEHHO.

® Ckanwposate nporpammci ESET Endpoint Security

PaclunperHeie dyHELNKA b | @ Owunctea daiinos
Oteviit v programu 3 Wzennpoeate daiin
MNepepate Gainnel 4NA aHANWEE. ..
Sdilet s b T o
. MpoeepuTh penyTaumnio daiina ¢ nomowsio ESET Live Grid
£ Snagit 3

r

B pacKkpbiBaroLWemMca MeHto Twvn MeHo OOCTYNHbI cheayrolime BapnaHThI.

e MonHoe (cHa4yana ckaHMpOBaHME): AKTUBALMS BCeX QYHKLMA KOHTEKCTHOMO MEHHO; B I/1aBHOM MEHIO MOSIBUTCS
nyHKT CKaHupoBaTb nporpammown ESET Endpoint Security.

e MonHoe (cHavyana oYMCTKA): aKTMBALMS BCEX DYHKLMNA KOHTEKCTHOIO MEHHO; B I/TaBHOM MEHIO MOSBUTCSA MYHKT
OuuncTnTtb Nporpammon ESET Endpoint Security.

e TO/NbKO CKAHMPOBAHUE: B KOHTEKCTHOM MEHIO MOSIBUTCS TO/IbKO NYHKT CKaHUpoBaTb Nporpammon ESET
Endpoint Security.

e TOJIbKO O4MUCTKA: B KOHTEKCTHOM MEHIO MOSBUTCA TO/IbKO NMYHKT OYMCTUTB nporpammMon ESET Endpoint Security

4.7.7 PeXxum npeseHTauuu

Pe>knum npeseHTaumm — 3T0 QYHKLUMSA 419 TeX, KTO CTPEMUTCS n3bexkaTb Kaknx-11mbo nepepbiBoB B paboTe
NpOrpaMMHOro obecneyeHrs 1 OTBAEKAKLWMX OT A/ BCM/IbIBAKLMX OKOH, a TAKXKE XKelaeT CBeCTU K MUHUMYMY
Harpy3Kky Ha NpoLeccop. PeXkum npeseHTaumm Taikoke MOXXHO UCMNO1b30BaTb BO BpEMS NMpe3eHTaLMn, KOTOPble He/lb3s
npepbiBaTbh AEATEbHOCTBIO MOAY/1S 3ALLMTbI OT BUPYCOB. Mpu BIKTKOYEHMUN 3TON QYHKLMM OTK/THOHAOTCS BCe
BCM/1bIBAKOLLIME OKHA, a paboTa NNAHNPOBLLMKA MOJTHOCTbIO OCTAHABAMBAETCA. 3aLMTA CUCTEMbI MO-MPEXHEMY
paboTaeT B GOHOBOM pexume, HO He TpebyeT Kakoro-11Mbo BMeLaTeNbCTBa CO CTOPOHbI MO/1b30BaTeNS.

Bbl MOXKETe BKHOUUTb UM OTKIHOUYNUTb PEXKMM NPEe3eHTaLMM B I/TaBHOM OKHE MporpaMmbl, Bbi6paB NyHKT HacTponka
> KoMnbloTep, a 3aTeM — BKAKOYUTD B pasfesie PeXXUm npeseHTauun. KpoMme Toro, pexkim npeseHTaumm 4oCTyneH
B JlepeBe pacllMpeHHbix napaMmeTpoB (F5). YTo6bl akTUBMPOBaTh €ro, pa3BepHuTe pasaen UHTepgeic, Bbibepute
PeXXnM npeseHTauun 1 yCTaHoBUTE G1adkoK BKIKOYNTD peXXM npeseHTaLun. Bkioyas pexkum npe3eHTaLmm, Bbl
noJBepraeTe CUCTEMY YrpO3€e, MO3TOMY 3HAYOK COCTOAHNSA 3aLLUMTbI HA NaHeM 33[a4 CTAaHET XKe/ITOro LiBeTa, YTobbI
TeM caMbiM NpeaynpeanTb Bac. Takyke 3TOT 3HAYOK HapAay C>KeTOW HaAMUChIo PeXXUM NpeseHTaLnm BKTOYeH
NOSBUTCA B I/TaBHOM OKHE MpOorpaMmbl.

EcnmnycTaHoBUTb ¢na>|<0|< ABTOMaTMYeCKU BKIl0YaTb PeXXnM rnpeseHTaLum npu BbiNnoJIHEHUU I'IpMﬂO)KEHVIﬁ B
NoJIHO3KPaHHOM peXxunme, Pexxknm npeseHTaumm 6y,c|,eT BK/THOYATbCA NPpU 3anyCKe Kakoro- néo NpUNoOXXeHnAa B
NOJIHO3KPAHHOM peXkrmMme M aBTOMaTMYeCKM BblK/TH0YaTbCA MOC/1e BbIX04a U3 TAKOro NPUIOXKEHUA. TO 0CobeHHO
V,D,O6HO, ecn Pexknm npe3eHTaLmm HY>KHO BIJTHOYUTb Cpasy nocie 3anycka urpbl, OTKpbITUA KaKkoro-nnbo
NMPpUNOXKeHNA B MOTHO3KPAHHOM peXXnMe Ui Hadalla pa6OTbI C I'Ipe3EHTaLI,MEI;1.

Takoke MOXKHO YCTaHOBUTb Gpiadkok ABTOMATUYECKM OTKJIK0HYaTb PeXXumM npeseHTaLmMm yepes X MUH 1 yKa3aTb
BpemMs (3HaYeHMe Mo yMOTHaHU0 — 1 MUHYTA). 3Ta BO3MOXHOCTb UCMOJIb3YETCH, EC/TN PEXMM NPE3eHTaLMM HYXKEH
TO/IbKO Ha onpefie/ieHHoe BpeMs, N0 OKOHYaHUM KOTOPOro ero ciefyeT aBTOMATUYeCKM OTKTOUNUTb.

NMPUMEYAHMUE. Ecnn nepcoHanbHbi Ganepsos paboTaeT B MHTEPAKTMBHOM PEXXMME 1 BKJTHOUYEH PEXXUM
npe3eHTaLmm, BO3MOXHbI MPO6aeMbl NPY NOAKTOYEHUN K VIHTEPHETY. DTO MOXEeT NPeACTaBAATb C10XHOCTU, eCn
3anyCcKaeTcs Urpa, B KOTOPOM UCMOb3yeTCs MOAKAYeHMe K VIHTepHeTy. OBblYHO NONb30BaTeNt0 NpeaiaraeTcs
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NOATBEPAUTb HYXKHOE [IeNCTBUE (€C/IW HE 33[1aH0 HUKAKWUX MPaBW UK UCKIHOYEHNA AN MOAK/TIOYEHMS), HO B PEXUME
npe3eHTaLuMM B3auMOAeNCTBME C M0/1b30BaTe/1eEM HEBO3MOXKHO. B KAYecTBe peLleHus MOXHO 3a4aThb NpaBuio
NOAKMOYEHNS A9 KAXKA00 NPUITOXKEHUS, KOTOPOE MOXKET KOHGIMKTOBATb C TAKUM MOBEAEHWEM, UM UCMO/Ib30BaTb
[pyro pexxum duabTpaLmm B NepcoHaibHoM darepsosie. Takke cieayeT MOMHUTb 0 TOM, YTO NpU BKTKOYEHHOM
peXXMME Mpe3eHTaLMK MOXKET BbiTb 3a6/10KMPOBaH Nepexo/, Ha Be6-CTpaHuLy UK UCMOIb30BaHME NPUTOXKEHNS,
KOTOpble CNOCOBHbI MPeACTaBAATb Yrpo3y A4 6€30MacHOCTU, HO MPU 3TOM Ha 3KPaH He ByAeT BbiBEAEHO HUKAKOTO
NOACHEHNS UV NpeaynpexaeHus, MoCKobKY B3aMMOAENCTBME C MOb30BaTeN1eM OTK/THOYEHO.
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5. 0149 onbITHbIX NONb30BaTe/1en

5.1 HacTtpomnka npokcu-cepsepa

B 60/1bLLUMX NOKANbHbIX CETAX MOAKOYEHME KOMMbIOTEPOB K VIHTepHEeTY MOXET OCYLLEeCTBAATbLCSA Yepe3 NpoKCK-
cepBep. B3TOM cnyyae HeO6X0AMMO 334aTb ONMUCAHHbIE HUXKE MapaMeTpbl. ECIM 3TOro He caenatb, MporpamMma He
CMOXKeT 06HOBAATHLCSA aBTOMaTMYeckn. B ESET Endpoint Security HAaCTpownKy NpoKCcK-cepeepa MOXXHO BbIMOJHUTD B
[OBYX pasHblX pasgenax Aepesa pacllMpeHHbIX napameTpos.

Bo-nepBbIX, NapaMeTpbl MPOKCU-CEPBEPA MOXXHO KOHGUIYPUPOBaTb B pasaesne [JonoAHUTENbHbIE HACTPOMNKY,
[OCTYMHOM Yepe3 Cayrke6Hble Mporpammbl > NMpoKcu-cepBep. HacTponka NpokCcW-cepBepa Ha 3TOM YpOBHe
MO3BONSET 3a/1aTb €ro NapameTpbl 415 nporpaMmmsl ESET Endpoint Security B Lienom. OHW UCNO/b3YOTCA BCEMMU
MOZYNAMMU NPOrpamMMbl, KOTOPbIM TpebyeTca NOAKIOYEHNE K VIHTEPHETY.

19 HACTpOMKM NapaMeTpoB NPOKCU-CEPBEPA HA 3TOM YPOBHE yCTaHOBUTE haxkok Mcnonb3oBaTh NpoKCcU-cepeep,
a3aTem BBeAUTe afpec NpoKkcu-cepeepa B nose Mpokcu-cepeep, a TaKXKe yKaKUTe HOMep ero noprta B
COOTBETCTBYIOLLEM NOSE.

@® ESET Endpoint Security

AononHntensHble HACTPOWKKN

-l KomneloTep Mpokcu-cepsep
'_l! CeTe

& VIHTEpHET M 3NEKTPOHHER NOYTA
[ (%) OBHoEneHMe ropt:
Elé!{ Cny#ebHBIE NporpaMMel 192.188.1.1 3128
----- Dalinel KypHana
----- MNpokou-cepsep
----- TIUEHZHK

----- ol KapaHTuH

----- MAEHAPOBLLMK
----- YaaneHHoe aAMMHUCT PHPOBaHWE HaiTh npoKcu-cepeep
----- 3alMTE ADCTYNE K CETH

----- MNpeaynpexaeHis W YEEA0MNEHMA
----- ESET Live Grid

----- CHCTEMHBIE 0BHOBNEHMA

----- JuarHocTuka

[ MHTepderc

Mcnone30BaTe NPOKCM-CEPEED
Mpokov-cepsep:

AYTEHTHHUKALMA Ha NPOKCU-CEPBEPE
WmA nonesosaTens: MNapone:

I I@'OI{ I[ OTMeHa ][I‘Io woﬂl—lanol

Ecnu TpebyeTca ayTeHTUbMKaLMSA HA NPOKCU-CepBepe, yCTaHoBUTe Gpnaxok Mpokcu-cepsep TpebyeT
ayTeHTUOUKaLUN, A 3aTEM YKDKUTE UMS NOJIb30BaTENS 1 NapoJ/ib B COOTBETCTBYIOLMX MOJISX. HAKMUTE KHOMKY
Hantun npokcn-cepsep, 4TOObI aBTOMATNYeCKM ONpefennTb NapaMeTpbl MPOKCU-CepBEpa U MOACTaBUTb UX. byayT
CKOMMPOBAHbI NapameTpbl, yKkasaHHble B Internet Explorer.

NMPUMEYAHMUE: OTa GyHKLUMS He NO3BOSET NOYUYUTb AaHHbIe ayTeHTduKaumm (MM noab3oBaTeNns n NnapoJsib), UX
no/ib30BaTesb A0/KEH YKa3aTb CAMOCTOATE/IbHO.

MapameTpbl MPOKCU-CepBEpPA TAKXKE MOXKHO HACTPOUTb B pacLUMPEHHbIX NapamMeTpax 06HOBeHUs (BETBb
OG6HoB/IeHUe iepeBa [J0MOMHUTENbHbIE HACTPOMKU). OTU NApaMeTpbl MPUMEHSIOTCS K KOHKPETHOMY NMpodusto
0BHOB/IEHNS 1 PEKOMEHIYIOTCA A1 HOYTOYKOB, KOTOPbIE HYacTO NOJy4YatoT 06HOBIEHNS CUTHATYP BUPYCOB 13 Pa3HbIX

NCTOYHMKOB. 19 MOJIyY4eHUs1 AOMOJIHUTEbHbIX CBEAEHMN 06 3TUX NapameTpax cM. pasaen JoNnoaHUTeNbHbIe
HaCTPOMKN OBHOBNEHUS.
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5.2 MnopTt un 3kcnopT napamMmeTpoB

MIMNopT 1 3kCcnopT KoH®Urypauumm ESET Endpoint Security MOXXHO BbIMONIHUTbL B pa3gene HacTponka.

M ong umnopTa, v Ana 3KkcnopTa ncnonb3yrotcs damnbl B opmate XML, IMNOPT M 3KCNOPT YAO6HbBI, €C/TN HYXKHO
€034aTb pe3epBHYHO KOMUIO Tekywen KoHburypauum ESET Endpoint Security 41 gaibHenwero ncnoib30BaHKs.
DKCNOPT NapameTpoB TAKXKe Mosie3eH, e HeObX0A4MMO UCNOb30BaTb BbIOpaHHy KOHbMrypaumo ESET Endpoint
Security Ha HECKONTbKMX KOMMbtoTepax. 4aa31oro Gpamnn XML MOXKHO Nerko MMNOpTUPOBATb A/15 MePeHOCa HY>XXHbIX
napameTpoB.

NMMopTMPOBaTb KOHGUIYPALIMIO HECTOXHO. B r1aBHOM OKHe MporpaMmbl Bbibepute nyHKT HacTporika > UMnopT n
3KCMOPT NAapaMeTPOB..., a 3aTeM — KOMaHay MUMNopTMpoBaTb NapameTpbl. BBeauTte nyThb K darany KoHUrypaumm
NN HOKMUTE KHOMKY ..., HTOObI BbIOPATb HY>XKHbI hann KOHPUrypaumm, KOTOpbIA cieayeT UMNOpTUPOBATb.

Mpoueaypa 3kcnopTa KOHOUIYpaLMM MOXOXKA Ha ee MMMNOPT. B F1aBHOM MeHI0 BblbepuTe NyHKT HacTpownka >
MMnNopT 1 3KCNOPT NapaMeTposB.... BoibepuTe dyHKUMIO DKCNOPT NnapamMeTpoB v BBeauTe Uma panna ans danna
KOHbUrypaumm (Hanpumep, export.xml). C MIOMOLLbIO NPOBOAHMKA BbI6EpUTE MECTO Ha KOMMbOTEPE A8 COXPAHEH WS
darna KoOHpUrypaumm.

MmnopT n 3kcnopT napaMeTpos

Texylwan KoHburypawa ESET Endpeint Security MomeT BeiTe
coXpaHeHa B daline dopraTta XML 1 mpK Heofxo gMMOCTH
BOCCTAHOBNEHA NOTHE.

WMMnopT W 3kcnopT

) MMNOPTHPOBATE NAPEMET Pl

'ﬁ' SKCMOPTHPOEaTE NapaMeTpel

Mma daiina:

F:Yexport. xml E

5.3 CoyeTaHMa Kn1aBull

Hwke npeacTaBaeH CNMCOK COYETAHMI KABMLL, KOTOPbIe MOXXHO MCMOJ1b30BaTh Npu paboTe ¢ ESET Endpoint
Security.

Ctrl+ G OTKJItO4eHMeE rpadryeckoro MHTepdernca NnonbL3oBaTeNs B
nporpamme

Ctrl + | nepexop Ha ctpaHuuy ESET Sysinspector

Ctrl+ L nepexof Ha CTpaHuLy Gannos XkypHana

Ctrl+S nepexoz, Ha CTpaHuLy NiaHMpoBLLMKA

Ctrl+Q nepexoj, Ha CTpaHuLy KapaHTMUHa

Ctrl+ U BbIBO/, Ha 3KPaH AMa/IOr0OBOIr0 OKHA, B KOTOPOM MOXHO 334aTb UMS
nosib3oBaTesis M NapoJib

Ctrl+R BOCCTAHOBJIEHME Pa3MepPOB OKHAa M ero MoJIOXKeHWs Ha 3KpaHe rno
YMOJTHaHUIO

[ns 6onee yaobHom HaBuraumm B nporpamMmme obecnedeHms 6e3onacHoCTM ESET MOXKHO MCNOMb30BaTb CleaytoLme
COYeTaHMSA KNaBuLL.

F1 BbI30B CMpaBKu

F5 BbI30B AOMNOJIHUTE/IbHbIX NapaMeTpoB

BBepx/BHM3 nepexog no 3/1eMeHTaMm B Nporpamme

pa3BopaymBaHue y3na gepesa pacllpeHHbIX napaMmeTpoB
- CBOpa4YmMBaHue y3na gepesa pacllimpeHHbIX napaMmeTpoB
TAB rnepemMelleHye Kypcopa no okKHy

Esc 3aKpblTNE aKTUBHOIO AMAN0roBOro OKHa
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5.4 KomaHpHasda cTpoka

Moaynb 3awmTbl oT BMpYcoB ESET Endpoint Security MOXeT 6bITb 3anyLLeH M3 KOMaHAHOM CTPOKM BPYUHYHO (C
MOMOLLbIO KOMaHAbI «ecls») Mam B MakeTHOM pexkmme (C noMolLbto Ganna BAT-danna). icnonb3oBaHue Moayna
CKAHWPOBAHWA KOMaHAHOW CTpOoKM ESET:

ecls [ IAPAMETPH..] ®ANJEL .

Cneaytolume napaMeTpbl M apryMeHTbl MOTYT MCMO/1b30BaThCA NMPU 3amnycke ckaHepa rno TpeboBaHmIo U3 KOMaHOHON

CTPOKMW.

MapameTpbl
/base-dir=MNATKA

/quar-dir=MATMKA
Jexclude=MACKA

/subdir
/no-subdir
/max-subdir-level=YPOBEHb
/symlink
/no-symlink
/ads

/no-ads
/log-file=®AN
/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all
/aind

/auto

3arpy3ntb moaynu us NMAMKM

MATKA kapaHTunHa

NCKTFOUYNT b U3 CKAHMPOBaHMS Gannbl, COoTBeTCTBYOWMe MACKE
CKAHWPOBATb BAOXKEHHbIE NanKK (MO yMOAYAHMIO)

He CKaHVPOBATb B/IOXKEHHbIe NManku

MaKCMMasibHas CTeneHb BIOXKEHHOCT W NanoK A8 CKAaHMPOBaHUSA
C1e[l0BaTb MO CUMBOJINYECKMM CCbISTIKaM (MO YMOIYAHMIO)
NponycKkaTb CUMBOJINYECKME CChINTKN

CKaHnpoBaTb ADS (N0 yMmon4aHmio)

He ckaHmpoBaTb ADS

BbIBOZ XXypHana 8 AN/

nepesanuncbiBaTb BbIXOAHOW darn (N0 yMOAYaHMIO L06aBNATD)
BbIBO/, >KyPHaa B OKHO KOHCOMM (MO YMOTHYAHUIO)

He BbIBOAMUTb XXypPHa B KOHCO/b

PEerncTprpoBaThb TaKOKe He3apaXkeHHble hansbl

He perncTpmpoBaTb He3apaXkeHHble Gansibl (MO YMOIHYAHUIO)
NnoKasblBaTb MHAMKATOP paboThl

CKAHWPOBAHME 1N aBTOMATMYECKAst OYMCTKA BCEX STOKAbHbIX ANCKOB

MNMapameTpbl MOAY /1S CKAHUPOBaHUSA

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=PA3IMEP

/max-arch-level=YPOBEHb
/scan-
timeout=OrPAHNYEHUNE
/max-arch-size=PA3IMEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

[rtp

/no-rtp
/adware
/no-adware
/unsafe
/no-unsafe
/unwanted
/no-unwanted

/pattern

14

CKaHMpoBaTb danbl (MO YMOJTHAHMIO)

He CKaHMpoBaTb (anbl

CKaHWPOBAaTb NaMSTb

CKaHWPOBATb 3arpy304HbIe CEKTOPbI

He CKaHMPOBAaTb 3arpy304Hble CEKTOPbI (MO YMOAYAHMIO)

CKAHWPOBATb apXMBbI (MO YMOJTHAHMIO)

He CKaHVPOBAaTb APXMBbI

CKaHMPOBATb Gansbl, TONbKO eU1N UX pasMep He rpesbiwaeT PASMEP B merabantax
(no ymonyaHutio O = 6e3 orpaHnyeHnin)

MaKkCMasnbHas CTeneHb BIOXKEHHOCT M apXMBOB /1 CKAHWPOBaHKSA

CKaHMpPOBATb apXxmMBbl He bosee ykazaHHOro B OFPAHMYEHWI konnyecTBa cekyHA

CKaHWPOBATb Ganbl B apxmBax, TONbKO eU1n Ux pa3Mmep He npesblwaeT PASMEP (no
yMmosdaHuto O = 6e3 orpaHn4eHnin)

CKaHMpOBaTb Ganabl B CAaMOpaCcnakoBblBAKLLMXCA apXMBAX, TOJIbKO eIV X pa3Mep He
npesbiwaeT PASMEP B Merabamtax (no ymondaHumto O = 6e3 orpaHuyeHnin)
CKaHMpoBaTb Gansibl 3/IEKTPOHHOM NMOYThI (MO YMOIYAHMIO)

He CKaHMpOoBaTb Garbl 31EKTPOHHOW MOYTbI

CKAHMPOBATb MOYTOBbIE AWMKM (MO YMOMYAHNIO)

He CKaHMPOBATb MOYTOBbIE ALLMKN

CKAHMPOBATb CAaMOpacnakoBbIBaKLLMECS APXMBbI (MO YMOMYAHNIO)

He CKaHMpOBaTb CAMOPACNaKOBbIBAOLLMECS ApXMBbI

CKAHWPOBATb YNMAKOBLUMKM (MO YMOJTHAHMIO)

He CKaHMpOBAaTb YMAaKOBLLMKMN

CKAHWPOBATb peK/IaMHble/WNMOHCKMEe/onacHble MporpamMmbl (MO YyMOAYAHWIO)

He CKaHMPOBATb Ha HaIMYMeE PeKTaMHbIX/LUMMOHCKNX/ONACHbIX MPOrpaMm
CKAHMPOBATb Ha HaIMYMe MOTEHLMANBHO OMACHbIX MPUI0XEHWI

He CKaHMPOBAaTb Ha HaMYMe NOTEHLMAIbHO OMACHbIX MPUAOXEHWUN (MO YMOAYAHMIO)
CKAHWPOBATb HA Ha/IMYMe NOTEHLMANIbHO HeXeNnaTeNbHbIX MPUA0XKEHNIA

He CKaHMPOBAaTb Ha Ha/TMYKME NOTEHUMANTbHO HeXXenaTebHbIX MPUAOXKEHNI (MO
YMOTHAHNIO)

MNCMO0b30BaTb CUrHATYPbI (MO YMOAYAHMIO)



/no-pattern He NCNOoNb30BaTb CUTHATYPbI

[heur BK/THOYUTb 3BPUCTUHECKUI aHATN3 (MO YMOTHYAHUIO)

/no-heur OTK/TIKOUUTb IBPUCTUHECKNIN aHAN3

/adv-heur BK/TIOYUTb paCLUMPEHHY0 3BPUCTUKY (MO YMOJTHAHMIO)

/no-adv-heur OTK/HOUYNTb paCLLMPEHHYIO 3BPUCTNKY

[ext=PACLUMPEHWH CKaHMpOBaTb TONbKO Gamnbl ¢ PACLLUMPEHNAMM, ykazaHHbIMKW Yepes ABOETOUMe

/ext-exclude=PACIUMPEHNSA umckntoumTb 13 ckaHnpoBaHua dannbl ¢ PACLUMPEHNAMM, ykasaHHbIMK Yepes
fBoeToume

/clean-mode=PEXXVM ncnonb3oBaTb PEXKMM 04ncTKM A5 3apaXkeHHbIX 06 beKToB.

BO3MOXHbI CiefyroLlme BapuaHTbl: HET, CTaHAapTHas (I'IO ymonanwo), TLWAaTe/IbHA4,
Hambonee TWaATeNbHas, vaaneHune

/quarantine KOMMPOBATb 3apaXXeHHble Gansibl, eI OHM OYULLEHbI, B KAPAHTUH
(LOMONHUTENbHO K AEVCTBUIO, BbIMOHAEMOMY NPU OUUCTKE)
/no-quarantine He KOMMpPOBATb 3apaXkeHHble Garsibl B KAPAHTUH

O6wme napameTpbl

/help noKasaTtb CrpaBKy W BbINTU
/version nokasaTb CBeeHKsl O BEpCUN U BbINTU
[preserve-time COXPaHUTb NOUIEAHIO OTMETKY O BpeMeHM 4OoCTyna

Kopbl 3aBepLieHus

0 Yrpo3 He 06Hapy>KeHo

1 yrpo3a o6Hapy»KeHa 1 o4umLLeHa

10 HeKoTopble Ganbl He yAa0Cb NPOCKAHMPOBATb (MOMYT ObITb Yyrpo3amu)
50 yrpo3a HamgeHa

100 owmnbKa

NMPUMEYAHMUE. 3HaueHVve koaa 3aBepLueHus 6osblue 100 03Ha4vaeT, 4To dani He Bbl1 NMPOCKAHMPOBAH M MOXKET
6bITb 3apakeH.

5.5 ESET Sysinspector

5.5.1 BeBepeHue B ESET Sysinspector

ESET Sysinspector — 3To NpuUio)XeHue, KOTOpoe TLLIATEbHO NPOBEPSET KOMMbIOTEp M 0To6paXkaeT cobpaHHblie
[laHHble B MOHATHOM BuAe. MpeacTaBnsemMble JaHHble, Takme Kak MHopMaLms 06 yCTaHOBIEHHbIX ApanBepax U1
NPUIOXKEHUAX, CETEBbIX MOAK/IHOUYEHNAX U BAXKHbIX 3aMUCAX PeecTpa, No3BOAAT ONpeaeinTb NPpUUNHY
NOA03pPUTE/IbHOTO NOBEAEHUSA CUCTEMbI, KOTOPOE MOXET 6bIThb BbI3BAHO HECOBMECTMMOCTbO MPOrpaMMHOTo UAN
annapaTHOro obecrneyvyeHmsa UK 3apaxkeHnemM BpeaoHOCHbIMK MporpamMmMamMu.

CylecTByeT ABa cnocoba BOCNOb30BaTbCs NpuioxeHmnem ESET Sysinspector. Bo-nepBbiX, MOXXHO OTKPbITb
MHTerpmpoBaHHyto B ESET Security Bepcuto, @, BO-BTOPbIX, 3arpy3nTb CAMOCTOSATE/IbHYI0 BepCUo (Sysinspector.exe)
6ecnnaTHo c Beb-camta ESET. O6e BepCunmn aHanornyHbl No CBOUM GYHKLUSM M UMET OAMHAKOBbIE 3/1EMEHTbI
yrnpasaeHms NporpamMmMon. EAMHCTBEHHOE OT/IMYME 3aK/TH04AETCS B TOM, KaK OCYLLECTB/ISIETCSA ynpasieHume
pesynbTatamu. M oTaenbHas, U MHTerpMpoBaHHAs BEPCMM MO3BONSKOT 3KCMOPTUPOBATb CHUMKM CUCTEMbI B darin B
dopmaTe XML 1 coxpaHsATb ero Ha Ancke. O4HAKO MHTerprupoBaHHas Bepcus Takoke AaeT BO3MOXHOCTb XPaHUTb
CHUMKM CUCTEMbI NPAMO B pasaene CnyxxebHble nporpammsbl > ESET Sysinspector (3a nckntoveHnem ESET Remote
Administrator).

[awnTte ESET Syslnspector HeKOTOpOe BpeMs Ha CKaHMPOBAHME KOMMbKOTEpPA. DTOT NPOLECC MOXET 3aHSTh OT
10 cexyHf A0 HECKONBKMX MUHYT B 3aBUCMMOCTM OT KOHGUrypaLmm 060pyA0BaHusl, OnepaLoHHON CUCTEeMb U
KOMIN4eCTBA YyCTAHOBIEHHbIX HA KOMMbIOTEpPe MPUIOXKEHUN.
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5.5.1.1 3anyck ESET Sysinspector
YT06bl 3anycTuTh ESET Sysinspector, 4OCTAaTOYHO BbINOAHUTL Bann Sysinspector.exe, 3arpy>keHHbln ¢ Beb-canTa ESET.

MoJoXauTe, Noka nporpamma npoBepsaeT CUCTEMY: 3TO MOXKET 3aHATb HECKO/TbKO MUHYT B 3aBUCUMOCTU OT
060pYyA0BaAHNA U COBMPAEMbIX JaHHbIX.

5.5.2 UHTep¢enc nonb3oBaTesns u paboTta B NpUI0XeHUU

[N ACHOCTM raBHOe OKHO pasfie/ieHo Ha YeTbipe pa3fena: BBEPXY HAXOAATCA 3/IEMEHTbI YpaB/ieHNs MporpaMmMon,
C/1leBa — OKHO HaBMraLmm, Crpaea no LeHTPY — OKHO OMMCaHMS, a CrpaBa BHU3Y — OKHO NOApPO6HbIX CBeAeHWI. B
pazgene «COCTOAHME XypHaia» yKazaHbl OCHOBHbIE MapaMeTpbl XKypHana (MCronb3yemblin GUabTp, TN GUIbTPA,
ABNAETCA IV XKyPHA/I Pe3y/ibTaTOM CPaBHEHUA U T. 1.).

@ [Generated] - ESET Syslnspector E'@
Qainv [epesov Coucokw CMNpaskaw
ESET SYSINSPECTOR
Detail: [Full_ ~| Filtering: (@ Finc Find: [ Find |
[Risk Lawed 1-9) |_rina
Status Section: 3anyweHHble Npoweccy » smss.exe
uL Mpouecc MyTe PID Wma noassosa. =

CeTesbie NOGKNHYEHNA

|¥| BamHbie 3anucK peectpa 3anyweHHbie NPOLECCE!

@ Chywto » Mefinné procesy systému 0 E
;6 Apaiieepb! » System 4
ﬁ KpuTuueckue hanne b Iﬂ smss.exe 276
#-(5) 3agaun NNaHAPOBUIMKA CACTEMBI
[ Ceepenun o cucteme b [ csiss.exe 336
CeegeHua o dailne L4 ﬂ wininit.exe 372
@ O nporpamme b [B5] csrss.exe 384
4 . winlogon.exe 424
» [B7] services.exe 452
» 077 Isass.exe 460
» [B5] Ism.exe 468
¥ [ swchost.exe 588
4 ﬁ vboxservice.exe 652 =

4 1 2

[ cAwindows\system32\smss.exe

SHA1L AS1B48ASDEA06543ED36BTESEATSCSES2ETIDD37 -
MNocnepgnee spema sanucw  2009,/07/14 03:14 El
Bpema cozganmna 2009,/07/14 01:11
Pasmep daina 69632
Log Status Onwucanwe danna Windows Session Manager 8
Current log:  [Generated] b | LU | 4

5.5.2.1 DnemeHTbl yrpaBJ/ieHUd NporpaMmmMom

B 3TOM pasgene onmcaHbl BCe 3/IEMEHTbI YNpaBAeHUss NpOrpamMmon, 40CTynHble B ESET SysInspector.

dann

Ecnn HakaTb Pam, TO MOXHO COXPAHUTb AAHHbIE O TEKYLLEM COCTOAHWUN CUCTEMbI AJ1S X MOCeAYIOLEro U3yYeHns
W OTKPbITb pAHEE COXPAHEHHbIV XXYPHaI. ECIV NaaHMpyeTcs onybInKOBaTb XXYPHAS, [J1S1 ero co3aaHus
PEKOMEHAYETCS UCMO/b30BaTb MYHKT MeHIO MoAX0AUT A8 OTNPABKMU. B 3TOM C/1yydae 13 XXypHaia Nckto4aeTcs
KOHPUAEeHUMANbHAs MHbDOpMaLMA (MMS TEKYLLEro Nob30BaTeNd, MMS KOMMbIOTEPA, UM IOMEeHa, Npasa TeKyLero
No/1b30BaTeN s, MEPEMEHHbIE Cpefbl U T. M.).

MPUMEYAHUE. YT06bl NPOCMOTPETbL COXPaHEHHbIe paHee oT4HeTbl ESET Sysinspector, 4OCTaTO4YHO NpOCTO
nepeTtawnTb UX B r/1IaBHOE OKHO NPOrpamMmbl.
Jepeso

M03BONSIET PA3BEPHYTb WM CBEPHYTb BCE y3/1bl, A TAKXKE 3KCMOPTUPOBATb BblAE/EHHbIE Pa3Aenbl B CLEEHAPUIA
CNy>K6bl.

116



Cnucok

CopepXuT GyHKLUMM, 0bieryatroLLme HaBMUraL Mo No NporpamMmMe, a Taikoke npoyme GyHKLMK, Takme Kak MomncK
nHdopmaumm B IHTepHeTe.

CnpaBka

Coflep>KUT CBeAEHWS O MPUNOXKEHUMN U ero GYHKLMSAX.

Moapo6HocTH

3TOT NapameTp BAMSET HA MHPOPMALMIO, BbIBOAMMYIO B I/TABHOM OKHE, YTO6bI NpoLLe paboTaTh C HEN. B OCHOBHOM
peXuMe NMob30BaTesNto AOCTYNHA MHGOpMaLMs, HeobxoamMMas A/ MOUCKA PeLUEHNA CTaHAAPTHbLIX Npo6ieM,
BO3HMKAIOLLMX B cMcTeMe. B pexxnume «CpeHee» MporpaMmMa 0TO6paxKaeT pexke UCMob3yemble CBeAeHNs. B pexknme
«MonHoe» ESET Sysinspector BbIBOAWUT Ha 3KpaH BCO MHPOPMALMIO, HEOEXOAUMYIO AJ19 PELLEHWNS CaMbIX
HeCTaHAAPTHbIX NPO6EM.

dOunbTpauuns 3/1IeMeHTOB

®dunbTpauma 3N1eMeHTOB 04YeHb yA06Ha 419 NoMUCKa NOA03PUTENbHbBIX GaiIoB UK 3anmcet peecTpa, CyLLECTBYIOLIME
B cucteMe. C MOMOLLbIO NMOJ3YHKA MOXKHO GUAIbTPOBATb 3/1EMEHTbI MO UX YPOBHIO prcka. EC/IM MON3YHOK YCTaHOB/EH
B KpaiHee N1eBoe NosioxeHue (YpoBeHb pucka 1), 0TO6paXkatoTCA BCE 31eMEHTbI. [Py NepemMeLLeHN MoA3YHKa BNPaBo
nporpamma 6yaeTt oTOWUIbTPOBbLIBATb BCE 3/IEMEHTbI C YPOBHEM PUCKA, MEHbLUMM TEKYLLEro YPOBHSA, 1 BbIBOAWTb Ha
3KpaH TO/IbKO Te 3/IeMEHTbI, yPOBEHb MOA03PUTEIbHOCTM KOTOPbIX BbiLle JAHHOMO YPOBHA. EC/IM NO/3YHOK
HaXxoAMUTCA B KpaHEM MPaBOM MOJIOXKEHMM, MporpaMma 0To6paxkaeT TO/IbKO OrnpefeneHHO BpeoHOCHbIe
3/1EMEHTbI.

Bce 3nemMeHTbI, MMetoLLmMe YPOBEHb pMCKka OT 6 0 9, MOryT NpeacTaBAsaTb yrpo3y A5 6e3onacHoCTn. ECiv Bbl He
ncnonb3yeTte Kakme-nmbo peweHus no obecneveHnto 6esonacHocTn ESET, pekomMeHayeM NpoCckaHMpoBaTb
KoMnMbloTep Cc nomMoLbto ESET Online Scanner nocie HaxoXaeHua Ntobbix TakMx 31eMeHTOB nporpammMon ESET
Sysinspector. ESET Online Scanner sBnseTca 6ecnaatHoM Ciy>K60M.

MPUMEYAHWE. YpoBeHb pucKa 3/ieMeHTa J1Ierko onpeaenaetcd nyTeMm CpaBHeHMA LiBeTa 3/1eMeHTa C LLBETOM Ha
MOJI3yHKe YPOBHEN PUCKOB.

Mouck

[MTOVCK MOXXHO MCNONb30BaTh /14 6bICTpOFO Haxo>xaeHmna onpegeseHHoro ajieMeHTa no ero Ha3BaHM MK 4actu
Ha3BaHWA. Pe3ynbTaThl nomncka OTO6pa)KaI-OTCﬂ B OKHe ONnncaHn4.

BosspaT

C noMoLLbtO CTPeNnoK Ha3aj v Briepes, MOXKHO NepexoauTb B OKHe ONmncaHus K paHee 0TO6paxkeHHOM MHbopMaLmu.
BMecTo KHOMOK Nepexoja Hasaz v Brepes MOXHO 1CMo/b30BaTh kaasuly Backspace v npoben.

Pa3spen coctosiHuA

OTo6paXkaeT TeKyLWMI y3e/ B OKHE HAaBUraLLMN.

BHumaHue! SnemeHTbl, BblAeNeHHble KpAaCHbIM LIBETOM, IB/ISKOTCA HEM3BECTHbIMM, MO3TOMY NMpOrpamMmMa nomMevaeT mUx
KaK MOTeHLMaNbHO onacHble. ECIM 31eMeHT BblAeneH KpacHbIM, 3TO He O3HAYaeT, YTO COOTBETCTBY O Pain
MOXXHO yAanuTb. MNepea yaaneHvem ybeamntecs, 4To danibl 4ENCTBUTENBHO OMACHbI UK He ABAA0TCS
HEeobXoANMbIMN.
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5.5.2.2 Hasurauusa B ESET Sysinspector

ESET Syslnspector pacripegensieT MHGOPMAaLMIO Pa3HbIX TUMOB NO HECKO/IbKMM OCHOBHbIM pa3aesiaM, Ha3biBaeMblM
y3namu. a8 1oro 4tobbl NOAYYUTb LONONHUTEbHbIE CBeeHNS O KAKOM-/TMHO0 y3/1e (eC/1M TAKOBbIE eCTb),
pasBepHUTE ero A5 NpoCMOTPa BIOXKEHHbIX Y3/10B. 18 TOro YTo6bl OTKPbITh UK CBEPHYTb Y3e/, ABaXKbI
LLeNKHNTEe Ha3BaHWe y3/1a A HAKMUTE 3Ha4YOK B AN = pagoM C ero HassaHumem. lNpu nepemeLleHny no
[APEBOBUAHOW CTPYKTYPE Y3/10B B OKHE HaBUTALMM O KXKAOM M3 HUX LOCTYMHbI Pa3/IMYHbIe CBeeHns, 0OTobpaxaemble
B OKHe onuncaHus. MNMpu nepexoe K KOHKPETHOMY 3JIeMEeHTY B OKHE OMMUCAHNS LONONHUTE/IbHble CBefieHNs 06 3TOM
3/IeMeHTe MOXHO MPOCMOTPeTb B OKHe NoAPOBHbIX CBeAeHWN.

HwKke onuncaHbl rNaBHble y3/1bl B OKHE HAaBUrAL MY M OTHOCALLMECS K HUM CBeAEHMSI B OKHAX OMUCAHUA U MOAPOOHOM
NHOpMaLMN.
3anyuw,eHHble NpoL,eccbl

OTOT y3e/ COAEPKUT CBEAEHMS O MPUTOXKEHMSAX M MPOLEeCcax, BbIMOJHAEMbIX B MOMEHT CO3[4aHNS XKypHana. B okHe
OMUCAHNS MOTYT HAXOAUTbCA OMONHUTENbHbIE CBEAEHMS O KXKA0M 13 NPOLLeCCOB, HANpMMep Ha3BaHWA
ANHAMUMYeCKnx 6BMbAMO0TeK, NCMOb3yeMbIX MPOLECCOM, 1 UX MECTOHAX0XAeH e B CUCTeMe, Ha3BaHWe NOCTaBLLMKa
NPUIOXKEHUS, YPOBEHb p1cka Garvna . m.

B okHe I'IO,D,DO6HOPI l/IHq)OpMaLI,I/II/I cogep>katcda AooNnoNHNTENTbHbIe CBeAeHNSA 06 3nemMeHTax, Bbl6paHHbIX B OKHe
OonncaHuA, Takme Kak pasmep cba|7|na NN ero xXsu.

MPUMEYAHMUE. /ltobas onepaLmMoHHas cMcteMa CoOCTOUT M3 HECKONTbKMX BaXKHbIX KOMMOHEHTOB S4pa, KOTOpble
MOCTOSIHHO BbIMOJIHSAIOTCSA M 0becrneunBaoT paboTy 6a30BbIX MPUHLMMNMANBHO BXKHbBIX GYHKLMN APYTUX
M0J1b30BaTENbCKMX MPUMOXKEHNA. B ONpefenieHHbIX cyyasx nyTb K Garanam Takmx NpoLeccoB oTobpaxkaetca B ESET
Syslnspector c cumonamm «\2?\» B Ha4asie. 3T CMMBOJIbI 06ecrneynBaoT ONTMMM3ALMIO A0 3aNyCKa TakMX NPOLLECCoB
N C TOYKM 3PEHUSA CUCTEMbI SIBAAOTCS He30nacHbIMK.

CeTeBble NOAK/IHOYEHUSA

B OKHE OMNM1CaHNA NepedncieHbl MPOLECchl U MPUMOXKEHUS, KOTOPble 06MEHNBAKOTCA AaHHbIMW Yepes CeTb Mo
NPOTOKOAY, BbI6EpaHHOMY B OKHe HaBuraumm (TCP unmn UDP), a Takoke yaaneHHble aapeca, C KOTOPbIMU 3T
NPUNOXKEHWS YCTaHaBIMBAKOT COeAMHEHNSA. Takoke MOXHO NpoBepuTb IP-aapeca DNS-cepBepoB.

B oKkHe noapo6HOMN MHbOpMaLMKM CcoaepyKaTCs A0NONHUTENIbHbIe CBeAeHMs 06 3/1eMeHTax, BbiIOPaHHbIX B OKHe
OMnucaHus, Takme Kak pasmep darna uiam ero xau.
Ba)kHble 3anMcum peectpa

CoLep>XnUT CNMCoK onpeneneHHbIX 3anucen peecTtpa, KOTopble 4acTo ObIBaOT CBSA3aHbI C pasiM4HbIMK I'IpO6ﬂ€MaMl/l B
caicTeMe, Takme Kak 3anncu, 3agaroline aBTomMmaTmyeck 3arpyrkaembolie nporpamMmmebl, 06bEKTbI MoAyna noanep>XKm
O603DEBaTeJ'IFI nT. n.

B oKHe onmncaHmsa Takke MoryT ObiTb nepedncieHbl Gansbl, CBA3aHHbIE C HEKOTOPbLIMW U3 3TUX 3anucen. B okHe
NOAPOBHbIX CBEAEHUM MOXKET HbITb NpeACcTaBaeHa AONONHUTEeNbHAs MHGOpMaLmS.

Cnyx6bl

B oKkHe onmncaHusa nepeuncieHbl Garbl, 3aperncTprupoBaHHble B kavecTBe c1y>k6 Windows. B okHe NoapobHbIX
CBeEeHMM MOXKHO YBMAETb CNocob 3anycka aiy>kbbl, @ Takke NMPOCMOTPETb ONpeAe/eHHyo MHGopmMauuio o dpanne.
OpanBepbl

Cnuncok ,Cl,paPIBepOB, YCTAHOBJ/TIEHHbIX B CUCTeme.

Kputnueckue dpainbl

B OKHe onmncaHnsa oTobpadkaeTcsa COAEPXKUMOE KPUTUYECKM BaXKHbIX GarioB onepaumoHHoOn cucTembl Microsoft
Windows.

3apaumn naaHUpoBLWUKa CUCTEMbI

CO,EI,ep)I(I/IT CMMCOK 3a4ad, 3anyckaeMblX NJ1aHMpOBLLUMKOM 3agaHun Windows B YKa3aHHOe BpeMs Unun 4epes 3aildHHble
MHTEpBasbl.

MHdopmaumsa o cucteme

Conep>XUT noapobHble CBeAeHNs 06 060pyA0BAHUM 1 MPOrpaMMHOM o6ecrnedeHmm, a Taikoke MHGOpMaLMio o
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3afaHHbIX NepeMeHHbIX cpefbl, NMpaBax NoJsib3oBaTtesnsd 1 HXKypHanax CMCTeMHbIX CobbITUN.

CBefeHus o panne

CrMCoK BaXKHbIX CUCTeMHbIX dannos 1 Gannos B nanke Program Files. B okHax onucaHua n noapobHbIX cBeAeHUi
MOXKEeT 0TOBpaXKaTbCst AONONHUTENbHAA MHDOPMALMSA O HUX.

O nporpamme

NHdopmaumsa o Bepcum ESET Sysinspector v CNUCOK MOAYJ1er MporpamMmbi.

5.5.2.2.1 CoyeTaHusa KnaBsull

HwKe npefcTaBieH CNMCOK COYeTaHMN KNaBumLL, KOTOPbIe MOXHO MCMOb30BaTh Npu paboTe C ESET Sysinspector.

dann

Ctrl+ O OTKPbITME CYyLLEeCTBYIOLLEro XypHasna

Ctrl+S COXpaHeHme Co34aHHbIX XXypHanoB

Co3paTb

Ctrl+ G Co3faHue CTaHAapTHOrO CHUMKA COCTOAHMA KOMMbloTepa

Ctrl+H CO3[aHKMe CHUMKA COCTOSIHMUSI KOMMbIOTEpPa, B KOTOPOM MOXeT BbITb 3aperucTpmpoBaHa

KOHbUMAEHUMaNnbHaa MHGopMaLms

dunbTpauuns 3/1IeMeHToB

1,0 6e3onacHble 3/1eMeHTbI, 0TOBPAXKAKTCS 3/IeMEHTbI C YpOBHEM pUcka 0T 140 9
2 6e3onacHble 3/1eMeHTbl, 0TOHBPaXKAKTCS 31eEMEHTbI C YPOBHEM PUCKa OT 2 40 9
3 6e3onacHble 3/1eMeHTbl, 0TOHPaXKAKTCS 31eEMEHTbI C YPOBHEM pUCKa OT 3 40 9
4,U HEM3BECTHbIE 3/1eMeHTbl, OTOHPaXKAOTCS 31EMEHTbI C YPOBHEM pucka oT 4 40 9
5 HEeM3BECTHbIE 3/IeMeHTbl, OTOHBPaXKAtOTCSA 3/1EMEHTbI C YPOBHEM PMUCKa OT 5 40 9
6 HEM3BECTHblE 3/1eMeHTbl, OTOHBPaXKAtOTCSA 3/1EMEHTbI C YPOBHEM pMCKa OT 6 40 9
7,B onacHble 3/1eMEHTbI, 0TOBPAXKAKTCS 3/IEMEHTbI C YPOBHEM pUCKa 0T 7 40 9

8 ornacHble 3/1eMEeHTbI, 0TOBPaXKAKTCS 3/IeMeHTbI C YpOBHEM pUcKa 0T 8 40 9

9 OnacHble 3/1eMEeHTbI, 0TOBPAXKAKTCS 3/IeMEHTbI C YpOBHEM pu1cKa 9

- NMOHMXKEHME YPOBHSA pUCKa

+ MOBbILLIEHME YPOBHS p1cKa

Ctrl+9 BbI6OP pexxnma GuabTpaLmm, paBHbI UK 60/ee BbICOKMI YPOBEHb

Ctrl+ 0 BbI6OP pexxnma GuabTpaLmm, TONbKO paBHbI YPOBEHb

MpepcTaBneHue

Ctrl+5 NMpOCMOTP MO NPOV3BOAUTENAM, BCE MPOU3BOANTENM

Ctrl+ 6 NpOCMOTP MO Npou3BOAUTENSAM, TONbKO Microsoft

Ctrl+7 NpPOCMOTP MO NPOV3BOAUTENAM, BCE APYT1Ee MPOU3BOAUTENN

Ctrl+3 OTOb6paXkeHme NOHbIX CBeAEHWNM

Ctrl+2 oTobpaxeHue CBeAeHUIN CPeHEN CTENeHN NOAPOBHOCT

Ctrl +1 OCHOBHOW BUf,

BackSpace  mepexof Ha OAWH LIar Ha3af,

Mpoben nepexoj Ha OAuH Liar Bnepeq,

Ctrl+ W pasBopaymBaHue gepesa

Ctrl+ Q CBOpaymBaHue fepesa

Mpoymne anemMeHTbl ynpaBJieHUs

Ctrl+T nepexon K MCXO4HOMY MeCTOMOJIOXEHWUIO 3/1eMeHTa Noc/ie ero BblAe/1eHUS B pe3y/ibTaTax Nomcka
Ctrl+ P OoTOH6paxkeHme OCHOBHbIX CBeAEHMI 06 31eMeHTe

Ctrl+ A oTobpaxkeHme BCcex CBeAeHNM 06 31eMeHTe

Ctrl+ C KOMMPOBaHMe fiepeBa TeKkyLLero 3/eMeHTa

Ctrl+ X KOMWpOBaHMe 3/IeMeHTOB

Ctrl+ B NMOWCK CBeAEHMI O BblIbpaHHbIX Ganiax B IHTepHeTe

Ctrl+ L OTKPbITKE NAMNKK, B KOTOPOM HAXOANTCS BblAeNEHHbIV dann

Ctrl+R OTKPbITME COOTBETCTBYIOLLEN 3aMncK B peakTope peectpa

Ctrl+ 2 KOMWPOBaHWeE NyTU K anny (1M 31eMEHT CBsI3aH C Ganiom)

Ctrl+F nepexop B nose nomcka

Ctrl+ D 3aKpbITMeE pe3ynbTaToB noucka



Ctrl+ E 3anycK cueHapums cy>obl

CpaBHeHMne

Ctrl+ Alt+ O OTKPbITVE NCXOLHOIO WM CPABHUBAEMOTO C HUM >KypHana

Ctrl+ Alt+ R OTMeHa CpaBHeHUS

Ctrl+ Alt +1 0TOb6paKeHMe BCex 3JIeMeHTOB

Ctrl+ Alt+ 2 0TOb6paKeHMe TONbKO A06aBNEHHbIX 3/IEMEHTOB, B XXypHaJie 0TOH6PaXKatoTCA TOMIbKO 3/IEMEHTbI 13
TeKyLLero >xypHana

Ctrl+ Alt+ 3 0TOb6paXKeHMe TOIbKO yAANIEHHbIX 3/1eMEHTOB, B XKypHane 0TO6PaXKatTCsi TOMIbKO 3/1eMEHTbI U3
npeablAyLero xxypHana

Ctrl+ Alt+4 0TOHpaKeHMEe TOIbKO 3aMeHEHHbIX 3/1eMeHTOB (B TOM Yncie Gannos)

Ctrl+ Alt+5 0TOb6paKEHME TOIbKO PA3INUNN MeXAY XKy PHanamm

Ctrl+ Alt+ C 0TOHpaKEHME CPaBHEHUS

Ctrl+ Alt+ N 0TObBpaKeHMe TeKyLLEero >KypHana

Ctrl+ Alt+ P OTKpbITUE NpeabiAyLLero XypHana

Pa3Hoe

F1 NMPOCMOTP CrpaBKu

Alt+ F4 3aKpblTWe NMporpamMmmel

Alt + Shift+ F4  3akpbiTve nporpammsbl 6e3 BblBOAA 3anpoca

Ctrl + | CTaTucTrKa XxypHana

5.5.2.3 CpaBHeHue

C NOMOLLbIO GYHKLMM CPAaBHEHWSA NOb30BaTe/b MOXET CPAaBHUTb ABa CYLLIECTBYOLLMX KypHana. PesynbtatoM
BbIMO/THEHNA 3TON KOMaH/bl ABNAETCA HABOp 3/1EMEHTOB, He COBMNAAAOLLMX B 3TUX XKypHanax. 3TO N0o3BONAET
OTCNEXMBATb M3MEHEHMS B CUCTEME, YTO Y06HO, HanpuMep, Ang 06HapyKeHWUs 1eATeNbHOCTM 3/T0HAMEPEHHOT0
Koga.

Mocne 3anycka NpunoXKeHre Co34aeT HOBbIM XXYPHaAJ, KOTOPbIM OTKPbIBAETCSt B HOBOM OKHe. 116 TOro 4To6bl
COXPaHUTb XXypHan B Gawmn, B MeHto ®ann Boibepute nyHKT COXpaHUTb XXy pHaa. CoxpaHeHHble danbl >KypHanoB
MOXXHO BMOUTeACTBUM OTKPbIBATh M MPOCMATpUBaTh. YTOObI OTKPbITb CYLLECTBY LM XXYPHA, B MeHi0 dann
BblibepuTe NyHKT OTKPbITb XXYpPHas. B rnaBHOM okHe nporpamMmmbl ESET Sysinspector B KaXKabli MOMEHT BPEMEHU
0TOb6paXKaeTCsA TONbKO OLMH XXYPHAI.

MpenMyLLecTBO CPaBHEHMS ABYX >KYPHANOB 3aK/TH04AETCA B TOM, YTO MOXHO O4HOBPEMEHHO NPOCMAaTpPMBaTb
AKTUBHbIN B JAHHbI MOMEHT XYPHa 1 COXPaHEHHbIM B Gana xypHan. [ng cpaBHeHWs KypHaNoB B MeHto ®ann
Bbl6epuTe NyHKT CpaBHUTb XXYPHaJibl 1 BbINOJIHUTE KOMaHAY Bbi6paTh ¢pan. BolbpaHHbIN XXypHan byaeTt
CPaBHMBATbCSA C AKTUBHbBIM >XYPHA/TOM B IIABHOM OKHE NMporpamMmmsbl. B CpaBHUTENbHOM XypHane 0TobpaxkatoTcs
TO/IbKO Pa3INymns MeXAY 3TUMW ABYMS XXy PHANAMMU.

NMPUMEYAHMUE. Mpu cpaBHeEHUM ABYX GaN0B XKypHaANOB B MeHo dan BbibepuTe NyHKT COXPaHUTb XXYPHa U
coxpaHuTe XypHan kak dann B dopmate ZIP. B pe3ynbTaTe byayT cCOXpaHeHbl 0b6a danna. Ecam Takom damn
BNOCNeACTBUN OTKPbITh, COAEP KaLLMecs B HeM XXy pHabl CpPaBHMBAKOTCA aBTOMATUYECKU.

HanpoTme 0To6paXkeHHbIX 3n1emMeHTOB ESET Sysinspector BbIBOAUT CUMBO/IbI, 0603HAYaroLLMe pasnmyms Mexay
CpaBHMBAEMbIMUW XXypHanamu.

J/leMeHTbl, MOMeYeHHble CMBOJIOM «=», NMPUCYTCTBYKOT TOJIbKO B aKTUBHOM >XXypHasie, HO OTCYTCTBYHOT B OTKPbITOM
XKypHane, CKOTOPbIM OH CpaBHMBAeETCA. JJieMeHTbl, OTMeYyeHHble 3HaKOM +, eCTb TOJIbKO B OTKPbITOM >XypHane n
OTCYTCTBYKOT B dKTUBHOM.

OnucaHme BCcex CMMBOJIOB, KOTOPbIE MOTYT 0TO6PaXKaThbCA HAMNPOTYMB 3JIEMEHTOB

e + HOBOE 3HaYeHKe, OTCYTCTBYET B NpeablayLLemM XKypHane
e [ pasfen ApeBOBUAHOM CTPYKTYPbl COAEPXKMUT HOBbIE 3HAYEHNS

e - yJa/IeHHOe 3HaYeHme, NPUCYTCTBYET TOIbKO B MpeablAyLLeM XXypHane

e = pasfen ApeBOBWUAHOM CTPYKTYPbl COAEPXKUT yAaNeHHble 3HaYeH s

e = 3HayeHue Unm dann Bbiav N3MEeHeHbI

e [ pasgen ApeBOBUAHOW CTPYKTYPbl COAEPXUT N3MEHEHHbIE 3HAYeHUs Unn hanbl
e % YPOBEHb PUCKA CHU3WCS, TO €CTb Obi/1 BbiLLe B MpeablAyLeM >KypHane

e 7 YPOBEHb PUCKA MOBbICUICA UM OblN HUXKE B NpeablAyLLen BEPCUM XXypHaIa

B cneumanbHOM pasgene B 1IeBOM HUDKHEM YI/ly OKHa 0T06pa>|<aech OornncaHmne Bcex CMMBOJIOB, a TaK)Ke Ha3BaHUA
CpaBHMBaAEMbIX XXypHa/10B.
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CoCToaHWe 3anMcH

Tyl 3oy pHa [Cozganc]

Npessyayus xypran: Sysinspector-LOG- 110725- 1042 xmi [3arpyesa-Z1P]
Cozeseme: [PezyasTaT paEHesnE]

EPLEIBHHTI: nereHabl 3HAYKOB ¥
+ Jofzenerui ofbed Hobaenenmme ofbexma & BETRY

= ¥panennui ofuesr Yoanessme ofbemy 3 BETEY

% ¥ganennni Sain Jofaeressmie Wi JLansHREe

N CocmoRmme Suind NOHKHERD ofibexTul B BETHE

A ComoRHRe SuA0 NOELILEHD ¥aznewnme SETs B BETHE

Jt0601 CpaBHUTEbHbIN XXyPHAN MOXHO COXPaHWUTb B Gal 1 OTKPbITh Ero Mo3xe.

Mpumep

Co3panTe 1 COXpPaHUTE XKyPHan, CoAep Kalmn NCXOAHY0 MHGOPMaLMIO O cucTeMe, B Gana C Ha3BaHWEM
«npeablaywmn.xmi». Mocne BHeCEHNS M3MEHEHWI B CUCTEMY OTKpomTe ESET Syslinspector n gamte npuaoXKeHuto
BO3MOXXHOCTb CO34aTb HOBbIV XXypHan. CoxpaHuTe ero B Gamn C HazBaHMeM mekyusuti.xml.

YTO6bl OTCNEAUTb Pa3NNYMA MEXAY STUMKN ABYMS SKypHanaMu, B MeHo ®ann Boibepute NyHKT CpaBHUTD XY PHaAIbI.
MporpaMmma co3aact CPaBHUTENbHbIN XKYPHa, COAEPXKALLMI PA3AUUYUAMN MEXY CPABHUBAEMbIMM.

TOT >ke pe3yabTaT MOXHO MOYYUTb C MOMOLLbBIO CIeAYIOLMX NAPAMETPOB KOMAHAHOW CTPOKM:

Sysisnpector.exe mekyujuti.xml npedbidywu.xml

5.5.3 MapameTpbl KOMaHAHOM CTPOKU

B ESET SysInspector MOXXHO GOpMMPOBAaTb OTHYETbI U3 KOMAHAHOW CTPOKW. 119 3TOr0 MCMOJIb3YHOTCS NePeYnC/IeHHbIe
HW)Ke napameTpbl.

/gen CO34aHMe XXypHana HenocpeaCTBEHHO M3 KOMAHAHOM CTPOKKM 6e3 3anycka rpadunyeckoro nHrtepdenca
no/sib3oBaTens

/privacy co3aaHme xxypHana 6e3 BiItoYeHNst B Hero KoHbuaeHumanbHom MHGopmMaumm

/zip COXPaHeHMe XXypHana HemocpeaCTBEHHO Ha AUCK B OKaTOM danne

[silent CKPbITWE MHAKMKATOPA BbIMOJIHEHWA NPU CO3aHNM XKypHana

/help, /? oTObpaXeHme cBefeHUM 0 NapaMeTpax KOMaHAHOW CTPOKK

Mpumepbl

YTO6bl OTKPbITh ONpeAeeHHbIN XXypHan HEMOCPeACTBEHHO B bpay3epe, BOCNOb3yNTeCh C1eayowWwen KOMaHaom:
Sysinspector.exe "c:\kaueHmckul_sxypHaa.xml"

YT06bI CO34aTb XXypHA/ B TEKYLLEM Nanke, BOCMO/b3yNTeCh CieayoLlen KOManaon: Sysinspector.exe /gen

YT06bI CO34aTb XXypHAI B ONpeaeeHHON nanke, BOCNOAb3ynTech cieaytoLLen KomaHaon: Sysinspector.exe /gen="c:
\nanka\"

YT106bI CO3AaTh >XKypHaN B ONpeaeseHHoW Narnke 1 B onpeaeneHHoM danne, BOCNOb3yUTeCh C1eayoLLen KOMaHO0W:
Sysinspector.exe /gen="c:\nanka\HosbIlU_>ypHaa.xml"

YT06bl CO34aTb XKYpPHAJ, M3 KOTOPOTO UCKTtOYEHA KOHOMAEHUMANbHAS MHGOPMALMA, HEMOCPEACTBEHHO B OKAaTOM
danne, BOCMONAb3yNTECh CJIeAyoLLEen KOMaHAoW: Sysinspector.exe /gen="c:\Ho8bIU_>ypHaa.zip" /privacy /zip
YT106bI CPaBHUTDL ABA XXYPHAIA, BOCMOb3yNTECh C1eAyIoLLEen KoMaHaown: Sysinspector.exe "mekywud.xml™"
xml["

UCXOOHbILI.

MPUMEYAHMUE. Ecnm Ha3BaHKWe Ganna nam nankm COAep>KMT npoben, 3To Ha3BaHWe He0bX0ANMO 3aKTHO4YUTH B
KaBbIYKMW.
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5.5.4 CueHapui cayx6bl

CueHapui cy6bl — 3TO MHCTPYMEHT, KOTOPbIA NOMOTaeT noab3osaTensam ESET Sysinspector nerko yaanstb
He>xenatesnbHble 06beKTbl C KOMMbOTepa.

CueHapuit c1y>k6bl NO3BOASET LEMKOM MM YaCTMYHO 3KCMOPTUPOBATh XypHan ESET Sysinspector. Mocne skcnopTta
N0/1b30BaTE/Ib MOXET MOMETUTb HeXXeNaTesibHble 06BbeKTbl A1 yAANEeHNS. 3aTeM MOXHO 3anyCTUTb CLIeHApUK C
OTpeaaKTMPOBAHHbLIM XXYPHANOM AN yAANEHUS TOMEYeHHbIX 06beKTOB.

CHEHaDMﬂCﬂyX6bIﬂﬂﬂﬂOﬂb3OBaTeﬂ6ﬂ,MMEKMHMXOﬂbH'BﬂM&FHOCTMKeKOMHbDTeDHHXCMCTEM.
HeKBaﬂM¢MuMDOBaHHOGBHeCEHMeM3MEHEHMﬁIwOMQTHDMBeCH4KHOBDQMAEHMK)OﬂepauMOHHOﬂCMCTEMbL

Mpumep

HDMHaﬂMQMMﬂOﬂO3pEHMﬂO3aDaXEHMMKOMHbDTEDaBMpyCOM,KOTODHMHEOGHapyXMBaEKHHpOFpaMMOMBaMMTH
OT BUPpYCOB, MO>XHO BbIMOJTHUTb OMMCAHHbIE AadJiee YKa3aHW4.

e 3anycTuTe ESET Syslnspector 1 co3aanTe HOBbIN CHUMOK CUCTEMbI.

e BbiaennTe NepBbiv 31EMEHT B pazgesie cieBa (B APEBOBUAHOM CTPYKTYpE), HAXXMuUTe knasmwy CTRL, a 3aTem
BbibepuTe NoCnefHU 31eMeHT, YTOHbl MOMETUTb BCE 3/IEMEHTbI.

e LllenkHUTe BblaeNeHHble 06beKTbl NPaBOW KHOMKOWM MbILUW 1 B KOHTEKCTHOM MEHHO BbibepuTe nyHKT
DKCnopTUpoBaTh BbiGpaHHbIe pa3fesbl B CLLeHapUi CayX6bl.

e BbigeneHHble 06bekTbl OyayT 3KCNOPTUPOBAHbI B HOBbIM XXYPHAT.

o [lanee cnepyet HanboJsiee BaKHbIW 3Tan BCer npouenypbl. OTKPOMTE CO3AAHHBIN XXYPHAN U U3MEHUTE aTpUBYT «-»
Ha «+» 415 BCeX 0OBEKTOB, KOTOPbIE HY>XKHO yAANUTb. Y6eauTech, YTO He MOMeYeHbl HUKAKMe BaXKHbIe Gansibl nian
06BEKTbl ONepaunNOHHOM CUCTEMbI.

e OTKponTe ESET Syslnspector, nepenanTte B pazaen ®amn > 3anycTuTb CLLeHapUM CyXX6bl 1 BBEANTE NYThb K
CBOEMY CLieHapuio.

o Haxxmute kHomky OK, 4T0o6bl 3anyCTUTb CLeHApUN.

5.5.4.1 Co3paHue cueHapueB CyX6bl

[nsToro 4yTobbl CO34aTh CLEeHApUK, WeKHUTE NPaBoM KHOMKOW MbllK 110601 06beKT B 4PEBOBUAHOM MeH!HO (B
IeBOW NaHenu) raBHOro okHa ESET Syslnspector. B KOHTEKCTHOM MeHHO BbibepuTe KOMaHay DKCNOpPTUpPOBaTb BCe
pasaenbl B CLLeHapui cyX6bl 11 SKCNOPTUPOBATb Bbi6paHHbIe pa3fesbl B CL,eHAPUN CyX6bl.

NMPUMEYAHMUE. CueHapum cy>Kbbl HeNb3s 3KCMOPTMPOBATb BO BpeMS CPABHEHMS BYX >KYPHANOB.

5.5.4.2 CTpyKTypa cueHapus cayxo6bl

MepBas CTPOKA 3aro/10BKa CLLeHapms COAEPXKUT AaHHble O BepCnu Moy /s (ev), Bepcum rpadumyeckoro nHtepdenca
nosnb3osaTens (gv) v Bepcum >kypHana (Iv). 3Tm aaHHble NO3BONSIOT OTUIEXMBATb N3MeHeHMa B Gansie B dopmarte
XML, ncnonb3yemMom A5 co3gaHus cueHapums. OHM NpeaoTBpaLLAOT NOSIBIEHME HECOOTBETCTBUM Ha 3Tane
BbIMOSIHEHWNS. DTy YaCTb CLEHAPUS U3MEHATb He C1efyerT.

OcTanbHoe cogepxnmoe danna pazdbuTo Ha pasaesibl, 3TEMEHTbl KOTOPbIX MOXHO pefakTMpoBaTh. Te 13 HuX,
KOTOpbIe A0KHbI 6bITb 06paboTaHbl CLieHApUEM, C1eAyeT MOMETUTb. [19 3TOro CUMBOJI «-» Mepes 3/IeMEHTOM
HY>KHO 3aMEHWTb HA CUMBOJ «+». Pazfienbl OTAENATCA APYr OT ApYra NyCTOM CTPOKOW. Kaxkabl pasaen umeet
COBCTBEHHbII HOMEpP 1 Ha3BaHMe.

01) Running processes (3anyLeHHble NPOoL,eccbl)

B 3TOM pasgene coaep>XMTCa CNMCOK MPOLLECCOB, 3anyLeHHbIX B cMcTeme. Kaxabin npouecc naeHTnduumnpyetcs no
UNC-nyTun, a Take no xaw-koay CRCI6, 3ak104EHHOMY B CUMBO/IbI 3B€3404KM (¥).

[Mpumep.

01) Running processes:

- \SystemRoot\System32\smss. exe *4725%*

- C:\Windows\system32\svchost. exe *FD08%*
+ C:\Windows\system32\module32. exe *CF8A*
[...]

B JaHHOM MnpuMepe BbigeneH (MoMeYeH CUMBOJIOM «+») MpoLecc module32.exe. Mpu BbINOJHEHWN CLIEHApUSA 3TOT
npouecc 6yaeT 3aBepLueH.
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02) Loaded modules (3arpy>xeHHble Mmoaynn)

B 3TOM pasgene nepedncieHbl UCMOAb3yeMble B JAHHbIA MOMEHT CUCTeMHbIe MOAYN.
Mpumep.

02) Loaded modules:

- c:\windows\system32\svchost. exe
c: \windows\system32\kernel32.dll

+ c: \windows\system32\khbekhb. d11
c: \windows\system32\advapi32.dll

[...]

B naHHoM npumepe mogynb khbekhb.dll nomeyeH cumBOIOM «+». [1pU BBIMOTHEHWM CLLEHAP WS MPOLECChI,
NCNOb3YIOLLME AAHHBIV MOAY /b, PACMO3HAKOTCA M 3aBepLIAK0TCA.

03) TCP connections (MoakntoyeHns no TCP)

OTOT pa3fen COAEPXUT AaHHbIe O CyLLeCTBYOLWMX NoAKIt0HeHusaxX no TCP.

Mpumep.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK. EXE

- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds), owner
System

[...]

Mpw 3anycke cLeHapus 0O6Hapy>KMBaeTCa Bnagesnel, cokeTa moMeYeHHbIX NoakatoYeHmin no TCP, mocie 4yero cokeT
OCTaHaB/MBAETCS, BbICBOOOXKAASA CUCTEMHbIE Pecypcbl.

04) UDP endpoints (KoHe4yHble Toukn UDP)
OTOT pasfen cogepXmnT MHGOopmMaLMo O CyLLECTBYHOLLMX KOHEYHbIX To4kax UDP.
Mpumep.

04

o
av)

DP endpoints:

.0, port 123 (ntp)

0, port 3702

.0, port 4500 (ipsec-msft)
0

, port 500 (isakmp)

+
L eeee~
~eeop
.OO‘OO

Mpw BbINOTHEHUW CLEeHapus onpeaesniseTcs Bnagesel, coketa noMeYyeHHbIX KOHeYHbIX Tovek UDP, nocsie yero coket
OCTaHaB/IMBaeTCSA.

05) DNS server entries (3anucu DNS-cepBepa)

DTOT pasfen CoAep>XUT MHPOpMaLMIo O TekyLwen KoHdurypaumm DNS-cepsepa.

Mpumep.

05) DNS server entries:
+ 204.74.105. 85

- 172.16.152.2

[...]

Mpw BbIMOHEHWUM CLIEHAp WA MOMeYeHHble 3anucv DNS-cepBepa yaansaioTcs.

06) Important registry entries (Ba>kHble 3annucu peecTpa)

3TOT pasfen coaepXnT MHGOPMaLIMIO O BadKHbIX 3amMUCAX peectpa.
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Mpumep.

06) Important registry entries

* Category: Standard Autostart (3 items)

HKLM\ SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd. exe

- IgfxTray = C:\Windows\system32\igfxtray. exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate. exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]

Mpu BbIMOTHEHWW CLLEHAPMA MOMEYEHHbIe 3anucy By ayT yaaneHsl, CBeAeHbl K O-pa3paaHbIM 3HAHYEHUAM WU XKe
ByAyT BOCCTAHOB/EHbI MX 3HAYEHWS MO YMOYaHUIO. [IeCTBUS, MPUMEHSAEMbIE K KOHKPETHbIM 3anmcsam, 3aBUCAT OT
KaTeropum 1 3Ha4eHus 3anmncu peecTpa.

07) Services (Cny>x6bi)
OTOT pasfgen CoAepXMUT CMMCOK CyXKD, 3aperncTpMpoOBaHHbIX B CUCTEME.
Mpumep.

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state: Stopped,
startup: Manual

[...]
Mpu BbINOHEHUM CLIEHAPUS TOMEYEHHbIe CYXK6bI, a TAKXKE BCE 3aBUCALLME OT HUX C1YyK6bl ByayT OCTAHOBMEHbI 1
yOaneHbl.

08) Drivers (JpariBepbl)

B 3TOM pasgene nepeymcieHbl yCTaHOBNEHHbIE panBepbl.

Mpumep.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\system32
\drivers\adihdaud. sys, state: Running, startup: Manual

[...]

MpW BbINO/THEHWW CLLEHAPUMA OCTAHABNMBAKOTCS BblbpaHHble ApariBepbl. YUTUTE, YTO HEKOTOPbIe ApariBepbl He
NO3BONISIOT OCTAHAB/INBATb Cebs.

09) Critical files (Kputnyeckue ¢pannbl)

OTOT pasfen CoAep>XXuT MHGopMaLMio 0 Gannax, KpUTUHeCKn HEOEXOANMBbIX AN NPaBUIbHON paboTbl
OnepauvoHHON CUCTEMBI.
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Mpumep.

09) Critical files:

* File: win. ini

- [ fonts]

- [ extensions]

- [files]

- MAPI=1

[...]

* File: system. ini

- [ 386Enh]

- woafont=dosapp. fon
- EGA80WOA. FON=EGA80WOA. FON
[...]

* File: hosts

- 127.0.0.1 localhost
::1 localhost

[...]

JIn60 BbIBpaHHbIe 31eMeHTbl ByAyT yaaneHbl, Nnbo 6yayT BOCCTAHOBAEHbI UX UCXOAHbIE 3HAYEHUS.

5.5.4.3 BbinojsiHeHUe CL,eHapueB CyX6bl

MomeTbTe BCe Hy>XKHble 06beKTbl, COXPAHUTE N 3aKPONTE CLIEeHAPUIA. 3anyCTUTE M3MEHEHHbIN CLIeHapUi
HenocpeacTBeHHO W3 r/1aBHOr0 okHa ESET Sysinspector C MOMOLWb0 KOMaHAbl 3anyCTUTb CLLeHapUM CTy>K6bl B MEH!O
«®avnn. NMpy OTKPBITUKM CLLEHapUs Ha 3KpaH byaeT BbiBeAEHO cnefytoLlee coobLueHme: «<BbIMONHUTD CLLeHapui
cnyXx6bl "%Scriptname%%"?» [Mocne NoATBEPXKAEHMA MOXKET MOSBUTLCS elle 0OA4HO NpeaynpexaeHue, coobuiatrollee o
NOoMbITKe 3anycKka HeMoANMCAHHOIO cueHapus. Ing Toro 4tobbl 3anyCTUTb CLLEHAPUA, HAXKMUTE KHOMKY 3anycK.

B AManoroBoM okHe 6yaeT NOATBEPXKAEHO YCMeLHOe BbiNOoJIHEHWE CLieHapuA.

Ecnn cueHapui yaanock 06paboTaTh TO/IbKO YaCTUYHO, HA 3KPaH ByAeT BbIBEAEHO AMAIOrOBOE OKHO C TaK1M
coobueHreM: «CLeHapui CyXX6bl HaCTUYHO BbINOJIHEH. MPOCMOTpeTb 0T4YET 06 oWwmnbKax?» 119 TOro 4To6bl
MPOCMOTPETb MOJIHbIN OTYeT 06 olWKMbBKax, B KOTOPOM MepeyncieHbl onepaumm, HaKMUTe KHOMKy Aa.

Ecnu cueHapui He 6b1/1 pacno3HaH, Ha 3KpaH 6yaeT BbIBEAEHO AMAIOrOBOE OKHO C TakMM COObLEHMEM: «BbiGpaHHbIN
cLeHapuia cny>XX6bl He NoaNucaH. BbinoslHeHMe HenoAa N CcaHHbIX U HEU3BECTHbIX CLL,eHapMeB MOXET NPUBECTU K
NOBPEXAEeHNIO AaHHbIX HA KOMMNbOTepe. BbINOJIHUTD CLLeHapUii U BCe AeMCTBUA?» DTO MOXET BbITb CBA3AHO C
HECOOTBETCTBMAMM B CLIeHapUK (MOBPEXAEH 3arosI0BOK, MOBPEXAEHO HAa3BaHMe pasfena, NponyLeHa nycras
pasfennTenbHas CTpoka nT. 4.). B3aToM aiydae oTKponTe parn CueHapmsa 1 UcnpaBbTe OLWMOKMU NN CO3AANTE HOBbIN
CLEHapu Cny>kbbl.

5.5.5 YacTto 3apaBaemMbie BOMpOChbI

TpebytoTca nm pasa 3anycka ESET Sysinspector npasa agMuMHucTpatopa?

XoTsa ans3anycka ESET Sysinspector npaBa aaAMUHUCTpaTopa He TpebyroTCs, HEKOTOpbIe 13 COBMpaemMbiX 3TUM
NPUIOXEHNEM AAHHbIX AOCTYMHbI TOMbKO A1 YYETHOWM 3anmcy aAMUHNCTPATOpa. 3amnyCK Mo Y4eTHOM 3anmcbio
06bI4HOr0 NOb30BATEN S UM MOJIb30BAaTENS C OFPaHMYEHHbIM AOCTYNOM NpuBeAEeT K COopy MeHbLIero o6bema
OAHHbIX O CUCTeMe.

Cospaet nim ESET Sysinspector ¢pann xxypHana?

ESET Syslnspector MOXeT co34aTtb Gpans xxypHana C KOHbUrypaumen cmctemol. 118 COXpaHEHUS TAKOr0 >KypHana
BblbepuTe B rM1aBHOM MeH0 KoMaHAay ®ann > CoxpaHUTb XXYpHan. XXypHanbl coxpaHawTcsa B popmate XML. Mo
YMOSTHaHMIO Parnsbl coxpaHaTcs B nanke %USERPROFILE%\Mou dokymenmbi\ B dann C umeHem «Syslinpsector-%
COMPUTERNAME%-ITMMAA-Y4YMM . XML». Mepen coxpaHeHvem danna xxypHana MOXXHO M3MEHUTb ero
MeCTOMO/10XKEeHME 1 Ha3BaHMe.

Kak npocmoTpeTtb ¢ann xypHana ESET Sysinspector?

[ns npocmoTpa XypHana, co3gaHHoro B ESET Syslnspector, 3anycTute nporpaMmmy 1 BblbepuTe B r1aBHOM MEHHO
KoMaHay ®ann > OTKpPbITb XXypHaN. annbl ypHana TakXke MOXHO NepeTackmBaTb B OKHO NpuioXeHmns ESET
Syslnspector. ECim Bbl HacTo npocMaTpmBaeTe darnbl dxypHana ESET Sysinspector, pekoMeHAyeTcs co34aThb Ha
pabouem ctone apabik ans danna SYSINSPECTOR.EXE. Nocne 3Toro npocmatpumsaemMblie hansibl MOXKHO MPOCTO
nepeTackmBaTb Ha 3TOT ApbIK. N3 coobpaxeHuin besonacHoctm B OCWindows Vista/7 MoxeT 6biTb He paspeLleHo
nepeTackmBaTb 3/IEMEHTbI MeXAy OKHaMM, UMeKOLLMMK pasHble napameTpbl 6@30MacHoCTur.
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[octynHa am cneundukauma gna popmarta ¢pannos XypHana? CywecTByeT v naket SDK?

B HacTosLee BpeMs HM crieumdurkaums damna kypHana, Hu1 naket SDK He4oCTynMHbI, MOCKO/IbKY MpOrpamMma BCe eLle
HaXoAMUTCS Ha CTaauKM pa3paboTKmM. BO3IMOXKHO, Mbl BbIMYCTUM UX MOC/TE BbIXOA4A KOHEYHOM BepCMM MPOrpaMmMbl B
3aBUCMMOCT M OT OT3bIBOB M0OJIb30BaTE/eNn U HATMUKSI HTepeca.

Kak ESET Sysinspector oueHuBaeT puck onpegesieHHoro o6bekta?

B 60nbLlimHCTBe cnyyaeB ESET Sysinspector npucBamBaeT obbekTam (dparnam, npoleccam, pazgenam peectpamT. n.)
YPOBHW PUCKA, MCNOb3Y s HABOPbl 3BPUCTNYECKUX MPABUII, KOTOPbIE M3yYatoT XapaKTepUCTUKM KKA0ro o6bekTa u
3aTeM OLLeHMBAKOT BEPOATHOCTb VX BPeAOHOCHOMO AeNCTBMS. Ha OCHOBe Takoro 3BpMCTMYECKOro aHanmsa obbekTam
NpUCBaMBaETCS YPOBEHb PMCKA OT 1— 6e30MacHO (3e/1eHbln) 40 9 — OnacHO (KpacHbIN). B naHenu HaBuraumm ciesa
pasfesibl OKpaLLMBAOTCS B pasHble LiBeTa B 3aBUCMMOCTM OT CAMOTO BbICOKOIO YPOBHS PUCKA COAEPIKALLMXCS B HNX
06beKTOoB.

O3Hauvaer /in ypoBeHb PUCKa «6 — HEM3BECTHO (KPaCHbINA)», 4TO O6BEKT ABIAETCA ONACHBIM?

AHanus ESET Sysinspector He rapaHTUPYET, YTO KaKoM-1M60 06BEKT ABSETCA BPeAOHOCHbIM. Takas oLeHKa A0/KHA
BbIMOTHATbLCA CMELMATUCTOM Mo 6e30nacHoCTu. Mpunoserme ESET Sysinspector paspaboTaHo A8 Toro, 4Tobbl
CneumanmncT no 6e3o0nacHOCTM MMeN BO3MOXKHOCTb 6bICTPO OLEHUTb, KAKMe 06BEKTbI CUCTEMbI CIEAYET U3YUNUTb U
MpPOBEPUTb X HEOBbIYHOE NMOBEAEHNE.

3aueM ESET SyslInspector B xoae paboTbl nogkatoyaerca K MHTepHeTy?

Kak n MHoOrve NpunoxeHus, pelueHne ESET Sysinspector nognmMcaHo uydpoBor NOANNCHIO («CepTUDUKATOMY),
KOTOpas rapaHTUpyeT, 4To n3gatenemM AaHHOrO MPOrpaMMHOro obecnedyeHms ABnsSeTCs KOMNaHusa ESET 1 OHO He
6bI710 M3MEHEHO. N9 NPOBEPKM CePTUPMKATA ONepaLMOHHAsA CUCTEMA CBSA3bIBAETCS C LLEHTPOM CepTUdUKaLmu,
4TOb6bI NOATBEPANTb NOAAMHHOCTb M3AATENS MPOrPpaMMHOro obecrneveHnst. 3To HOpMaibHOE NOBeAEHME BCEX
nporpamMmm c umdposbiMu nognmcamm B OC Microsoft Windows.

Yto Takoe TexHosornma Anti-Stealth?

TexHonorusa Anti-Stealth obecneursaeT 3pdekTrBHOE 06HAPYXKEHME PYTKUTOB.

ECnum cucTema aTakoBaHa 3/10HAMepPEHHbBIM KOAOM, KOTOPbI BeAeT ceba Kak pyTKWT, MOb30BaTelb MOABEPraeTcs
PUCKY NOTEPU NI XULLEHNA faHHbIX. Be3 cneumanbHOro MHCTPYMeHTa AN 60pb6bl C PYyTKUTAMU 06HAPYXXMUTb KX
NpaKkTU4eCKN HEBO3MOXKHO.

Mouemy nHorpa B painax, noMeyeHHbIX Kak «MoanucaHo MS», B 3anucu «HassaHne KOMNaHUU» CTOUT
Ha3BaHue Apyro KoMNaHum?

Mpuv NONbITKe MAEHTUPULMPOBATL LMOPOBYIO NOANNCL UCMoNHAemMoro danna ESET Sysinspector cHavana nposepseT
Hanun4me B panne BCTPOEHHOM LMPpPOBOM noanucK. NMpu ee obHapykeHun hana NpoBepaeTCa C MOMOLLbIO 3TOW
NHPOpMauMK. B npoTMBHOM clyyae ESI HaumMHaeT nomck cooTeeTcTBytowero CAT-darna (B katanore 6e3o0nacHoCTu %
systemroot%\system32\catroot), B KOTOPOM COAEpP>KaTCsa cBeAeHunss 06 o6pabaTbiBaeMoM McnoaHgeMoM danne. Ecam
cooTBeTcTByOWMIA CAT-parmn HanaeH, ero umdposasa noanncb 6yaeT NprUMeHeHa B NpoLecce NpoBepku
ncnonHsemoro danna.

Mo3TOMY MHOMAA B HEKOTOPbIX dhaniax c noMeTKom «lMoanncaHo MS» nmeeTcs apyras 3anmcb 0 Ha3BaHWN KOMMNAHWK.
Mpumep.

B OCWindows 2000 ecTb npunoxeHne HyperTerminal, koTopoe HaxoauTca B nanke C:\Program Files\Windows NT.
VcnonHsembln dann NnpuaoxeHusa He nmeeT LndpoBOM NOAMMUCK, OAHAKO Nnporpamma ESET Sysinspector nomevaet
€ro B Ka4ecTBe NoAnMCcaHHOro kopnopauuen Microsoft. MpuymHon 3ToMy Cay>KUT ccbiika B danne C:\WINNT\system32
\CatRoot\{F750E6C3-38EE-TIDI-85E5-00C0O4FC295EE}\sp4.cat, kKoTopas ykasbiBaeT Ha damn C:\Program Files\Windows
NT\hypertrm.exe (OCHOBHOW McnoaHseMbl Gann npunoxeHnsa HyperTerminal), a dann sp4.cat imeeT undpoBytO
noanuce Microsoft.
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5.5.6 ESET Sysinspector kak yactb ESET Endpoint Security

OnsToro utobbl OTKpbITL ESET Sysinspector B ESET Endpoint Security, B MeHto Cny>xe6Hble nporpammbl BbibepuTe
nyHKT ESET SyslInspector. B okHe ESET Sysinspector ncnonb3yeTcs cMcTemMa yrnpasieHus, aHa0rMyHas Ton, KoTopas
NMPUMEHSETCA B OKHaX XXYPHa/OB CKAHMPOBAHUS KOMMbIOTEpPA U 3arn1aHMpPOBaHHbIX 334a4. /19 BbINOJIHEHWS BCEX
onepawmi CO CHUMKaMK CUCTeMbl (CO34aHMe, MPOCMOTP, CPaBHEHMe, yaaNeHNe 1 3KCMNOPT) 4OCTAaTOYHO O4HOMO NN
OBYX LLETYKOB Mbl LLW.

OkHO ESET SysIinspector conep>ut OCHOBHble CBeAeHMSA O CO34aHHbIX CHUMKAxX COCTOSHMSA, TakMe Kak BpemMs
€034aHNSA, KpaTKUM KOMMEHTapUiN, MS CO34aBLLIEr0 CHUMOK MOb30BaTe/Ns M COCTOSIHME CHUMKA.

[na cpaBHeHWs, CO34aHNS N yaaNeHUst CHAMKOB UCMOJb3YOTCA COOTBETCTBYHOLLME KHOMKW, PACMOJIOXEHHbIE B OKHe
ESET SysInspector nof cncKOM CHUMKOB. 3TU GYHKLMM TaIOKe MOXHO BbI3BaTb M3 KOHTEKCTHOIO MeHto. ns
NPOCMOTPA BbIBPAHHOIO CHMMKA CUCTEMbIl UCMOJ1b3YeTCs KOMaHAA KOHTEKCTHOro MeHto MokasaTb. YTo6bI
3KCMNOPTUPOBATb BblAENEHHbI CHAMOK B a1, LLEAKHUTE ero NpaBov KHOMKOW U BbiI6epuTe B KOHTEKCTHOM MEHH
NMYyHKT DKCMOPT....

[anee npmBeneHo noapobHoe onucaHmne oCTYMHbIX GYHKLMNA.

e CpaBHWUTb: MO3BO/ISAET CPABHUTb ABa XXypHana. O1a GYHKUMS yO0OHA, eIV HY>)KHO HAWNTW Pa3InNdms Mexxay
Tekywym 1 6osee cTtapbiM >KypHanom. 19 cpaBHeHMUS HEO6X04MMO BbI6paTh ABa CHUMKA COCTOSAHMS.

e Co3aaTb.... CO34aHMe 3anmcn. Mepeg co3gaHmMeM 3anmncm HY>KHO BBECT M KPATKNM KOMMEHTApUI K HeW. XO4,
co3aaHuns GopMUpyeMOoro B AaHHbIM MOMEHT CHUMKA OTO6pakaeTcs B cTonbue CocTosiHMe. Bce yyke co3aaHHble
CHUMKU UMEeIT COCTOAHMe Co3aaHo.

e Ypanutb/Ypanutb BCe: yaaneHune 3anmcen n3 Crnmcka.

e DKCMOPT.... COXPAHEHWE BblAeNeHHOM 3anncK B amn B popmate XML (Takxke ecTb BO3MOXKHOCTb CO34aHMUA
33aapXx1BMPOBaHHOW BEpCUN).

5.6 ESET SysRescue

ESET SysRescue — 3TO yTuUANTA A1 CO3[aHMA 3arpy304HOro AMCKa, CoAep KaLllero oaHo 13 pelwleHn ESET Security
(ESET NOD32 Antivirus, ESET Smart Security nnm aaxe HeKOTOpble NPOAYKTbl A9 CEPBEPOB). [N1aBHbIM
npenmMyLiectsoM ESET SysRescue sBnseTca 70, 4To nporpamma ESET Security paboTaeT He3aBUCUMO OT
OnepaLMOHHON CUCTEMbI KOMMbIOTEPA, UMest MPWY 3TOM A0CTYN K XeCTKOMY AUCKY U BCen GarnnoBomn cucteme. 310
NO3BONSET yAANATb TAKME 3apaXKeHUs, KOTOpble B 00bIYHOM CUTyauum (HanpumMep, Npu 3anyLLEeHHOW onepaunoHHOM
cmMcTeMe M T. M.) yAanuUTb HEBO3MOXKHO.

5.6.1 MUHMManbHbie Tpe6oBaHUSA

ESET SysRescue paboTaeT B cpefe npeaycraHoBku Microsoft Windows Bepcun 2.x, co3gaHHOM Ha ocHoBe Windows
Vista.

Cpena npeaycraHoBky Windows ABngeTCs YacTblo 6ecniaTHOro naketa aBToMaTmyeckomn ycraHoBkM Windows
(Windows AIK), noaTomMy nepeg co3gaHmemMm KoMmnakT-gmncka ESET SysRescue Heobxoammo yctaHoBuTb Windows AlK (
http://go.eset.eu/AlK). MockonbKy NoagAep>KKa cpeabl npeaycraHoBkn Windows orpaHmnymBaeTcs ee 32-pa3pagHomn
Bepcmen, HeobXoANMMO UCNONb30BaTb 32-pa3psAAHbIN yCTAHOBOYHbIV MakeT ESET Security npw co3gaHum ESET
SysRescue B 64-paspsaHbix onepaumoHHbIX cnctemax. Cpeacteo ESET SysRescue nogaepskmsaet naket Windows AlK
Bepcn 1.1 1 6onee NO34HMX.

NMPUMEYAHMUE. Mockonbky pasmep Windows AlK npesbiwaeTt 1 b, 415 3arpy3km 3T0ro nakera rpebyerca
BbICOKOCKOPOCTHOE MHTEepHeT-COeAVHEeHMe.

CpeactBo ESET SysRescue goctynHo B coctaBe ESET Security Bepcun 4.0 1 60n1ee No3gHUX.

I'Iop.p.ep)KM BaeMble onepaLMOHHble CUCTEeMbI

e \Windows 7

e Windows Vista

e Windows Vista c naketom o6HoBNeHUA 1

e Windows Vista c nakeTom 06HOBEHUSA 2

e Windows Server 2008

e \Windows Server 2003 c nakeToMm obHoBeHua 1 ¢ KB926044
e \Windows Server 2003 c nakeToMm 0BHOBeHUSA 2

e \Windows XP c nakeTtom ob6HoBneHusa 2 ¢ KB926044

e \Windows XP c naketom o6HoBneH1aA 3
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5.6.2 Co3paHue KOMMNAKT-AUCKA aBapUNHOTO BOCCTAHOBJ/IEHUSA

YT06bI 3anycTuTh MacTep ESET SysRescue, BoibepuTe B MeHto Myck > Mporpammbl > ESET > ESET Endpoint Security
> ESET SysRescue.

Ha nepBoM 3Tane MacTep onpeaensieT HaM4Me B CUCTeME yCTaHOBAeHHOro naketa Windows AlK n noaxoasuwero
019 CO34aHMs 3arpy304HOTro HOCUTEeNa yCTpoKnCTBa 3anucK. Ecnm naket Windows AlK He yCTaHOBIEH HA KOMMblOTeEpe,
YCTAHOBJ/IEH HEeMpaBu/IbHO MM NOBPEXAeH, MacTep NpensioXKUT YCTAHOBUTb 3TOT NaKeT WM BBECTU My Tb K narnke ¢
Windows AIK (http://go.eset.eu/AlK).

MPUMEYAHME. Mockonbky pazmep Windows AlK npesbiwaeT 176, 4na3arpy3ky 3TOro naketa Tpebyetcs
BbICOKOCKOPOCTHOE MHTEepHeT-coeuHeHVe.

Ha ciegytoulem 3Tane npegnaraeTcs BbibpaTb HOCUTENb A1 pa3MelleHns Ha Hem dannos ESET SysRescue.

5.6.3 Bbibop o6bekTa

MomrMo KomnakT-amncka, DVD-ancka n USB-ycTponctea, ESET SysRescue Taikoke MOXHO COXpaHUTb B parn obpasa
ancka ISO. BnoaneacrBum 3ToT Gann c o6pasom ISO MOXKHO 3anmcaTb Ha KOMMNAKT- Uav DVD-AWCK UAKM MCNONb30BaTb
ero Apyrmum cnocobom (Hanpumep, B BUpTyanbHoM cpeae VMware nnu VirtualBox).

Ecnun B kayecTBe LeneBoro Hocutensa 6bi110 BbibpaHo USB-yCTponCTBO, 3arpy3ka C Hero MoXeT He paboTaTtb Ha
HeKOTOPbIX KOMMbOTepax. HekoTopble Bepcmm BIOS MOryT coobLiaTb 0 Hanuyny npobiem npm obmeHe aHHbIMU
mexay BIOS n aucnetyepom 3arpyskm (Hanpumep, B Windows Vista), B pe3yibTaTe Yero 3arpyska 3aBepLuaercs
cienyouwmMm coobuieHnem 06 owmbke:

file : \boot\bcd
status : 0xc000000e
info : an error occurred while attemping to read the boot configuration data (ommBka HPM HONETKE UYTEeHUS KOHQO

MpK NOSBAEHNN 3TOIr0 COOBLLEHNS peKOMeHyeTCs BbibpaTh B KAYeCTBE HOCUTEN S KOMMAKT-AMCK BMecTo USB-
yCTPOWNCTBA.

5.6.4 [MapameTpbl

Mpexxae 4em NpucTynaTtb K co3paHnio ESET SysRescue, macTep yCTaHOBKM BblIBEAET Ha 3KpaH napamMeTpbl
KOMMNUAALUMM Ha nocnegHem 3Tane mactepa ESET SysRescue. VIX MOXHO M3MEHUTb, HaXkaB KHOMKY U3MEHUTb....
JOoCTynHbI cneayioLye napameTpbl.

e [lanku

[MpoTMBOBMpPYCHas Nnporpamma ESET

JononHnTEeNnbHO

MHTEepHeT-NnpoTOKO

3arpy3oyHoe USB-yCTPONCTBO (KOoraa B ka4ecTBe 06bekTa BbibpaHo USB-yCTponcTBO)

e 3anucbiBatoLLee YCTPOUCTBO (KOrAa B KadecTBe 06bekTa BbibpaH ANCKOBOA KOMMAKT- A DVD-AMCKOB)

KHonka Co3paTb byaeT HeakTUBHA, eC/IM He yKa3aH YCTaHOBOYHbIW NakeT MSI nan Ha KOMMNblOTepe HeT peLleHni
ESET Security. YT06bl BbIOpaTb YCTAHOBOYHbIN NAKET, HAXKMUTE KHOMKY U3MEHUTb 1 nepenante Ha BKAaAKY
MpoTuBoBMpycHasa nporpamma ESET. ECv He BBECTU MMA NMOJSIb30BaTeNa U Napoib (UISMeHUTb >
MpoTuBoBMpycHasa nporpamma ESET), kHonka Co3paTth Takoke byaeT HeakTMBHaA.

5.6.4.1 Nankwn

Manka BpeMeHHOro XxpaHeHUs — 370 pabo4unn katanor ana Gannos, HEOOXOAUMbIN AN KOMAUAAUMM ESET
SysRescue.

Manka ISO — 3T0 nanka, B KOTOPYH COXPAHAETCA MNOyYeHHbIN daia I1SO nocie 3aBepLleHNs KOMIUAALUMN.

B cnucke Ha 3TOM BK/1aZIKe NepeYnciieHbl BCe SI0Ka/IbHbIE 1 COMOCTAB/IEHHbIE CeTeBble ANCKM C yKa3aHWeM LOCTYNHOro
Ha HUX MecTa. ECiM Kakne-TO M3 MOKa3aHHbIX MarnokK pacrnosiaratoTcsa Ha Ancke, rae cBo604HOro MecTa He0CTaTOuHO,
peKoMeHAyeTCs BbI6paTh APYromv AMCK, Ha KOTOPOM MecTa 60/iblie. B MPOTMBHOM C/ly4ae HeL0CTaTOK CBO6OAHOIO
MecTa npuBeeT K JOCPOYHOMY 3aBEPLUEHUIO KOMMUAALMN.

BHeLHMe NpuIoXKeHN: MO3BOSET yKa3aTb AOMOJHUTE/IbHbIE MPOrpaMMbl, KOTOpble 6yAYT BbIMOJHATLCA UK
yCTaHaB/IMBaTbCA NOUIe 3arpy3km c Hocmtena ESET SysRescue.

BK/1IOUYNTDb BHELWLHUE NPUI0XeHUs: No3BoAeT 006aBUTb BHELLIHWE nporpamMmmbl B KOMNUAALNKO ESET SySRESCUE.
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Bbi6paHHasa nanka: nanka, rae pacnosioXXeHbl NporpaMmMmebl, KOTOpble cieayeT A06aBnTb Ha Anck ESET SysRescue.

5.6.4.2 TpoTtnBoBupycHasa nporpamma ESET

Mpwu co3gaHnm KoMnakT-agmcka ESET SysRescue MOXHO BbIbpaTh OAWH U3 ABYX UCTOYHMKOB dannos ESET gna
KoMnungropa.

Manka ESS/EAV: pannbl, y>ke cogep kallimecs B nanke, B KOTOPYH yCTAHOBAEHO pelueHme ESET Security.
®dann MSI — dannbl, KOTOpble COAEpPXKATCA B YCTAaHOBOYHOM darne MSI.

[anee MOXXHO 06HOBUTb MeCTONo0XKeHne nup-dannos. ObbIYHO cieayeT BblbMpaTb BapUaHT Mo yMoaYaHuio ESS/
nanka EAV/MSI-¢ain. B HeKOTOPbIX TJ1y4asx MOXKHO BblbpaTh CO6CTBEHHYIO Nanky 06HOBAGHUI, HANpUMep,
4T06bI MCNONb30BaTb HONEe CTApYIO UK HOBYIO BEPCMIO 6a3bl JAHHbIX CUIHATYP BUPYCOB.

B KayecTBe MCTOYHMKA VIMEHM NOJ1b30BaTesiA n naposasa MO>XHO MCNOJ1b30BaTb OAVH M3 ABYX CieAYOLWNX BApMaHTOB.

YcTaHoB/IeHHas nporpamma ESS/EAV: nmsa nonb3oBaTeNs M NapoJ/ib KOMUPYOTCS U3 YCTAHOBEHHOMO peLleHus
ESET Security.

OT nonb3oBaTens: MM rnoJsib3oBaTens u napo/ib BBOAATCA B COOTBETCTBYHOLME TEKCTOBbIE MO/A.

NMPUMEYAHMUE. lMporpamma ESET Security Ha kKomnakT-gucke ESET SysRescue 06HOBSIETCA 1160 Yepes VIHTepHeT,
nnbo m3 pelweHns ESET Security, yCTAaHOB/IE@HHOTO HA KOMMMbIOTEpe, HA KOTOPOM 3arnyCcKaeTcsl KOMMaKT-AnCK ESET
SysRescue.

5.6.4.3 [lononHUTeNbHble NapamMeTpbl

Ha Bknagke JoMoAHUTENIbHO MOXXHO ONTUMM3MPOBATb NapameTpbl KoMnakT-Ancka ESET SysRescue B cOOTBeTCTBUMA
C 06beMOM onepaTrBHOM NAMATY KOMMblOTepa. YTo6bl 3anmncatb COAEPXKMMOe KOMMAKT-AMCKA B ONepaTmBHYO
namsTb (O3Y), BbibepuTte BapuaHT 576 Mb 1 6onblue. Ecim BbiGpaTh NyHKT meHee 576 MbB, npuv paboTe cpesbl
npeaycraHoBku Windows byaeT NOCTOSAHHO MPONCXOAUTb 06 paLLeHne K KOMNAKT-AUCKY BOCCTAHOBAEHMS.

B paspnene BHewHMe apaniBepbl MOXXHO BCTABUTb AparBepbl A9 KOHKPETHOr0 060pyaoBaHMa (06bIYHO 4151 CETEBOO
afanTepa). XoTs cpega npegycraHoBky Windows ocHoBaHa Ha OC Windows Vista ¢ naketom 06HoBAeHWA 1, KOTopas
noaaep>KmBaeT caMoe pas3HoobpasHoe 060pyaoBaHMe, MHOTAA 060pyAOBaHME BCE XKe He pacno3HaeTcs. B 3Tom
C1yyae Hy>XKHO byaeT 006aBUTb ApanBep Bpy4HYt0. [Jo6aBuTb Apareep B koMnuaaumio ESET SysRescue MOXHO AByMS
cnocobamu: Bpy4yHyto (KHomka [,o6aBUTb) 1 aBTOMaTMYeckm (KHonka ABTO nomck). MNpu fobaeneHum gpamsepa
BPYYHYO HEO6XOAMMO yKa3aTb NyTb K COOTBETCTBYOWeMyY INF-darny (B TOM »e nanke AOIKEH HAXOAUTbCS U SYS-
dawnn). B g1yyae aBToMaTmMyeckoro 4ob6asneHns apamBep HaXO0ANTCS B ONepaLMOHHON CUCTeMe AaHHOro KOMMboTepa
aBTOMATUYECKN. PeXXKMM aBTOMATUYeCKOr0o A0HaBNEHMS peKOMEeHAYETC s UCMO/1b30BaTh TO/IbKO B TOM C/lyyae, eciu
cpencTBo ESET SysRescue yCTaHOB/IEHO HA KOMMbOTEpPe C TakOW Xe CETeBOW KapTou, Kak 1 Ha KOMMbOTeEpe, Ha
KOTOpOM 6bla co3aaH aAnck ESET SysRescue. Mpwu co3gaHum amucka ESET SysRescue apanBep nobaBnseTcs B
KOMMUASALMIO, MO3TOMY MOJIb30BaTesNt0 BNOUIEACTBUN HE MPUXOAUTCH ero UckaTb.

5.6.4.4 NHTepHeT-NnpoTOKON

B 3TOM pasgene MOXXHO KOHPUIYpMpOBaTb 6a30BY0 MHOOPMALMIO CETU U HACTPamMBaTb NPeaBapUTENbHO 33[laHHbIEe
nogkato4veHmnsa nocie BoinosiHeHus ESET SysRescue.

BbibepuTe ABTOMaTM4eCKUM YacTHbIM IP-agpec, 4To6bl nony4vath [P-agpec aBTomaTmyeckn ¢ cepeepa DHCP.

JIn6o e 370 ceTeBoe MNOAK/TOYEHME MOXET MCMNOMb30BaTh 334aHHbIN BPYYHYIO IP-aapec (Taikoke Ha3blBaeMbl
craTmyecknm IP-agpecom). Beibepute BapraHT Ocobbin, 4TO6bI KOHOUIYPUPOBATb COOTBETCTBEHHbIE MapamMeTpsl IP.
Ecnv BeIGpaTh 3TOT BApMaHT, HY>KHO yKasaTb IP-aapec 1 (415 T0KaNbHbIX CETEN U BbICOKOCKOPOCTHbIX MOAKTHOHEHWN
K IHTepHeTy) Macky nopcetun. Beegnte agpeca OCHOBHOIO M AOMNOHUTENBHOIO cepBepoB DNS B nosnis
MpepnoytTuTenbHbi cepeep DNS v lononHuTeNbHbIN cepeep DNS.
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5.6.4.5 3arpy3o4yHoe USB-ycTponcTBo

Ecnun B kKayecTBe Lie1eBOro Hocmutend 6bis10 BbilbpaHo USB-yCcTponcTBO, Ha BKAaaKe 3arpy3o4Hoe USB-ycTponcTBo
MOXXHO yKa3aTb OAMH U3 AOCTYMHbIX USB-HOCUTenen (ecin 4OCTYNHO HeCKObKo USB-yCTponcTB.).

BbibepuTe Hy>KHOe YCTPOMCTBO, Ha KOTOPOe By aeT yCTaHOBMAEHO NpunoXeHne ESET SysRescue.

BHumaHue: BbibpaHHoe USB-ycTponcTBo byaeT oTpopMaTMpoBaHO npwu co3aaHnm ESET SysRescue. Bce AaHHble Ha
3TOM YCTPOWCTBE ByAyT yAaNeHbl.

Ecnn BbiGpaTh BapmaHT bbicTpoe dopmMaTupoBaHue, To Npy GopmMaTmpoBaHum byayT yaaneHbl Bce Gpannbl U3
pasfena, Ho AMCK He ByaeT CKaHMPOBATLCA HA HAJTNYME MOBPEXAEHHbIX CEKTOPOB. ICMONb3yUTe 3TOT BApUAHT, ecu
USB-yCTpomCTBO yyke GOpMaTMPOBaNOCh paHEee U Bbl YBEPEHbDI, HTO OHO He MOBPEeXAEHO.

5.6.4.6 3anucb

Ecnu B KayeCTBe Les1eBOro HoCuTes s BbibpaH KoMNakT- uam DVD-AKCK, Ha BKAaAKe 3anmcb MOXKHO 334aThb
OOMONTHUTE/IbHbIE NapaMeTpbl 3anmncu.

Yaanutb ¢pann ISO: ycTtaHoBUTE 3TOT GIAKOK, HTOObI YAATUTb BpeMeHHble Ganbl ISO nocie co3aaHusa KOMMNaKT-
avcka ESET SysRescue.

YpaneHue paspelueHo: 3TOT NapaMeTp N03BOJISET CAeNaTb BbIOOPp MeXay ObICTPO 1 MOHOM OYMUCTKOM ANCKA.
3anucbiBatoLlee yCTPOUCTBO: BbIbepuTe ANCKOBOA, KOTOPbIN ByAeT MCMOb30BaTbCS 415 3aMUCU.

Mpedynpe>xdeHue. OTOT NapameTp YCTAHOB/IEH MO YMOHYaHWUIO. [Py CNOMb30BAHMM Nepe3anncbiBAaeMOro KOMMNAaKT-
nnv DVD-AuncKka BCe faHHble Ha HeM ByayT cTepThl.

B pasznene «HocuTenb» ykasaHbl CBeAEHUS O ANCKe B AUCKOBOJE.

CKOpOCTb 3annucum: Bbl6epl/ITe HY>KHYH CKOPOCTb 13 packpblBatoLLeroca MeHw. lNMpu Bbl60pe CKOpocCTH Heob6xo4MMO
VHUTbIBATb BO3MOXXHOCTW 3aruncCblBarOLLEro \/CTDOPICTBa N TUMN KOMNakT- nan DVD-gucka.

5.6.5 Pab6oTa c ESET SysRescue

Ans 3bdeKTUBHOTO MCMOb30BaHNA aBapUIMHOMO BOCCTAHOB/IEHNSA C KOMMNAKT- 1 DVD-AMCKOB U USB-yCTpPOMNCTB
Heo6X0AMMO 3arpy3nTb KOMMbIOTEP C 3arpy304HOr0 HOCUTENA, HA KOTOPOM YCTaHOBEHO cpeacTBo ESET SysRescue.
rMopaaok 3arpy3ki HacTpameaeTcs B BIOS. Takxke Ha 3Tarne 3arpy3kin KOMMboTepa MOXHO UCMO1b30BaTb MEHIO
3arpy3ku; 06bI4YHO OHO BbI3bIBAETCA C MOMOLLbIO KNaBuL F9—F12 B 3aBUCMMOCTM OT BEPCUN MATEPUHCKOW MAaTbl U
BIOS.

Mocne 3arpy3Kku € 3arpy3o4HOro ycTporncTBa byaeT 3anyLleHo pelueHne ESET Security. NMockonbKy cpeactso ESET
SysRescue 1croJsib3yeTcs MLb B 0COObIX C1ydasix, HEKOTOPble MOAYU 3aLMTbl M GYHKLMX NPOrpaMmMbl, MMeroLmecs
B CTAHAAPTHOW Bepcum ESET Security, He Hy>KHbl, @ MOTOMY MUX CMIWCOK Cy>KeH A0 GYHKLUMIM CKAHUPOBAaHUSA
KOMMblOTEpA, 06HOBJIEHUSA 1 HEKOTOPbIX Pa3fe/ioB HACTPOMKMU. BO3MOXKXHOCTb OBGHOBAATL 6a3y AaHHbIX CUrHATYP
BMPYCOB IBNSETCS CaMOW BaxkHOW PyHKUmen ESET SysRescue, peKkoMeHayeTcs 06HOBUTb NpOrpammy, Npexzae Yem
NPUCTYNaTb K CKAHNPOBAHMIO KOMMbIOTEPA.

5.6.5.1 Ucnonb3oBaHue ESET SysRescue

MpeanonoXmMm, YTO KOMMbIOTEPbI B CeTU Bbl/TM 3apaxkeHbl BUPYCOM, KOTOPbIN BHOCUT M3MEHEHMS B UCMOJTHAEMble
dannbl (.exe). ESET Security MOXeT O4MCTUTb BCe 3apakeHHble danbl, Kpome explorer.exe, KOTOPbIA HEBO3MOXXHO
O4YUCTUTb Ja>XKe B 6e30NacHOM peXkmme. OTO CBSA3aHO C TeM, YTO explorer.exe, yayy4n OOHUM 13 BKHEMLLMX MPOLLECCOB
Windows, 3anyckaeTcs Takke 1 B 6e3onacHoM pexxmme. ESET Security He CMOXET BbINMOHUTb HUKAKUX AEVNCTBUN C
dannom, n3-3a 4ero OH 0CTaHETCS 3aPAKEHHbIM.

B Takou cuTyaumm MOXXHO Mcnonb3oBaTb ESET SysRescue ans peweHns 3Ton npobnemsl. Cpeacray ESET SysRescue
He HY>XHbl HUKAKKe KOMMOHEHTbl OMepaLmMOHHON CUCTEMbI KOMMbOTEPa, a MOTOMY OHO MOXeT 0bpaboTaTb
(ouncTuTb, yaanutb) nto6on Gamn Ha Ancke.
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6. Fnoccapun

6.1 Tunbl 3apaxeHUn

Mof 3apaxeHnemM NOHMMAEeTCst BpeAOHOCHAsi MPOrpamMma, KOTopas NbiTaeTCst MPOHUKHYTb HA KOMMbKOTEP
noab3oBaTens u (MAn) NPUYMHUTbL EMY Bpej.

6.1.1 Bupychbl

KOMMbtOTEPHbIV BUPYC — 3TO PparMeHT 3/T0OHAMEPEHHOI0 KOAA, KOTOPbI [06aBNAeTCs B Ha4ano Uin KoHel, hpannos
Ha KoMMbloTepe. Ha3BaHKe 6bi10 BbIGpaHO 13-3a CXOACTBA C 6MONOTMYECKMMIM BUPYCaMM, Tak KAk OHU UCMOJTb3YIOT
MOXOXKMe MeTO/ibl A/15 PACNPOCTPAHEHNS C KOMTMbIOTEPA Ha KOMMblOTep. YacTo TEPMUHOM «BUPYC» HEBEPHO
0603Ha4aloT Ntobble TUMbI yrpo3. OAHAKO NOCTEMNEHHO OH BbIBOAUTCA U3 YNOTPEBIEHNS, U HA CMEHY eMy MPUXOANT
60/1ee TOYHbIM TePMUH «BPeAOHOCHasA NporpaMmman.

KoMMbloTepHble BUPYCbl aTAKyOT B OCHOBHOM UCMOHAEMbIe haibl U LOKYMEHTbI. KOMMbIOTEPHbIN BUPYC
bYHKUMOHMPYET CiefyowmmM cnocob6oM: Noc/ie 3amycka 3apaXKeHHOro daiiaia Bbl3biBAETCA M BbINOTHAETCA
3/10HAMEPEHHbIV KOZA. OTO MPOUCXOAMNT [0 BbINOHEHWS UCXOLHOMO MPUTOXKEHNS. BMPYC CNOCO6eH 3apasnTb Bce
dannbl, Ha 3aNncb B KOTOPbIE Y MNO/Ib30BATENA €CTh NPaBa.

KoMnbtoTepHble BUPYCbl MOTYT 6bITb pa3HbIMW MO LeSISIM U CTeneHn onacHoCTU. HeKOTOpble 13 BUPYCOB 0CO60
onacHbl, Tak Kak MOTyT LiesleHanpaBaeHHO yaanaTh danbl C KecTkoro ancka. C Apyroi CTOpOHbl, HEKOTOPbIe BUPYChI
He MPUYUHAKT HMKAKOTo Bpeda. OHW NPOCTO pa3ApadkaloT NO/b30BaTENSA U AEeMOHCTPUPYIOT BO3MOXHOCT U CBOUX
aBTOpOB.

Ecnm BalW KOMMbIOTEP 3apaXkeH BUPYCOM, KOTOPbIN He YAAeTCS O4YUCTUTb, OTNPaBbTe COOTBETCTBYOLWMe hanbl B
nabopatoputo ESET ans nsyyeHums. B psae ciyvaes 3apaxkeHHble Ganibl U3MEHSKOTCS HACTOIbKO, YTO MX HEBO3MOXHO
O4YUCTUTL. B TaKOM Clyyae nx Hy>KHO 3aMeHATb YNCTbIMU KOMUAMMN.

6.1.2 Yepsu

KoMnbtoTepHble YepBM — 3TO COAEPIKALLME 3/I0HAMEPEHHbIN KO MPOrpamMmMbl, KOTOPbIE aTakyoT r1aBHbIe
KOMTbIOTEPBI 1 PACMPOCTPAHAOTCA Yepes ceTb. OCHOBHOE pas/inime Mexay BMpYyCcaMmm 1 YepBAMM 3aK/THOHAETCS B
TOM, 4TO YEPBU MOTYT PacrnpoCTPaAHATHCA CAMOCTOSATEbHO, TAK KAK OHM HE 3aBUCAT OT 3apaXkeHHbIX GariioB nim
3arpy304HbIX CEKTOPOB. YepBI PACipOCTPAHSIOTCA, UCMOJb3Y S AAPECHYIO KHUTY MOJIb30BATENS U YS3BUMOCTU B
cucTemMe 6e30MacHOCTU CETEBbIX MPUTOXKEHUI.

[To3TOMY 4YepBM HAMHOIO 60o/1ee NoABMXKHbBI, YeM KOMMNbIOTEpPHbIe BUPYCbl. bharogaps LUI/IDOKOVI nonynapHoOCTn
MHTepHeTa OHM MOTYT pacrnpoCTPaHATLCS MO BCEMY 3eMHOMY LLUAPY 3a CYUTAHbIE Yacbl UKW AaXKe MUHYTbI nocie
3anycka. 3Tta CNOCOBHOCTb 6b|CTDO CaMOCTOATEJIbHO pennmumpoBaTbCda AeaetT 4YepBu H6os1ee onacHbIMK, YeM apyrue
TWMbl BpeAOHOCHbIX MpOrpaMm.

[leiCTBYIOLLMI B CUCTEME YepBb MOXET AOCTABUTb MHOXECTBO Hey106CTB NO/Ib30BaTEN0: OH MOXET yAANATb
dannbl, CHAXATb NPOU3BOANTENBHOCTb CUCTEMbI UM laXke OTK/OHaTb Apyrne nporpamMmel. o cyTy KOMMbOTEPHbI
4yepBb MOXET CIYXKMUTb B KAYeCTBe «TPAHCMOPTHOrO CPpeACcTBan 415 APYrUX TUMOB 3apaXxeHUI.

EC/in KOMMbIOTEp 3apaXkeH YepBEM, PEKOMEHAYETCS YAA/TUTb 3apaXkKeHHble Gansibl, MOCKOIbKY OHM C 60/bLLOMN
BEPOSTHOCTbIO COAEPYKAT 3/T0HAMEPEHHbIN KOZ,.

6.1.3 TposHCKue nporpamMmmbi

VIcTopryeckm TpOSHCKMMM NpOrpaMmmMamMm HasblBaam Takow Knacc yrpo3, KOTOpble MNbITATCA MaCKMPOBATbCA MO,
nosiesHble NporpaMmmMbl, TeM CaMblM 3aCTaB/1g4 NO/Ib30BaTeN [ 3anyCckaTb UX.

Tak Kak 3Ta Kateropusa secbma LWMpPoOKa, ee 4acto pa36v|Bar0T Ha HECKOJ1bKO nop,|<aTerop|/||7|.

e 3arpysymMK— BpefOHOCHAs NPOrpaMmma, CnocobHas 3arpy>kathb Apyrve yrpo3bl n3 MIHTepHeTa.

o Dropper— Bpef0HOCHas NporpamMma, KoTopas npefHasHayeHa a1 3apakeHuns KOMMNbiOTEPOB APy MK
BPeAOHOCHBIMM MPOrpaMMamMm.

e Backdoor— BpesfoHoCHas nporpaMmma, KoTopas 06MeHUBAETCS AAHHBIMU CO 3/T0YMbILLIEHHWUKAMM, MO3BOJISS UM
NOJIYYUTb JOCTYM K KOMMBIOTEPY U KOHTPO/b HAZ, HUM.

e KnaBuaTypHbIA WNMOH — NpOorpamMma, KoTopas pernmcTpupyeT BCe, YTO NOJ1b30BaTe b HAbMpAET Ha K1aBmaType,
M OTMNPABASAET 3TY MHOOPMALMIO 3/10YMbILLTEHHUKAM.

e MporpaMma p,03BOHa — BpelOHOCHAA NMPOrpaMmMa, KoTopas npefHasHadeHa aas noakao4eHms K Homepam ¢
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BbICOKNMU TApUHBIMU MAAHAMM, @ HE K MOCTaBLLMKY UHTEPHET-YC1YT Nob3oBaTens. Mpun 3TOM No/b30BaTeb
NPaKTNYECKN HE MOXKET 3aMETUTb, YTO CO3[4aHO HOBOE NOoAK/ItoYeHWe. MporpamMMbl 403BOHA MOTYT HAHeCTV Bpes,
TOJIbKO MO/1b30BaTEN M MOAEMOB. K CHACTbIO, MOZIEMbI Y>KE HE pacnpOoCTpaHEeHbl CTO/b LUMPOKO, KAk PaHblLLe.

EC/IY Ha KOMMblOTepe 06Hapy KeH Gans, KnaccuPULMPOBaHHbIN Kak TPOAHCKAsA NporpaMma, peKoMeHayeTcs yaanuTb
ero, Tak Kak OH C 60/1bLLIO BEPOATHOCTbO COAEPKUT 3/1I0HAMEPEHHbIN KOZ,.

6.1.4 PYyTKWTDI

PYTKUTOM Ha3blBaeTCA BpeJOHOCHAA NporpaMmMa, KoTopas npefoCcTaBseT 3/10yMblLIEHHUKAM NOJHbIA A0CTYN K
KOMMbIOTEpY, He MPOABAAA NPM 3TOM CBOEro NPUCYTCTBMA B cUcTeme. Mocne nofyyYeHns 4octyna Kk cucteme (06b14HO
NyTeM UCMO/1b30BaHMA ee YA3BMMOCTEN) PYTKUTbI UCMOJb3YIOT GYHKLMM ONEPaLMOHHOM CUCTEMbI, YTO6bI M36exaTb
o6Hapy»XeHWsa NporpamMmMHbIM 06ecrneyeHem 3almTbl OT BUPYCOB: UCMOb3YOTCA MEXaHM3Mbl MAaCKMPOBKMN
npoueccos, GannoB 1 AaHHbIX CUCTEMHOTO peecTpa. Mo 3ToM NPUYNHE UX aKTUBHOCTb HEBO3MOXHO 06HAPY>KUTb
CTaHAAPTHbIMM METOAAMM NPOBEPKM.

CyLLecTByeT ABa YPOBHS 06HAPYXXEeHMS, Hanpas/eHHbIX Ha 60pbOy C pyTKUTaMU.

1. OB6Hapy>KeHue Npu NoNbITKe MPOHMKHOBEHWS B CUCTEMY. VX eLle HeT B CUCTeMe, TO eCTb OHU He akTMBHbI. MHoruve
CUCTEeMbl 3aLLUMTbI OT BUPYCOB CMOCOBHBI YCTPAHUTb PYTKUTbI HA 3TOM YPOBHE (MpW yCU10BUN, YTO OHU
[enCcTBUTeNbHO 0BHApY>KMBAKOT Takme dhanbl Kak 3apaXkeHHble).

2. ObHapy>eHe Npu NOMbITKe CKPbITbCS BO BpeMsi 06bI4YHOW NPOBEPKU. B pacnopskeHun nonb3osatenen ESET
Endpoint Security ecTb npenmMyLLecTBa TeXHOOrMmM Anti-Stealth, koTopas no3BonseT 06HAPYXXUTb U YCTPAHNTb
AKTUBHbIE PYTKUTbI.

6.1.5 PexknamHbie nporpamMmmbi

Mon pexnaMmHoM NporpaMmMon MOHNUMAETCA MPOrpaMMHOe 0becrneyeHne, CyLEeCTBYOLLEE 32 CHET peKIambl.
MporpaMmmebl, 4EMOHCTPUPYIOLLIME MOb30BATENIO PEKIAMHbIE MATEpUasbl, OTHOCATCA K 3TOM KAaTeropuun. PeknamHble
NPUNOXKEHMS HaCTO aBTOMATMUYECKM OTKPbIBAKOT BCMJIbIBAKOLLME OKHA C peksaMor B BeH-6pay3epe Uiv U3MEeHSAIOT
[OMALLHIOW CTPaHMLy. PeksiaMHble MporpaMMbl HYacTo pPacnpoCTPAHAKOTCS B KOMMJIeKTe ¢ 6ecnnaTHbIMM
nporpamMmMamu. 3To NMo3BOJIAET UX CO34aTeNaM NOKPbIBaTb pacxoAbl HA pa3paboTky nose3HbIX (Kak npasusio)
nporpamm.

Camu no cebe peknamMHble NporpamMmmMbl He OMacHbl, HO OHWM pa3gpa>karoT nosb3oBaTenen. ONacHOCTb 3ak/1t04aeTCs B
TOM, 4YTO B peK1aMHbIX MporpamMmmax MoryT ObITb peann3oBaHbl AOMNOJTHUTE/IbHbIE CD\/HKLI,I/II/I CneXxxeHusa, nogobHo
LUMMOHCKMM NMporpaMmMam.

ECnM Nonb3oBaTe/b pellaeT UCMob30BaTh 6eCnIaTHbIA NMPOrpaMMHbIA MPOAYKT, eMy CTOUTb YAEIUTb 0coboe
BHMMaHWeE yCTAHOBKEe MpOrpaMMbl. Halle BCero nporpamMmma yCcTaHOBKM NpeaynpexaaeT 06 ycTaHoBKe
[OMONHUTENbHON PEKNaMHOI NPOrpamMMbl. 3a4acTyo NO1b30BaTe/lb UMEET BO3MOXHOCTb OTKA3aTbCs OT €ro
YCTQHOBKM M YCTAHOBUTb HEOBXOAMMYO MPOrpammy 6e3 peknaMmHOW.

HekoTopble NporpamMMbl Heslb3s YCTAaHOBUTb 6e3 peksiaMHbIX MOAY e NMB0 UX GYHKUMOHANBHOCTb ByaeT
OorpaHuyeHa. OTo NPUBOAMUT K TOMY, YTO peksiaMHas nporpaMmMa 4acto noJiyyaeT fOCTYMN K CUCTEME HA «3aKOHHbIX»
OCHOBAHMAX, Tak Kak NMoJib30BaTesb Aas COrflacke Ha ee yCTaHOBKY. B 3TOM C/lyyae yylle nepecTpaxoBaTbes. B
CNyyae 06Hapy>KeHMsa Ha KoMMbloTepe danna, KnaccuduLMpoBaAHHOTO Kak pekaMHas NporpaMma, peKoMeHayeTcs
yAANUTb ero, Tak Kak OH C 60/1bLLION BEPOATHOCTbIO COLEPXKNT 3/TOHAMEPEHHbI KOA,

6.1.6 LUnNunoHcKMe nporpamMmbl

K'3TOWM KaTeropmm OTHOCATCS BCE NPUIOXKEHNS, KOTOPble OTAPABASIOT NYHYIO MHOpMaLMio 6e3 BegomMa 1 cornacms
Bnagenbua. LLINMoHCK1e nporpamMmbl NUCMOMb3YIOT GYHKLMM CTEXEHUS N8 OTNPABKU PA3IMYHOM CTATUCTUHECKON
NHPOpMaLMK, TAaKOW KaK CMMCOK MOCELLeHHbIX Be6-CanTOoB, aapeca 3/1eKTPOHHOM MNOYTbI U3 aApeCcHbIX KHUM
nosb30BaTesN st UM HAbMpaembln Ha KNaBMaType TeKCT.

ABTOPbI LUMMOHCKMX MPOrpaMM yTBEPXKAAIOT, YTO 3TU TEXHOOTMIN CIY>KAT A9 U3yHeHns TpeboBaHNM M MHTEepecoB
no/sib30BaTeien M NO3BONAIOT CO34aBaTb pekjaMHble MaTepuanbl, 6onee COOTBETCTBYIOLLME LIe/IeBOM ayANTOPUN.
Mpobaema 3aK1t4aeTCsi B TOM, YTO HET YETKOM rPaHMLbl MeXay NOAe3HbIMU 1 BpeAOHOCHbBIMU NPUTOXXEHUSAMU, U
HMKTO He rapaHTUPYET, 4TO nosy4yaemas MHpopmMaums He 6yaeT NCnob3oBaHa BO BpeA,. JaHHble, MONyYeHHble
LWIMMOHCKUMMW MpOrpaMmmMamm, MOryT COAEPXKaTb 3alUMTHbIe Koabl, PIN-koAbl, HOMepa c4eToB U T. 4. LUNnoHckme
NpOorpamMmMbl HaCcTO MOCTABAAOTCA B KOMMIEKTe C 6ecnaaTHbIMY BEpCUSAMM NPOrpamMmM CaMUMK UX aBTOPAMM C LIEbIO
NoNy4YeHUs 4OXOA0B AU CTUMY/IMPOBAHKMSA NPOAAXK MPOrpamMmMHOro obecneyeHmns. 4acTto nosib3oBaTenemn
NHOOPMMUPYIOT O HATMYUM LNNOHCKMX MPOrpamMmM BO BpeMS yCTAHOBKM OCHOBHOWM MPOrpamMMbl, HTO6bI MOOLWPUTb MX
K Ip1o6peTeHnto NAaTHOW BeEpCUNA.
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MprmepamMmm XOpoLLO N3BECTHOro 6ecniaTHOr0 NMPOrpaMMHOro obecneyeHms, BMeCTe C KOTOPbIM NOCTaBsSeTCs
LUMMOHCKOE, MOTYT CNYXUTb KAVEHTbl NUPUHIOBbIX (P2P) ceTen. Mporpammbl Spyfalcon v Spy Sheriff (1 mHoruve
OpYrne) OTHOCATCA K 0CO60M NOAKATErOpmnn LUMNOHCKMX NPOrpaMmm. YTBEPXKAAETCs, YTO OHWM NpeaHa3HayeHbl 419
3aWNTbI OT LWMMOHCKMX MPOrpaMM, HO HA CAMOM [e/1e OHU CaMU SIBASOTCA TAKOBbIMU.

B ciyyae o6Hapy»keHMs Ha KoMMNbloTepe darna, knaccuduLmMpoBaHHOMO Kak LMMOHCKAsA NporpaMmMa, peKoMeH1yeTcs
YAANNTb €ro, Tak Kak C BbICOKOW BEPOATHOCTbIO OH COAEPKMUT 3/1I0HAMEPEHHbI KOA,

6.1.7 MoTeHUMaNbHO OoNacHble NPpUIOXKEeHUSA

CyLLeCTBYET MHOXECTBO HOpMaslbHbiX MPOrpamMm, NpeAHasHavYeHHbIX 414 YIPOLLEHNS aAMUHUCT pUPOBaHMS
NOAK/OUYEHHbIX K CETM KOMMbIOTEPOB. OIHAKO 3/T0YMbILLTEHHUKA MOTYT UCMO/Ib30BaTb WX A1 NPUYMHEHWS Bpeaa.
MporpammHoe o6ecneyeHme ESET Endpoint Security no3sBonsieT 06HapyXmBaTb Takmne yrposbi.

B Ka4eCTBe NOTEHLLMa/IbHO OMACHbIX NPUOXEHUI BbICTYNaeT HOPMaibHOE KOMMEepYeckoe NporpaMmmMHoe
obecreyeHune. B 3Ty KaTeropuo BXOAAT Takme Nporpammbl, Kak CpeAcTBa yAAeHHOM0 A0CTYNa, MPUAOXKeHNUs 418
B3/10Ma Napo/ier 1 KNaBmaTypHble WNNOHbI (MPOrpamMMbl, 3aNMCbIBAKOLLME HAKATMSA KNABMLL Ha K1aBuaType).

EC/IM NOTeHUMaNbHO OMNacHoe NpuoXKeHe 06Hapy KeHo 1 paboTaeT Ha KOMMbloTepe (HO MNo/1b30BaTeNb He
yCTaHABNMBAN €ro), ciefyet 06paTuTbecs K aAMUHUCTPATOPY CETU MW YAANUTb MPUIOXKEHME.

6.1.8 lNoTeHUMaNbHO HeXenaTesibHble NPUI0XEHUSA

MoTeHuManbHO HeXXenaTesibHble MPUJIOXKEHUS He BCeraa aBasTCa BPeAOHOCHbIMW, OAHAKO MOMYT HEraTUBHO
NOBAMATb HA MPOU3BOAUTENBHOCTb KOMMbIOTEpPA. OBbIYHO 4151 YCTAHOBKM TAKMX MPUIOXKEHWI 3aMpallmMBaeTCs
cornacve nosib3osarens. ocie ux yCTaHOBKM NOBEAEHME CUCTEMbI M3MeHSAeTCs (MO CPaBHEHWMIO C TeM, KAk OHa Bena
ceba 40 YCTAHOBKM 3TUX NPUNOXKEHUI). Hanbonee 3aMmeTHble 3MEHEH S NepevncieHbl ganee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIe He MOSABAANMCH PaHee (BCM/IbIBAOLLME OKHA, pekaama).
AKTVBUPYIOTCS M BbIMOTHAOTCA CKPbITble MPoLecchl.

MoBbILLAeTCA YPOBeHb NOTPebeHNs CUCTEMHbBIX PecypCoB.

MosSBNAOTCSA U3MEHEHWNS B pe3yibTaTax Nnomcka.

MpunoXxeHne 06MeHMBAETCS AAHHBIMW C yAANIEHHBIMU CEPBEPAMMU.

6.2 Tunbl yaaneHHbIX aTak

CyLLEeCTBYET MHOXECTBO CMeLMabHbIX TEXHOMOTMUIA, C MOMOLLBIO KOTOPbIX 3/I0YMbILLIEHHUKM MOTYT aTakoBaTb
yZaneHHble KOMMbOTepbl. OHY NOAPA3AENATCA HA HECKOIbKO KAaTeropui.

6.2.1 DoS-ataku

DoS-aTtaku (@Taky TMna omkas 8 06CAyKUBAHUU) NPeACTaBAAT COB0M NOMNbITKY CAeNaTb KOMMNbIOTEP UK CeTb
HeLOCTYMHbIMMW TEM MOJ1b30BaATENAMM, A1 KOTOPbIX OHM NpefAHasHaveHbl. ObMeH AaHHbIMY MeXay
N0/1b30BaTENSIMWN MOPAKEHHOT0 KOMMbIOTEPA 3aTPYAHEH WUIN HEBO3MOXKEH B MPUEMIEMOM pexxmme. KoMnbroTephl,
noagepriunecs 4encTemio DoS-ataku, 06bIYHO AO/DKHBI BbITb Nepe3arpys>KeHbl 415 BOCCTAHOBAEHWUS HOPMaJIbHOM
paboThl.

B 60n1bLIMHCTBE aiy4daen obbeKTamMu 3TOM aTakm CTAaHOBATCA Be6-CEDBepr, a LeJiblo ABNAEeTCA BbIBOA UX U3 CTPOA W,
Kak aiegcreme, X HegOoCTYyNMHOCTb HA HEKOTOPOE BpeEMA.

6.2.2 ATaka nytemMm noanesnku sanucen kawa DNS

ATaka nyTem nogaenku sanvcen kawa DNS (cepep JOMEHHbIX MMEH) NO3BOIAET Xxakepam y6eantbs DNS-cepsep
N060ro KOMMbOTEPA B TOM, YTO NPeAoCTaB/IseMble NOAT0XKHbIE AaHHbIE ABNATCA UCTUHHBIMW. JI0XKHas
MHbOPMALMA KILLNPYETCA Ha onpeaeneHHoe BpeMs, AaBas 3/10yMblLLIIEHHUKAM BO3MOXHOCTb Mepe3anumcatb OTBETbI
DNS-cepsepa c IP-agpecamu. B pesynibTaTe Nnpu NonbITKe NOCELLEH NS BE6-CANTOB NOb30BaTe/b 3arpy>KaeT
KOMMbIOTEPHbI€ BUPYCbl 1 YEPBU BMECTO MCXOAHO0 COEPXKMMOTO.
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6.2.3 ATaku 4yepBemn

KoMnbtoTepHble YepBM — 3TO COAEPIKALLME 3/I0HAMEPEHHbI KO MPOrpamMmMbl, KOTOPbIE aTaKyoT r/1aBHbIe
KOMMbIOTEPbI U PACMPOCTPAHAOTCA Yepe3 ceTb. CeTeBble YEPBM UCMOb3YIOT CETEBbIE YA3BUMOCTU Pa3INYHbIX
NpUNoXeHWU. bnarogaps VIHTEpHETY OHM pacnpoCcTpaHATCSA MO BCEMY 3eMHOMY LLIAPY 3@ CHMTaHbIe Yackl Nocie
3anycka B CeTb. B HEKOTOPbIX C1y4asax CHeT UAET HA MUHYThI.

MHOrmx 13 atak Yepsewn (Sasser, SqlSlammer) Mo>kHO n36exartb, NCNO/b3ya HACTPOMKM NePCOHANbHOMO dharepsona
Mo YMOHYAHMIO UM C MOMOLLI 6/10KMPOBKM HE3ALLMLLEHHBIX 1 HEUCMOJIb3yeMbIX MOPTOB. OYeHb BaXKHO peryispHo
yCTaHaBNMBaTb HOBEMLIME NAKeTbl 0OHOB/IEHWNS ONEPALLMOHHOW CUCTEMBI.

6.2.4 CKkaHunpoBaHWe NOpPTOB

CKaHMpOBaHMe NOPTOB UCMOJ/b3YETCSA, YTOGbI OMpPeaennTb, Kakie NOPThbl KOMMbIOTepa OTKPbLIThI HA y3/1e CeTu.
CkaHep NMOpTOB NpeacTaBifeT co6oM NporpaMMHoe o6ecreyeHmne, KOTopoe NpeaHasHa4YeHo A1 Nomcka Takmnx
NOpTOB.

KOMMbIOTEPHBbIA MOPT ABNAETCSA BUPTYA/IbHOM TOUKOM, KOTOPAs YNpaB/ifeT ceTeBbiM TPadUKoM B 060X
HanNpaBNEHNUAX. DTO ABNAETCA KPUTUYHBIM C TOYKM 3peHMs CETEBOM 6€30MacHOCTU. B 60/bLUNX CETAX AAHHbIE,
KOTOpble cO6MPaOTCA C MOMOLLBIO CKaHepa NopTOB, MOTYT MOMOYb BbISBUTb MOTEHLMAbHbIE YA3BUMOCT U
KOMMbIOTEPHbIX CUCTEM. Takoe UCMOIb30BaHMNE ABNAETCA OMYCTUMBIM.

OAHaKO CKaHepbl YacTO UCMOJb3YHOTCS 3/10YMbILLIEHHMKAMMW 4151 B31OMa CUCTeM 6e30MacHOCTU. MepBbiM LLArom
OTNPaBSETCA CepUS NAKETOB HA KaX/bI M3 MOPTOB. B 3aBMCMMOCTM OT MOJyUYEHHbIX OTBETOB OMNpefenseTcs, Kakon
13 NOPTOB MOXXHO NCMOJ1b30BaTh. CKAaHMPOBAHME He NMPUYMHSIET Bpefa caMo no cebe, HO cedyeT UMeTb B BUAY, HTO
Takas akTUBHOCTb 3a4aCTyHO ABMISIETCA NPU3HAKOM MOMbITKN BbISIBIEHUS YA3BUMOCT U U MOC/IeyOLLEN aTakn
3/10YMbILLUEHHMKOB Ha CUCTEMY.

CeTeBble aAMNHNCTPATOPHbI 06bI14HO COBETYHOT 61'IOI(I/IpOBaTb BCe HencnoJ/Jibayemble NopThbl U 3alLUNLLATb
ncnosibdyemble OT HeaBTOPM3OBAHHOIO A0CTYyMaA.

6.2.5 TCP-pecuHxpoHusauunsa

TCP-gecHXpoHM3aLmMa — 3TO MeTO4, UCMOJIb3yeMblX B @aTakax nogMeHbl 04HOI0 U3 y4acTHUKOB TCP-coegmHeHMs.
DTOT MeTOo/ OCHOBaH Ha Mpoueccax, KOTOpble MPOUCXOAAT, KOrAa NOpsSAKOBbLIN HOMEP NPUXOAALLEro nakeTa
OT/IMYAETCA OT OXKMAAEMOTO. [aKeTbl C HEOXKMOAHHBIMW HOMEPAMM MPOMNYCKAKTCSA (MM COXPAHAOTCS B
cneuyanbHoM bydepe, e OHW MONAAADT B TEKYLLEE OKHO COeAMHEHUS).

Mpwv oecnHxpoHmM3aLmm obe CTOPOHDI obmMmeHa AaHHbIMMK MPOMycCKalT NOJyYeHHble NakeTbl. B 3TOT MOMEHT
3/10YMbILUIEHHUKW MOTYT 3apa3nTb M NepefaTb NakeTbl C NpaBU/ibHbIM NOPSAAKOBbIM HOMEPOM. 3/10YMblLLUJTEHHUKN
MOTYT Aa>Ke MaHUNYy1npOBaTb 06bMeHOM AAaHHbIX 1 BHOCUTb B HEFO M3MEHEHUS.

B aTakax nyTem NogMeHbl OAHOMO M3 YHACTHUKOB LIeSIbHO SIBASETCA BHeAPEHME B IBYXCTOPOHHWI 06MeH AaHHbIMM
MeXy CepBepoM U KIMeHTOM. MHOrvie atakm B 3TOM J1yyae MoryT 6biTb NpefoTBpaLLeHbl MyTemM UCo1b30BaHNS
ayTeHTUOUKaALMM AN KDKAOMO 13 cerMmeHToB TCP. Kpome TOro, ciefyet Mcnob30BaTh peKoMeHAyeMble napamMeTpbl
019 CeTeBbIX YCTPOUCTB.

6.2.6 SMB Relay

SMBRelay n SMBRelay2 s8140TC8 0CO6bIMYM NpOrpaMMamMm, KOTOpPble CNOCOHHbI aTakoBaTb yAANEeHHbIe
KOMMbIOTEPbI. DTV NPOrpaMMbl UCMONb3YIOT YS3BMMOCTb MPpOTOKO1a SMB, KOTOpbIN BCTpoeH B NetBIOS. Ecnn
nosib3oBaTe/ib NpeocTasnseT 06LWmMm AOCTYN K KAKMM-11MB0 nankam 4yepes 10KasbHYI0 CeTb, CKOpee BCero 3To
OCYLLEeCTB/IARTCA C MOMOLLbIO NpoToKoa SMB.

B pamkax ob6MeHa AaHHbIMM MO TOKA/IbHOM CETU MPOUCXOANT OOMEH AaHHbBIMU Xell-Tabany, naposien.

SMBRelay npuHumaeT coeguHenums no UDP Ha nopTax 139 445, TpaHCMpyeT NakeTbl, KOTOPbIMMY OOMEHMBaEeTCs
K/IMEeHT U cepBep, U nogMeHseT ux. MNocie NnogKIt0HeHUA U ayTeHTUPUKALMK CoefMHEHME C KITMeHTOM NpepbiBaeTCs.
SMBRelay co3paeTt HOBbI BUPTYa/ibHbIN IP-aapec. HOoBbIM agpec 4OCTYNeH C MOMOLLbIO C1eAyoLlen KOMaHabl: net use
\\192.168.1.1. NMocne 3Toro 4oCTyn K agpecy oTKpbIT A5 Atobon ceteBon dyHKUMM Windows. SMBRelay TpaHcimnpyeT
BeCb 0OMEeH JaHHbIMM Yepes cebsl, KpoOMe MPOoLEeCCOB YCTAHOBIEHUS COeAMHEHNS 1 ayTeHTUdMKaLnK. Y ganeHHas
aTakyloLas cTopoHa MOXET MCNOAb30BaTh IP-agpec, Noka NOAKAYEH KIMEHTCKMIA KOMMbIOTEP.

SMBRelay2 paboTaeT Ha OCHOBE TOr0 e NpuHLMAA, 4To 1 SMBRelay, HO ncnonb3yeT MMeHa NetBIOS BmecTo IP-
afpecos. Obe nporpaMmbl UCMONB3YIOT aTaku «3/10YMbILLIEHHWK B CEpeAMHe». DTW aTakm NO3BOJISIOT YAAEHHOM
aTakyloLLer CTOpOHe CYUTLIBATL, BCTABASATb U U3MEHATb COOHBLLEHNS MeXAyY ABYMS CTOPOHAMM, He 0BHapy>kmBas
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ceb4. ATakoBaHHbIe TakMM MeTOA0M KOMMbIOTEPbI 3a4acTyHo NMpeKpaLlaoT O0TBEeYaTb Ha 3anpochl MO/1b30BaTeNd UK
BHE3arnHo nepesarpy>katoTcs.

[naToro 4to6bl n3bexartb npobiem NofAo6HOro poja, peKoMeHAYEeTCA UCMO/b30BaTh NAPOM AN ayTeHTUhMKaLMM
WA KITHOYUN.

6.2.7 ATtaku no npoTtokony ICMP

MpoTtokon ICMP gBNFeTCA NONYASPHbLIM U LLUMPOKO MUCMOJIb3yeMbIM MPOTOKOIOM MHTepHeTa. MpUMeHSAeTCs OH
NPEeVMYLLECTBEHHO NOAKTYEHHbIMM K CETN KOMMbOTepaMu s 0TNpaskin coobLieHMn 06 owmnbKax.

YaaneHHble 310y MblLLTeHHUKW MbITAKTCA MCNOJ1b30BaTh YA3BUMOCTM NpoTokosia ICMP. IMpoTtokon ICMP
npefHasHa4eH AN nepefayu JaHHbIX B O4HOM HanpasieHun 6e3 ayTeHTudurKaumm. 1o no3eosseT
3/10yMblILLU/TEHHVKaM OpraHn3oBbiBaTh DoS-aTaky (0TKkas B 06C1y>KMBAHUM) UM aTakW, NpesoCcTaBsoLLme He
MMEILLMM Ha 3TO Npasa iuuam AOCTYM KO BXOAALLMM U MCXOAALLUMM NaKkeTam.

TUNUYHBIMY NpUMepamu aTak no npoTokony ICMP senstoTca ping-gaya, daya 3xo-3anpocos no npotokony ICMP un
smurf-ataku. KOMnbloTepbl, NoABepratoLimecs atake no npotokony ICMP, 3HaUNTeNbHO 3aMeas0T CBOK paboTy
(370 KacaeTca BCEX MPUNOXKEHWNI, UCNONb3YIOLLNX VIHTEPHET), Uy HUX BO3HMKAIOT Npo6ieMbl NPy NOAKTOHEHNN K
VIHTepHeTy.

6.3 DnekTpoOHHas NoyTa

DN1eKTPOHHAs MoYTa AB/ISETCA COBPEMEHHbIM CPeCTBOM O6LLEeHMS, KOTOPOe NPUMeEHSEeTCS BO MHOrMX o6aactax. OHa
OT/INYAETCA TMHKOCTBIO, BbICOKOW CKOPOCTBIO M OTCYTCTBMEM MOCPEAHWKOB W Cbirpasia K/KOYeBYO posib B
pacnpocTpaHeHun MHTepHeTa B Ha4asie 90-X rof0B NpoOLLIOro Beka.

K coxaneHuio, BC1eACTBME BbICOKOTO YPOBHA aHOHUMHOCT M 3/IeKTPOHHAs NoYTa U IHTepHeT OCTaBaioT
MPOCTPaHCTBO A/19 He3aKOHHbIX AeNCTBUM, TakMX Kak paccbisika cnama. K cnamy OTHOCATCA HexenaTe ibHble
peKkaaMHble 06bABEHNS, MUCTUPUKALIMN 1 COOBLLEHWS, MpefHa3HaYeHHble 415 pachipOoCT paHeHNs Bpe4oHOCHbIX
nporpamm. [loctaBnseMble MNob30BATEN0 HEYA0HCTBA M OMACHOCTb YBETMYMBAIOTCA 13-3a TOFO, YTO CTOMMOCTb
PaCChbTKN MUHUMAa/bHA, @ B PACNOPSKEHNN aBTOPOB CNamMa eCTb MHOXECTBO CPe/iCTB A/ MOJTyYeHMs HOBbIX aApecoB
3/1eKTPOHHOM MoYThbl. Kpome TOro, KONIM4ecTBO 1 pasHoobpasme cnama CUbHO 3aTPYAHSAIOT KOHTPO/b Had HUM. Yem
[0/1bLLIE UCMO/b3YEeTCA aAPec 3/1eKTPOHHOW MOYThI, TEM Bbille BEPOATHOCTb TOM0, YTO OH NoMafeT B 6a3bl JaHHbIX,
NCrosib3yemMble A8 paccblikM crama. BoT HeKOTOpble COBETbI, MOMOTatoLLmMe 136exaTb 3TOro.

e [10 BO3MOXXHOCTU He pa3meLlanTe CBOM aapec 3/1eKTPOHHOW NOYThI B VIHTepHeTe.

e [laBalTe CBOM aapec TONbKO TeM, KOMY MOSTHOCTbtO AOBepseTe.

e ECNM BO3MOXHO, He UCMOJIb3ynTe pacnpoCTpaHeHHbIe (J10Ba B KAYeCTBe NCEBAOHNMOB (HeM C/TOXKHee MCEeBAOHMM,
TeMm TpyAHee oTU1eANTb aapec).

e He oTBeYanTe Ha MOYHeHHbI CraMm.

e byabTe OCTOPOXKHbI MpY 3anoHeHnn GopM Ha Beb-canTax (0CO6EHHO eC/Iv OHUM COAEP>KAT MYHKTbI TUNA «/[1a, 8 Xo4y
noay4aTb MHPOPMALMION).

e Icnonb3ymnTe «Cneunanm3mpoBaHHble» aapeca 31eKTPOHHOW NOYTbl (HanpuMep, 3aBeauTe OAWNH aapec ana paboTsl,
ApYyron ans obweHms C 4py3baMn U T. 4.).

e Bpems OT BpeMeHU MeHAnTe aapec 31eKTPOHHOWM MOYThI.

Mcnonb3ymnte kakoe-nmnbo pelleHve A5 3alUmThl OT cnama.

6.3.1 PeksaMHble 06bAB/EHUA

Peknama B MIHTepHeTe aBn4eTcsi 04HUM U3 Hanbonee 6ypHO pa3BmBaKOLLMXCSA BUAOB peksiamMmbl. Ee npenmyLLecTsamMmm
ABNAKTCA MUHMMA/IbHbIE 3aTPaThl N BbICOKAA BEPOATHOCTb HEMNOCPEACTBEHHOIO obLeHmsa ¢ I'lOTDE6I/ITEJ'IEM. Kpome
TOro, COO6WEeHNA O0CTaBNATCA npakTnyecku MrHOBeHHO. MHorme KOMNaHWM UCMOIb3YHOT 3/TeKTPOHHYIO NOYTY B
Ka4yecTtBe BCDCDEKTI/IBHOFO MapKeTMHIoOBOro MHCTpYMEHTa ans 06LLEeHNA CO CBOUMMN cywecrsyrowimMmn n
noTeHUMaabHbIMWN KNTNEHTaAMMW.

OTOT BU[, peKk/iaMbl IBNSeTCA HOPMa/bHbIM, TaK KaK ﬂOTpEGMTeJ'IM MOryT ObITb 3anHTepecoBaHbl B MOJ1Iy4eHUN
|<0M|\/|epqu|<017| l/IHq)OpMaLI,MM 0 HeKoTOopbIx ToBapax. O4HAKO MHOIMe KOMMNAaHUKM 3aHUMaKTCS MaCCOBbIMU
pacCblIKaMn HeXKenaTe/1bHbIX KOMMep4YeCKnx CO06LLEHMI. B Takmx caiy4daax pexksiama no 3I'IEKTDOHHOI;1 no4rte
BbIXOAWT 3a rpaHuMubl 4O0NMYCTUMOTO, N3TU coobueHms KflaCCVIqDl/ILI,l/lpyI-OTCFI KaK Ccrnam.

KonmyecTBO HexenaTenbHbiX COOBLLEHNI yoKe CTano NpobaeMon, U NpU 3TOM HUKAKMX MPU3HAKOB ero COKpaLLeHus
He HabntofaeTcs. ABTOPbI HeXXeNnaTesbHblX COOBLLEHNA YacTo NbITAKTCS BblAATh CMNaM 32 HOPMasbHble CO0bLLeHNS.
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6.3.2 Muctudunkauum

MwucTrdnkaumen Ha3blBaeTCa 10XKHAA MHOOPMALMS, pacnpocTpaHaoLwasncs Yyepes MHTepHeT. O6bl4HO
MUCTUPUKALMM PACCHINAKDTCA MO 3/1eKTPOHHOM MOYTE UM C MOMOLLbIO TaKMX CPeACcTB 0bLweHusa, kak ICQ m Skype.
CobCTBEHHO COObLLEHMe YacTo NpeAcTaBaseT CO60M WYTKY UAV FOPOACKYIO IereHAay.

CBs3aHHbIE C KOMMbIOTEPHbBIMU BUPYCAMU MUCTUDMKALMM HAMPAB/EHbl HA TO, YTO6bI BbI3BATb B MOJlyYaTenax cTpax,
HeyBEPEHHOCTb U MHUTEbHOCTb, MOBYXAAsA X BEPUTL B TO, YTO «HE NOAAAILWMIACS 06HAPY>KEHMIO BUPYC» yaANaeT
nx dbannbl, KpageT NAapoan UK BbIMOMHSET Kakne-nnbo Apyrne KparHe HexxenaresbHble AeNCTBMUA C KOMMIbIOTepaMMu.

HekoTopble MUcTudmnKaLmm pa60Ta+0T, npegnarasd nony4yvarenam nepediatb Cco0bLLEeHMEe CBOMM 3HAKOMbIM, 3@ CHET
4yero yBesim4mnBaeTcs MaclTab MUCTUOUKaLMK. CyLecTBYOT MUCTUDUKALMMK, KOTOPbIE NepeaatTcs Yepes
MOB6UIbHbIE TenedoHbl, MUCTUDUKALMK, MpeacTaBasiowme cobon I'IpOCb6bI O nomMmouwmn, npegsio>KeHns noy4nTb
[EeHbr'v n3-3a rpaHuLbl, U npoyduve. Yacto OblBaeT HEBO3MOXXHO MOHATb MOTMBALNIO CO3AaTeNs MUCTUDUKALNN.

Ecnn cooblueHre coiep>kKMT Npockby nepeciaTb ero BCeM 3HaKOMbIM, 3TO COObLLeHMe C 60NbLIOM BEPOATHOCTbIO
aBngeTca Mmuctudmkaumen. CylectTyeT 60/blUOE KOMMYECTBO Be6-CanTOB, KOTOPbIE MOMYT MPOBEPUTb, SABASETCS 1N
Co0bLeHMe HOpMasbHbIM. MpeXxae Yem nepecbiaTb COOBLLEHNe, KOTOPOEe KKeTCs BaM MUCTUdUKALMENR,
nonpobynTe HaUTK B VIHTepHeTe MHPOPMALIMIO O HEM.

6.3.3 OULWUHT

TepMuH «PULLIMHIY 0603HAYAET NPECTYMHYIO AEATENbHOCTb, B paMKax KOTOPOW UCMOJIb3YOTCA METOAbI COLLMATbHOMN
NHXKeHepun (MaHMMNyNMpOBaHMe Noab30BaTeNeM, HanpaseHHOe Ha NoyYeHne KOHGUaeHUMaNbHOW MHPOPMaLUN).
Llenbto GuLmMHra 9BnseTcs NoayYeHne 4oCTyna K Takum KOHGUAeHUMANbHbIM AAHHBIM, KAk HOMepa 6aHKOBCKMX
cyeToB, PIN-koabl M T. 1.

MonbiTKa noayyeHns nHdopmaLmm 0b6bI4HO NpeacTaBnseT cobom 0TNpaBKy CO0H6LLEHMS SKObbl OT LOBEPEHHOr0 LA
NV KOMAAHUKY (TAKOW KakK GMHAHCOBOTO YUPEXXAEHNS U CTPAX0OBOM KOMMNaHMK). COOBLLEHNE MOXKET Ka3aTbCs
6naroHageXXHbIM 1 COAEep>KaTb N306PaAXKEHUA U TEKCT, KOTOPbIe MOT/TN U3HAYaNIbHO H6bITb NOYYeHbl OT UCTOYHMKA,
AKOObI ABNAKOLLEroCs OTNpaBUTeeM JAHHOTO CO0bLeHns. Moa pasHbiMY Npeanoramm (NpoBepKa AAHHbIX,
dWHAHCOBbIE ONepaLmm) NpeanaraeTcs NpefoCTaBUTb Kaky-11b0 NMYHYI0 MHGOPpMALMIO, TaKyH Kak HOMepa
H6aHKOBCKMX CHETOB, MMEHa No1b30BaTe/Ns, NAPOAMN U T. 4. ECIM Takme AaHHble NpefoCTaBASTCS, OHM 1erKo MOTyT
6bITb YKPaAEHbl 1N UCNOb30BaHbI B MPECTYMHbIX LeNsX.

baHKK, CTpaxoBble KOMMNAHWW N ApyTrye NernTrMHble opraHu3aumy HMKorga He 3anpallyBaroT MMeHa nosib30BaTeNen
M Naposiv B HE3AMNPOLIEHHbIX coobueHnax 3!'IeI(TpOHHOVI MOYThI.

6.3.4 Pacno3HaBaHue MOLEHHUYECKUX coobLieHnm

Boobuue CyLLLeCTBYET HeCKOJ1bKO MPU3HAKOB, KOTOPbIe MOMYT MOMOYb pacno3HaTb CNaMm (HexxesaTesibHble C006LLI,eHl/IF|)
B MOYTOBOM fALLMKe. Eciv cooblieHme COOTBETCTBYET XOTA 6bl HECKOJTBKNM U3 3TUX Kpntepwmes, OHO, Hambonee
BEPOATHO, ABNAETCA HeXXe/1aTe/IbHbIM.

e AZpec OTMNpaBuUTeNIa OTCYTCTBYET B a[|peCHOM KHUre noJiyvaTens.

e MpepsiaraeTca NoAyYUTb HOJbLLIYIO CYMMY AEHEer, HO CHa4ana Hy>KHO OMATUTb HEBObLUYIO CYMMY.

e o pasHbIMK NpeasioraMmm (MpoBepKa AaHHbIX, GUHAHCOBbLIE OMepaLmm) NpeaaaraeTcs NnpefoCcTaBmTb Kakme-nnbo
JINYHbIE AAHHbIE, TaKMe KAK HOMepa 6aHKOBCKMX CHETOB, MMS NMOJIb30BATENS, NApO/b U T. 4.

e CoO0bLIeHME HAMUCAHO Ha MHOCTPAHHOM Si3bIKe.

e peasiaraeTca NOKynka npoayKumm, B KOTOPOW NMoJlyvaTesb He 3auHTepecoBaH. OAHaKo ecin nosyyaTens
3aMHTEepPecoBaso NpeasoKeHue, CieayeT NPpOBEPUTD, ABAFETCSA 1M OTNPABUTE/b HAAEKHbIM MOCTABLIMKOM
(Hanpumep, NPOKOHCYIbTUPOBATLCA C MPeACTABUTEIEM MPOV3BOAUTENA NMPOAYKLNN).

e HekoTOopble U3 CTOB HAMEPEHHO HaMMcaHbl C OLLIMBKaMM, YTOBbI 06MaHyTb GUALTP cnama. Hanpumep, «Bearpon
BMECTO «BMarpa» U T. .
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6.3.4.1 lNpaBuna

B KOHTEKCTe peLleHni a5 3aWmMThl OT CramMa 1 NMoYTOBbIX KIIMEHTOB NMoJ NpaBuiamMu MOHUMAKOTCSA MHCTPYMEHT b
06paboTKM 3N1EKTPOHHOW NMOYTbI. MPaBUA0 COCTOUT U3 ABYX JIOMMYECKNX YACTEN:

1. yaioBume (HanpuMep, NoayyYeHne coobLeHNs C onpeaeeHHOro agpeca),
2. nencTeue (HanpumMep, yaaneHme CoobLleHns, nepemMeLLeHmne ero B yKasaHHyo nanky).

KoNM4ecTBo 1 coueTaHms NpaBun 3aBUCAT OT KOHKPETHOT O PeLLIeHIS No 3alMTe oT cnama. Mpasuna npeaHasHadeHbl
ana 60pbbbl CO cnaMmoM (HexkenaTenbHbIMU CO0bLLEeHNAMM). CTaHAAPTHbIE NPUMepbl MPUBEAEHbI Aasee.

e 1. YCnoBuMe: BO BXOAALLEM COODLLEHNM COAEPKATCA HEKOTOPbIE CJTI0BA, YaCTO MPUCYTCTBYOLME B HEXKENATE/TbHbIX
COObBLLEeHUSAX.
2. [lencTBUe: yoanuTb coobuieHme.

e 1. YCnoBue: y BXOAALWEO COOBLEHNS €CTb BIOXKEHME C paCLUMPEHVEM .exe.
2. [lencTBme: yaAanuUTb BIOKEHME N AOCTAaBUTb COOOLLIEHME B MOYTOBbIN LMK,

e 1. YcnoBue: Bxoasliee cCOOBLIEHME OTNPaBAEHO COTPYAHNKOM KOMMAHUN, B KOTOPOW paboTaeT no/ib3oBaTeNb.
2. [JencTBMe: MepemMecTmUTb coobLeHme B Nanky «PaboTan.

PekomMeHAyeTCa MCNob30BaTh COYETaHMe NPaBW/1 B MPpOrpaMmMax 3aluTbl 0T Cnama, YTobbl yIpoCTUTb
AOMUHUCTpUPOBaHMe 1 6onee 3PdeKTMBHO OTGUIBTPOBLIBATL CMaM.

6.3.4.2 «benbir» cNUCokK

Boobue noa «6enbiM» CNUCKOM MOHUMAETCS nepeyeHb 06BbeKTOB UK 1L, KOTOPble ABAATCS MpUeMIeMbiMU UK
NMeT AoCTyN. TepMUH «"6enblin” CMMCOK 31eKTPOHHOM NMOYTbI» O3HAYAET CMUCOK aipecoB NoJib30BaTenen, oT
KOTOPbIX paspeLleHOo NnoayyaTtb coobLeHmsa. Takoro poaa Cnucky Co3aaTest HA OCHOBE NOMCKA MO KK0YEeBbIM CJ10BaM
B aZlpecax 3/1eKTPOHHOW MOYThI, UMeHax AOMeHa unu IP-agpecax.

Ecnu «6enbiv» CNMCOK paboTaeT B «UCKTIOUNTEbHOMY PEXXMME, COODLLEHMS C APYTrUX aApecoB, AOMEHOB nnu IP-
afpecoB Noay4aTbCa He byayT. Ecim xe «6enbliny CMMCOK He BISETCA NCKAOYUTENbHbBIM, Takme CO0bLLeHNS He byayT
yaansaTbcs, a byayT o6pabaTtbiBaThCA KAKMM-1M60 ApYyriM Crnocobom.

«Benbl» cnncok 061aaaeT NPOTUBOMOMOXHbIM «4EPHOMY» CMUCKY Ha3HaYeHueM. «benblien CMCKM CPaBHUTENbHO
NpOCTO NOAAEPXKMBATb, 3HAYUTEbHO MPOLLE, YeM «4epHblern. [1a 6onben 3hPekTMBHOCTU GUAbTpaLMK cnama
PEKOMEHOYETCA UCMOb30BaTh U «Benbliny, N «4EPHbIAY CMUCKU.

6.3.4.3 «YepHbIA» CNUCOK

B 0bLem ciy4yae ((‘-IeprIl;I» CMNCOK ABNAETCA CMNCKOM HErNnpmemMieMblX nn 3anpeLleHHbIX 06beKTOB MK L. B
BUPTYa/IbHOM MMpPE 3TO METOA, NO3BOSA LN NMPpUHNUMATb coobLeHuns, KOTOpblE MPpMXOOAT OT BCEX MO b30BaTenewn,
OTCYTCTBYHOLWMX B TAKOM CMUCKeE.

CyLLeCTBYeT ABa TMMNA «4epHbIX» CMMUCKOB. K NepBOMY TUMY OTHOCATCS CMUCKK, CO3aHHbIe CAMUMM MOb30BaTeN MU,
B MX NPUIOXKEHWAX A4 3aLUMTbI OT Crama, @ KO BTOPOMY — NpodeccroHanbHble peryasapHo 06HOBSIEMbIE «HepHblen
CMUCKK, KOTOPbIE CO3AAKTCA CNeLmnanM3NPOBaAHHbBIMU YUPEXAEHUAMM U PACNPOCTPaHAOTCS Yepes VIHTepHeT.

MPUHLUMNMANTBHO BAXKHO UCMOb30BATb «4ePHbIA» CMUCOK A5 610KMPOBKM CNamMa, HO NMPY 3TOM BeCTU TaKOM CINCOK
CI0XKHO, TaK KaK HOBble 06beKTbl 6/10KMPOBAHMA NOABAAOTCS eXXKeHEBHO. PeKOMeHAYeTC s UCNO01b30BaTb 1 «benbiny,
N «4EPHbIMY CNUCOK, YTOObI MAaKCUMMasTIbHO 3O GEKTMBHO OTOUIbTPOBbLIBATL CNaM.

6.3.4.4 KoHTpOJ/b Ha CTOpOHe cepBepa

KOHTpO/1b Ha CTOPOHe CepBepa — 3TO METOJ, BblSIB/IEHNSA MACCOBbIX PacCbiZIOK CMamMa Ha OCHOBE KO/TMYeCTBa
NOIyYeHHbIX COOBLLEHNI 1 peakummy NoSib30BaTenen Ha HUX. Kaxaoe coobLueHne OCTaBASeT YHUKANbHbIA LdPOBOM
«0TMeYaTok», KOTOPbIM OCHOBAH Ha €ro COAEPXUMOM. YHUKASIbHbIN UAEHTUPUKALMOHHbBIA HOMEP HUYEro He roBOpuUT
0 COAEPXXMMOM co0bLeHma. OAHAKO ABa OAMHAKOBbLIX COOHLLEHNS MMEIOT 0O4MHAKOBbIE OTMeYaTKM, TOraa Kak Asa
Pa3IMYaloLLMXCA — pasHble.

Ecnm cooblieHme nomMeyeHo Kak cram, ero oTneyaTok OTNpaBNseTCA Ha cepBep. ECin cepBep nosiy4yaeT v gpyrve
MOEHTNYHbIE OTNevYaTKn (COOTBeTCTByIOLLI,VIe OAHOMY N TOMY >Ke HeXXeJiaTe/ibHOMY COOGLLI,GHVIIO), 3TOT OTNe4aTokK
COXpaHsAeTca B 6a3ze JaHHbIX OTNEeYaTKoB cnama. [Mpv ckaHMPOBaHWMM BXOAALLMX coobLeHun nporpamMmma oTrnpasdeT
OTMNeYaTKmM COOBLLIEHUIM Ha cepBep. CepBep BO3BpallaeT faHHbIe O TexX OTrneYyaTKax, KOTOpble COOTBETCTBYIOT
CO0bLLEHNAM, y>Ke NoOMeYeHHbIM NMNo/1b30BaTe/IAMKN KaK CrnaMm.
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