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1. ESET Smart Security 5

ESET Smart Security 5 npeactaBnsgeT co601 HOBbIN NOAXO0M, K CO3[aHMNI0 AeNCTBUTEIbHO KOMMIEKCHON CUCTEMbI
6e30MacHOCT X KOMMbioTepa. HoBewllas Bepcns Moy s CKaHMpoBaHua ThreatSense® B coveTaHumM Co
cneunanu3npoBaHHbIMM MOAY/TAMK NepCoHaNbHOMO dariepsoa v 3almMTbl 0T cnama o6ecneymBaeT CKOPOCTb U
TOYHOCTb, HEO6XOAMMble A9 6€30NacHOCTM KOMMbloTepa. Takium 06pa3om, NpoayKT NpeacTaBaAseT co60M pa3BUTYIO
CUCTEeMY HernpepbiBHOTO NpeaynpexaeHns aTak U 3alyUTbl KOMMbOTepa OT BPeOHOCHbIX NPOrpamm.

ESET Smart Security 5 — 3T0O KOMMeKCHOe peLleHve a5 obecneyeHns 6e30MnacHOCTU, ABASIOLLEeCs pe3yibTaToM
[OJITVIX YCUAUIA, HANPABAEHHbIX HA AOCTUXKEHME ONTMMANbHOM0 COYeTaHMS MaKCUMaNbHOM CTeMNeH 3aLUmMTbI C
MWHVMaJIbHbIM BAIVSIHWEM Ha MPOU3BOANTE/IbHOCTb KOMMbioTepa. COBpeMeHHble TeXHOTOM UK, OCHOBaHHbIE Ha
NPUMEHEHWNN NCKYCCTBEHHOMO MHTEN1eKTa, CNoCO6HbI MPeBEHTUBHO MPOTMBOAENCTBOBATL 3aPAXKEHUSIM BUPYCaAMU,
LUMUOHCKNUMMN, TPOAHCKMMU, peKnamMHbIMW MpOorpaMmmMamm, 4epBsMu, pyTKUTAMU U APYrMU aTakamMu 13 ViIHTepHeTa
6e3 BNVAHNS Ha MPOM3BOANTE/IbHOCTb KOMIMbIOTEPa 1 NepepbiBOB B paboTe.

1.1 YTto HOBOro?

PoauTenbCKUin KOHTPOsb

PoANTeNbCKNN KOHTPO/Ib MO3BOAET 610KMPOBATb CAThI, HA KOTOPbIX MOTYT 6bITb MOTEHLMA/IbHO HEXEeNaTebHble
mMaTepuanbl. Kpome Toro, poauTen MoryT 3anpeLiathb A0CTYN K NpeABapUTebHO 3afaHHbIM KaTeropnam Be6-
canToB (0o 20 KaTeropuit). 3TOT MHCTPYMEHT NMOMOraeT NpeaoTBpaTUTb AOCTYN AeTen 1 MOAPOCTKOB K CTpaHMLaM,
CoAepP>KMMOEe KOTOPbIX ABNAETCA ANS HUX HEMPUEMAEMbIM WU BPEAOHOCHbIM.

Cucrtema npepoTBpaweHna BTOp)KEHVIﬁ Ha y3en

CucTemMa npeaoTBpaLLeHNs BTOPXKEHUI Ha Y3e/ 3aLUMLIAET OT BPeAOHOCHbIX MPOrpamMM M pYron HexkenaTenbHom
aKTUBHOCTW, KOTOPbIE MbITAlOTCA OTPULIATEIbHO NOBANATL Ha 6€30MacHOCTb KOMMblOTepa. B cucteme
npeaoTBpaLleHMsa BTOPXKEHWI Ha Y3e/1 UCMO/b3yeTCa PaclUMPEeHHbIN aHaM3 MOBeAeHNs B COYeTaHUM C
BO3MOXKHOCTAMU CETEBOWN GUNbTPALIMM MO 06HaPYXKeHWIO, 61arogapa Yemy OTCIeXMBaTCA 3anyLLUeHHbIe MPOoLIecchl,
dannbl 1 pasfenbl peectpa, akTUBHO 6/10KMPYIOTCA 1 NPpeaoTBpaLLATCA Nt06bie Takme NonbITKU.

YNyuyllEeHHbIA MOAY /b 3aLMThbl OT CNama

Moay /b 3aWmTbl OT Cnama, ABASALWMACA YacTbio ESET Smart Security, 6611 NOABEPTHYT ONTUMMU3ALLUN, YTOObI
[06UTbCA eLe 60/1ee BbICOKOrO YPOBHSA TOYHOCT M OOHAPY>KEHNS 3apaXKeHUN.

ESET Live Grid

ESET Live Grid — 370 coBpeMeHHas CMCTemMa CBOEBPEMEHHOr0 O6HAPY>KeHNS NOSBASIOLLMXCSA YTPO3, B OCHOBY
KOTOPOW MOJIOXKEH MPUHLMN penyTaumu. 3a cCHeT NMOTOKOBOM Nepefayn B pexnMe peasibHOro BpemMeHn nHpopmanmm
13 obnaka BupycHas naboparopusa ESET nogaep>xmBaeT akTyasbHOCTb CPEACTB 3alnTbl 419 obecneyeHums
NOCTOSAAHHOW 6e3onacHOCTW. [oNb30BaTeb MOXET NPOBEPSATH penyTaLMIo 3anyLWeHHbIX NPOoLLeccoB 1 Gannos
HenocpeacTBeHHO B MHTepdence NnporpamMmmbl UV B KOHTEKCTHOM MeHt0, 61arogaps 4emy CTaHOBUTCA OCTYMHA
pononHutenbHas nHopmauma ns ESET Live Grid. YkasbiBaeTcs ypOBeHb pMUCKa KXKAOr0 npouecca unm danna, a
TakoKe KOMYeCTBO NOMb30BaTeNen 1 BpeMsi, KOraa 06bekT M3HavYanbHO 6bi1 06HapyXKeH.

VnpaBneHwe CbeMHbIMU HOCUTENAMUA

ESET Smart Security obecneymBaeT ynpasieHne CbeMHbIMW HOCUTeN MK (KOMNaKkT-Anckn/DVD-auckm/USB-
YyCTPOMCTBA U T. M.). DTOT MOAY/1b MO3BOJISIET CKAHNPOBATb, 6HS10KMPOBATH U M3MEHATb PaclUMpeHHble GUIbTPbI U
paspeLlleHus, a Takke KOHTPOIMPOBATb, KaK M0J1b30BaTe/lb MOXET NO/y4aTh AOCTYM K KOHKPETHOMY YCTPOWCTBY U
paboTaTb C HMM. OTO MOXeT 6bITb YA06HO, e1N aAMUHUCTPATOP KOMIMbIOTEpa Xxo4eT NpeaoTBPaTUTb NOAK/TIOYEeHWe
M0J1b30BaTENAIMU CbEMHbIX HOCUTEJTEN C HEHY KHBIM COAEPXKUMbIM.

UrpoBomn pexnm

NrpoBOV pexxnm — 3To GyHKLMSA ANa N06UTenert KOMNbOTEPHbBIX UrP, KOTOPbIE CTPEMATCA LOBUTbLCS OTCYTCTBUSA
KaKMX-11Mb0o NepepbIBOB B UCMOJIb3YyEMOM UMM MPOrpaMMHOM 06ecrnedeHnn U 0TBAEKAOLWMX OT NpoLecca
BCMJ1bIBAOLLMX OKOH, @ TAKXKE XOTSAT CBECTU K MUHUMYMY NOTpebieHne pecypcoB Npoueccopa. IrpoBom pexknm
TaKXKe MOXHO MCMOo/1b30BaTh B KAYECTBE PeXmnma npeseHTaumnin, B KOTOPOM Mpe3eHTaLMio He CiedyeT NpepbiBaTh
[eaTeNbHOCTbO MPOrpamMMbl 3aLMThl OT BUPYCOB. MpU BKIOHEHWN 3TOM QYHKLUM OTKIIOHAKOTCS BCE BCM/1bIBAKOLLME
OKHa, a paboTa NJaHNpPOBLUMKA NMOMTHOCTbIO OCTAHABIMBAETCH. 3aLMTa CUCTEMBI MO-MpexHemy paboTaeT B OHOBOM
peXxxMe, HO He TpebyeT Kakoro-Mbo BMeLLaTebCTBa CO CTOPOHbI NMO/1b30BaTENS.



MpoBepsATb HaIMUYME 06HOBJIEHN A NPOrpaMMbl

ESET Smart Security MOXXHO CKOHOUIYpMUPOBaTb TakkM 06pa3omMm, Y4TO B 4OMNOIHEHME K MpOBepKamM 06HOB/IeHMI 6a3bl
[aHHbIX CUFHATYP BMPYCOB M MPOrpaMMHbIX MOAY/1EM TaKoke perynsapHo byaeT npoBepaTbCs HATMYne bonee HOBOM
BepCMM Camou MporpamMmbl. B npouecce yCTaHOBKM NPU MCMOJ1b30BaHUKM 601ee CTaporo yCTaHOBOYHOIO nakeTa
MOXXHO peLlnTb, cieayeT M aBTOMATMUYeCKM 3arpy3mnTb M yCTAaHOBUTb HOBeKLLYO Bepcuto ESET Smart Security.

HoBbI1 BHELWHW BUA,

Bbl/1 NOMHOCTbIO M3MEHEH AM3anH r1aBHOr0 okHa ESET Smart Security, a pasgen «Jono/IHNTe/lbHble HACT POMKK» CTas
60/1€€ MHTYUTUBHO NMOHSATHLIM 415 YNPOLLEHNS HAaBUMaLnK.

1.2 CuctemHble Tpe6oBaHuUs

[ns npaBunbHoM paboTbl ESET Smart Security cuctema go/»)kKHa OTBeYaTb NepevmncieHHbIM HKe annapaTHbIM U
NpOrpaMMHbIM TPebOBaAHMSM.

OnepauunoHHas cuctema Windows 2000, XP

Mpoueccop 400 MTu, 32-paspsgHbli (x86) v 64-paspsaHblii (x64)
128 MB onepaTnBHOM NaMAT

320 Mb cBo60aHOro MecTa Ha Aucke

MoHuTop Super VGA (800 x 600)

OC Windows 7, Vista

Mpoueccop 11w, 32-pa3pagHbiv (x86) nnu 64-paspaaHbii (x64)
512 MB onepaTtnBHOM NaMATu

320 MB cBO60HOro MecTa Ha Ancke

MoHuTop Super VGA (800 x 600)

1.3 MpodunnakTuka

[Mpy ncnonb30BaHMM KOMMbIOTEPQ, 0COHBEHHO BO BpeM4a pa60TbI B /IHTepHeTe, HEeobXxoAMMO MOMHUTb O TOM, YTO HWU
O[Ha cncTtemMa 3alnThbl OT BMPYCOB He CNocobHa CHU3UTb BEPOATHOCTb 3aga>|<e|-||/1|71 MaTak no Hynd. na toro 4YTOObI
AOOCTUTHYTb HaKMBbICLLEN CcTeneHn 6e30MacHOCTU U KOMq)OpTa, C)'IELI,\/VITE HECKOJ/TbKMM MPOCTbIM NMpaBU/1aM

ncnon b3yI2Te CNCTemy 3allnTbl OT BUpYCOB Hagnexxalwmm o6pa30M.

PeryasipHO 06HOBAAAVITE CUCTEMY 3aLLUTbI OT BUPYCOB.

CornacHo CTaTUCTMYeCKMM AAHHbBIM, MOYYEHHbIM OT CUCTEeMbl CBOEBPEMEHHOTO 06Hapy>xeHms ESET Live Grid,
ThICAYN HOBbIX YHUKA/TbHbIX 3aPaXKeHNI MOSBAAIOTCA exXefHeBHO. OHM NbITAKTCS 060MUTY CyLLeCTBYOLLME MepbI
6e30MacHOCTM M MPUHOCAT AOXOA MX aBTOPaM 3a cHeT yHbITKOB APYrMX Nonb3oBaTenen. CneunanmcTbl BUPYCHOM
nabopatopuu ESET exxefHEBHO aHA/TM3MPYIOT YrpO3bl, CO34AK0T U MPeAoCTaBAsAOT K 3arpy3ke HOBble 0BGHOBNEHMUS
[OJ15 HeNpepbIBHOIO YCOBEPLLEHCTBOBAHMSA 3aLLUMTbI MOb30BaTe/Ien OT BUPYCOB. HenpaBuabHO HACTpOeHHas cnctema
06HOBAEHNN CHMXKAET 3PDEKTUBHOCTb MPOrpamMmsbl. JONOAHUTENbHYIO MHGOPMALMIO O HACTPOKKE NpoLecca
0B6HOBNEHNS CM. 34€Ch.

3arpy>kanTe nakeTbl 06HOB/IEHNI ONEepaLMOHHOM CUCTEMbI U ApYTUX MPOrpamMm.

ABTOPbI BpeAOHOCHbIX MPOrpamMmM UCMOJb3YIOT Pa3/ivyHble YS3BUMOCTU B CUCTeMe A4 yBenndeHns 3OGekTnBHoCTm
pacnpoCTpaHeHns 3/T0HAMEPEHHOr0 KOAA. 10 3TOM NpUYMHE MPON3BOAUTENN MPOrpaMMHOro obecnedyeHuns
BHMMATE/IbHO UJ1eAAT 33 MOSIB/IEHVEM OTYETOB O HOBbIX YS3BUMOCT SIX MX MPOrpaMMHbIX MPOAYKTOB M BblMyCKAKOT
perynspHble 06HOBAEHMS, CTAPasiCb CHU3UTb BEPOATHOCTb NMOSBEHMS HOBbIX Yrp0o3. OUYeHb BaXKHO 3arpy>aTb 3TH
06HOBAEHMS Cpa3y NOUIe X BbiMycKa. MprMepamMum NporpaMmMHbIX MPOAYKTOB, PeryispHO HY>KAAKLLMXCA B
0BHOBNEHUSIX, ABNSKOTCA ONEepaLMOHHbIEe CUCTeMbI cemencTBa Windows nan LnMpoKo pacnpocT paHeHHbIV Beb-
bpaysep Internet Explorer.

ApPXVMBUPYITE BaXHble faHHbIE.

ABTOPbI BpeJOHOCHbIX MPOrpaMm 0BbIYHO He 3a60TATCA O NONb30BaATENSAX, A AENCTBUS UX MPOAYKTOB 3a4acTyio BeayT
K MO/THOM HepaboTOCNOCOBHOCT Y ONEepaLMOHHON CUCTEMbI 1 HAMEPEHHOMY MOBPEXAEHMIO BXKHOW MHOOPMALLUN.
Heobxo4MMO perynsapHO Co34aBaTb pe3epBHble KoMUY BAXKHbIX KOHOUAEHLUMANTbHbIX AAHHbIX HA BHELUHWX HOCUTeNax,
Takmx kKak DVD-AUCKM I BHELLIHME XKeCTK1e ANCKN. Mpodunnaktnyeckme mepbl TAKOro poaa no3BoastoT H6bICTPO U
NMPOCTO BOCCTAHOBUTb AAHHbIX B CJ1y4ae 1X NOBPEeXAeHNS.



PerynsipHO CKaHUPYMTe KOMMbIOTEP HA HAJIMYMe BUPYCOB.

PerynspHoe aBToMaTu4eckoe CKaHNPOBaHMe KOMMbIOTepa C HafA exall MMy napaMmeTpamMm NOMOoraeT yCTpaHsThb
3apaXkeHus, KOTopble MOTyT 6bITh MPOMyLLEHbl MOZY/1EM 3aLUNTbI B PeXKMMe peasibHOr0 BpeMeHU BCIeACTBMe
yCTapeBLUen Ha TOT MOMEHT 6a3bl @HHbIX CUrHATYP BMPYCOB.

CnepywnTe OCHOBHbIM NMpaBuiamMm 6e30nacHOCTH.

370 Hambonee 3pPeKTMBHOE 1 NOE3HOE NPABMIO 13 BCeX — BCerga 6yabTe OCTOPOXKHbI. Ha AaHHbIN MOMEHT A8
paboTbl MHOMMX 3apaXKeHUM (X BbIMOJTHEHWUS M pacpoCTPaHeHMS) HEO6XOAMMO BMeLLaTeNbCTBO NOb30BaTeN .
Ecnv cobntopatb 0CTOPOXKHOCTb MPU OTKPbITUM HOBbIX GannoB, MOXHO 3HA4YUTE/IbHO C3KOHOMMWUTb BPEMS U CUSTbI,
KOTOpble B MPOTUBHOM C/lyyae byayT NOTPaYeHbl HA yCTPaHeHMe 3apaXkeHnin. HekoTopble Nosie3Hble npasmia
NpuBeAEHbI HUXeE.

He nocewanTe nogo3puTenbHble Be6-CaMTbl C MHOXKECTBOM BCMJ1bIBAIOLLMX OKOH Y aHVMUWUPOBAHHOM pekiaMoWn.
ByabTe OCTOPOXHbI MPUY yCTAHOBKe 6ecnaaTHbIX MPOrpamMm, NakeToB KOAEKOB U T. M.. ICMONb3yuTe TOMbKO
6e3onacHble NporpaMmmel M nocewanTe 6e3onacHble Be6-canThl.

ByabTe OCTOPOXHbI, OTKPbIBAas BOXEHMS B COOOLLEHNS 31EKTPOHHOM NOYThI (0COHEHHO 3TO KacaeTcs cCOObLLEHNN,
paccblyiaeMblX MacCOBO M OTMPABAEHHbIX HEM3BECTHbIMMU TNLAMM).

He ncnonb3ymnTe y4eTHYIO 3anmcb C NpaBamMmum agMUHUCTPATopa A1 NOBCeLHEBHOM paboThbl HA KOMMbIOTEPE.



2. YCTAaHOBKA

Mocne 3anycka 3Toro danna Mactep yCTaHOBKM MOMOXKET YCTAaHOBUTb MPOrpaMmmy.

BHumaHue! Y6eanTecb B TOM, YTO HA KOMMbKOTEPe He yCTaHOB/EHbl Apyrie MporpaMmMbl 3aLLMTbl OT BUPYCOB. ECin Ha
O0[HOM KOMMbIOTEPE YCTAHOBIEHO ABa W boee peLleHns A4 3amuTbl OT BUPYCOB, MEXAY HUMU MOXKET BO3HUKHYTb
KOHONUKT. PEKOMEHAYeTCs yAAINTb BCE MPOYMe MPOrpaMmbl 3aLMTbl OT BUPYCOB C KOMMbOTEpaA. Takke CM. CTaTbio B
6a3e 3HaHWK (A0CTYMHA Ha aHITMCKOM M HA HECKONbKMX APYIMX A3blKax).

CHavana nporpamma npoBepsieT Hanmn4me bonee HoBom Bepcum ESET Smart Security. Eciv HanaeHa 6onee HoBas
BEPCMSI, HA SKpaH byaeT BbIBEAEHO Takoe OKHO.

ﬁ ESET Smart Security Setup @
Mew version of ESET Smart Security found! L] ’ e b
Download and install new version 5.0.847 ‘ 5 -

Mew version of ESET Smart Security found! For maximum protection and product stability
installation of the latest version is advised.

Download and install new version!

’ < Back ] [ Mext = J [ Cancel ]

Ec/in BbIGpaTh BO3MOXHOCTb 3arpy3vTb U YCTAHOBUTb HOBYIO BEPCUIO, HOBAs Bepcus BYAET 3arpy>KeHa, nocie 4ero
ByAeT NpoAosIKeHA YyCTAHOBKA. Ha cieaytoleM 3Tane Ha 3KpaH byAeT BbIBEAEHO JTMLEH3UOHHOE CoralleHme C
KOHEYHbIM M0J1b30BaTeNeM. NTPOYUTUTE ero U HAKMUTE KHOMKY MPUHATD, 4TO6bl MOATBEPAUTbL CBOE COracue C
YCI0BUSMU JTULLEH3MOHHOMO COr/alleHns C KOHeYHbIM MoJib3oBaTesieM. Mocie 3TOro ycTaHoBKa byAeT NpoA0JIKEH],
NpUYeM CyLLEeCTBYET [BA BO3MOXHbIX CLieHapus.

1. YcraHoBka ESET Smart Security noBepx npeablayLien Bepcum JaHHORO NpOrpaMMHOro obecrneveHus. B 3ToM OkHe
MOXHO BblbpaTh, C1eayeT M MCNOMb30BaTh CyLLECTBYHOLLME NapaMeTpbl MPOrpaMMbl AJ1 HOBOW YCTAHOBKW. Ecin
e CHATb G1akoK Mcnonb3oBaTh TEKYLLME NapaMeTpbl, TO MOXKHO byaeT BbibpaTb peXkmm yCTaHOBKM: Obbl4Has

YCTaHOBKA 1 Bbl60p0‘-IHaﬂ YCTaHOBKA.

‘ﬁ' ¥Ycranoeka ESET Smart Security =
ESET Live Grid r N % ’
-

ECni Bbl XOTWTE NEPEYCTAHOBNTE CMCTEMY, COXPEHME TEKYILWE NAPaMETPEI, YCTAHOBMTE
STOT QNEHOK.

Ecnu Bbl XOTUTE NEPEYCTEHOBMTE CHCTEMY M M3MEHWTE MApaMeTPbl, CHUMWTE 3TOT
hNEHoK M BEIDEPMTE 0OMH M3 PEXMMOE YCTAHOEKHM,

Wnone308aTh TEKYIWMME NapaMeTPbl
PesimM yCTaHoBKK

(@ OfbMHEA (PEKOMEHLYEMBIE ONTUMANEHKIE HACTPOMKK)

MonbsoEaTensckMi (NoseonAeT Bonee ASTaNEHYD HACTPOMKY)

< Hasan ] [ lanee > ] ’ CTMeHa



http://kb.eset.com/esetkb/index?page=content&id=SOLN146
http://kb.eset.com/esetkb/index?page=content&id=SOLN146

2. Ecnm ESET Smart Security yCTaHaBIMBAeTCs HA KOMMbIOTEP, HA KOTOPOM HET NpeAblAyLLMX BepCU NPOrpaMmbl,
nocie NPpUHATUS YCT0BU JIMLLEH3UOHHOI O COrlalleHMs C KOHEeYHbIM MoJib30BaTesIeM Ha 3KpaH byaeT BbiBeAeHO
NoKasaHHoe Aanee OKHO. 34eCb MOXHO Bbl6paTh pexKmmM ycTaHOoBKM (O6bl4Hag yCTaHOBKA MK BoibopoyHas
YCTAHOBKA) M MPOAO/KNTb YCTAHOBKY COOTBETCTBYHOLLMM 06pasom.

ﬁ!}'naHDEKa ESET Smart Security =]
PeswHM yCTaHoBKH L] a "" b
Bifiop pesiMa yCTaHoBKN \ |-

BrifepuTe CTEHASPTHYIO yoTaHoBKy ESET Smart Security {ofecneunsaeT Hauny-wee
COOTHOWEHWE MPOMZE0ANTENBHOCTH 1 BE30NACHOCTH) MK NONL30BATENLCKYHID YCTAHOBKY
(No3BONAST BHINONHWTE AOMONHUTENEHYIO HACTPOMKY).

Pekm yCTaHoBKK

(@) OBbi4HEA (PEKOMEHAYEMBLIE OMTHMANEHEIE HACTPOMM)

() NonbsosaTensckuil (NossonseT Gonee AETANEHYIO HACTPOMRKY)

< Hazaa ] [ Nanee = ] [ OTMeHa

2.1 O6blyHasA yCcTaHOBKA

B pexx1Me 06bI4HOWM YCTaHOBKM NpeafaraTCst BO3MOXKHOCTU NS KOHPUIYPUPOBaHUS, fOCTATOYHble AN
60/1bLLUMHCTBA NO/Ib30BaTENEN. DT NapameTpbl 06ecneymBaoT OTAINYHbIN ypOBeHb 6€30MacHOCTH, MPOCTOTY
HaCTPOWKM 1 BbICOKYH MPOU3BOAUTENBHOCTb KOMMbOTEPa. PeXXMM 06bIYHOWM YCTAHOBKM — 3TO BapUaHT Mo
YMOJTHAHUIO; MPW OTCYTCTBMM 0COBbIX TpebOoBaHWIM He CieayeT BbIbMpaTh ApYrom cnocob.

Mocne BoIGOpa pexkMmMa yCTaHOBKM M HAXXATUS KHOMKK Janee npefnaraeTcs BBECTU MM NO/1b30BATENSA 1 NAPO/b 418
aBTOMATN4eCKOro 06HOBMEHNS MPOrPaMMBbl. 3TO BXKHO A1 06ecrneyeHns HenpepbIiBHOW 3aLWMTbl KOMMbOTEPA.

ﬁ ESET Smart Security Setup @
Automatic update E ' e !
Enter your Username and Password

=
To ensure that protection is updated, enter the Username and Password you received

after purchase below. We recommend that you copy them (Ctrl+C) from your registration
email and paste them {Ctrl+V) to the appropriate fields below.

Username: Password:

EAYV-12345673 LTI YT Y

If you are unsure about the correct values, you can set them in the program later.

[7] 5et update parameters |ater

’ < Back ] [ Mext > J [ Cancel

B COOTBETCTBYIOLLMX NOSAX BBEAMTE CBOM MMS NMOJIb30BATENS 1 NAPO0Jib, TO €CTb Te CaMble JaHHble ayTeHTUduKaLmn,
KOTOpble 6bIM NOyYeHbl NPY NPUOBPETEHUM U PErUCT PaLLMK NPOrpaMMBbl. ECTM MMeHW NO1b30BaTEeN S 1 Napois
noKa HeT, AiaHHble A8 ayTeHTUGUKALMN MOXKHO BYAeT yKazaTb NO3Hee HenoCcpeACTBEHHO B MporpamMme.

Ha ciepytollem 3Tane BbiNoAHAETCs KOHGUrypuposaHue ESET Live Grid. Cuctema ESET Live Grid npegHasHayeHa ang
HemMe/1eHHOr O HernpepbIBHOMO MHGOPMUPOBAHNSA KOMNAHUM ESET 0 HOBbIX 3apaXKeHUsX, YTO NO3BOJISIET 6bICTPO
pearvpoBaTh M 3alWMLLIATb NO/b30BaTeNen. Ta CUCTeMa MNO3BOJISIET OTNPAB/ASATb HOBbIE YTPO3bl B BUPYCHYIO
nabopatoputo ESET, rae oHM aHanm3mpytoTcsa, obpabatbiBatoTca 1 406aBASIOTCA B 633y AaHHbIX CUTHATYP BUPYCOB.



ﬁ Y¥cranoeka ESET Smart Security

ESET Live Grid

=]
-

}

=
ESET Live Grid — 3To coBpeMEHHER CUCTEMa CBOSBPEMEHHOrD oBHap e
NOABNAKILLNXCA YTPO3, B OCHOBY KOTOPOH NONCHKEH MPMHLAN PENYTALWAW, 33 CHET
Nepefaqy BA3aHHOA C Yrpo3aMi HHBOPMALMK B DEXMME DEANEHOM0 BPEMEHK U3 obnaka
BUpYCcHaRA nabopaTopua ESET Nofnep#HBaET SKTYaneHOCTE CPEACTE 3alMTEI AN
nocToAHHOro obecnedeHa GesonacHocTw,

A cornawakoce Ha yuacTve B ESET Live Grid (pekomeHayeTca)

J | |

[ < Hasaa Nanee = OTmeHa

)

Mo ymon4aHuto yctaHoBaeH daaxok A cornawatrocb Ha ydactme B ESET Live Grid, KOTOPbIV akTUBUPYET AAHHYIO

DYHKLMIO.

CnepytoLLIMM 1eNCTBMEM NPU YCTAHOBKE ABNSETCA KOHOUIYPUPOBaHMe 06HAPYKEHWSA MOTEHLMATBHO
HeXenaTenbHbIX MPUIOXKEHWI. TTOTEHLMANBHO HeXeNaTeslbHble MPUI0XKEHMA He 0653aTeNIbHO ABASIOTCA
BPeLOHOCHBIMM, HO YacTO HEraTUBHO BAMUSIOT HAa paboTy onepaLoHHOM CUCTEMBI.

Takue NpUIoXKEHWS YacTO NOCTABAAIOTCA B MAKETE C APYT MMM MPOrpaMMaMm, 1 UX YCTAHOBKY GbIBAET TPYAHO
3aMEeTUTb NMPU YCTAHOBKE BCEro naketa. XoT s Npu yCTaHOBKE TakUX NMPUIOXKEHWN 06bIYHO HA IKPaH BbIBOAMTCS
yBe[OMJIEHNE, OHW BMOJIHE MOTYT BbITb YCTAHOB/EHbI 683 COT1AcKs NMOJIb30BATENS.

ﬁ Yeranoeka ESET Smart Security

OBHapYMEHHE NOTEHUHANBHO HEMENATENBHBIN
NPHIOHIEHHA

) -

R

)

MoTeHUMENEHD HEXRENETENbHBIE NPMAHEHHWA — 3TO NPOrPaMMEl, KOTopbIE oBbI4HD
3anpalMEaKDT COrnacie None30BaTens nepea YCI'EHOEIKBﬁ. STH NPUNCHKEHWA MOTYT HE
NpeACTaBnNATE Yrposkl ANA EEEOI'IBCHOCI'M, Ho cnocoBHbl NOENWATE Ha
NPOMSE0AMTENEHOCTE, CKOPOCTE M HEAEMHOCTE KOMNBKDTEPE, 8 TakHe M3MEHUTE Ero
noBeAeHHE.

[BuﬁepuTe OAMH K3 MYHKTOE

-

BeIDEpMTE QAWH M3 MYHKTOE
BrkouMTh 0bHa| EHWE NOTEHUMANLHO HExenaTensHora No

BeIKMoMHMTE OSHBD\OKEHME NOTEHUWMENbHO HEXENaTENbHaro MO

Nanee >

OTtMeHa

PekomeHayeTcs BbIbpaTb napamMeTp BkAOUMTb 06HapyXeHue NoTeHuMaabHO HexxenaTtenbHoro MO, 4To6bl
paspewmnTb nporpamme ESET Smart Security 06Hapy>1BaTb yrpo3bl TAKOro TUMa.

MocnegHM 3TanomM 06bl4HOM YCTAHOBKU ABdeTCA noaTBep>XaeHne yCTaHOBKW. ONna3Toro HaXxXMuTe KHOMKY

YCTaHOBUTD.

10



ﬁ Y¥cranoeka ESET Smart Security ==
Bce roToBO K yCTaHOBKE L '_" L
MaCTep roToB BLINONHUTL YCTEHOBKY TWMa ‘ h -

"ObbluHan"™

[ns HAYaNa YCTAHOBKK HEMMWTE KHOMKY "YCTaHOBMTE ", ECAW Bbl XOTHTE M3MEHWMTH
HACTPOMKM YCTEHOBKM, TO HEMMMTE KHOMKY "Hasaa ™ 1Mnu kHonky "OTHeHa", JTobbl
BEIATH M3 MACTEPE YCTAHOBKM,

[ < Hasan ] IEU']"CI’EHOBHTI:' [ OTtmeHa ]

Mocne 3aBepLUeHMsa YyCTAHOBKM ByieT NpeasioXKeHo akTUBUPOBATb NPOrPaMMHbIN MPOAYKT.

Ecnin Bbl Npro6pen KopoHOUHY0 PO3HUYHYIO BEPCUIO MPOrpaMMbl, K HEM MPUIaraeTcs KoY akTUBaLIMK, a TakKe
MOLIAroBble MHCTPYKLMM MO aKTUBaLUU. OBbIYHO K1Y aKTUBALMN PACMON0XKEH BHYTPU YNAKOBKM MPOrpaMMHOro
NPOAYKTA UAN HA ee ThlJIbHOW CTOPOHE. 115 YCNeLwHOro BbINO/HEHMS aKTUBALMN K104 aKTUBALMN HY>KHO BBOAUTb
MMEHHO B TOM BUW/E, B KOTOPOM OH NpPefoCTaB/EeH.

Ecnun nmsa nonb3osarens v naposib Y>Ke NoJiyYeHsbl, Bbl6epl/ITe BapVaHT AKTUBMPOBATb C MOMOLLLbIO MUMEHU
nosib3oBaTesia U Naponida 1 BBegnTe cBegeHns o IMLUeH3nnM B COOTBETCTBYOLLME NOoJiA.

EC/IM Y BaC HET JINLIEH3UM, HO Bbl XOTUTE KYMUTb ee, BbibepuTe BapuaHT NMpuobpectu nuueHsunio. B pesynbtarte
OTKpOeTCs Be6-CalnT MeCTHOro pacnpocTpaHuTens ESET.

BbibepuTe BapmaHT OTMeHa, el C1efyeT cHavana OLeHUTb MPOrpaMMHbIN MPOAYKT, He aKTUBUPYS ero cpasy e.

AKTMBMPOBaThH KOMMo ESET Smart Security Takke MOXHO M3 CaMOu NporpamMmbl. Haxmmute 3Ha4ok ESET Smart
Security, pacrno/iodKeHHbIV B MPaBOM BEPXHEM YTy, NN LWeKHUTE MPaBOM KHOMKOW MblLUK 3HA4OK ESET Smart
Security B naHenu 3afay, nocie 4yero Bbibepute B MeHIO NMYHKT AKTUBALLUSA NPOrpaMMbl....

MakcHmanwHaa cTeneHb
4 Z3lWMTHI He rapaHTHpOBaHa

Mporpamma He aKTWBMPOEaHa
= AxkTuenpoeats

=% [JononHWTeNbHEIE CBELEHNA

@ Bnokwpoeats ceTe

@ BpemeHHo oTKAYWTE 38Ty

@ BpemenHo oTkAounTe daiepson
JononHUTENBHBIE HACTROWRKM...

Qainel xypHana

Otkpeite ESET Smart Security 5
CEpOCHTE HACTPOMKN MaKETa OKHA
AKTME3LMA NPOrpaMmel...

O nporpamme

n



2.2 lNonb3oBaTenbckas ycTaHoOBKa

PeXIM BbIBOPOYHOM YCTAHOBKM NpefHa3HAYeH A5 OMbITHbIX NOb30BaTe/ei, KOTOPbIE MOMYT BbIMOJHUTb TOHKYHO
HaCTpPOWKY MPOrpaMmmbl 1 XOT AT U3MEHUTb NapameTpbl paCLUIMPEHHOW HACTPOMKM BO BPeMS YCTAHOBKMU.

Mocne BbIGOpa pexxMMa yCTaHOBKM W HAXKATUS KHOMKK Janee nosib3oBaTento byaeT npeasioXkeHo Bbi6paTth nanky s
yCTaHOBKM. [0 yMONYAHMIO MpOrpaMma yCTaHaBIMBAETCA B Narky

C:\Program Files\ESET\ESET Smart Security\

HaXKMuTe KHOMKy O630p..., 4TO6bl U3MEHUTb Manky (He peKkoMeHAyeTcs).

ﬁ Yeranoeka ESET Smart Security [==]
Bruibop nanku ycranoBKA f ’ “ |
370 nanka, B KoTopyto GyaeT ycraHaemmeaTeoA ESET

Smart Security. ‘ E‘\

[nA YCTEHOBKM B 3TY Nanky HakM|Te KHoNKy "Janee”. [1na M3MEHEHUS Nanku
YCTEHOBKM, YKEKUTE BE BPY{HYIO MMM HEKMUTE KHOMKY "O630p™.

Manka:

C:\Program Files\ESET\ESET Smart Security, CBsop...

< Hasan ] [ Aanee = ] [ OTMEHa ]

[Tocne BBOZA MMeHW NMONb30BaTeN A M Napo/is HAXKMUTE KHOoMKy Janee, 4TOObI I'IEDEIZTI/I K OKHY «MIHTepHeT-
coeanHeHMe”.

ﬁ Yeranoeka ESET Smart Security =]
HHTEepHET-CoeAHHEHHE " ' "‘ |
HacTpoiTe nogknoyeHie K MHTEpHETY

=
BriBepuTe NapaMeTPel, COOTEETCTEYIOWME TUMY BAWEr0 NOAKMDYEHUA K MHTEPHETY.
Ecnmn Bbl HE YBEPEHEI, MCMONL3YHTE napameTpsl Internet Explorer,

Mpokou-cepsep

i) A HE 3H3K TOUHO, MCNENE3YETCA MM NPOKCH-CEPEEP. A XOUY MCIONB30SATE T8
= e NapaMeTpel, Kakue uonons3yeT Internet Explorer (pexomeHayeTca).

() Al HE MCNOMB3YHO MPOKCH-CEPBED

() A nanons3yio NpoKko-Cepeep

< Hasan ] [ Aanee = ] [ OTMEHa




EC/IN MCNoib3yeTcsa MpOKCU-CEPBEP, OH A0/IKEH BbITh KOPPEKTHO CKOHPUIYPUPOBAH A1 06ecnedeHns 06HOBIEHNS
CUrHaTyp BMPYCOB. EC/IM TOYHO HEM3BECTHO, UCMOJb3YETCS 1N NMPOKCK-CEPBEP A8 MOAK/TOHEHNS K VIHTepHeTy,
BblbepuTe fl He yBepeH, NCMOo/b3yeTCs M NPOKCU-cepBep. Sl XO4y UCMO/Ib30BaThb Te )Ke NapaMeTpbl, Kakue
ucnosnb3yer Internet Explorer (pekoMeHgyeTca) 1 HAKMUTE KHOMKY [lanee. ECv NpoKCU-cepBep He UCMO/b3yeTcs,
BblGepUTE BapnaHT Sl He UCMOJIb3Y IO NPOKCU-CEpBEp.

ﬁ Yeranoeka ESET Smart Security

NpokoH-cepeep

BESECTM NapaMeTphl NpoKoW-Cepeepa

EX5

»
| -
=2

b

MapaMeTpel NPoKCM-CEpBEpa’

Anpec: MopT:
[3128
WA nonssosaTEns: Mapons:
| |
WMecnonksosaTh napameTpsl Internet Explarer
Anpec: Mopr:
| |
[ <Hasan | | fmamee> | | omena |

[ns KOHOUIYpMPOBaHMSA NapamMeTpPOB NPOKCU-CepBepa BbibepuTe BapmaHT f UCNOo/b3y 0 NPOKCU-CEPBEp U HAXKMUTE
KHonky Aanee. Beeante IP-agpec unu URL-agpec npokcu-cepeepa B nosie Agpec. B nosne MopT ykaxxuTe nopT, Nno
KOTOPOMY 3TOT NPOKCU-CEpBEp NMPUHNUMAET 3anpochl Ha coefnHeHme (Mo yMoa4aHuio 3128). Eciv npokcn-cepeep
TpebyeT ayTeHTUbUKaLMN, BBEAUTE MPaBU/ibHbIE MMS MOJib30BaTeNA 1 Naposib, KOTOPbie HeOHXOANMbI ANS AOCTYNA
K Hemy. [apameTpbl NPOKCU-CepBepa TaKXKe MO XKenaHMo MOTyT BbiTb CKONMMPOBAHbLI U3 NapamMeTpoB Internet
Explorer. HaxmuTte NMpumeHnTb 1 NoATBEPAMUTE BbIOOP.

Ha 3ToM 3Tane yCTaHOBKM MOXKHO 33/aTb, Kak B CUCTeMe ByaeT 06pabaTtbiBaTbCsa aBTOMATUYECKOEe 06HOB/IEHNE
nporpammbl. HOKMUTE U3SMEHUTb... 1719 A0CTYNa K paclUMPEHHbIM NapamMeTpam.

ﬁ Yeranoeka ESET Smart Security

AsToMaTHueckoe ofHoBneHne

obHoBNEHUA

HacTpoKlTE NEPEMET PRI GBTOMATHYECKOro

EX5

»
| -
=2

b

Tun cbHoBNEHWA

KoMnoHeHTLI Nporpammel:

MaCcTep YCTaHOBKM OCYLLECTBMT NNEHWPOBaHWE 3aAaY, KoTopkle obecneyat
aBToMaTH4eckoe obHOBNEHWE NPOrPaMMel, B AankHEMWEeM MOMHO M3MEHNTE 3aA34M
0BHOBNEHWA B COOTBETCTBMM € COBCTBEHHEIMIA MOTPEBHOCTAMK, BOCNONE30BABWLMCE NN&. ..

S

< Hazaa ] [ Nanee = ] [ OTMeHa
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Ecnm HeT HeobXx0aMMOCTM OO6HOBAATE KOMMOHEHTbI nporpamMmmesl, Bbl6epl/ITe BapuaHT Hukorpa He 06HOBNATH
KOMMOHEHTbI NpOorpaMmbil. I‘IapameTp 3anpocvm> noaTBep>XxageHue nepep, 33Fp\/3KOl7I KOMMOHEHTOB BK/1t04aeT
BblBOA OKHa NoATBep>XAeHWA nepen KaXKA0WM NonNbITKON 3arpys3nTtb KOMMNOHEHTbI MpOrpamMmbl. ans aBTOMATNYeCKOW
3arpy3ku O6HOB/IEHU KOMIMOHEHTOB nporpamMmmbl Bbl6€pI/ITe BapuaHT BbINnosHATb O6HOBJIEHME KOMIMOHEHTOB

nporpamMmmbl, eC/in A0CTYMHO.

ﬁ Y¥cranoeka ESET Smart Security =3

OBHOBNEHWA MOTYT BEITh BEINONHEHE! SBTOMATHHECKM De3
BMEWATENLCTES NONE30BATENA, WK NONb30BATEND MOKET 33AaTh
YEE4OMNEHWE Neped obHoBneHreM, Mocne obHOBNEHMA KOMNOHEHTOE
MporpaMMel MOMET NoTPeBoBATHCA NEPE3ANYCK KOMMLITEPE.

DBHOBNEHWE KOMMOHEHTE NPOTPAMMb]
() Huior aa He oBHOBRATE KOMMOHEHTHI NPOrPaMMel

= BoINoNHATE 0BHOBNEHNE KOMMNOHEHTOE MPOrPaMMsl, SCTH
= pOCTYMHD

(@) 3anNpoCHTE NOATEEPHAEHWE NEPEA SEMPYEKOM KOMNOHEHTOS

Mepe3anycTUTE Nocne oBHOBAEHWA KOMMOHEHTOB NPorpaMMel
() HuKor aa He NepesanytkaTe KOMMBKOTED
(@) Mpeanow#MTE NEPEsaNY K KOMNEKTEPE, ECNM HEOBX0aMMO

=, Ecnn HeoBxoauMo, nepesanycTiTe KoMnbtoTep Bes
= YBEAOMNEHUA

[ (61,8 ][ OTHeHa ]

NMPUMEYAHMUE. MNMocne 06HOBEHMS KOMMOHEHTOB MPOrpamMMbl 06bIYHO HY>)KHO Mepe3arpy3nTb KOMMbIOTEP.
PexomeHayeTcs BbibpaTb BapnaHT Ecnmn HeobxoaMmo, nepesanycTUTb KOMMbIOTep 6e3 yBeaoMieHuns.

B cneaylollem okHe NpeaaraeTcs co3aath Naposib A5 3aumMTbl IapaMeTpoB NporpaMmbl. Beibepute BapmaHT
3awmTa napamMeTpoB KOHGUIypaLuum naposiem 1 BbibepuTe naposib, KOTOPbIV HYXKHO BBECTU B NM01SX HOBbIN
napoJsib 1 MoaTBepAUTb HOBbIN MNApoJib. DTOT Napoib BYAET HYXKEH A4 40CTyNa K napameTpam ESET Smart Security.
Korpga B 0601x Noax BBeAEeHbl COBNAAAIOLLME MAPOAM, HAKMUTE KHOMKY [anee, 4To6bl MPOAOIKUTD.

ﬁ Yeranoeka ESET Smart Security

MapaMeTpel 3AWHIERB] NaponeM
BEeaWTE Naponk SaWKMTE MEPaMETPOE KOHGMT YDaLMKM

3alMTa NaPEMETPOE KOHGMMYPaLn Naponem

r,ﬂin‘;

U
"

EX5

- | (1L L L]
HoBbii napons:

= | [TTTTT)
[loaTEEpAWTE HOBBLIN NaPoNk:

’ < Hazaa ] [ Aanee =

J |

OTMeHa

)

Cnepytolume aBa 3Tana ycraHosku (Be6-cnyxx6a coobwectBa ESET ESET Live Grid 1 O6Hapy>keHue NoTeHLMabHO
HeXenaTesbHbIX MPUI0XKEHUN) AaHANIOTMYHbI TAKKM XKe 3Tanam pexxmma 06bI4HOM yCTaHOBKM (CM. O6blYHas

VCTAHOBKA).
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[Janee Bbibepute pexxkum GunbTpaumm oasa nepcoHanbHoro darepsona ESET. B nepcoHanbHoM danepsone ESET
Smart Security cyLlecTByeT NsaTb peXXMMOB GUAbTpauun. NoseaeHMe nepcoHanbHOro danepeonia 3aBucnT OT

Bbl6paHHOFO peXXrma. I<povvle TOro, oT Bbl6paHHOFO peXxmnma (bI/II'IbTDaLI,I/II/I 3aBUCUT CTeneHb y4acTud nosib3oBaTtesisd B
npouecce.

ﬁ Yeranoeka ESET Smart Security
NMepcoHanshbii daiepson ESET L "" )
BribepuTe pEHMM DUNETPELMKM ‘ \ -

MepcoHansHLI daliepeon Eset ByaeT asToMaTdecki ofpabaToiBaTe BCe ceTes0le
COEAWHEHWA, CTEHAAPTHBIE MCXOAALME CETEBLIE CORAMHEHNA DYAYT PaspeleHEl, 3
MHoBkIE CORAMHEHMA, HE MHMLMMPOSEHHEIE M3HYTPM, 33NPELLEHE!. 3TOT PEXMM NOAXOIWT
anA BoNEWWHCTES NoNE30BaTENEH,

[ﬂﬁmﬂamueamﬁ PEHUM v]

ABTOMATHHECKMIA PEFHMM

ABTOMATHHECKMIA DEMMM C MCKMOHEHNAMK (NDEBHMNE, ONPEAENEHHEIE NONbL30BATENEM
VHTEPEKTUBHEI DEHIM

PEMMM HE OCHOEE NOMMTHEN

Pesaam abydeHmua

’ < Hasan ] [ Nanee = ] [ OTtMeHa ]

Ha)kmuTe YCTaHOBUTb B OKHe Bce roToBo K yCTaHOBKeE, YTOObI 3aBepLUnTb NPOoLLEeCC YyCTAaHOBKW. [ocie 3aBepLueHms
YCTAHOBKM ByeT nNpesiodKeHO akTMBMPOBATb MPOrpaMMHbIV MPOAYKT. 14 NOy4eHUs ONONHUTENbHbIX CBeeHNI
06 akTmBauMKM nporpamMmmbl cM. pasgen O6bl4Has yCTaHOBKA.

2.3 O6HOBNEHMe [0 HOBOW BepCUmn

Bbonee HoBble Bepcmm ESET Smart Security BbInycKatoTCa 409 peann3aumm yaydweHnn Unm ncnpaeneHnsa npobaem,

KOTOpble He MOTyT 6bITb YCTPaHEHbI aBTOMATUYECKMM 06HOBNEHMEM MOAY e NporpaMmmbl. O6HOBEHME 40 HOBOW
BEPCMM MOXKHO BbIMONHUTb OAHUM U3 HECKOTbKMX CNOCO6OB.

1. ABTOMaTU4ecku nyTemMm 06HOBIEHMS NPOrpaMmbl
MockonbKy 06HOBAEHMS MPOrpaMMbl PACNPOCTPAHAKTCS CPeAM BCEX MOb30BaTe/Ien M MOTyT MOBAUATb HA
HEeKOTOpble KOHPUIrypaumm KOMMNbITEPOB, OHU BbIMYCKATCA TObKO NOC1€e AJIUTENbHOIO TeCTUPOBAHMS C LIeSTbLO
obecneveHns 6ecnepebonHOM paboTbl HA BCEX BO3MOXXHbIX KOHOUIYpaLMAX. ECIY HY>XXHO BbIMOTHUTb O6HOBEHME
[0 60/1ee HOBOW BepCuM Cpasy Nodie ee BbIXOAA, C1eAyeT BOCN0/1b30BaTbCA OAHUM U3 ONMUCAHHbIX Aasee MeTO40B.

2. Bpy4Hyto B r1aBHOM OKHe MporpamMmbl, 414 4ero aieayet HaxkaTb YcTaHOBUTb/MpoBepuThb B pasaene
O6HoBNeHUue > [locTynHaa Bepcua ESET Smart Security.

3. Bpy4Hyto NyTeM 3arpy3Kku 1 yCTAHOBKM HOBOW BEPCUM NOBEPX NPeablayLen.

B Havasie MpoLecca yCTaHOBKN MOXHO NMPUHATb PELIEHNE O COXPAHEHNM CYLLECTBYIOLLMX MAPaMETPOB MPOrpamMMbl.
[)193TOr0 HY>KHO YCTAHOBUTb GNAKOK MCnonb3oBaThb TeKyLMeE NapaMeTpbl.
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2.4 BBop MMeHU nosb3oBaTesia U napond

[naT0ro 4tobbl MCNONb30BaTh NPOrpaMmMy HauUAy4YLWM 06pa3om, He06X0AMMO peryispHO OBHOBAATL ee. TO

BO3MOXKHO TO/IbKO B TOM C/ly4ae, eciv B OkHe HacTpoka 06HOBNEHUSA YKa3aHbl MPaBUIbHbIE MMSA NO/b30BaTeNs U
napo/ib.

Ecnm vmsi nosib30BaTensa 1 Naposib He yKasaHbl NPy yCTAHOBKE, 3TO MOXHO CAeNaTh cernyac. B rnaBHOM OKHe
nporpaMmmbl HKMUTE O6HOBEHUE, A 3aTeM AKTUBALLMUSA MPOrpaMMbl... M BBEAUTE AAHHbIE INLEH3UW, NOYYEeHHble
B KOMMJIeKTe C MpOrpamMMHbIM NPOAYKTOM 0becnedeHuns 6e3onacHocTu ESET, B OKHe «AKTMBaLMA MPOrPaMMbl».

ESET Smart Security @

BSEAWTE MMA NONL30BATENA M NAPONL, KOTopee Bl
MONYYEHEl MM PECMCTPaLMK, HacToATensHo
PEKOMEHAYETCA ckonMpoEaTe (Ctrl+C) aaHHbE Mz
PEMMCTPALMOHHOT0 COOBILEHNA SNEKTPOHHOMA NOYTEI W
BCTaBuTh (Ctrl-+V) 1x B CcOOTBETCTEYIOWME NONSA HIDKE.

WMA nonb3osaTens:
EAV-12345678

MNapaonb:

[ @'QK ][ Q1meHa ]

[Mpv BBOZE MMeHU noJib3oBaTes1A M Napoifl BaXKHO YKa3biBaTb UX MMEHHO B TOM BUe, B KAKOM OHW NMOJTYYEeHbI.

e B VIMeHM Nonb30BaTeNs 1 Naposie y4nUTbIBAETCA PerncTp, B UMEHM Nob30BaTes s HEO6XOAMMO MCMOb30BaTb
neduc.

[nvnHa napons paBHa fecsiTU CUMBOJIaM, NMpUYeM BCe OHW HANWCaHbl B HUXKHEM perucrpe.

B naponsx He ncnosb3yetca 6ykea «L» (BMECTO Hee HYy>XHO MCNOoMb30BaTh UMdpy 1 (eAnHNLA)).

MponucHas bykea «O» Ha CAaMOM Jene ABSeTCs HyJieM, TOMAA Kak CTPOYHAs «O» — 3TO M eCTb CTPOYHAS «O».

[na obecneyeHmnss MakCMManbHOW TOYHOCT U pekomMmeHayeTcd CKonmpoBaTb AdHHbIE U3 perncTtpauMOHHOIo
coobLeHms 3!'Ie|(TpOHHOl7I MOYThbl N BCTaBNTb UX.



2.5 CkaHupoBaHwue MK

Mocne ycraHoBkM ESET Smart Security ciegyeT BblMOHUTb CKAHMPOBAHKME KOMMbKOTEPA A9 BblSIB/IEHUS
3/10HaMepeHHOro KoAa. B rnaBHOM OKHe nporpamMmebl Bbibepute nyHKT CKaHMpoBaHMe KOMMbloTepa, a 3aTemM —
CkaHupoBaHue Smart. 119 nonyyeHns LONOJHUTEeNbHbIX CBEAEHWNA O CKAHVMPOBAHUM KOMMbOTEPA CM. pa3gen
CkaHuposaHue K.

i ESET Smart Security (== s

ESETSMART SECURITYS

Crannposadne MK

= CKEHHPGBEHHE KOMNbHOTEPA

Q CkanmpoBanwe Smart G

CKEHHFIDEEHHE NOKaNEHEX JNCKOE

f‘l BoibopoyHoe CKaHWpOoBaHWe... (
ﬁ HacTpoiika

Buifop npoduneil n 06bekToE cRaHMPOBAHKMA

% CnykeBHbIE NporpaMmel
YacTto mcnonssyemsie

c . BeinoaHnTe CKAHWPOBaHWE NOKANbHBIX JMCKOE
HPCE RO AIE [ HCETCpHTb NCoCNERHEE CKAHWPOBAHWE

ﬁ HECTpCﬁKE CKAHWPOEaHWA KOMMBHITED ..

Jlata v BpeMA NOCEAHEND CKAHWPOBAHNAL 22,7, 2011 13:58:24
PesynbTaTel nocnegHerc CKaHMpoBaHMA 0 sapameHHbix Gaiinoe
TekyLan sepcnA BUpycHOI Basbl A3HHBIX CUTHATYR: 6268 (20110705)

(es[=




3. PyKOBOACTBO A/19 HAYMHAOLWUX

B 3TOM paszzene NpuBOAATCA 06LUMe CBEAEHWS O MporpaMMHOM ob6ecriedeHny ESET Smart Security 1 ero OCHOBHbIX
napameTpax.

3.1 BeBeaeHue B UHTepdeinc nonb3oBaTens

rnaBHoe okHo ESET Smart Security pasaesieHo Ha fiBe OCHOBHbIe YacTu. OCHOBHOE OKHO CNpaBa COAEPXKUT
MHGOPMALMIO, OTHOCALLYHOCA K NapameTpy, BbiIGpaHHOMY B F/1aBHOM MEHIO C/1eBa.

Hwke onurcaHbl MyHKTbI F1aBHOTO MEHHO.
FnaBHag: 3TOT NYHKT NpefoCTaBasieT MHOOPMALMIO O COCTOAHUM 3awmTbl ESET Smart Security.

CKaHVIpOBaHVIe KOMMbOTEPA: 3TOT MNYHKT NMO3BOJIAET CKOHCI)I/IFVDI/IDOBaTb " 3anyCctTuTb CKaHMpOBaHMe Smart uim
BbI6ODO‘-IHoe CKaHMpoOBaHMe.

O6HOoBNEHUNE: BbIBOAMT MHOPMaLMIO 06 06HOBIEHMAX 6a3bl AAHHbIX CUTHATYP BUPYCOB.

HacTpoiika: 3TOT NMyHKT N03BOJISIeT HACTPOUTb YPOBEHb 6€30MaCHOCTM A4 KOMMbloTepa, VIHTepHeTa u
3/1eKTPOHHOW NOYTbI, CETU U POAUTENBCKOIO KOHTPONS. .

Cny>xebHble NporpamMmmbl: MO3BOISET OTKPbITb Panbl XXYpHana, CTaTUCTUKY 3aLLMTbI, IPOrpamMmMy MOHUTOPUHTA,
3anyLLUeHHble NpoLeCcChl, CeTeBble MOAKIIYEeHNS, MNaHUPOBLUMK, KapaHTUH, ESET Sysinspector v ESET SysRescue.

CnpaBKa 1 NogaepXkKa: Mo3BonseT OTKpbITb Galnbl cnpaBku, 6a3y 3HaHWM ESET, Be6-canT ESET, a Takxe gaet
BO3MOXXHOCTb BOCMO/1b30BaTbCS CCbI/IKAMM, YTO6bI OTNPABUTL 3aNpOoC B CY>KOY NOAAEPKKN KIUEHTOB.

@ ESET Smart Security ===
ESETSMART SECURITVYS
[naenan
/i_,‘ [nagHan

MakcumanbHana cTeneHb 3alnThbl

0 CranupoeaHue K

Komnerotep + MakcumManeHan CTeNeHs 3aLLnTh
- Cemn + MakcumaneHan cTENeHE JaLLNTsI
*E, OBHOBNEHNE
MiuTepHer M 3nekTpoHkas nouta v MakcumMansHaa cTeneHs JaluThl
o Poputenscknii konTpons + AKTHEHEIRA
g Hactpoiika
% CnykeBHbIE NpOrpaMmel YacTo ucnonbsyemole
3anycTuTe ckaHuposanue Smart
CratucTika
0 Cnpaeka 1 nogaepxxa PoganTenscknii KoHTpONE

JIMUeH3MA AERCTEMTENBHE 40% 29,12, 2012

(es[=y

FnaBHOE OKHO MHPOPMUPYET NOJIb30BaTENA 06 YPOBHE 6€30MaCHOCTM 1 TEKYLLIEM YPOBHE 3aLLMTbl KOMTbIOTEPA.
3efleHbln 3Ha4ok MakcumMasibHas 3almMTa 03Ha4aeT, YTo BK/I0YEeHa MakCMMasibHas CTeneHb 3allimThl.

B OKHe COCTOAHMSA TaKkXKe 0TOBPAXKAKTCA HACTO UCMOoblyeMble GyHKUMM ESET Smart Security. B 3TOM e OkHe
NPUBOAATCSA CBEAEHMSA O AATE OKOHYAHMA CPOKA AENCTBUA TULEH3UM HA MPOrpaMMy.
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3.2 [lercTBUA, KOTOpble c/ieayeT BbINOJHUTD, €C/IU NporpaMmma He pa6ortaer
Haasexauwmm obpasom

Ecnum BkNtoYeHHble Moaynu pa60Ta+0T NpaBuUJIbHO, OHN 0603HavalTCa 3e/1eHbIM cbna>|<|<0|v|. Ecnun ke HeT, noaBnseTcs
KpaCHbIVI BOCK/MLATENbHbIN 3HAK UK OpaH)I(eBbIIZ 3Ha4oK yBegOM/1IEHNSA, a B BerHEVI 4aCTWM OKHA BbIBOAATCA
OOMONIHUTENbHbIE CBeAEeHNS 06 3TOM mMogaysne. KpomMme Toro, npegsaraeTtca pelleHuve I'IDO6)'I€MbI Oona naHHoOro
Moayna. AnaToro YTObbl UI3MEHUTb COCTOSAHMNE OTAE/bHOIO Moayn4, Bbl6epl/ITe B IN1aBHOM MEHHK NMYHKT HaCTpOﬁKa
N WeJTIKHNTEe MblLbHO Hy)I(HbIPI MOoAy/b.

‘@ ESET Smart Security = ol

'_S'_ I CRAADTCEIIDITTAVVC

[naenan

/i‘ [nagHan

MakcumanbHaa cTeneHb 3allTbl HE rAapaHTUpPOBaHa

0 CranupoeaHue K

Komnerotep ' ¥Yeegomnenue o BezonacHocTi

:‘ O C6Hoenemme “ Cemn + MakcumaneHan cTENEHE 3aLLNTsl
WuTeprer u 3nexTponnan nouta 0 Yeejomnedune o GesonacHocTk
Poputennckmii KOHTpONL + AKTHEHBIRA

walls
ﬁ HacTpoiika

Mogynu 3aluThl OT BUPYCOB W LWUNMOHCKWX Nporpamm
% CnyxefHble Nporpammsl

OTKNHOYEHDbI

NonNe30EATENEM. |_|DJ1H}"PD FALLMTY MONHD BILTHYNTE 3420k 3ﬂI'I}I'CTIr1Tb BCE MOV
33Tl OT BEMPYCOE M LUNKWOHCKWX Nporpane

HEKCITCIprE MOIYNW 33LLWTRI OT BUPYCOE W LUAWOHCKWX NPOrpam OTEAHYEHBI
Cnpaeka M NoAaepxka

Yacto MCnonb3yemble
3anycTuTe cKaHupoBaHwe Smart
Cratucrika

PoanTensckni KOHTpOb

JIMUeH3MA AERCTEMTENBHE 40% 29,12, 2012

(es[=y

KpaCHbIPI 3HA4YOK NoKa3bliBaeT HaM4ne Kpntndeckmnx I'IDO6}'IeM, M3-3a KOTOPbIX MaKCMMa/lbHasd CTeneHb 3aLllNThbl
KOMMNbKOTEPA He obecneyrBaeTca. Bo3MO)KHbIe NMPpUNYNHbI:

e OTK/OYEeHa 3aWwmTa GarnoBOM CUCTEMbI B PEXXMME PeasibHOro BpEMEHMU;
e OTKJ/IHOYEH NepCoHaNbHbIN (GarepBon;

e yCTapesLlas 6a3a AaHHbIX CUrHATYP BUPYCOB;

nporpamMmma He akTMBMPOBAHa,;

NCTEeK CPOK AeNCTBUSA NLLEH3UN HA MPOrPaAMMHbIA MPOAYKT.

YKenTbl 3HA4YOK ABNFETCA MPU3HAKOM TOT0, YTO OTK/IHOYEHA 3aLUMTa A0CTYNa B VIHTEPHET WU/M 3aLLMTa NOYTOBOr0
KNMEHTA, CyLLeCTBYtOT Npo6aeMbl C 06HOBEHNEM NporpaMmsbl (YcTapeBllas 6a3a AaHHbIX CUrHATyp BUPYCOB,
HEBO3MOXHOCTb BbINOMHUTb 06HOBNEHWNE) UM NPUEAMKAETCA 1aTa OKOHYAHMSA CpOKa AENCTBUSA TNLIEH3NUN.

Mporpamma He akTUBMpOBaHA: 3Ta Npo6/iemMa NoKasblBaeTCA KpacHbIM NMpeaynpexneHviemM 1 ysegoMaeHnemM o
3awmTe paaom c aiemeHToM KomnbroTep. AKTMBMpOBaTb ESET Smart Security MOXXHO 13 MEHIO NpOrpamMmbl,
BOCMO/1b30BABLUMCb KOMAHAO0M AKTUBALLMSA NMPOrpaMMbil.... MeH NporpamMMbl pacrnooXeHo B MPaBOM BEPXHEM
yrJly OKHa.

3awmTa oT BUPYCOB U LUMMOHCKUX MPOrpaMmM OTKJ/ItOYEHa: 3Ta NpobemMa NokasbiBaeTCsl KPACHbIM 3HAYKOM U
yBeLOMJIEHNEM O 3alUMTe PALOM C 3/ieMeHTOM KoMnbroTep. BKTIOUNTb 3aLMTy OT BUPYCOB MOBTOPHO MOXHO, HaXKaB
CCbINIKY 3anyCTUTb BCE MOAYJIN 3aLLUTbI OT BUPYCOB U LUMUOHCKUX NMPOrpamMm.

3awmTa goctyna B MHTepHeT OTKJ/IFYEeHA: NPY3HAKOM 3TOM Npo6/ieMbl SBASETCS XKENTbIN 3HAYOK C CUMBOJIOM «in 1
COCTOSIHME YBEeA,0M/IEHUE O 3aLmuTe. [1J15 TOro YTO6bl MOBTOPHO BK/IOYUTb 3aALUMTY AOCTYNA B IHTEPHET, HYXKHO
WeIKHYTb MbILLbIO 3TO YBEAOMJIEHME O 3aLUMTE, a 3aTeM BbibpaTb BKAKYUTD /14 3aLWUTbI AOCTYNA B VIHTEPHET.
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MepcoHanbHbI dpaiepBon ESET oTK/OUEH: 3Ta NpobiemMa NokasblBaeTCcs KpacHbIM 3HAYKOM M YBEAOM/TEHMEM O
3almTe psaoM € 3iemeHToM CeTb. [1/19 TOro 4To6bl MOBTOPHO BKAKOYUTb 3aALLUNUTY CETU, HAKMUTE BKAOUYNTD PeXnMm
dunbTpauum.

Cpok LeNCcTBUA Ballen MLeH3nun CKOPO 3aKOHYUTCA: NPM3HAKOM 3TOM I'IDO6}'IeMbI ABNAEGTCA nNosaB/aeHne
BOCKNMLATE/IbHOI0 3HaKa B 3HAYKe COCTOAHMS 3alUuThl. [Toc/ie OKOHYaHKMsa cpoka NEeNCTBUS NTNLEH3NN nporpamMmma
B0/blle HE CMOXET BbINMOJIHATb 0OHOBEHMS, @ 3HAYOK COCTOSIHMSA 3aLUMTbI CTAHeT KpaCHbIM.

CPOK AEﬁCTBVIFI NNLUEH3NUN UCTEK: NPpU BO3HNKHOBEHNN 3TOM I'IpO6fI€MbI 3Ha4YOK COCTOAHUSA 3alLNTbl CTAHOBUTCA
KpaCHbIM. C>3TOoro momeHTa nporpamMmma 60/1blle He CMOXKET BbIMOMHATb OOHOBAEHMUS. PEKOMEH,D,\/QTCH BbIMOJ/THNTb
MHCTPYKUMW B OKHE npeaynpexaeHna anda npogneHna nnueH3nn.

Ecnm npefnodKeHHble pelleHns He MO3BOJISIOT YCTpaHUTb npobiemy, BbibepuTte nyHKT CnpaBka v noaaepXxkKa /s
[oCTyna K pamnam CnpaBkmM UK Noucka B 6ase 3HaHWW. ECin ske npobaemMy yCTpaHUTb NO-NPexXHeMy He yaaeTcs,
MO>XHO OTMPAaBUTb 3aMpoC B U1y>XXOy Noaaep>KKm KnneHToB ESET. Cneumannctbl cy>kbbl noaAep>KKN KNMeHTOoB ESET
OrnepaTmMBHO OTBETAT HA BALLUM BOMPOChl U MOMOTYT HAUTW peLLeHue.

3.3 HacTtpounka o6HOBNEeHUN

O6HOoBMeHWe 6a3bl AAHHbIX CUFHATYP BUPYCOB M KOMMOHEHTOB MPOrpaMMbl SB/ISIETCS BAKHENLLEN YacTbio
obecnevyeHns NOMHOM 3aLUMTbl KOMMbIOTEPA OT 3/I0HAMEPeHHOro Koaa. Yaenute 0ocobeHHoe BHUMaHMe U3yYeHUIo
KOHGUIYpPUPOBaHMA 1 paboTbl 3TOrO npouecca. B rnaBHOM MeHo BbibepuTe nyHKT O6HOBAEHME, NOC/1e Yero
HaXXKMUTe O6HOBUTb 623y AaHHbIX CATHATYP BUPYCOB B OCHOBHOM OKHE, HTOObI MPOBEPUTL Ha/TMUMe 60onee HOBbIX
06HOBMEHUI Ba3bl JaHHbIX.

Ecnm vms nosib3oBaTensa v naposb He BBOAWANCH B NpoLLecce YyCTaHOBKM UK akTmeaumm ESET Smart Security, Ha 3ToMm
aTane 6yaeT NpeanoXKeHO yKasaTb UX.

‘= ESET Srnart Security EI
ESET SMART SECURITY S
OBHoBNEHNE
/i‘ [nagHan

basa gaHHBIX BUPYCHBIX CUTHATYP.

0 CranumpoeaHue MK

b OBHOENEHKE
By MocnegHes yonewroe oBiosneqne: 22,7, 2011 10:11:19
ﬁ Hacpoiika Bepcua Basel gaHHbI curHatyp enpycos: 6268 (20110705)

i OBHOBMTE Basy AaHHbIX CUTHATYR BMPYCOB
‘b Ycranoeka oBHoBneHnA He Tpebyerca — Gasa JaHHbIX CHIHATYP BUPYCOE aKTyankHa,

% CnyxeBHbIe NpOrpammel
% AKTMBEaLWA NporpamMmil

Mporpamma HEe aKTWMENPOEaHA, AKTWEALWA NPOrPamMMel..,

0 CNpaeka | NoALepKKE

¥cTanoenenHan sepeun ESET Smart Security:  5.0.90.7
JoctynHan sepeua ESET Smart Security: MpoeepuTe

(es[5y
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B OKHe «[JonOJIHUTE/IbHbIE HACTPOMKM» (BbIGEpUTE NMYHKT HacTpoMKa B r1aBHOM MEH!0, MOC/1e Yero HAXKMUTe
MepenTu K A,0MOHUTENbHBIM HACTPOMKaM WK F5 Ha KNaBMaType) COAEPIKATCSA paCLUMPEHHbIe MapaMeTpbl
06HOBIEHNS. HaxkMUTe O6HOBIEHUE B IepEBE PACLUMPEHHbIX MAapaMeTpOB B JIEBOI YACTW OKHA. B packpbiBatoLemcs
MeHto CepBep 06HOBJIEHU [,0/1)KeH 6biTb BbI6paH NyHKT BbiIBUpaTb aBTOMATU4eCKU. )19 KOHOUIYpUpoBaHus
PaCLUMPEHHbIX MAPAMETPOB 06HOBIEHWI, TAKMX KAk PEXUM 0O6HOBJIEHMS, LOCTYMN Yepe3 NpoKCU-CepBep U
NOAK/THOYEHNS K TOKA/IbHOM CETU, HAKMUTE KHOTKY HacTpownka....

‘= ESET Smart Security @
L ONONHUTENBHEIE HACTPOIKN
-l KomnstoTep BiGpaHHeit npodwine:
- Ceme [Moﬁ npodwne v] [ poduni. .. ]

-4 VHTEPHET W INEKTPOHHASA NOYTa
- PoauTenscowmil koHTpons
(&) OBHoEnEHMe Cepsep ofHoEneHMii:

OBHOBMTL HACTPOHKK BeIBpaHHoro npoduna

O-B-E-E-8

- ObHoBneHNe BrifMpaTE SETOMaTHUECKA MzmMeHUTE. ..
9 CnymebHie nporpanms!
-l WHTepdeiic

E-E

WMA nonbzoBaTenA: MNapone:
EAV-12345678 LLITITTT LY

(@ Perynsproe ofiosnenne  (C) TecTosoe ofiHosneme

JononHUTENLHEIE HACTPOIKK 0BHOBNEHMA: HacTpoiika. ..
OUMCTHTE k3w oBHoBNEHWA; QuncTnTe

[ He oTofpaxaTs yeeaoMnerie of yoewHoM oBHOBNEHIM

[ '@'OK ][ OTMeHa ][I'Iomonqanmo

3.4 HacTpowmka npokcu-cepsepa

Ecnn ons ynpaeneHus NoAKI0UYEHUAMN K VIHTEPHETY Ha KOMMbloTepe, Ha KOTOPOM Mcnosib3yeTcs ESET Smart
Security, MpYMeHSeTCa NPOKCK-CEPBEP, 3TO A0/KHO 6bITb YKa3aHo B pasaene «JonoaHUTebHbIe HACTPOMKMY. Ang
[0CTYNa K OKHY KOHOUIYpUpOBaHMA MPOKCU-CEPBEPA HAXKMUTE KaBuLly F5, 4To6bl OTKPbITb OKHO
«[JONONIHUTEIbHbIE HACTPOMKN» U BbiGepuTe NyHKTbl Cy>ke6Hble NnporpamMmbl > MpoKcU-cepBep B AepeBe
PacLUMPEeHHbIX MapameTpoB. BbibepuTe BapraHT Mcnosib3oBaTh NPOKCU-CepBep, a 3aTeM 3ano/iHuTe nons Mpokcu-
cepiep (IP-agpec) v MopT. Mpy HEOBXOAMMOCTIN yCTaHOBUTE GNKOK AyTEHTUUKALMA HA NMPOKCU-CEpBepe, a
3aTeM 3anosHuTe nosis Umsa nonbsoBatena v Maposb.

‘= ESET Smart Security @
JononHWTeNbHIe HACTPOAKK (esy
(- B KomnbtoTep Mporcu-cepeep
W Cets Mcnonb30BaTe NPoKoM-CEPEED
; -4l VHTEPHET 1 BJ:IEKTDDHHEH no4Ta Fermmeerres: Mopr:
-4 PoAnTenbCkMit KOHTpans
(%) DfHosneHve 192.168.1.1 3128
%‘ C”"""Eﬁ”"'e nporpaHs! AYTEHTHHUKALMA Ha NPOKCU-CEPBEPE
DaEANbl KypHaNa
Wma nonb3oBaTens: MNaponk:
MNpokcou-cepeep
ol KapaHTuH
ESET Live Grid
; CHCTEMHBIE DBHOBNEHMA Ha#iTh npokou-cepeep
[ [WErHOCTHKE
----- B HTepdeiic nonssoEaTeNA
-5 MHTepdelic
[ @DK ] [ OTMeHa ] [ Mo yMonyaHuo ]

Ecnn aTa nHdopmaums HegoCTyMHA, MOXKHO Nonpo60BaTh aBTOMATMYECKN 06HAPYXKUTb NApaMeTpbl MPOKCU-
cepBepa, HakaB KHOMKY HanTu npokcu-cepeep.
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MPUMEYAHMUE. MapameTpbl NpoOKCU-CepBepa A5 pasinyHbIX Npoduier 06HOBAEHNS MOTYT 6bITb Pa3HbIMU. B 3TOM
a1yyae cnefyeTt CKoHGUrypupoBaTh pasHble Npoduan 06HOBAEHWS B pasaene «[JonOHNTe/IbHbIe HACTPOVIKMY,
BbI6paB 419 3TOro NyHKT «OBHOBAEHME» B AepeBe paClLUMPeHHbIX MAapaMeTpoB.

3.5 3awwmTa HacTpoek

MapameTpbl ESET Smart Security MOryT MMeTb 60/1bLLIOE 3HAYEeHME C TOUYKM 3PEHUS MOSTNT KM 6€30MacHOCT K.
HecaHKLMOHNPOBAHHOE N3MEHEH Ve NapaMeTPOB MOXET HapYLWNTb CTAaBUIbHOCTb PabOTbl CUCTEMBI M 0C1ABUTD ee
3aWmTy. 19 3alMTbl YCTAHOBOYHbIX NApaMeTpPOB Napo/ieM B r/TaBHOM MeHIO BbibepuTe HacTpownka > MepeiTu K
[OMOJIHNTE/IbHbIM HAaCTpoMKaM... > UHTepdenic > HacTponka goctyna, ycraHoBuTe Gpaaxok MapameTpbl
3alLMLLEeHbl MApoJieM 1 HAXXMUTEe KHOMKy HacTporka napons....

= ESET Smart Security

dononHuTeneHele HACTPONKK

-l KomnetoTep

i Ceto

-ig VHTEPHET W 3NEKTPOHHEA NoYTa
- ¢ PoaMTENLCKWA KOHTPONE

(3 OBHoEREHME

-3 CnywebHele Nporpammsl

-l MHTepdelic

: Mpadmka

MNpeaynpexaeHHs U YBELOMAEHNRA
CKPBITEIE OKHE YEELOMNEHWA
; KOHTEKCTHOE MEHID

- Wrposoi pexmm

[ | meSal
(es[Ey

MapameTpel AocTyna
3aWNTa YCTEHOBO4HBIX MaPaMETpoB
MorHO 33WMTHTE NapoNeM NapaMeTPhl OT HEXENATENbHOr0 M3MEHEHKHA
NONLE30BaTENAMH.

MNapameTpel He 3alMLLEHE] NaPONEM,

[ 3aumTiTh NapameTpe! naponem

Mpaea nonesoBaTens
[NA M3MEHEHWA HEKOTOPLIX NAPAMETPOE MOTYT NoTPefoBaTHCA NPaBa aaMMHUCTPATOPE.

TpebyeTca NonHeIR Habop NPas aAMWHWCTPETOPE ANA OrPEHHYEHHEIX YYETHEIX
3aNMCel aAMMHUCTPETOPE

MoKasbiBaTh AMANoroB0e OKHO BPEMEHM CXRMAAHWA 33LMTHI

[ @lgﬁ ][ OTHEHE HI‘Io monanwo]

BBeauTe naposb B Noss HoBbiv napoJib 1 MofTBEPAUTBL HOBbIM Naposib Y HAKMUTE KHOMKY OK. 3TOoT naponb byaeT
Heobxo4uM A/ BHeCeHMs B byayuiem ntobbix mameHeHnr B ESET Smart Security.



3.6 HacTtpowka aoBepeHHOMW 30Hbl

Heobxoanmo ckoHOUrypmpoBaTb LOBEPEHHYO 30HY A1 3aLMThl KOMMbOTEpa B CETEBOW cpefe. HacTpownka
[lOBepeHHOW 30Hbl A4/15 pa3peLleHns 0bLero AocTyna AaeT BO3MOXHOCTb NpefoCTaBUTb AOCTYN APYTUM
nosb3oBaTeNnsM K kKoMnbtoTepy. HaxxmnTe Hactponka > CeTb > M3MeHUTb peXXnm ceTteBor 6e30nacHoOCTU
KOMMbloTepa.... Ha 3KkpaH 6yaeT BbiBeAEHO OKHO, MO3BOSIOLLEE BbIOPATb HY>KHbIN PeXXnM 6e30nacHOCTU
KOMMbOTEpa CeTH.

O6Hapy>KeHMe OBEPEHHOM 30HbI MPONCXOANT NOCIe yCTaHOBKM ESET Smart Security 1 npm KakA0oM NOAK/THOHYEHNN
KOMMbIOTEPA K HOBOW CETU. TakuM 06pa3om, 06bIHHO HET HEOHXOAMMOCTM 334aBaTb AOBEPEHHYIO 30HY. 10
YMOIYaHMIO MPU 06HAPY>KEHMM HOBOM 30Hbl HA 3KPaH BbIBOAUTCA AMANI0N0BOE OKHO, MO3BO/ISKOLLIEE HACTPOUTD
YPOBEHb 3aLLMTbI AJ15 3TOWN 30HbI.

ESET Smart Security 5

o OEHEPY}KEHD HOBOE CETEBOE NoAKAKUYEeHNE

BriGepuTe pexnm BE30NaCHOCTH KOMNBIOTEPE B CETIL

MoaceTs: 10.1.100.0 f 255.255.255.0
Paclumpenne DMS: hg.eset.com
Appec DHCP: 10.1.96.10

'@ TwarensHan sawmra — ceTe oberc
n NoAL30BaHMA

KomneroTep He ByAET A0CTyNEH 4NA APYTIX
KOMMBHOTEPOE B CETH (HANPUMEP, © APYTIAX
KOMMBHOTEROB B CETH HE ByayT BMgHbI ero obuime
nanku n npuHTepsn). Mpumepom Takoro
NOAKNYEHUA ABNAETCA CETh 0BLLErD NONL3OBAHWA,

'@ PaspewnTs 0buMiA gocTyn — JoMaLUHAR CETE
rﬂ Komnetotep nonezosatenn Gyaet AocTyneH gna

ApYTVX KOMMEBHTEPOE B CETH (Hanpumep, cbwne
nanku n NpuHTEpE! GyAYT BMAHBI C APYTIX

KOMMNBHOTEQOE B CETHJ. HpHMEpDM NoAKNHYEHNA
TaKoro TMNa ABAAETCA ACMALLHAR MK DqJHCHER CETh.

BriGpaHHBId pEXiM MOXHD H3MEHWTE NOSAHEE B pasgene "HacTpofka” (i
AononHNTENEHEIE HACTRORKH. ..

| Otmena |

4

MpedynpexxdeHue. HenpasuabHas HACTPOKKA JOBEPEHHOM 30HbI MOXKET MOB/1eYb 32 COBOM CHMXKEHME YPOBHS
6e30nacHOCTM KOMMbOTEpPA.

MPUMEYAHMUE. Mo ymMO4aHMO paboyme CTaHUMM U3 LOBEPEHHOM 30HbI MOJIyYaT AOCTYN K daninam v npuHTepam,
019 KOTOPbIX OTKPbIT 06LWMIM AOCTYN, A/ HUX pa3peLleHbl Bxoaswme coeanHernsa RPC, a Takke AoCTynHa aiykba
yAaneHHoro paboyero crona.
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4. Pab6oTta c ESET Smart Security

MapameTpbl HacTporikn ESET Smart Security AalOT NONb30BaTEH0 BO3MOXXHOCTb HACTPaMBaTh YPOBEHb 3aALLMTbI
KOMMbloTepa 1 CeTu.

‘= ESET Srnart Security

'_E)'_ I CSARAADTSECIIDITVE

naeHan

CranupoeaHue MK

QGHOENEHNE

Hactpoiika

CnykeBHbIE NporpaMmel

QXK@ O =

Cnpaeka 1 NoAgaepxka

Hactpoiika

Hacrpoiika

&€ 4

E?

Komnetotep

3ELI.I,I.'1TE B PEKMME pPEANBHOTD EPEMEHN
CncTema NpejoTEpaLLEHNA ETOPHXEHNIA Ha y3en
Mrpoeoi pexim

CeTb
MepcoHaneHbli dakepeon

HHTEDHET M INEKTPDOHHGA NOoJTa
3almTa 4oCTyNa B MHTEPHET

3aLyMTa NOYTOBOrD KNWEHTA

3ELMTE OT CNama

POAMTENBCKWIA KOHTPOL
Poantensckni konTpone

AKTUBaLMA NpOrpamMMeL...
MmnopT u 3KCNopT NapameTpoE..,

MepedTh K 40NCAHATENBHBIM HACTRORKM. .

(o8 =]

' BrnrodeHa
' BrnrodeHa
OTknroyeH

" BrnroueH

+ BrntodeHa
+ BrntodeHa
' BrnrodeHa

" BrnroueH

MeHto HacTpoika coaepXxuT cieaytoLme napaMmeTpsbl.

KomnbioTep
CeTb

° MHTepHeT N 3N1eKTPOHHaA NoYTa

e PoauTeNbCKUM KOHTPO/b

Bbl6epMTe 3aLLUMTHbIV MoAynb, AONONTHUTE/IbHbIE€ MapaMeTpbl KOTOPOTO HeobxoaMMO HaCTpOUTb.

B HaCTpOl7IKaX 3dlnTbI KOMI'IbI-OTep MO>XHO BK/1KOYATb M OTK/IHOYAaTb cieayrouime KOMMNOHEHTHI.

A pazzene CeTb MOXHO BKIOYaTb M OTK/ItO4ATb MepcoHanbHbli ¢paepeon.
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3awmTa $panIoBOM CUCTEMbI B peXKMMe peasibHOro BpeMeHU : BCe han/ibl CKAHUPYIOTCA HA HATUYMe

BpeaoOHOCHOIo Koaa BO BpeMs X OTKPbITUSA, CO30aHNA U 3anyCKa.

3aWmTa A,0KYMEHTOB - GYHKLMA 3aLLMTbl JOKYMEHTOB CKaHMpYyeT AokyMeHTbl Microsoft Office nepen nx
OTKPbITUEM, & TaKXKe NpoBepseT dhan/ibl, aBTOMATUYECKM 3arpyykaeMble 6pay3epom Internet Explorer, Takme Kak

3nemMeHTbl Microsoft ActiveX.

CucTtemMa rnpegoTBpaLLEHNsA BTOPXXEHUIA Ha y3en ;| CUCTeMa NpefoTBpaLleH s BTOPXKEHWUIA Ha Y3e/ OTCIeXMBaeT
CO6bITUNA B ONEPALMOHHOM CUCTEME 1 pearupyeT Ha HUX B COOTBETCTBUM C UMEIOLLMMCA HabOpOM NpaBus.
MrpoBoi peXXuM : BK/T0YaeT UK OTK/IH0YAET UrPOBOM PEXMM. MOC/Ie BKTHOYEHWUS UTPOBOTO PEXIMMA Ha SKpaH
6yaeT BbiBeAEHO Npeaynpexaatollee cooblieHme (BO3MOXXHasa yrpo3a A1 6e30nacHoCTH), a Ang obopMaeHNns
rNaBHOroO OKHa 6yAeT NPUMEHEH XKENTbIN LBET.




B HaCTpOVIKaX 3dlnThbI MHTepHeT N 3N1eKTPOHHad NoYTa MO>XXHO BK/1KOYaTbh M OTK/IHO4YAaTh dieayoume KOMMNOHEHThI.

e 3awmTa goctyna B UHTepHeT : Npu BKJIHOYEHWM 3TOrO napameTpa Becb Tpaduk no npotokonam HTTP n HTTPS
nposepseTcs Ha npeaMeT Haludna BpefoHOCHbBIX MPporpamMm.

e 3awMTa NOYTOBOrO K/IMEHTA: 3aLLUMTa 3/1eKTPOHHOM NOYTbl 06ecneymBaeT KOHTPOIb OOMeHa AAHHbIMM MO
npotokonam POP3 u IMAP.

e 3awmMTa OT CNama : CKaHWPYIOTCS HeXKeNlaTeslbHble COOOLLEHNS, T. e. CnaMm.

Paspen PoanTenbCkmii KOHTPOAb MO3BO/ISIET BKIKOYATH M OTKIKOHATb POAUTENBCKUA KOHTPOAb. POAUTENbCKUN
KOHTPOJ1b N03B0O1SeT 6JIOKMPOBATb CaWThl, HA KOTOPbIX MOTYT ObITb MOTEHLMA/IbHO HeXenaTe/bHble MaTepualibl.
Kpome Toro, poautenm MOoryT 3anpewaTtb 4OCTYN K NpeaBapuUTeNibHO 334aHHbIM KaTeropmsam Beb-cantos (8o 20
KaTeropum).

NMPUMEYAHMUE. Pazpen «3almra JOKYMEHTOB» OTOHOPaXKAeTCs Ha 3KpaHe NoCie akTMBaL MM NapamMeTpa B pasgene
MNepenTu K J,0NOJHUTE/NbHBIM HACTPOMKaM... (F5) > KomnbioTep > 3awmTa OT BUPYCOB U LUMMOHCKMX NMpOrpamMm >
3awmTa J,0KYMEHTOB > UHTerpaumus ¢ cucteMom. To Xke OTHOCUTCA K pasaeny PoanTenbCKUn KOHTPOJ/Ib B
[ONOSTHUTE/bHbBIX HACTPOMKAX, AN AOCTYNA K KOTOPOMY NPUMEHSETCS COOTBETCTBY LM Ny Th.

Ecnum HaxkaTb BKIlOYEHO, Ha 3KpaH 6\/}J,ET BblBeeHO AMa/ioroBoe OKHO BpeMeHHO OTKIIUYUTb 3alnUTy. Haxkmute
OK, 4TOObI OTK/THOYNUTb BblAENEHHbI KOMMOHEHT obecnevyeHms 6e30nacHOCT . PackpbiBatoLlleecd MeHio Bpems
npegcraBidgeT nepmnod BpemMeHn, Ha KOTopoe 6y,£l,€T OTKNHO4YeH Bbl6paHHbII7I KOMMOHEHT.

BpemeHHD oTKNHOHNTE 33LLNTY @

Bpema: l 10 MaHYT VI

BpEMEHHD OTKMKOUEET 3EWMTY Ha BRIBPEHHEIR Neprog
BpEMEHM, MOCTORHHD OTKMKOHMTE SALLMTY MOKHO,
BOCMONL30BABIWMCE PACLUMPEHHEIMK MAPaMETPaMH,

[ Ok ] ’ OTMeHa ]

[Jng NnOBTOPHOIO BKJTHOYEHUS 3aLLMTbl C MOMOLLbIO OTK/1HOYEHHOIO KOMMOHEeHTa 6e30MacHOCTM HAXKMUTe OTKIHOYEHO.

MPUMEYAHME. MNMpwn OTKIOYEHUN 3aLUTBI TAKUM METOA0M BCE OTK/THOUYEHHbIE KOMMOHEHTbI 3aLnTbl 6yayT
NMOBTOPHO BKJ/TKOYEHbI MOC/1e nepes3arpys3ky KOMMbloTepa.

B HM>KHEN YacT 1 OKHA HAaCT pOWKM eCTb AOMOIHUTEIbHbIE NApaMeTpbl. HaXKMUTe CCbiIky AKTUBaLUSA NPOrpaMmMbil...,
4TOObI OTKPbITh GOPMY perncTpanymm, B KOTOpOW Bbl CMOXKETE aKTUBMPOBATb CBOW MPOrpaMMHbIA MPOAYKT
obecneyeHnsa 6ezonacHoCT ESET, nocie Y4ero Nnoay4mTe no 3N1eKTPOHHOM NoYTe COOBLIEHME C AAHHBIMMN
ayTeHTudMKaumm (MM Noab3oBaTens M Nnaposb). PyHKUMS UMNOPT U 3KCMOPT NapaMeTpPoB... MO3BOSET 3arpy3unTb
napameTpbl HACTPOWKK 13 dpanna KkoHGUrypaumm B dopmate XML nam COXpaHnTb TeKyLme napameTpbl HACTPOMKM B
dann KoHOUrypaumn.
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4.1 KomnbioTep

KoHbUrypaumsa 3awmtbl KOMAbOTEpPa A0CTYMNHA B 061acTK HacTporka, KOTopas MOSBASeTCA NPy HAXKATUK
3arosioBka KomnbroTep. B 3TOM OKHe npeAcTaBfieHa kpaTkas MHdopmauma 060 BCex MOAYAAX 3aLUMTbl. YTO6bI
BPEMEHHO OTKJTHOYUTb OTAENbHbI MOAY/b, HKMUTE KHOMKY OTKAOYUTb MO HA3BaHMEM HYXKHOTO MOAYA.
O6paTuTe BHUMaHMe, 4TO Npm 3ToM byaeT ocnabnieHa 3alwmra Balero KoMmnotoTepa. YTobbl OTKpbITh NOAPOGHbIE
napameTpbl 415 1060ro 13 Mogyneun, HKMUTe KHonky HacTpouTb....

HaxmuTe U3SMEHUTb UCKTHOYEHUS..., YTOObI OTKPbITh OKHO HACTPOVIKM UCKJTIOYEHWIN, B KOTOPOM MOXHO UCK/TIOUNTb
dannbl 1 NanKu 13 CKAHMPOBAHWSA, BbIMOTHAEMOrO B paMKax 3aLLUMTbl OT BUPYCOB.

‘ ESET Smart Security [ -G ]

'_E)l_l CSARAADTSECIIDITVE

4 Hacrpoiika * Komnetotep
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HactpouTe...
il . VI3MEHNTE MCKHOHEHNA, .
ﬁ Hactpoiika
CucTema NpefoTEpALLEHNA BTOPXEHNIA Ha y3en + BintodeHa
% CykeBHble Nporpammbl Hacrpoute...
Wrpoeci pexim OTinroyeH
o CHPEBKE W NOLOEDKES BrnrounTe

oy, ¥ BpemenHo OTKNIOUMTE 33LUMTY OT BUPYCOE M LUMWGHCKIK NPCrpamm
HacTpolika cKaHMpOBaHWA KOMMBIOTERE. .

(es[5y

BpeMeHHO OTKJ/II04YUTb 3aWUTY OT BUPYCOB U LWUINMUOHCKUX NPOrpaMM: OTK/KOYEHME BCEX MOAY/TEN 3aLLMTbI OT
BMPYCOB U LUMUOHCKMX NMpOorpaMmm. Ha akpaH BbIBOAUTCS AMa/10r0BOEe OKHO BpeMeHHO OTKJ/IIUYUNTDb 3aLUTy C
pacKpbIBAOLWMMCS MEHIO Bpems. PackpbliBatoLLeecss MeH0 Bpems npeacTaBnseT nepunog BpeMeHu, Ha KoTopoe byaeT
OTK/tOYeHa 3awmTa. Haxxmute kHonky OK ong nogteep xaeHuvs.

HacTpoiika cKaHMpOBaHUSA KOMMbIOTEPA.... HAXKMUTE 3[1eCb, YTO6bI HACTPOUTb NapaMeTpbl CKAHMPOBAHNSA MO
TpeboBaHMIO (CKaHMPOBaHWUSA, 3aMyCKAEMOTO BPYYHYIO).

4.1.1 3awmTa OT BUPYCOB U LUMUOHCKUX NpOorpamMm

3almTa oT BMPYCOB M LLIMMOHCKUX MPOrpaMM NpeaoTBpallaeT BpeAoHOCHbIE aTakn Ha KOMMbOTep NyTeM KOHTPO/iA
®annoB, 31eKTPOHHOM MNOYTbl M 06MEHA AaHHbIMK Yepe3 IHTepHeT. ECin 06Hapy>KMBaeTca coepykallas
3/T0HAMEPEHHbIN KO Yrpo3a, MOy /b 3aLLMTbl OT BUPYCOB MOXET 06€3BpeaunTh ee, CHa4yana 3ab/10kMpoBaB, a 3aTeM
OYMCTUB, YOANMB UM NMEPEMECTMB Ha KApaHTUH.
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4.1.1.1 3awwmTa ¢panioBOM CUCTEMbI B peXnme peasibHOro BpeMeHm

OyHKUMS 33T bl GANN0BON CUCTEMbI B PEXMME PeasibHOrO BPEMEHN KOHTPOIMPYeT BCe COBbITUSI B CUCTEME,
OTHOCALLMECS K 3aLLMTe OT BUPYCOB. BCe dansibl CKAHMPYIOTCA HA HATMYKMe 3/I0HAMEPEHHOTO KOAA B MOMEHT UX
OTKPbITUA, CO34AHNSA UK 3aMyCKa. 3amMTa Gan0BOM CUCTEMbI B PEXKMME PeasibHOro BpeMeHM 3anyckaeTcs npum
3arpysKe onepaLmoHHON CUCTEMDbI.

3awmTa GannoBom CUCTEMbI B PEXMME peasibHOro BpEMEHM MPOBEPSIET BCE TUMbl HOCUTENEN U 3amnyCKaeTcs
pasnnyHbIMU CO6bITI/IFIMI/I, TaKNMW KaK gOCTyMn K ¢al7lj'l\/. 3a cyYeT UCMoJ1b30BaHUSA MeTon0oB o6Hapy>|<eHv|s=| TexHonormm
ThreatSense (Kak onmMcaHo B pasgese HacTpomka napameTpoB Moayas ThreatSense) 3awwmra ¢GanioBOn CUCTEMbI B
pexXXnme pea/ZlbHOro BpemMeHn MoXKeT ObITb pa3H0|7| 015 BHOBb CO3aBaeMblX 1 y>Ke CyLLeCTBYOLWMX ¢al7IJ'IOB. ,ﬂ,}'lﬂ
BHOBb CO3[aHHbIX Gan0B BO3MOXKHO NpuUMeHeHMe 6oee rnyboKoro ypoBHS KOHTPOS.

[N CHAKEHNA BAUAHMSA HA NPOM3BOAMTENIbHOCTb KOMTbOTEPA NPY UCMOb30BAHUM 3aLLMUTbI B PEXMME PeanbHOro
BpeMeHu dhanbl, KOTOPbIE YXKe CKAHMPOBAINCh, HE CKAHUPYHOTCA MOBTOPHO, MNOKa He 6yAyT N3MeHeHbl. Daisbl
CKaHMPYOTCA MOBTOPHO Cpasy Nnocsie Kaaoro 06HOBAeHNs 6a3bl AaHHbIX CUrHATYP BMPYCOB. Takoe NoseaeHue
KOH®UIypMpYeTca C UCNO/b30BaHMEM ONTUMMU3aLLMM Smart. EC1M OHa OTKH0YEHa, BCe Gai/ibl CKaHMPYOTCS
Kakbl pa3 Npu fOCTyne K HUM. 15 M3MEHEHWS 3TOro napameTpa HakMuTe F5, YTO6bl OTKPbITb OKHO
«[JONONHUTENbHbIE HACTPOWKMY, U NepenanTe K pasaeny KomnbioTep > 3aliuTa oT BUPYCOB U LUMMOHCKUX
nporpamMmm > 3awuTa ¢painaoBoi CUCTEMbI B peXXUMe peasibHOro BpeMeHu [epeBa paclliMpeHHblX NapaMeTpos.
3aTeM HaXKMUTe KHOMKy HacTpomka... paaoM C nyHKToM HacTpoika napaMeTpoB moayns ThreatSense, HaKMUTe
Lpyroe v CHUIMUTE UM yCTaHOBUTE GNAXKOK BKIKOYUTb ONTMMU3aLMIO Smart.

Mo yMONYaHMIO GYHKLMSA 3aLLMT bl B PeXKMMe PeasibHOro BpeMeHW 3anyckaeTcs NpuY 3arpy3ke CUCTeMbI 1
obecrneynBaeT NOCTOSAHHOE CKAHMPOBaHMe. B 0cobbix cyyasx (Hanpumep, B c1yyae KOHOAMKTA C A4PYrMM MOAYIEM
CKaHWPOBAHMSA B peXMMe peasibHOro BpemeHu) 3awmty GannoBom CUCTEMbI B peXKMe peasibHOro BpEMEHM MOXKHO

OCTaHOBWTb, CHAB G1AXKOK ABTOMAaTUYeCKU 3anycK 3amThbl panioBor CUCTEMbI B PEXMUME peasibHOro BPeMEHM.

# ESET Smart Security

R =
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H-- . MHTepdeic

4 1 2

[ I@"OK ][ OTmMeHa ][I‘Iomonanwo

4.1.1.1.1 Hocutenu anga ckaHMpoBaHus

M0 YMOMYAHMIO HA HANTNYME BO3MOXKHBIX YIPO3 CKAHMPYHOTCS BCE TUMbI HOCUTENEN.
JlokanbHble AUCKU: KOHTPOTMPYIOTCA BCE XXECTKME AUCKK, CYLLEeCTBYOLLME B CUCTEME.
CbeMHble HOCUTeNU: AUCKETbI, KOMNAKT-/DVD-anckm, USB-yCTpOMCTBA XPaAHEHUA U T. .
CeTeBble AUCKN: CKAHUPYIOTCSA BCE COMOCTaB/IEHHbIE ANCKU.

PekomeHayeTca 0CTaBUTb NapamMeTpbl N0 YMOYaHMIO, @ USMEHATb X TOJTbKO B 0CobbIX cany4dasx (Hanpvu\/lep, eain
CKaHMpOBaHWe ornpeaeneHHbIX HoCUTenen npmMBOANT K 3HAYNTE/IbHOMY 3aMe1eHNIO obmeHa OAHHBIMM).
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4.1.1.1.2 CkaHunpoBaTb Npu (CKAHNpOBaHUe NpU onpeaesieHHbIX YCI0BUSAX)

Mo yMoa4aHuo Bce Garsbl CKAHWUPYIOTCS MPU OTKPLITUM, CO3A4AHUN UITN UCTIOSTHEHUW. PEKOMEHAYETCS HE U3MEHATb
HaCTPOWKM MO YMOJTHAHMIO, MOCKO/IbKY OHM 06eCneunBaloT MakCMMabHYO 3aLMTY KOMMbOTEPA B peXKMe
peasibHOro BpeMeHMU.

OTKpbITUE parna: BKTIOHYEHNE M OTK/THOYEHME CKAHMPOBAHWSA OTKPbIBaeMbIX GanIoB.

CospaHue panna: BKIOYaeT M OTKAKOYaeT CKaHNPOBaHME CO34aHHbIX UKW M3MeHeHHbIX GanioB.
NcnonHeHue panna: BKIOUEHWE U OTKTHOUYEHME CKAHMPOBAHMWSA UCNOMHAEMbIX GalioB.

[ocTyn K AUCKEeTe: BK/IIOYAET M OTK/TH0YAET NPOLLEeCcC CKAHMPOBAHUSA MpU 06paLLEHMN K AUCKOBOAY .

BbikntoyeHue KOoMMnbkOTEpA: BK/TlOHeHMe M OTK/TK0YeHKMe NpoBepKK 3arpy3oyHblX CEKTOPOB >KeCTKOro agncka npu
BblIKNKOYEeHUN KOMMNbOTEPA. XoT4 3arpy304Hble BUPYCbl B HACTOALLee BpeM4d BCTpedatoTCd peako, pekoMmeHayeTcs
OCTaBUTb 3TKN ¢na>|<|<v| YCTAHOBJ/IEHHbIMW, TaK KaK Mo-rfpeXXHeMy CyLlecTByeT BEpOATHOCTb 3apaXXeHUd Taknm
BMPYCOM M3 a/ibTepHATMBHOIO UCTOYHUKA.

4.1.1.1.3 PacwupeHHble napamMeTpbl CKAHUPOBAHUA

Bonee noapo6Hble NapaMeTpbl HACTPOMKN MOXKHO HAMTW B pa3aene KomnbroTep > 3alimMTa oOT BUPYCOB U
LUNMMOHCKUX NporpamMm > 3awmTa ¢pansioBoin CUCTEMbI B peXXMMe peasibHOro BpemMeHu > [Lono/IHUTesbHble
HaCTPOMKMN.

[ononHuTenbHble NapamMeTpbl MoAy /A ThreatSense 419 HOBbIX M U3MEHEHHbIX Gpai/IoB: BEPOATHOCTb 3apaXKEHNS
BHOBb CO3AHHbIX UM M3MEHEHHbIX HalI0B BblILLE MO CPABHEHMIO C aHAIOTMYHBIM MOKa3aTeeM A9 CyLLECT By OLMX
®annos. IMeHHO NO3TOMy NporpaMmMa NpoBepseT 3T Gaisbl C LONONHUTENbHLIMM NapaMeTpamMm CKAHUPOBAHMA.
BmecTe C 06bIYHbIMUY METOAAMM CKAHUPOBAHMSA, OCHOBAHHbLIMMW Ha CUrHATYpax, MPUMEHSAETCSA paclUMpeHHas
3BPUCTMKA, HYTO 3HAYUTEBHO Y/IYHLIAET YPOBEHb 06HAPYKEHMS, MOCKObKY 3BPUCTUYECKNA aHANN3 AenaeT
BO3MOXXHbIM 06HAPY>KEHME HOBbIX YrPO3 eLLe A0 BbiMyCka 06HOBAEHWI 6a3bl AAHHbIX CUrHATYP BUPYCOB. B
[0MO/IHEHWE KO BHOBb CO3/aHHbIM haliiaM BbIMOHAETCA TaKXKe CKaHMPOBAHME CAMOPACMakoBblBatOLLMXCA Hannos (.
sfX) 1 yNaKOBLUMKOB (MCMOSHAEMbIX GANI0B C BHYTPEHHUM OKaTnem). Mo yMOTUYAHNIO MPOBEPAOTCA apXMBbI C
rNy6UHOM BNOXEHHOCTM A0 10 HE3aBMCMMO OT MX GAKTUYECKoro pasmepa. s M3MeHeH s NapaMeTpoB
CKAHMPOBaHMA apXMBOB CHUMUTE GNAKOK MapamMeTpbl CKAHUPOBAHUSA apXUBa MO YMOIYAHUIO.

[ononHuTtenbHble NnapameTpbl Moy ThreatSense Ang ncnosiHsemMbix GpansioB: N0 YMOIYAHMIO paclunpeHHas
3BPUCTMKA HE MPUMEHSAETCS NPU UCNONHEHUU GarnnoB. OAHAKO B HEKOTOPbIX CTy4aeB 3TOT NapamMeTp MOXeT ObiTb
HY>XKHO BKKOUYMTb (YCTaHOBMB GpaXKOK PaclumpeHHas 3BpucTuKa 3anycka ¢annos). ObpaTuTe BHUMAHMWeE, 4TO
dYHKLMM pacLUMPEHHOM 3BPUCTUKM MOTYT 3aMeAINTb BbIMOHEHNE HEKOTOPbIX MPOrpamMM 13-3a MOBbILLEHMS
TpeboBaHMI K cnucTeme. ECv akTMBMPOBaH NapameTp PaclumMpeHHas 3BpUCTUKa 3anycka ¢panioB €O CbeMHbIX
HOCUTeNen, TO NpU HEOBXOANMOCTU UCK/TIOUYNTb ONpefesieHHble CbeMHble HocuTenu (Hanpumep, USB-yCcTponcTBa)
NI NOPTbl N3 CKAHNUPOBAHMSA C MPUMEHEHMEM PACLLUIMPEHHOM 3BPUCTUKM 3anycka Ganios, HAKMUTe UCKoYeHus...,
YTOObI OTKPbITh OKHO MUCKTHOYEHUS CbEMHbIX HOCUTeer. 34eCb MOXXHO HAaCTPOUTb NapaMeTpbl, YyCTAHOBUB UK CHSB
dNaKKN, KOTOpble MPeACTaBASOT KKAbIA U3 MOPTOB.

4.1.1.1.4 YpPOBHU OUYUCTKHU

3almTa B pexxmme peasibHOro BpeMeHu npeiycMaTpyBaeT TPU YPOBHS OUUCT KM (418 LOCTYNA K HUM HOKMUTE
KHOMKy HacTpowmka... B pa3gene 3awuTta panioBon CUCTEMbI B peXMMe peasibHOro BPeMEeHU 1 BOCMOb3ynTech
BETBbIO OYMCTKA).

Be3 o4UNCTKU: 3apaXkeHHble Gari/ibl He 6yayT OUNLLATbCA aBTOMATUYECKK. [TporpaMmma BbIBOAUT Ha 3KpaH OKHO
npeaynpexaeHusa 1 npeaaaraeT nosib30BaTesio BbibpaTh AENCTBME. DTOT YPOBEHb NpeaHasHaveH as1s bonee
OMbITHbIX MOJ/Ib30BAaTE/IEN, KOTOPbIE 3HAKT O AENCTBUAX, KOTOPbIe CiefyeT NpeanpuHMMaTh B Cly4Yae 3apaXkeHuns.

YpoOBeHb N0 YMOJIYAHUIO: MPpOorpamMmMa nbiTaeTcd aBTOMaTUYECKM OYUCTUTb UV YOASTUTb BaDa)KEHHbIPI q>a17|n Ha
OCHOBe NpeaBapuUTesibHO onpegesieHHoro NencTBums (B 3aBUCUMOCTW OT TUMNA 3apaXKeHUS). O6Hapy>|<eHV|e nypaneHme
3dpa>KeHHbIX q)al;l}'IOB COMpPOBOXKAAETCS MHOOPMALMOHHbIM CcoobLLeHMeM, pacnoJiaraluwmnmMmcsa B NpaBoM HVWOKHEM YTy
3KpaHa.. EC1M HeBO3MOXKHO BbI6DaTb npaBu/ibHOE [enCcTBME aBTOMATNYECKM, nporpamMmma npeaaoxXXnT noJsib30BaTesito
BbI6DaTb nencrteume. To e camoe I'IDOM3OI7I,CI,ET B TOM C1y4ae, eCin npeaBapuTesibHO onpegeneHHoe NencTeme
HEBO3MO>XHO BbIMOJ/THNTb.

TwaTenbHaa o4MCTKA: NPOrpaMmMa O4MLLAET UK yaanseT BCe 3apaskeHHble darbl. VICKoYeHWe COCTaBNSAIoT
TONIbKO CUCTeMHble Parnbl. ECTM 0UMCTKA HEBO3MOXKHA, Ha 3KPaH BbIBOAWTCA OKHO NpefynpeXxaeHuns, B KOTOpOM
NoNb30BaTeNtO NpefnaraeTcs BbIMONHUTb ONpeaeneHHoe AeCTBMe.
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MpedynpexxdeHue. ECNv B apxnBe COAEPXKATCS 3apaXKeHHble dalbl, CyLLEeCTBYeT ABa BapuaHTa 06paboTku apxmea. B
CTaHAApPTHOM pexume (YpoBeHb Mo YMOYaHUIO) LIeIMKOM yAANSeTCA apxmB, Bce Ganibl B KOTOPOM 3apakeHbl. B
pexxuMe TwaTtenbHas OYUCTKA yAA19eTCs apXMB, B KOTOPOM 3apaXeH x0T 6bl 0amH dhana, He3aBmuCcMMo OT
COCTOSIHMS OCTaNIbHbIX GanIoB.

# HacTpofika napameTpos Mogyna ThreatSense IE'
OfbekTEl OumncTra
MeToabl YpoBeHb O4MCTHM:
Q4HCTKE Bes ouncTkm k It TWETENEHEA O4HCTRS
Pacwumpenma
TAMK T B 3TOM PEWMME NPOrPEMME NONBITAETCA SETOMATHYETKH OUNCTHTE WK
Opyroe YAANMTE 3apaweHHse Gafnel, ECiv BEINONHATE HW OAHD M3 QERCTEMA

HEBOIMOMKHO, & NONb30BATENL HAXDAMTCA B CUCTEME, EMY MOKET ObiTh
BEIAEHD YESAOMNEHWME CO CTMCKOM BOSMOMHEX AEHCTEMIA.
YERAOMNEHWE TAKKE BRIBOAWTCA B CNYYEE, ECNM BRINONHHTE
AENCTBME HE YAANOb.,

[ @DI{ J’ OTHEHS ][I‘Io yﬂonuano]

4.1.1.1.5 MoMeHT UsMeHeHUs KOHPUrypaumm sawmnTbl B peXXUMe peasibHOro BpeMeHu

3almTa B pexxmrMe peasibHOro BpeMeHM ABFeTCA Hanbosiee CyLLIEeCTBEHHbIM 3/IEMEHTOM BCe CUCTEeMbl 06ecneyeHmns
6e30mnacHoCTU. Heo6X0AMMO 6bITb BHUMATE/bHbIM MPY M3MEHEHWN ee NapaMeTpoB. PEKOMEHAYETCA U3MEHATb
napamMeTpbl TO/IbKO B 0CO6bIX Cly4asx. Hanpumep, Npy BO3HUKHOBEHUMN KOHOIMKTOB C KAKUMN-TME0
NPUNOXKEHUAMU NN MOAYTAMUN CKAHNPOBAHUSA B PEXMME PEaslbHOr0 BPEMEHW APYrnX MPOrpamMM 3alnTbl OT
BUPYCOB.

Mocne ycraHoBkM ESET Smart Security Bce napameTpbl ONTUMMU3MPOBaHbI A4S MAaKCUMalbHOW 3aLWMT bl CUCTeMbI. 15
BOCCTAHOB/IEHWNS NApaMeTPOB MO YMOJTHAHUIO HAXKMUTE KHOTMKY Mo yMOA4YaHUIo, pacrnosioXKeHHYo B MpaBoM
HWKHEM Y1y OKHA 3awmTa ¢panoBor CUCTEMbI B peXXUMe peasibHOro BpeMeHu (LornoHUTeNbHble HACTPOMKM >
KomnbioTep > 3awmTa oT BUPYCOB U WNMNOHCKMUX NporpamMm > 3awmTa panioBom CUCTEMbI B peXXumMe peasibHoro
BpeMeHNn).

4.1.1.1.6 lpoBepKa MopAay/s 3alunUTbl B pe)XXMmMe peasibHOro BpeMeHun

[naT0ro 4tobbl NpOBEPUTH GYHKLMOHUPOBAHME 3aLLUTbI GaI0BOM CUCTEMbI B PEXXMME PeasibHOro BpeMEHM!,
MNCNONb3yMTe MPOBEPOYHbIN darn eicar.com. OTOT Gann coaepXXUT 6e3BpeaHbln KO, KOTOPbIW, 04HAKO,
0bHapy>MBaeTCa BCEMW MporpamMmMamu 3amTbl OT BUpYcoB. Pann co3gaH komnaHuen EICAR (EBponenckmmi
WNHCTUTYT QHTUBUPYCHbIX KOMMbKOTEPHbIX NCCIeA0BAHMI) A1 TPOBEPKU QYHKLMOHMPOBAHWUS MPOrpamMm 3alUmMThbl OT
BMpYycoB. ®ann eicar.com AoCTyNeH A5 3arpy3km c Beb-camTa http://www.eicar.org/download/eicar.com.

NMPUMEYAHMUE. Mepep ocyLLecTBAEHMEM NPOBEPKM HEOBX0AMMO OTKAUMTb dharepBon. Ecim danepBon BKIKOYEH,
OH 06HAPYXXUT AaHHbIN Garn 1 NpegoTBPATUT ero 3arpysKky.

4.1.1.1.7 PeweHue npob6nemM, BO3HUKAKOLWUX Npn paboTe 3awnTtbl $ansIoBON CUCTEMbI B PEXUME peasibHOro
BpeMeHM

B 3TOM paszene onucaHbl Npo6emMbl, KOTOpPbie MOTYT BO3HUKHYTb NMPW UCMOb30BaHUM 3aLLMTbI B PEXMUME
peasibHOro BpeMeHM, 1 CNoCco6bl UX YCTPaHEeHNSA.

3awmTa $panioBOMN CUCTEMDI B PEXXUME PeasibHOro BpeMeHU OTKJ/ItoUeHa

Ecnm 3awmTta GpanioBom CUCTEMbI B PeXKMME PeasibHOro BpeMeHu HenpeaHaMepeHHo bbina OTKIYeHa
No/sb30BaTe/IEM, €€ HY>KHO BKTOYUTb. 115 MOBTOPHOM aKTMBALMM 3aLLMTbI B PEXKMME PeasibHOro BpeMeHu
nepenauTe B pa3gen Hactpomka v HaXXMUTe 3awmTa paiioBon cUcTeMbl B peXXMe peasibHoro BpeMeHu B
F1IABHOM OKHe NporpamMmmbl.

Ecnv 3awmTa $hannoBo CUCTEMbI B PEXMME peasibHOro BpeMeHM He 3amnyCKaeTcs Mpu 3arpy3Kke onepaLoHHON
CUCTeMbl, 06bIYHO 3TO CBA3AHO C TEM, YTO OTK/IHOYEH NnapameTp ABTOMaTUYECKU 3anycK 3almuTbl hpanioBom
CUCTEMbI B peXXMMe peasibHOro BpeMeHU. YTo6bl YCTaHOBUTbL 3TOT G1aXkoK, MepenauTe B pa3aen
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http://www.eicar.org/download/eicar.com

«[JoNoNHUTENIbHbIE HACTPONKNY (F5) N HAXKMUTe KoMnboTep > 3aliuTa OT BUPYCOB U LUMMOHCKUX MPOrpamMm >
3awmTa $pannoBoOM CUCTEMDI B peXKMMe peasibHOro BpeMeHU B [1ePEBE PACLUMPEHHbIX NMapaMeTpoB. MNpoBepbTe, YTO
B pasaesne [onoJIHNTe/IbHbIE HACTPOMKU B HUXKHEN YacTM 3TOr0 OKHA YCTAHOBIEH Gpiadkok ABTOMATUYECKU
3anycK 3awWwuTbl GpanoBON CUCTEMDI B PEXXMME PeasibHOro BpEMEHN.

3awumTa B peXumMe peasibHOro BpeMeHu He 05Hap\/)KI/IBBET N He OYULLaEeT 3apa>XeHnsd

Y6eauTech B TOM, YTO HA KOMTbIOTEPE He YCTAHOB/EeHbI APYTe MpOorpamMmMbl 3aWnUThl OT BUPYCOB. Mpu
O0AHOBPEMEHHOW PaboTe ABYX CUCTEM 3aLLMTbI OT BUPYCOB MOTYT BO3HUKHYTb KOHPINKTbl. PEKOMEHAYETCS YAANUTb
BCE MpOoYMe NporpamMmMbl 3aWMThl OT BUPYCOB C KOMMbIOTEPA.

3awmTa $panoBOM CUCTEMbI B peXKMMe peasibHOro BpeMeHU Ha 3anyckaeTcs

Ecnu 3alumTa He 3anyckaeTcst Npu 3arpy3ke CUcTembl, HO GYHKLMA ABTOMaTUYeCKUIN 3anyCK 3auTbl panioBom
CUCTEeMbl B peXXMMe peasibHOro BpeMeHu BKJ1H04eHa, BO3MOXKHO, BO3HUK KOHGAVKT C APYTrMMU NPUIOXKEHUAMN. B
3TOM C1ydae 06paTmMTeCh 3a KOHCybTaumen K cneumanimctam cybol Noaaep>KKn KnmeHToB ESET.

4.1.1.2 3awmTa JOKYMEHTOB

DOYHKUMSA 3aLLMTbI LOKYMEHTOB CKaHMpyeT AoKyMeHTbl Microsoft Office nepes nx oTkpbiTHeM, a Takke NpoBepseT
dannbl, aBTOMaTMYeCKn 3arpy>aemble b6pay3epoM Internet Explorer, Takme kak 3nemMeHTbl Microsoft ActiveX.
MapameTp UHTerpaumsa ¢ CUCTeMOM aKTUBMPYET CUCTEMY 3aLLUUTLI. 119 M3MEeHeHUs 3TOro napameTpa HaxmuTe F5,
4YTO6bI OTKPbITb OKHO «/JOMOJIHNUTE/IbHbIe HACTPOMKWY, U NepenanTe K pasgeny KomnbioTep > 3awmra oT BUPYCOB U
LWMUOHCKMX NpOorpamMm > 3almTa AO0KYMEHTOB [ilepeBa pacluMpeHHbIX napameTpos. MNpu akTneaumm 3Toro
napameTpa 3awmTa JOKYMEeHTOB CTAaHOBUTCS AOCTYMHA M3 OCHOBHOIO OKHa ESET Smart Security B pasaene
Hactpowka > KomnbloTep.

OTa GYHKLUMS aKTUBUPYETCA MPUTOXKEHUSIMU, B KOTOPbIX MCnosb3yeTcsa Microsoft Antivirus APl (Hanpumep, Microsoft
Office 2000 n 6onee no3gHMx Bepcnin unm Microsoft Internet Explorer 5.0 n 60n1ee no3gHMx Bepcui).
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4.1.1.3 CkaHupoBaHue K

Moaynb CKAHUPOBaHWS KOMMbIOTEPA MO TPeOOBAHWIO ABNSETCA BAXXHOM HYaCTbIO peLleHns, 06ecneymBatoLLEero
3aWMTyY OT BMPYCOB. OH MUCNOb3yeTcs A5 CKAHMPOBAHUSA GanI0B 1 NanoK Ha KOMMbioTepe. C TOUKM 3peHus
obecneyeHns 6e30NacHOCTU MPUHLMNMANIBHO BKHO BbIMOJHATbL CKAHMPOBAHVE KOMMbIOTEpPa perynspHo, a He
TOJ/1bKO MPY BO3HWKHOBEHWUW NOAO3PEHNIN. PEKOMEHAYETCS PeryaspHO BbIMOJIHATb MO/IHOE CKAHWMPOBaHMe
KOMMbOTEpa 4158 0OHAPY>KEHNSI BO3MOXHbIX BUPYCOB, KOTOPbIE He OblIN HAMAEHbI 3aLLMTON Gan10BOM CUCTEMDI B
peXx1ume peasibHOro BpeMeHM Mpu 3anmcn Ha AUCK. OTO MOXXET NPOU30OUTHU, eI B TOT MOMEHT 3awumTta Gpaniosou
CUCTEeMbI B peXKMe peasibHOro BpeMeHU 6bisia OTK/Ito4YeHa, 6aza AaHHbIX BUPYCOB 6blna ycTapeBLuen unm e Gamn He
6bl1 pacno3HaH Kak BUPYC NPy COXPAHEHUM HA ANCK.

@ ESET Smart Security =N EoE =<~

'_S'_I CRAADTCEMIIDITTAVYC

Crannposadne MK

naeHan
CKaHHpDBaHHe KOMMNbHOTEPaA

CranupoeaHue MK

Q CkaHwpoBaHMe Smart

OGHOBHEHHE CKEHHFDEEHHEJ'IDKEJ'IbeIX,\'J.IﬂCKDE
rl BulbopouHOe CKAHWPOBaHME..,
HacTpoitka BriGop npoduneii 1 06bEKTOE CKaHMPOBAHKA

CnykeBHbIE NporpaMmel

Yacto MCnonb3yemble
BuINCAHWTE CKAHWPOBAHWE NOKANBHBR JHCKDE
MoBTopMTE NOCNEAHEE CKAHMPOBAHKME

QXK@ O =

Cnpaeka 1 NoAgaepxka

[N
HECTpCﬁKE CKaHWPOEaHUA KOMMBHITEDE...

Jlata v BpeMA NOCEAHEND CKAHWPOBAHNAL 22,7, 2011 13:58:24
PesynbTaTel nocnegHerc CKaHMpoBaHMA: 0 3apameHHbx dalinos
TekyLan sepcnA BUpycHOI Basbl A3HHBIX CUTHATYR: 6268 (20110705)

(es[=

[JoctynHo ABa Tuna ckaHuposaHus MNK. CkaHMpoBaHuMe Smart no3BosiseT 6bICTPO NPOCKAHMPOBATL CUCTeMy He3
HaCTPOMKMN KaKnX-11MH0 napameTpoB. Tvn Bbibopo4yHoe ckaHUpoBaHMe NO3BO/ISEeT BolbpaTh NpefonpefeeHHbIn
Npodub CKAHMPOBAHUA M YKa3aTb 06beKTbl, KOTOPbIE HY>XHO NPOBEPUTb.

Cwm. rnaBy X0 CKaHWPOBaHUSA A4 nonyvyeHnsa A,ONONHUTENbHbIX CBeAEeHNM 0 npouecce CKaHMpoBaHWA.

PekomeHayeTcs 3anyckaTb CKAHMPOBAHME KOMMNbIOTEPA HE peXke 04HOro pasa B MecsiLl,. MOXHO CKOHPUIypmupoBaThb
CKaHNpoOBaHWe B Ka4ecTBe 3aI'IJ'IaHl/IDOBaHHOl;I 3a4a4nM B pasaene CJ’IV)KeGHbIe nporpamMmmbl > NJ1aHUPOBLLUK.

4.1.1.3.1 Tun ckaHUpoBaHuA

4.1.1.3.1.1 CkaHupoBaHue Smart

CI(aHl/IpOBaHI/Ie Smart no3sosseT 6bICTDO 3anyCcTuTb CKaHMpOBaHME KOMMbOTEPA N OYNCTUTb 3apa>keHHble q>a|7|n bl 6e3
BMeLlaTe/1bCTBa MoJib3oBaTtens. [1penMyLecTBo CKaHMPOBaHUA Smart 3aK1to4aeTcsi B TOM, YTO OHO y,EI,O6HO B
BbIMOJIHEHNN U HE Tp66\/ET TWaTeabHOro KOHCDVIFVDI/IDOBaHI/IFI CKaHWpoBaHu4. Npu CckaHMPOBaHUN Smart
NMpOBEPAKOTCH BCe q>a|7|n bl HA TOKa/IbHbIX ANCKaX N aBTOMAaTUNHeCKN OHNLLIAKTCA TN yOANAKTCA O6Hap\/)l(eHHbIe
3apaXkeHus. B kKa4ecTBe YpOBHA OYMUCTKM aBTOMATNYeCKU BbI6DaH VPOBEHb MO YMOTHAHUIO. JOMO/THUTENbHYIO
I/IHCDODMaLI,I/II-O O TUnax O4MUCTKK CM. B pasjerne Quuncria.
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4.1.1.3.1.2 BbibopoOYHOe cKaHUpOBaHUe

BbI6OpOYHOE CKAHMPOBAHME ABMISIETCA ONTUMA/IbHBIM PeLLeHeM B TOM C/ly4ae, KOrAa Hy>KHO yKasaTh napameTphbl
CKaHWPOBAHMSA, TakMe Kak 06beKkTbl U METOAbI CKAHUPOBAHMSA. MPenMyLLECTBOM BbIBOPOYHOrO CKAHNMPOBAHMUSA
ABNAETCA BO3MOXHOCTb NOAPOBHOro KOHPUIrypMpoBaHMs NapameTpoB. KOHGUIrypaumm MoXKHO COXPaHATb B BUAE
NO/1b30BaTENbCKMX NPODUIEN CKAHMPOBAHUSA, KOTOPbIE YAO6HO UCMOb30BaTb, EC/IN PEryIIPHO BbINOJTHAETCS
CKaHWPOBAHME C OAHUMM U TEMU Xe NapamMmeTpamu.

[ns Bbibopa 06bEKTOB CKAHMPOBaHMS NepenanTe B pasaen CKaHMpoBaHMe KOMMNbOTepa > BbibopouHoe
CKAHMpOBAaHMe 1 Bbi6epuTe OINH U3 BAPMAHTOB U3 PACKPbIBAIOLLEr0Cs MeHI0O O6BbEKTbl CKAHUPOBAHUS UM
KOHKPETHble 06BbEKTbI CKAHNPOBAHWSA B APEBOBUAHON CTPYKTYpe. O6beKTbl CKAHUPOBAHMA TAKXKE MOXKHO 334aTb,
yKazae nyTu K nankam v pannam, KoTopble Hy>KHO CKaHNMPOBATb. EC/TM HYXKHO TOJIbKO BbIMO/THUTb CKAHMPOBaHME
cUcTeMbl 6e3 10MOTHUTEMbHbBIX AENCTBUIM MO 0YUCTKE, YCTaHOBUTE Giakok CKaHUpoBaTb 6e3 ouncTku. Kpome
TOro, MOXHO BbI6paTh OAMH 13 TPEX YPOBHEN OYMCTKN B pasaesie HacTpomka... > Oumncrka.

[Tonb3oBatenam, He UMerLWMM 40CTaTOYHOro OnbITa pa6OTbI CaHTUBUPYCHbIMW NMpOrpaMmmMmamMu, He peKoMeHayeTCAd
BbIMOJTHATb BbI6ODOLlHOQ CKaHMnpoBaHKMe.

4.1.1.3.2 O6beKkTbl CKAHUPOBAaHUSA

OKHO «Bbl6paTh 06bEKTbI CKAHMPOBAHWSA» MO3BOISET ONPeAennTb, Kakme 06BbEeKTbI (ONepaTUBHASA NaMATb, XKECTKMne
ANCKI, CeKTOpbl, Gaibl 1 Nanku) 6yayT CKaHMPOBATLCA 419 BblABMEHNS 3apaXKeHMI. B packpblBaloLWEMCS MEHIO
O6beKTbl CKAHUPOBAHUSA MOXHO BbIGPATh NPeABAPUTENIbHO OMNpPeAesieHHble 06BEKTbl CKAHMPOBAHMS.

e Ucnonb3ysa HacTpouku npodus : BbIGMPAOTCA 06beKTbl, yKazaHHble B BbIGpaHHOM Npoduie CKaHMPOBaHMS.
CMeHHble HOCUTEeNU : BbiIbnparTcs AnckeTbl, USB-yCTpONCTBA XpaHeHMs, KOMMAKT- 1 DVD-ancku.
JlokanbHble AUCKU : BbIOMPAKOTCS BCE XKECTKME ANCKM, CYLLECTBYIOLLME B CUCTEME.

CeTeBble AUCKM : BbIOMPAOTCS BCE MOAK/TIOYEHHbIE CETEBbIE ANCKMN.

He BbI6BpaHO: OTMeHSeTCS BbIGOp 06BEKTOB.

O6beKTbl CKAaHUPOBAHMA TAKXKe MOXKHO 334aTb, BBeAS NMyTb K Nankam nnu Gannam, nognexalyim ckaHMpOoBaHUIO.
BbibepunTe 06beKTbl CKAaHMPOBAHMS B APEBOBUAHOM CTPYKTYpe, CoOAep KaLlen BCe LOCTYMHble HA KOMMblOTepe
yCTPOWNCTBA.

ESET Smart Security

OfbeKTre CKaHMPOBaHWA

[He BhIBpaHo -

=8 Computer
[T} OnepaTuBHan NamMATL

[ M Network

o) [omeem]

[nsa 6bIcTporo nepexoaa K KAKOMy-TM60 06beKTY CKAHUPOBAHMSA UM A06ABNEHMUS €F0 HEMOCPEACTBEHHO YKAXKNUTE
HY>KHbI 06BEKT B MYCTOM MOJIe Nof, CMUCKOM Nanok. 3T0 BO3MOXHO TO/IbKO B C/1y4ae, eC/v B CMMCKe Nanok He
BbIGPAH HM OANH 06BEKT. DTO BO3MOXKHO TO/IbKO B TOM C/ly4ae, eC/in B PEBOBUAHON CTPYKTYPE He BbibpaHbl HUKAKMe
06beKTbI, @ B MeHI0 O6beKTbl CKAHMPOBaHUSA Bbi6paH NyHKT He BbIBpaHO.
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4.1.1.3.3 Mpodunam ckaHupoBaHUs

MpeanoyYTUTEeNbHbIE NAPAMETPbl CKAHUPOBAHMSA MOXKHO COXPAHUTb AJ1S1 UICMON1b30BAHUSA B AA/IbHENLLEM.
PekomeHAyeTCs co34aTb OTAENbHbIN NPOPUIIb A1 KKAOTO PEryisipHO UCMOJ1b3yeMOro CKaHMpOoBaHUA (C
Pa3INYHBIMWU 06 BEKTAMM, METOAAMMU CKAHWUPOBAHMS W NMPOYNUMU NapamMmeTpamm).

[ns co3paHma HOBOro Npoduasa OTKPOMTE OKHO «JONOAHUTeNbHble HACT pOMKM» (F5) 1 HaxXMKTe CkaHupoBaHue MK
> Mpodunu.... B okHe Mpodunmn KoHPUrypaumm ectb packpbiBatoLLEeecsi MeHI0, B KOTOPOM NepevmnciaioTCs
CyLLeCTBYOLME MPOPUIN CKAHMPOBAHMS M eCTb BO3MOXXHOCTb CO34aTb HOBbIV. 115 co3aaHma npoduna
CKAHWPOBAHMSA B COOTBETCTBUM C KOHKPETHbIMM NOTPEBHOCT AMM CM. pa3zen HacTpomka napameTpos Moayas
ThreatSense, rae onucbiBAeTCS KAXKAbIA NApaMeTp, UCMOJ1b3yeMbl A1 HACTPONKM CKAHMPOBAaHMS.

Mpumep. Mpeanonoxmm, Nosb3osaTento TpebyeTcs co3aaTh CO6CTBEHHbIN MPOGUIb CKAHMPOBAHUS, MPUYEM
KOH®UIypaumsa CkaHMpoBaHMa Smart YacTMYHO YCTPanBaEeT ero, HO He HY>KHO CKaHMPOBATb YMaKOBLLMKN UK
NOTEHLUMANIbHO OMNACHbIE MPUIOXEHUS, HO MPU 3TOM HYXXHO NMPUMEHUTb TW,ATENbHY IO OYUCTKY. B okHe Mpodunu
KOHOUIypaumm HaxxMmTe KHOMKY [L06aBUTb.... BBeauTe Ms co3aasaemoro npodund B nose Mma npopuns, a
3aTem Bbi6epuTe CKaHMpoBaHMe Smart B packpbiBaloLLIEMCS MeHIO KonMpoBaTb HacTpoiku npoduns. 3atem
HaCTPOWTe OCTaNbHble MapaMeTpbl B COOTBETCTBMM CO CBOMMM MOTPEBHOCTAMM.

4.1.1.3.4 Xopa cKaHUpoOBaHuA

B OKHe X042 CKAaHMPOBaHMA 0TO6PaXKAETCA TeKyLLee COCTOAHNE CKAHMPOBAHNA N MHPOPMALMA O KONMYecTBe $aiiios,
B KOTOPbIX 06HAPYXKEH 3/1I0HAMEPEHHbI KOA,.

‘# Cranwposanwe MK — ESET Smart Security =xEoR(=<")
CKaHWpOBaHNe KOMALIOTEpa

Xoga CKaHWPOBaHWA

e '

O6wexr: CANVIDIA\DisplayDrivert257. 21\ WinVista_WinT\Inter..\hdaudic_1.0.91_xp_vista_win7.exe > HDAudio/nvhda.inf
Konwndecteo yrpos: 0

Chhiberfil.sys - Jwwéka oTEpEITHA
Chpagefile.sys - Qwrbka oTEPEITAA

MpoKpyTUTE #ypPHEN CKAHWPOBaHMA

D BeiknroueHne KOMMBHITERE NOCNE CKAHMPOBEaHWA

| Hayza | Cron || B droHoBwIA pEXm

NMPUMEYAHMUE. HopmanbHO, YTO HeKOTOpPble danbl, TakMe Kak 3aluiLeHHble naponem Gamnbl nnn Gamnsl,
NCNOJIb3yEMble UCKTIOYMUTENbHO OMepaLMoHHON cucTemor (06bi4HO pagefile.sys n HeKoTopble danbl XXypHaOB), He
MOIYT CKAHMPOBATbCH.

Xopa cKaHUPOBaHUA: UHANKATOP BbIMOJIHEHWS NMOKA3bIBAET NPOLEHTHOE OTHOLUEHME Y>Ke MPOCKAHMPOBAHHbIX
06beKTOB K OCTaBLUMMCS. 3Ha4YeHne nosy4yaeTcd Ha OCHOBe 061ero KoNM4ecTsa 06BbEKTOB, BK/TKOYEHHbIX B
CKaHMpOBaHKe.

O6beKT: MM 06BEKTA, KOTOPbI CKAHMPYETCS B HACTOALLMIA MOMEHT, M €ro pacrnosioXeHue.
KonuyecTBo yrpos: nokasbiBaeT 06LLee KONMYECTBO Yrpo3, 06HAPY KeHHbIX MPU CKAHUPOBAHUM.
Maysa: Np1MocTaHOBKa CKAHUPOBAHMA.

MpoAo/MKNTb: 3Ta BO3MOXHOCTb CTAHOBUTCA AOCTYMHA NOCIe MPUOCTAHOBKM BbIMO/THEHUSI CKAHMPOBAHUS. HaXkmuTe
MpopomKnNTb, 4UTOHbI BO30HHOBUTHL CKAHUPOBAHME.

OCTaHOBUTbD: npekpawieHmne CKaHMpoBaHUA.
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B ¢0HOBbl|7| PEXUM: MOXXHO BbIMOJIHUTb eLle 04HO napasnsie/ibHoe CKaHMpOoBaHMe. B TakoM ciyyae yxe
BblMo/IHAeMoe CKaHpOBaHWe 6\/}J,ET CBEpPHYTO M BbIMO/THATLCA B q)OHOBOM pexxmnwve.

@ ESET Smart Security =5

'_5'_ I CRAADT SECIIRDITVE

Crannpoearme MK

/i‘ TnaeHan

CI(aH“pOBaHIIE KOMNbHOTEpPA

g CkaHupoeaHune MK
Xoa CKaHWpOBaHWA

QY ososnenme . | )
A Oteexr: ChProgram Files\TechSmithS5..\5naglt.chm = /Snaglt 8.21_CHM_English-1-130.html
# Hactpoiika Konnuecreo yrpos: 0
| Oayza || Cron |

% CnyxefHble NporpaMmel

Cnpaeka W NoAAepxKa
o P AARD s, Homoe ckanupoeamne

Mokasate cKaHWPEBAHWE W HYPHAN B OTAEMBHOM OKHE
PaspelunTe BEIKAMOHEHME KOMMBIOTEPA NOCAE CKAHMPOBAHKA

(esEY

HaxxmmnTe OTKAOUYUTD (bOHOBbIIZ pPexxum, 4TOb6bI BEPHYTbCA K Npoueccy CKaHNPOBaHNA.

MpOKPYTUTb XXYPHa/ CKAHUPOBAHMUA: EC/IN 3TOT NapaMeTp aKTUBMPOBAH, XypHaN CKaHMPOBaHNA byaeTt
MPOKPYYMBATbCA ABTOMATMYECKM NMPU A06ABMEHUN HOBbIX 3aNM1Cent, YTOEbI 6bI1M BUAHbBI CAMbIE CBEXKME 3/IEMEHTbI.

PaspeluunTb BbiKJIlOYEHNE KOMMbIOTEPA NOC/Ie CKAHUPOBAHUSA: BK/TOHAET 3arn/jaHMPOBAaHHOE 3aBepLueHne paboThl
M0 3aBepLUeHUM CKAHVMPOBaHNS KOMMbOTepa Nno TpeboBaHWo. Ha 3KpaH byAeT BbIBELEHO AMA0r0BOe OKHO
NOATBepP>XAeHNs 3aBepLueHns paboTbl. OHO ByAeT akTUBHO B TeueHme 60 cekyHA, KOraa MOXHO byeT OTMeHUTb
BbIK/TIOYEHME KOMMbIOTepa. HaxmuTe OTMEHa, ec/v Hy>XKHO OTMEHUTb 3aBepLueHue paboThl.

ESET: BRIKNHOYEHWNE KOMMBHOTEPA NOCE CKAHNMPOBAHNA |22
KomMnetoTep ByAeT BblkkoYeH Y4epes 57 cekyHabl. COXPaHUTE M3MEHEHWA,

[ANnA HEMEANEHHOM O BRIKNIOYEHWA KOMMBIOTERE HEKMUTE KHOMKY BIKMOYEHME KoMMboTepa™,
Yrobkl oTKAKUYMTE SETOMATHUYECKOE BEIKMKOYEHHE KOMMEOTEPE, HakMUTE "OTMEHE",

[ BeIKAKYMTE KOMNBKOTER ][ OTmMena ]

4.1.1.4 CkaHupoBaHue ¢ansioB, UCMOJIHAEMbIX MPU 3aMycKe CUCTEMbI

Korga akTvBMpoBaHa 3aluta ¢a17|n03017| CnCTeMbl B peXkmme peasibHOro BpeMeHm, aBToMatmhndeckad nposepka
q)al;IJ'IOB, MCNOTHAEMbIX MpK 3anycke, GVD,eT BbIMOJTHATBLCA MpW 3arpy3ke KOMnbkoTEPaA 1 noaie 06HOBNEHNA HBa3bl
OAHHbBIX CUTHATYP BUPYCOB. DTO CKAHWUPOBAHME 3aBUCUT OT KOHDUIypauym 1 3324 N1IAHUPOBLLUKA.
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4.1.1.5 Uckno4yeHunA

McknrodeHns No3BoNSI0T UCKTIOYUTb Gansibl M Nanku U3 CKAHMPOBAHWUS. He peKOMeHAYeTCst USMEHATb
npeACTaB/eHHble 34eCb NapameTpbl, YHTOObI 06ecnedynTb NPOBEpKY BCex 06BEKTOB Ha Haln4me yrpo3. OAHAaKo B
HEKOTOPbIX C1yHasaX MOXET 6bITb HEOBXOANUMO UCKTKOUUTb Kakomn-1nbo 06bekT. Hanpumep, 60abLune 3anncm 6as
[aHHbIX, KOTOpble MOT/11 6bl 3aMeNnTb paboTy KOMMbIOTEPA NPY CKAHMPOBAHUMW, UV MPOrpaMMHOoe obecreveHume,
KOHONMKTYHOLLEe C NPOLLeCCOM CKAaHUPOBAHMSI.

i ESET Smart Security
JononHWTeNEHBIE HACTPOMKK Cher
E|- KoMnstoTep HcxknrouerHua

= 3 -

=~ §J) 3aWMTa 0T BUPYCOB W LINMOHCIKIX NPy — Vrpos
3alUMTE B PERMME PEANEHOMD B¢
3alMTa AOKYMEHTOB Ci\Recovery\==
CraH1poBaHie MK no TpebosaHu Fi\f714c092c72569 2feb44acd2b 7da 7718\, *
CKaHnpoBaHue hainos, McnonHa F:\IDR\dr.exe

WckniodeHiA

CheMHBIR HOCHTEMK

@ CucTeMa NpefoTBPAELLEHIA BTOMHEHI
-1 Cete

H--4g VHTEPHET ¥ 3NEKTPOHHARA NoYTa

H-- g PoguTensomid KoHTpone

H--{% ObHosnexme

H- 9 CrywefiHble NporpaMMil

H-- 8 HTepdeic

e O O e O OO e B

OoBasuTs. .. M3MEHWTD. .. YaanuTe

[ @QK ][ OTMeHa ][I‘Iomananwo

MyTb — NyTb K MCKtOYaEMbIM paraam 1 nankam.

Yrposa: ey psaAoM C UCK/TI0YaeMbIiM GanaoM yKasaHo MMS yrpo3bl, Gana He CKaHUPYETCA TOTbKO Ha Ha/TM4me 3TOM
yrpo3bl, a He Boobue. Mo3ToMy ecin darn OKaXKeTCs 3apaXkeH Apyror BpeAoHOCHOW MporpamMmoin, MOAY b 3alUTbI
OT BMPYCOB ee 06HAPY>KUT. DTOT TUM UCKTHOYEHMIA MOXKHO UCMOb30BaTb TOMbKO A1 ONpeAeneHHbIX BUAO0B
3apakeHunn. Co34aTb TaKoe UCKIKOYEHME MOXKHO MO0 B OKHe npeaynpexaeHns 06 yrpose, B KOTOPOM CO06LIAeTca o
3apakeHun (HKMmuTe MokasaTb NapamMeTpbl, a 3aTeM BbibepuTe UCKIOUnUTb 13 06HapyXkeHus), 1Mbo B pasgene
Hactpowka > KapaHTUH, UCNOb3y S MYHKT KOHTEKCTHOrO MeHt0 BOCCTaHOBUTb U UCKJIKOUYUTb U3 06Hapy>KeHUsd
HaxoAALLEerocs Ha KapaHTuHe danna.

[0o06aBUTb: KOMaHa, UCKTOYatoLLas 06beKTbl U3 CKAHUPOBAHNS.

M3MEHUTb.... KOMaHAa, N3MEHAIOLLASA BblAE/TeHHbIE 3aMnCK.

YBannTb: KOMaHAa, yaanai0LWAas BblAeNEeHHbIe 3aMncn.

[Nna ncknoveHna 06bekTa U3 CKaHMPOBaHMA BbINOTHUTE CleayoLLye 4eNCTBUS.

1. HakmuTe Llo6aBUTD,
2. BBeauTe nyTb K 0OBEKTY UM BbIAENUTE €ro B IPEBOBUAHON CTPYKTYPE, PACNOT0XKEHHOW HUXKE.

|_|Dl/l HaCTDOl;IKe WUCKTHOYEHMIN MOYKHO MCMOJ1b30BaThb cneuuanbHble CMMBOJ1bl — NOACTAHOBOYHbIE 3HAKWN, TaKMe KaK «*n
N«?n.

Mpumepbl

e ECIM HY>KHO UCKIOYNTb BCe hanbl B Nanke, CieyeT BBECTM NyTb K ManKe U UCNoib30BaTb MACKY «*.*».
e EC/IM HY>KHO UCKIOYNTb TONTbKO danbl € paclumpeHnemM .doc, Mcnonb3ymTe Macky «*.docy.
e ECIM MM MCMONHAEMOro darna Coaep>KUT onpeaeseHHoe KOIMYeCTBO CMMBOJIOB (M CUMBOJIbI MOTYT MEHATbHCS),

exe». BonpocuTebHble 3HaKM 3aMeLLaoT OTCYTCTBYOLLMe (HEM3BECTHbIE) CUMBOJIbI.
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4.1.1.6 Hactporka napametpoB mopayasa ThreatSense

ThreatSense — 3TO TEXHO/I0M 1S, COCTOALLME M3 MHOXECTBA C/I0XKHbIX METOZ,0B 06HAPYXXEHNS Yyrp03. DTa TEXHOI0TUS
ABNAETCA YNPeXAAIOLLEN, T. €. OHA 3aLMLLAET OT HOBOW Yrpo3bl y>Ke B MepPBble Yachl ee pacnpocTpaHeHuns. Mpu 3Tom
MCMOJIb3YEeTCs COYeTaHMe HECKObKMX MeTOA0B (aHaNn3 KoAa, MoAeMpoBaHme Koaa, 0606LWeHHbIe CUrHATY P,
CUrHaTYpbl BUPYCOB), KOTOPble COBMECTHO 3HAYMTE/IbHO MOBbLILIAIT YPOBEHb 6€30MaCHOCTM KOoMMbloTepa. Moay b
CKAHWPOBAHMS MOXET KOHTPOJIMPOBATH HECKO/TbKO NMOTOKOB AaHHbIX OHOBPEMEHHO, YTO AenaeT 3PHeKTUBHOCTb U
KOJINYEeCTBO 06HAPYXXMBAEMbIX YTPO3 MAKCMMabHbIMU. TexHON0rna ThreatSense TakxKe yCneLwHo YyHUYTOXAeT
PYTKUTbI.

Onsa TexHonorum ThreatSense MOXXHO HACTPOUTb HECKO/TbKO MapaMeTpOB CKAHMPOBaHNS:

e pacliMpeHuns U TUMbl GamnoBs, NoANeXaLLMX CKAHMPOBAHMIO;
e COYEeTaHMe MeTOA0B 06HAPYXKEeHUS Yrpo3;
e VPOBHW OUNCTKU U T. 4.

[nsToro 4tobbl OTKPbITb OKHO MAapaMeTpoB, HAXKMUTE KHOMKY HacTpomrKa... B OKHe napameTpoB 1t060ro Moayns,
NCNONb3YHOLLErO TexHoNnoruo ThreatSense (CM. HUXKe). PasHble cueHapumn obecneveHns 6e3onacHoCTn TpebytoT
Pa3INYHbIX HACTPOEK, MO3TOMY TeXHOMOrMo ThreatSense MOXXHO HACTPOUTb OTAENbHO A1 KKAOTO U3
nepeyncieHHbIX ganee MoAyJ/1en 3alnThbl.

3awmTa GanaoBov CUCTEMbI B PEXXUME peasibHOr0 BpEMEHM
3awmMTa LJOKYMEHTOB

3almMTa noYToOBOro K/IMeHTa

3awuTta gocryna B MIHTepHeTt

CkaHvpoBaHue KoMMbloTepa

MapameTpsbl ThreatSense xopoLwo ONTUMM3MPOBAHbI 415 KKA0I0 U3 MOAY/EN, a X M3IMEHEHMe BeAeT K
CYLLECTBEHHbIM M3MEHEHMAM B MOBEAEHUN CUCTEMbI. Hanpumep, n3MeHeHre napameTpoB CKaHUMPOBAHMS
YMNaKOBLLMKOB B PEXKMME pPeasibHOr0 BpEMEHW MW BKTIOYEHME PACLLUIMPEHHOM 3BPUCTUKM B MOAY/1€ 3aLMTbI
$annoBoV CMCTEMbI B PEXKMME peasibHOrO BpPEMEHW MOXKET 3aMedinTb paboTy cucTemMbl (06bIYHO TO/IBKO HOBbIE
dannbl CKAHMPYHOTCSA C MPUMEHEHNEM 3TUX METOA0B). PekOMeHAyeTCs He M3MeHSATb NapamMeTpbl ThreatSense no
YMOYAHUIO HU A5 KAKUX Moaynen, kpome Moayns «CkaHupoBaHume MKy,

4.1.1.6.1 O6beKTbI

B pazgene O6beKTbl MOXHO yKa3aTb KOMMOHEHTbI U dalbl, KOTOPbIE A0JIKHbI CKAHMPOBATbLCA HA HANMYKMe
3apaKEHWNN.

OnepaTMBHaNA NAMATb: BbINOJIHAETCA CKAHMPOBAHME HA Ha/IMYMe yrpo3, KOTOPble aTakyoT ONepaTUBHYIO NaMsTb
cnCcTeMbil.

3arpy3o4Hblie CeKTOPbI: 3arpy304Hble CeKTOPbl CKAHMPYIOTCS HA HAIM4YKME BUPYCOB B OCHOBHOWM 3arpy304HOM 3amnuncu.
MouToBble panibl: NporpaMma Nnoaaep>kmeaeT pacmperuns DBX (Outlook Express) n EML.

ApXUBbI: NporpaMmmMa NnoaaepxxmnBaeT paclumpenuns ARJ, BZ2, CAB, CHM, DBX, GZIP, ISO/BIN/NRG, LHA, MIME, NSIS,
RAR, SIS, TAR, TNEF, UUE, WISE, ZIP, ACE n MmHOTVe apyrue.

CamMopacnakoBbIBaKOLMNECA apXMBbI: CAMOPACTAKOBbIBAIOLMECA ApXMBbI (Paisibl C paclumMpeHmem SFX) —3To
apXMBbl, KOTOPbIM A/19 PACMAKOBKM HE HYXKHbI CMieLMasibHble MPOrpaMMbl.

YNaKoBLMKU: B OTIM4ME OT CTAHAAPTHbIX TUMOB apXMBOB YNAKOBLLMKM, ByAy4M BbIMONHEHHBIMW, PACMAKOBbIBAKTCA
B NamsATb. bnarogaps amynaumm Koga MoAy/1b CKAHVMPOBAHMSA NOAAEPXKMBAET He TOJIbKO CTaHAAPTHble CTaTuveckme
ynakosLwmkm (UPX, yoda, ASPack, FGS U T. 4.), HO M MHOXeCTBO APYruX TUNOB YNAKOBLLMKOB.
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4.1.1.6.2 TapameTpbl

B pa3gene MapameTpbl MOXHO BbI6paTh METOAbI, KOTOPbIE ByAyT NCMOMb30BATHCA NPY CKAHMPOBAHUN KOMMbIOTEPA
Ha Hann4YKne 3apaXkeHn. JOoCTynHbl CeayioLLve NapaMeTpbl.

SBPUCTUKA — 3TO A/IFTOPUTM, aHASTU3NPYIOLLMIA 3/T0HAMEPEHHYO aKTMBHOCTb NMPOrpamMm. 1aBHbIM AOCTOMHCTBOM
3TOro MeTo/a ABMSETCS CMOCOBHOCTb NAEHTUDULMPOBATbL BPEAOHOCHbIE MPOrpaMMbl, CBEAEHNS O KOTOPbIX
OTCYTCTBYIOT B CyLLECTBYOLLEN 6a3e AaHHbIX CUrHATYP BMPYCOB. HeAOCTATKOM Xe SBNAeTCS BEPOATHOCTb (04eHb
Heb60/1bLlas) NOXHbIX TPEBOT.

PaclwupeHHas 3ppuctuka/DNA/CUrHaTypbl Smart: MeToz paclliMpeHHON 3BPUCT UK 6a31PYeTCa Ha YHUKATbHOM
3BPUCTMYECKOM aNropuTMe, paspaboTaHHOM KoMnaHuen ESET, onTUMM3MpOBaHHOM A5 06HapyXeHWs
KOMMbIOTEPHbIX YepBeW 1 TPOAHCKMX NMPOrpaMm U HanmcaHHOM Ha A3blkax NPOrpamMMMpOBaHmMs BbICOKOTO YPOBHS.
Bnarogaps pacluMpeHHOM 3BPUCT UKE 3HAYUTEbHO YBETMYMBAKOTCA CNOCO6GHOCTM NPOrpaMMbl MO 06HapyKeHuto. C
MOMOLLIbIO CUrHATYP OCYLLECTBASETCA TOYHOE 06HAPYXKEHME U MAEHTUdUKaLMa BUpYyCcoB. CUCTEMA aBTOMAaTUYeCKoro
06HOBEHNA 06eCNeYnBaeT Ha/lMYMe HOBbIX CUrHATYP Yepes HeCKO/IbKO YacoB Noc/ie 06HAPY KEHWS YTrpo3bi.
HenocTaTKoM e CUrHaTyp ABSETCA TO, YTO OHM MO3BONAIOT 06HAPYXKMBATb TO/IbKO M3BECTHbIE BUPYChI (MM UX
He3HaYUTeNbHO MOANDULIMPOBaHHbIE BEPCUM).

MoTeHuMaNbHO HeXenaTe/ibHble NPUIOXEHUS He BCeraa SBNsoTCS BPeAOHOCHbIMW, OLHAKO MOTMYT HeraTMBHO
NOBAUATb HA NPOU3BOAMNTENBHOCTb KOMMblOTepa. OBbIYHO A9 YCTAHOBKM TakMX MPUAOXKEHWI 3anpallmBaeTcs
cornacve nonb3oBaTens. Mocie ux yCTaHOBKM MOBeAEHME CUCTEeMbI M3MeHSAETCs (MO CPaBHEHMIO C TeM, Kak OHa Bena
cebs 0 YCTAaHOBKM 3TUX MPUI0XKEHUI). Hanbonee 3aMeTHble M3MEHEHMS NepedYncsIeHbl Janee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIE HE MOSBAAINCD paHee (BCMJIbIBAOLLME OKHA, pekaiama).
AKTVBUPYIOTCS U BbIMOJTHAOTCA CKPbITbIE MPOLECCHI.

MOBbILIAETCA YPOBEHb NMOTPEBEHNS CUCTEMHbBIX PECYPCOB.

MosBAAIOTCSA U3MEHEeHWNs B pe3yibTaTax nomcka.

MpunoxxeHne obMeHMBaeTCs AaHHBIMW C yAANeHHbIMY CepBEPAMMU.

MoTeHuManbHO onacHoe MO: K N0TeHlNANbHO ONACHBIM NPUIOXKEHNSAM OTHOCUTCS HOPMaJlbHOE KOMMepYeckoe
nporpammMHoe obecrneveHre. B 3Ty KAaTeropmo BXOAAT Takne NporpaMmel, Kak CpefcTBa yAaeHHOro A0CTyna,
NPUNOXKEHMS /15 B3/IOMA NAPOJien 1 KNaBuaTypHble LWMNNOHbI (MPOrpaMMebl, pErmcTpUPYHOLLIME KaXKA0e HaxaTue
K/IABULUW HA KNABMATYPe Nosib30BaTesieM). STOT NapaMeTp Mo YMOJTHAHWUIO 4eakTMBMPOBaH.

ESET Live Grid: 6narogaps paspaboTtaHHom ESET TexHonornm penytaumm MHGOpmMaLms 0 MPpOCKaHMPOBAHHbIX
darnax cpaBHMBALTCA C AAHHBIMW CUCTEMbl CBOEBPEMEeHHOro 06Hapy>keHns ESET Live Grid, paboTaroLLen Ha OCHOBe
obnaka, 4tobbl yNy4LINTbL NOKa3aTenm 06Hapy>XeHMs U CKOPOCTb CKAHNUPOBAHMS.

4.1.1.6.3 Ouyucrtka

MapameTpbl MPOLECcca O4YUCTKN ONpeaen atoT NOBeAEHME MOY 1S CKAHUPOBAHMS MPU OYUCTKE 3apaKeHHbIX Gaiios.
MpeaycMOTPEHO TPU YPOBHSA OUUCTKMN.

be3 oUMNCTKU: 3apakeHHble Cbal;lfl bl He 6V,CI,VT O4YMLLATbCA aBTOMAaTMYeckun. NporpamMmma BbiBOAUT Ha 3KpaH OKHO
npegynpexageHmsa n npegsaaraeT noJjib30BaTesnto Bbl6paTb OencTeme. 10T YPOBEHb NpegHasHa4eH ansg bonee
OMbITHbIX MOJIb30BaTENEN, KOTOPpble 3Ha0T O NEencTBUAX, KOTOpble aiegyeT npegnprHNMaTb B J1y4ae 3apakeHn4.

YpoBeHb M0 YMOJI4aHMIO: MPOrpamMma rnblTaeTcs aBTOMaTUYECKM OUUCTUTb U YAATUTb 3apaXkeHHbIn darn Ha
OCHOBE MNpefiBapuUTeNIbHO OMNpesie/IeHHOro AencTBMA (B 3aBUCMMOCTM OT TUMNa 3apaxkeHus). OBHapyXeHWe 1 yaaneHve
3apaXkeHHbIX GarnoB CONPOBOXAAETCA MHPOPMALMOHHBIM COOBLLEHNEM, PACNONAraloLLMMCS B MPABOM HUXKHEM YTy
3KpaHa.. EC1M HeBO3MOXKHO BbIGpaTh NpaBuibHOE AeNCTBME aBTOMATUYeCKM, MpOorpaMmMa NpeioXuT Nob30BaTento
BbIGpaTb encTBMe. TO XKe caMoe NMpoV30oMAET B TOM C/1y4vae, eciv NpeaBapuUTebHO OnpeaeeHHoe AelcTBre
HEeBO3MOXXHO BbIMONHUTb.

TwaTenbHag OYMCTKA: NPOrpaMmMa OYMLLAET WUIW yAANSeT BCe 3apaskeHHble daribl. VICKTIOYeHWe COCTaBNAIOT
TOJIbKO CUCTEeMHble Parnbl. ECTM O4MCTKA HEBO3MOXHA, Ha IKPaH BbIBOAUTCS OKHO NpesynpexaeHuns, B KOTOPOM
NO/1b30BaTE/IO NPEeAIaraeTCs BbIMOMHUTb ONpeaeeHHOe AeCTBIE.

MpedynpexxdeHue. ECNv B apxnBe COAEPXKATCS 3apaXKeHHble dalbl, CyLLEeCTBYeT ABa BapuaHTa 06paboTkuy apxmea. B
CTaHAApPTHOM pexume (YpoBeHb Mo YMOTYaHUIO) LIeIMKOM yAANSeTCA apxmB, Bce Ganibl B KOTOPOM 3apakeHbl. B
pexxuMe TwaTtenbHas O4YUCTKA yAAN9eTCs apXMB, B KOTOPOM 3apaxKeH x0T 6bl 0amH dana, He3aBmucMMo OT
COCTOSHMS OCTaNIbHbIX GaNIOoB.
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4.1.1.6.4 PacwwupeHune

PacluvpeHeM Ha3bliBAeTCA HacTb MMeHU anna, oTAeNeHHas 0T OCHOBHOM YacTu TOUYKOW. OHO onpeaenseT Tun

davna unm ero coaep>XMMoro. 3ToT pasgen napameTpos ThreatSense no3BosisgeT onpeaennTb TUMbl Ganios,
noaaexalyx CKaHMpPOBaHMIO.

# HacTpofika napameTpos Mogyna ThreatSense -5
OfweKkTEl Facwmperia
MeToabl [T Cranmposats Bee daing
O4WCTKE
e Dainel C PACUMPEHWAMK , MEPEYUCIEHHBIMA HpKe, ByayT
NPOCKEHWMPOBAHE! Ha HAMMYME Yrpos.
Nt
Lpyroe Pacwwmperna:
XCF LobaenTe YaanuTe
= -
ASP [l
BAT
CGEI
CLA
CLASS
CMD
COM
CPL i
[7] CrarmposaTe dains BEs pacwMpeHIi
[ @DI{ ] [ CTreHa ] [ Mo yMonyaHuo ]

M0 YMO/THaHMIO CKaHUPYHOTCA BCe haiiibl HE3aBUCMMO OT UX pacluMpeHuns. Jlio6oe paclumpeHme MOXHO 06aBUTb B
cnuncok ¢hanmnoBs, NCKIOYEHHbIX U3 CKAHMPOBaHMA. ECM cHAT diaxkok CKaHMpoBaTb Bce ¢aitibl, CNMCOK MeHseTCA
INa 0To6paXkeHMs BCeX paclumpeHnii hainos, KOTOpble cervac MoABeprarTCa CKAHNPOBAHMIO.

[N Toro 4tobbl BKIOYUTL CKaHMpOBaHMe dannos 6e3 paclumpeHnin, ycTaHoBMUTe Gaaxkok CKaHMpoBaTb ¢pansibi 6e3

pacwupeHuin. NMapametp He ckaHnpoBaTb daiibl 6e3 pacluMpeHrUn CTaHOBUTCS AOCTYMEH, KOrAa yCTaHOB/eH
dnaxok CKaHMpoBaTb Bce pansibl.

MHorga modkeT 6bITb HEOHXOAMMO NUCKIHOUYNTL hanbl, €Y CKAHVMPOBaHMe onpefeneHHbIX TUNoB Gannos
NpenaTcTBYeT HOPMasbHOW paboTe NporpamMmmebl, KOTOPAas UCMOb3yeT 3TU paclupeHns. Hanpumep, MOXeT 6biTb
MOJIe3HO UCKUNTb paclumpenuns .edb, .emlun .tmp npu ncnonb3oBaHUKM cepeepoB Microsoft Exchange.

CnoMouWbo KHOMOK ﬂosaBVITb M Y[ananuTb MOXXHO M3MEHSATb coaep kmmoe Cnmcka, paspellas nau 3anpellas
CKaHMpOBaHWe anga onpegeneHHbIX pacmmpeHMVl. ﬂpl/l BBOJe paclunpeHns aktTnBnpyeTcsa KHOMKa ﬂ,OGaBMTb, @
NMOMOLLbIO I(OTODOPI MO>XHO 406aBUTb HOBOE paclwinpeHmne B CNCoK. Y7060 VAanunTb pacllnpeHmne n3 cnincka,
Bbl6epl/ITe ero M HaXXKMumTe KHOMKy Yoanutb.

MO>XHO MCNO/1b30BaTh CMMBO/IbI WWAbI0OHA «*» (3BE3404KA) 1 «?» (BOMPOCUTENbHbIV 3HaK). CUMBON 3BE3404KMN
o0603HavaeT Nt0byto NoC1eaoBaTeNbHOCTb CUMBOIOB, @ BOMPOCUTENbHbIN 3HAK — 10601 cCuMBO/T. PaboTaTh C
Coaep>KMMbIM CrUCKA UCKHOYEHHbIX apecoB CieflyeT 0CO6eHHO akkypaTHO, TaK Kak OH A0/1KeH coaep>kaTb TO/TbKO

AOBepeHHbIe 1 b6e3onacHble aZipeca. TOYHO TaK XKe HY>KHO \/6E,CI,VITbCF| B TOM, YTO CMBO/Ibl LAB/10HA B 3TOM CAKMCKeE
MCMOJIb3YHOTCA NMpaBU/IbHO.

[nsToro 4tobbl CKaHMPOBATb TOIbKO CMMUCOK PACLUMPEHMIA MO YMOJTHAHWIO, HAXKMUTE KHOMKY Mo yMOAYaHUIo U
NoATBEepAUTE BbIOOP.

4.1.1.6.5 OrpaHunyeHus

B pazgene «OrpaHMYeHms» MOXHO yKa3aTb MaKCMMasbHbI pa3Mep 06bEeKTOB U YPOBHU BIOXKEHHOCTW apXMBOB A1
CKaHWPOBAHMS.

MakcrMManbHbIA pasmep 06beKkTa: onpefenseT MakCMMasbHbI pa3Mep 06bEKTOB, MOAJIEXALLUMX CKAHMPOBAHMIO.
[JaHHbIA MOAY b 3aWNTHI OT BUPYCOB BYAET CKAHMPOBATb TOJIbKO 06BEKT bl MEHbLLE YKAa3aHHOIo pasMmepa. 10T
napameTp peKOMEHAYEeTCS MEHATb TOIbKO OMbITHbIM MO/1b30BATENAM, Y KOTOPbIX €CTb BECKME OCHOBAHWNS A/19
NCKHOYEHMS U3 CKAHUPOBAHMSA 60/1bLUMX 06BEKTOB. 3HAYEHME MO YMONYAHUIO — HE 02PAHUYEHO.

MakcumanbHoe BpeMs CKaHUPOBaHUSA, B CEKYHA,aX: onpeaenseT MakcMMasibHOe 3Ha4YeHue BpemMeHu A
CKaHMpoBaHMA 06bekTa. ECM Nonb30BaTeNb YKAKET 34eCb COBCTBEHHOE 3HaYeHMe, MOAY/1b 3aLLUTbl OT BUPYCOB
NpeKkpaTUT CKaHNMpOoBaHMe 06bEKTA MO UCTEYEHUM YKA3aHHOMO BPEMEHN BHE 3aBUCMMOCTI OT TOro, 6b110 N
CKaHMPOBaHMe 3aBepLleHO. 3Ha4YeH e No YMOTHAHMIO — He 02paHUYEHO.
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YpoBeHb BJIOXKEHHOCTU apxmBa: onpeaensietT MakCMManbHy rny61Hy MpOBEPKM ApXMBOB. 3HAYEHKWE MO
ymMonyaHmio —10.

MakcuManbHbiii pasmep ¢aina B apxmBe: 3TOT NapaMeTp No3BOFET 3a1aTb MakCMMasbHbI pasMep Ganios B
apxuBe (Npu UX U3BNEYEHMNN), KOTOPbIE JO/IKHbI CKAHMPOBATbLCA. 3HAYEHME MO YMOTYAHUIO — He 02PaHUYeHO.

Ecnn ckaHMpoBaHWe NpexaeBpeMeHHO MpepbiBaeTCs Mo OAHOM U3 3TUX NPUYMH, GTXKOK apXMBA OCTAETCS CHATbIM.

MNpumeyaHue. He peKOMeHAYeTCs U3MEHATb 3HAYEHNS MO YMOTUYAHUIO, Tak KaK 06bI4YHO A/19 3TOro HeT 0Co60M
NPUYMHBI.

4.1.1.6.6 [pyroe
B pasgene [ipyroe MOXXHO KOHPUIrypUpoBaThb CleAyoLMe NapamMeTpbl.

PerncTpupoBaTb BCe 06bEKTbI: eC/IN 3TOT B/IAKOK YCTAHOB/EH, B dalsie XXypHana 6yaeT coaepxaTbcs UHopmaums
060 BCEX NMPOCKAHMPOBAHHbIX Garaax, B TOM YACTe He3apaXKeHHbIX. Hanpumep, ecin B apx1Be HanaeH BUpYC, B
KypHase TaKkke byayT nepevncieHbl HezapaxkeHHble danibl U3 apxmBa.

BkaoumnTb onTmMusaumnio Smart: npu Bk tOYEHHOW ONTUMM3aLLMK Smart ncnon b3YIOTCA ONTUMa/IbHbIE NMapaMeTpbl
nnaobecneyeHns camoro 3 DEKTVUBHOMO YPOBHS CKAHNPOBAHMS C COXPAHEHMEM ero MaKCUMasibHO BbICOKOW
CKOPOCTW. PasHble MOAYNW 3aLLUNTbI BbIMOTHAOT MHTEN1eKTYa/IbHOe CKAHMPOBaHMe, MpUMeHas OTAe/IbHble MeTObl
ONA pa3s/iIMYHbIX TUMOB CbaPIJ'IOB. Ecnm ontumMmmsauma Smart oTktoYeHa, Npy CKaHMPOBaHUM MCMOb3YHOTCS TOJIbKO
noab30BaTe/1bCkMe HaCTDOPIKM aapa ThreatSense Kaxgoro Moayns.

Mpun KOHOUrYpUpOBaHMM NapaMeTpoB MOAy A ThreatSense ckaHMPOBaHMS KOMMbIOTepA TakXKe JOCTYMHbI
cnefyoLme napameTpel.

CKaHMpoBaTb a/ibTepPHAaTUBHbIE NOTOKU AaHHbIX (ADS): afibTepHATNBHbIE MOTOKM AAHHbBIX MCMOMb3YIOTCS
darnoBon cuctemont NTFS ons ceszen GarnoB M Nanok, KOTOPble He BUAHbI 4719 06bI4YHbIX METOA0B CKAHUPOBAHMS.
MHOrme 3apaXkeHns MacKMpYOTCA NOA a/lbTEePHATMBHbIE MOTOKWM AAHHBIX, MbITasACh M3b6exxaTb 06Hapy >KeHMS.

3anycTuTb poHOBOE CKAHMPOBAHME C HU3KUM MPUOPUTETOM: KAXKAbI NPOLECC CKAHMPOBaHMSA NoTpebnseT
HEKOTOPOe KOJIMYECTBO CUCTEMHbIX pecypcoB. ECiv nonb3oBaTe b paboTaeT C pecypCoeMKUMM MporpaMmmMamMu,
MO>XHO aKTUBMPOBaTb HGOHOBOE CKAHNMPOBAHWE C HU3KMM MPUOPUTETOM U BbICBO6OAUTH TEM CaMbIM pPecypcbl A5
OPYrUX NPUNOXKEHUN.

COXpaHUTb OTMETKY O BpeMeHU NMOCNeAHEro A0CTyna: yCTaHOBUTE 3TOT GNaXKOK, YTOObl COXPAHATb MCXOAHYHO
OTMETKY O BpEMEeHM A0CTYNa K CKaHUpyeMbIM darinam, He 06HOBAAS ee (HanpuMep, A9 UCMOb30BaHNA C CUCTEMaMM
pPe3epBHOr0 KOMMPOBaHMSA AAHHbIX).

MpOKpPYTUTb XXYPHAI CKAHUPOBAHMSA: 3TOT NapaMeTp NO3BONSAET BK/IHOYATH MU OTK/IHOUATb MPOKPYTKY XYpHAana.
Ecnn dnaxoK yCTaHOB/EH, B OKHE MOXKHO NMPOKPYYMBaTb OTOBpaXkaeMy MHPOPMALMIO BBEPX.

4.1.1.7 JencTBUA Npu o6Hapy>XXeHNn 3apaxeHus

3apaXkeHWss MOTYT NOMNACTb HA KOMMbIOTEP M3 PA3/INYHbIX UCTOYHUKOB, TAKMX KaK BeO-CanTbl, 0bLLMe nanku,
3/1eKTPOHHAs NoYTa UK CbeMHble HocuTenn (USB-yCTponcTBa, BHELIHWE AUCKWU, KOMNAKT-ANCKK, DVD-anckm n . 4a.).

EC/v Ha KOMMbIOTEpEe BO3HUK/IM MPU3HAKM 3apaXkeHNs BpeOHOCHOM NporpaMmol (HanpumMep, OH CTan MefdJsieHHee
paboTaTh, YaCTO 3aBUCALT U T. M.), PEKOMEHYETCA BbIMOMHUTb CleayIoLLMe 0eNCTBUS.

e OTKpounTe ESET Smart Security v BbibepuTe KoMaHay «CKaHMPOBaHME KOMMbOTepan.

e HaxxmumTe CKaHupoBaHue Smart (LONo/IHUTe/IbHbIe CBeLeHMst CM. B pasgesne CkaHMpoBaHue Smart),

e [l0C/1Ie OKOHYAHMS CKAHMPOBaHMA NPOBEPbTE KOAMYECTBO NPOCKAHUPOBAHHbIX, 3aPaXKEHHbIX M OUYMLLEHHbIX PanioB
B KypHasne.

Ecnu cnefyeT CKaHUPOBATbL TO/IbKO OMPeAeeHHYI0 YacTb ANCKA, BbibepuTe BAapMaHT BbI6GOpOYHOE CKaHUPOBaHUE U
YKKUTE 06BEKTHI, KOTOPbIE HY>XHO CKAHMPOBATb HA MPeAMET HaM4LMsa BUPYCOB.

Hwke onucan obwmm cnyyvam paboTtel ESET Smart Security ¢ 3apaxeHusimn. MpeanoiodKmMmM, YTO 3apaxeHume
0bHapy>keHO Moaynem 3awunTbl GanioBOM CUCTEMbI B PEXXKMME PeaibHOrO BpeMEH M NPy YPOBHE OYUCTKN MO
YMOSIHaHMO. Moy b NOMNbITAETCA OYUCTUTb UAN yAANUTb darn. ECim 4encTBre N0 YMOAYAHMIO AN MOAYAS 3aLUNTbI
B peXXMMe peasibHOr0 BPEMEHW He OrnpefesieHo, ero npeasiaraeTcs BbI6paTb Noab30BaTesto B CreLmaibHOM OKHe
npeaynpexaeHns. O6bI4HO MOXKHO Bbl6paTh AencTBMe OYNCTUTD, YaanuTb Uan Hnyero He npeanpyuHUMaTh.
[encrteme Hu4ero He npeanpuUHUMATDb BbiIOMPAaTb HE PEKOMEHAYETCS, TaK KaK B 3TOM C1yyae 3apaXKeHHbI dann
OCTAHeTCs Ha KoMMbloTepe. CkTtoyYeHeM MOXET HbITb CUTYaLNS, KOrAa MMEeeTCs MOJIHAS YBEPEHHOCTb B TOM, UTO
dann 6e3speseH 1 6bi1 06HapyXKeH No owmnbKe.
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Ouyuctka u ygasneHue

MpUMEHUTE OUYUCTKY, eCIN NMoJIe3HbIA Galn Hbla aTakoBaH BUPYCOM, KOTOPbIV f06aBW BPeLOHOCHbIN KO, K
nonesHomy. B 3TOM Clyyae cHayana nporpaMmma nbliTaeTcsl O4NCTUTb 3apaXkeHHbI M dann, YTo6bl BOCCTAHOBUTb €ro
nepBoHayasbHOe COCTOsIHWe. Ecnu dann coaepsKmT TONTbKO BPeAOHOCHbIV KOA, ero ciefyeT yAanuTb.

ESET Smart Security 5

Tpesora
OBHapy#eHa yrposal

Dovexr: ChUsers\petko\AppDatatLocal\Microsoft\Windows\Termnporary Inti
¥rposza: Eicar Tect daiina

CoBeITMe NpoMIoLWLNG NP NONBITKE 3anycka ¢afina cnegyownm
npunoxernen: ChProgram Files\Internet Explorefiexplore.exe,

Quncruts - Pekomengyerca
V B 3ToM 0BBEKTE COAEPMNTCA BOIMOMKHERA yrpo3a 4na

BALUErD KOMMBIOTEPA, [JaHHAA BO3MOMHOCTE NO3BOAAET
YAANWTE Yrpo3sy u3 obbekTa,

Ypanute

3ToT oBBEKT NPEACTABNAET BOIMOMKHYH YTPO3Y ANA
BALLIErD KOMNbIOTEPa, JaHHAA BOSMOMHOCTE NO3BOARET
YAINNTE 0GBEKT.

Huuero ne npegnpunmmars - He pekonmengyetca
HecmoTpa Ha To, 4To 3T0T 0BBEKT NPE4CTAENAET
BO3MOKHYH) YTPO3Y, OH HE BYAET HN OUWNLLIEH, HI YAENEH,

¥ CKpHTE PaciuMpeHHEIE NapaMeTpel
MokazaTe CKHO YBEAOMIAEHHA
CKONMpOBaTE B KAPaHTUH
MepeaaTe Ha aHanus
WekniounTe M3 nposepkn
Ecin 3apa)|<EHHb|l7| q)al7|n 3a6]'|0|(l/|pOBaH NN NCNONTb3YeTCAa KakKMM-/ M0 CUCTEMHbIM npoueccom, 06blYHO OH
VAanaeTca TOJ/IbKO nodnie OCBO60)KD,€HMFI. Kak npaBW10, 3TO NPONCXOANT Nod/ie nepe3anycka CUCTEMbI.

YapaneHue ¢panioB U3 apxmMeoB

B peXK1MMe 0UUCTKM MO YMOJTHAHWNIO apXMB yAaNAeTCs LeIMKOM TOIbKO B TOM CJTy4ae, eI OH COAEPXKUT TOJTbKO
3apaXkeHHble dharibl. MiHa4ye roBops, apXyMBbl, B KOTOPbIX 8CTb He3apaXKeHHble Galsibl, He yaanaioTca. OfHaKko
cneflyeT NposBAATb OCTOPOXHOCTb MPU CKAHMPOBAHWN B PEXXMME TLIATEIbHOM OUMCTKM, TaK KaK B 3TOM pexxmme
apXVB yAaNAeTcs, e COAEPXKUT XOTA 6bl OANH 3apaXKeHHbIN hai, HeE3aBUCMMO OT COCTOSHNS APYruX GaliioB B
apxuBe.

4.1.2 CkaHupoBaHue n 610KMpoBaHME CbeMHbIX HOCUTeNnen

ESET Smart Security o6ecneynBaeT aBTOMaTU4YeCKOEe yNpaBaeHne CbeMHbIMU HOCUTEeNAMW (KOMNAKT-ANCKK/DVD-
onckmn/USB-yCcTponcTBa U T. M.). OTOT MOAY/1b MO3BOSET CKAHNMPOBATb, 6/TOKMPOBATb UM M3MEHATb paCLUMPEHHbIE
GUNbTPbI M paspeLleHns, a Talkoke BbIbMpaTh, Kak M0b30BaTe/lb MOXET NOy4YaTb AOCTYN K KOHKPETHOMY YCTPOMUCTBY
1 paboTaTb C HAM. DTO MOXET 6bITb YA0OHO, eI aAMUHUCTPATOP KOMMbIOTEpa XO4YeT NpeaoTBpaTUTb
NOAKAOYEHME NOJIb30BaTENAMMN CbEMHbIX HOCUTENEN C HEHY)KHBIM COAEPXKMUMbIM.

I'Iop,p,ep)KM BaeMble CbeMHble HOCUTen

KomnakT-aunckm/DVD-anckn/gmnckn Blu-ray
USB-Hakonutenu

USB-ycTponcTBa

FireWire
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[enicTBUe Noc/ie NOAK/HOHYEHUA CbeMHbIX HOCUTENEN: BbI6op AeNCTBUSA MO YMONYaHUIO, KOTOpoe byaeT

BbIMOIHATHCS, KOrAa Cb€MHbIV HOCUTEb MOAK/TIOYAETCA K KOMMAbOTEpY (KOMNAKT-AMck/DVD-anck/USB-ycTponcTBO).

Ecnn BbiGpaH BapnaHT MokasaTb napamMeTpbl CKAHWPOBAHUSA, HA IKPaH byAeT BbiBeAEHO yBeAOM/IEHNE, B KOTOPOM
MOXKHO ByaeT BblbpaTb Hy>)KHOE AeNCTBME.

e CKkaHMpoBaTb ceiyac : 6yaeT BbINOJHEHO CKAHWMPOBAHME MO TPebOoBaAHWIO NOAK/IOHEHHOTO CbEMHOTO HOCUTENS.

e CKaHMpOBAaTb NO3Xe: He OyAeT BbINOSHEHO HUKAKMX AeCTBUIM, a OKHO O6Hapy>XeHo HOBOe yCTPOMCTBO by et
3aKpbITO.

e HacTpoiika...: nepexof B pasfen HacTPonKM paboTbl CO CbeMHbBIMU HOCUTENIMU.

Q6HapymeHo HOBOE YCTPOHCTED

CD/DVD (openSUSE-DVD-i58 (D:\))
= CkaHupoBaTe cefivac
= CkaHnpoBaTe Nozke

= Hactpoiika...

|:| Bcerga ncnonb3ceaTe EEIGPaHHBIA BEApWAHT

MpaBuaa 610KMPOBAHUSA CbEMHbIX HOCUTE/IeN: 3TOT NapaMeTp No3Bo/geT 3ab10OKMPOBATH BCE CbEMHbIE HOCUTENN,
NOAK/IHOYEHHbIE K KOMMbIOTEPY. ECIM HEKOTOPbIe HOCUTENU A0XKHbI ObITb AOCTYMHbI, UX CefyeT UCKTOYUTb 13
610KMPOBaHMA.

HaxxmuTe MpaBuna..., 4To6bl pa3pewnTb UK 3a610KMPOBATb AOCTYN K BblA€/1€HHbIM CbeMHbIM HOCUTENAM. B 3TOM
OKHe MO>XHO YNpaBAATb paClUMPEHHbIMM NPaBUIaMM A9 CbeMHbIX HOCUTenel. Mpasmaa MOXXHO GUAbTPOBATb,
Hanpumep, No pasmepy HOCUTeNd, CepUAHOMY HOMEPY W TUMY YCTPOMCTBA. Y KaXA0oro NpaBuia eCcTb CO6CTBEHHbIE
paspeLleHus, YTO NO3BO/IAET Pa3peLlnTb, OrpaHUYUTb UK 3a6/10KMPOBaTb AOCTYM K BblAE1EHHbIM CbeMHbIM
HOCUTENSAM.

4.1.3 CucteMa npepoTBpaleHNs BTOPXEeHUM Ha y3en

CucTema npepoTBpaLLeHMa BTOPXXEHUI Ha Y3eN 3alMLLIAeT OT BPeJOHOCHbIX MPOrpamMm U ApYron HexxenaTeslbHOM
aKTMBHOCTW, KOTOpPbIe MbITAOTCA OTPULIATENIbHO NMOBAMATL Ha 6€30MacHOCTb KOMMbioTepa. B cnucteme
NpeaoTBpaLleHMs BTOPXKEHWI Ha Y3/ UCMO/b3yeTCa paCliMPEHHbIA aHain3 NOBeAeHMs B COYeTaHMM C
BO3MOXHOCTAMM CeTeBOM GUAbTPaLMM Mo 06HAPYXKeHWIo, 61aroaapa Yemy 0T CIeXMBAKTCA 3aMnyLLEHHbIe MPOLecchl,
dannbl v pasaenbl peectpa, akTUBHO 61I0KMPYHOTCA M MPeAoTBpaLlaloTCa Nto6ble Takme NonbITKM.

Cuctema NpefoTBPAaLLEHNS BTOPXKEHMI HA y3ea AOCTYNHA B pa3gene [LonosHUTeNbHble HACTPOMKMU (F5), OTKPbITb
KOTOPbIN MOXHO Yepe3 MmeHo KomnbroTep > CucTemMa NpepoTBpaLLeHMs BTOPXXEHUN Ha y3en. COCTOsIHME CUCTEeMbl
npeAoTBpaLLEHNS BTOPXKEHWI Ha y3en (BK/THoYeHa MM OTKIt0YeHa) 0OTobpaykaeTcs B r/1aBHOM OkHe ESET Smart
Security, B obnactn HacTpowka, B npaBol YacTu pasgena KomnbtoTep.

MpedynpexdeHue. VI3MeHeHMA B MapaMeTpbl CUCTEMbI NMPeAoTBPALLEHWSA BTOPXKEHWNI HA y3€e/1 A0/KHbI BHOCUTb TObKO
OMbITHbIE MOJIb30BATE/N.

B ESET Smart Security eCTb BCTPOEHHAsi TEXHOOT S CAMO3ALUMbl, KOTOPAs He MO3BOJIAET BPeAOHOCHbIM
nporpaMmmam MoBpeauTb UK OTKAKOYUTb 3aLLNUTY OT BUPYCOB M LUNMOHCKMX NporpaMmm, baarogaps yemy
nosb30oBaTeNb B IIO60M MOMEHT BPEMEHM MOXET 6bITb YBEPEH B 3aLMTe KOMMbiOTepaA. VI3MeHeHMss napaMmeTpoB
BK/OUNTb CUCTEMY NpeaoTBpaLLEeHNS BTOPXKEHUN Ha y3en 1 BkatounTb Self-defense BcTynatoT B cuny nocne
nepesanycka onepaunoHHom cuctembl Windows. NS OTKAOHEHUS CUCTeMbI Npep,oTBpaLLeHMUA BTOPXXEHU M Ha y3en
B LLle/TOM TalOKe HY>KHO ByaeT nepesarpy3mTtb KOMMboTep. OuabTpaLmio MOXKHO OCYLLECTBASTb B O4HOM U3
OMUCAHHbIX JaJiee YeTblipex pexXxMMoB.

ABTOMaTUYeCKUM PeXunM C npaBuiaMu: ornepaumnn BKJIKOYEHbI 3a UCK/TKoYeHWeM npeaBapuUTe/ibHO 3a4aHHbIX
npaBWi, KOTOpPble 3alUNLLAK0T KOMNbKOTEP.

MHTepaKTUBHbBIN peXXUM: Nob30BaTeNto byeT npeanaratbcs NOATBEPXKAATb OnepaLmn.
Pe>XX1M Ha OCHOBE NMOJIMTUKM: OrepaLmm 610KMPYIOTCS.

PeXxum 0byuyeHns: onepauymmn BKIOYEHbI, MpUYeM NocIe KaKA0M onepawmmn co3aaeTcs npasuio. MNpasuna,
CO3/[aBaeMble B TAKOM PeXMMe, MOXKHO MPOCMOTPETH B pasaesie PeaakTop NpaBul, HO UX NMPUOPUTET HKE, YEM Y
MpaBw/, CO34aBAEMbIX BPYYHYIO UM B aBTOMATUYECKOM pexkmMe. Mocse Boibopa BapraHTa PeXxum oby4yeHus
CTAHOBUTCA AOCTYMHA GYHKLMA YBEAOMIATb 06 OKOHYAHUU pexxnMa o6yyeHuns vyepes X gHe. Nocie OKoHYaHus
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yKa3aHHOT O NepMoAa BPEMEHM PEXMM 06YHEHMSA BHOBb OTK/ItOHAETCA. MakcumanbHas Npoao/IKUTENbHOCTb Neproaa
BPEMEHM COCTaBNAeT 14 AHen. Mo 0KOHYaHMKM TAKOro Neproa BpeMeHM Ha 3KpaH byAeT BbiBEAEHO BCMJIbiBAKOLLEE
OKHO, B KOTOPOM MOXHO M3MEHWTb MPaBWIa 1 BbIGPATb APYron pexxum GuabTpaumn.

Cuctema npegoTepalleHmns BTOD)KeHVIVI Hay3en oTaiexmBaeT cobbITNA B OI'IEDaLI,MOHHOl;I caicTeMe m pearnpyeT Ha HUX
COOTBETCTBYHOLLMM o6pa30|v| Ha OCHOBE npaBw/i, KOTOPble aHa/10TN4YHbI NpaBW/iaM NepcoHa/IbHOIro qbaﬁepBona.

HaxmunTe KoHGUrypupoBaTb NpaBua..., YTOObl OTKPbITb OKHO YrpaB/ieHns NpaBuaaMm CUCTeMbl NpeoTBpaLleHums
BTOP>KEHWI Ha y3e/, TAe XPaHATCA NpaBuia. B 3TOM OKHe MOXHO BblI6MpaTh, CO34aBaTh, U3MEHATb U yAANATb
npasuna.

EC/n B Ka4ecTBe A4eNCTBUSA N0 YMOYAHMIO BbIBpAHO 3anpoCcuTb, HAa 3KPaH KaXKAbl pa3 BbIBOAUTCS AMANI0rOBOE OKHO.
3TO [aeT NnoJib30BaTEe/H0 BO3MOXHOCTb 3aNpeTUThb 1K paspeluuTb onepaunio. ECv nonb3oBaTesb He BbibupaeT
[LeCTBME B TEYEHME B TEYEHME ONpeaeneHHOro BpeMeH U, BbIOMpaeTcs HOBOE [1eNCTBME HA OCHOBE MpPaBuI.

Paspewnte 3Ty onepauuio?
- Cucrema NpeaoTEpaLleHna BTOD. KEHWA Ha y=en

Mpuaoxenne: CWindows\explorer.exe
Onepauma:  3anycTWTe HOBOE NPUACKEHNE

Dbbext: C\Program Files\Microsoft Games\Solitaire\Solitaire.exe

Pazpewnts
v MpunoxeHnto DyAET pazpeLLEHD NPOADINUTE 3Ty
OMEPALNKY WK BEINCAHUTE A3HHOE JERCTBME,

JanpetuTn
MpunoxeHnto He ByAET PapELLEHD NPOACAXKNTE 3Ty
OMEPALNKY WK BEINCAHUTE A3HHOE JERCTBME,

|:| Co3gate npaBnno
[ BpemeHHO 33NoMHUTE 3TO AERCTEME 4NA A3HHOTO NPOLECca

b CKpEITE PaCIIMpeHHEIE NapaMETPE

Co3jate NpaBuno, JeACTENTENBHOE TONBKD Q1A 3TOMD NPHACHKEHNA

CDS,JJ,ETb npaenno, ,ﬂ,EﬁCTEMTEﬂbHDE TONBKD 4NA CNEpaUnK

[3EI'IYCI'HTI:- HOEOE MPUADHKEHNE v]

Cozgate npasnno, AEACTEMTENBHOE TONEKS 4NA obBtekTa

[ ChProgram Files\Microsoft Games\Solitaire\Solitaire.exe - ]

)

B 3TOM AranoroBoM OKHe MOXHO CO34aBaThb npaBuia Ha OCHOBe OencTBusg, KOTOpOe 1X BbI3Bano, n yC}'IOBl/IVI ongd
3TOro AencTBus. KOHKpETHbIe napamMmeTpbl MOXXHO HACTPOUTb, Ha>KaB MokasaTb napamMeTpbl. I‘Ipanma, co3pgaBaemble
TakyM Cnocobom, cHmTatoTCs paBHO3HA4YHbIMW CO3aHHbIM BPY4YHYIO NpaBn/iam, NO3TOMY NpaBnio, CO3JaHHOE B
OMaNIOrOBOM OKHe, MOXET HBbITb MeHee I'IO,EI,DO6HbIM, 4yemM npaBn10, KOTOpOe Bbi3Bas10 NnosgBieHne Takoro

OMaIOrOBOro OKHA. 3T0 3HAYMUT, YTO NOCJIe CO34aHMUA TaKOro Npaswn/ia 3Ta XKe ornepawmsa MOXKET Bbl3BaTb NMOSAB/IEH/E
TaKOTrO >Ke OKHa.

MapameTp BpeMeHHO 3anoMHUTb AeiCTBUE A8 AaHHOMO NPOLecca no3BosgeT 3aNoMHUTb AeicTBue (Pa3pelmnTb/
3anpeTuTb) 419 AAaHHOI0 NpoLecca, KoTopoe 6yaeT NPUMEHATbCA KaXKabli pa3, Koraa AaHHas onepawms Bbi3biBaeT
BbIBO/I HA dKpaH [MasoroBOro OKHa. 3TW NapameTpbl ABNFIOTCA BpEMEHHbIMW. M0C/1e U3MEHEHNA NPaBUa UK
pexunma GunbTpaumm, 06HOBAEHUA MOAY NS CUCTEMbI MPEeAOTBPALLEHNS BTOPXKEHWUIA HA Y3e/ UK Nepe3arpyskn
KOMMblOTepa OHK 6yayT yaaneHsi.
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4.2 CeTb

MepcoHanbHbIM GanepBo yNpaBasSeT BCEM CETEBbIM TpadmMKOM KOMMboTepa B 060Mx HanpaeneHusx. MNpouecc
OCHOBAH Ha 3anpeTe Win pa3peLleHnn OTANbHbIX CETEBbIX COeANHEHWNI B COOTBETCTBMM C ONpeae/ieHHbIMU
npasunamu. MepcoHanbHbIM GanepBon obecneymBaeT NpOTUBOAENCTBME CETEBbIM aTakaM CO CTOPOHbI yAa/leHHbIX
KOMMbIOTEPOB M paspeluaet 610KMPOBaHME HEKOTOPbIX C1yXK6. KpoMe Toro, oH obecneymnsaeT 3awmTy OT BMPYCOB
npu obmeHe faHHbIMK No NpoTokoaam HTTP, POP3 1 IMAP. OyHKUNOHANbHO MOAY /b SIBNSIETCS O4EHb BAXKHbIM
3/1eMEHTOM B CUCTEME KOMMbIOTEPHOM 6e30MacHOCT M.

KoHdurypaums nepcoHanbHoro damepsosa 4ocTynHa B 061acTm HacTponka, KoTopas noapageTcs Npu HakaTnum
3arosioBka CeTb. 34eCb MOXXHO U3MEHSTb PEXUM GUAbTpaLLMK, MPpaBuaa U AOMONHUTE/bHbIE MapaMeTpbl. B 3TOM
OKHe Taloke NpefoCcTaBaseTcs 4OCTYN K AONO/THUTENbHbIM NapameTpamM NporpaMmel.

@ ESET Smart Security =N EoE ==

l_Sl_I CRAADT CESIIDITV

4 Hacrpoiika * Cets

/i‘ [nagHan

Cetb

0 CranumpoeaHue MK

b OBHOBNEHNE

wlls
HacTpoiika .
ﬁ P Pescim asTomatuueckoi grasTpaLmm + BrarodeH
¥ MepekntounTe B peskm MHTEPAKTUBHONR dUABTPaLMK

”i DuneTpayma ceTesoro Tpadmea + BrnroueHa
- &Y Bnoknposate Beck CETEBOI TPAadHK: OTKNHOHNTL CETh

¥ OrknrounTe GuABTPALMI: paspeLLNTE BECE TRAGHK

% CnyskeBHbIE NporpaMmel

HacTpoiika 3oHbl.
WEMeHNTE pesni CceTeBol BE30NaCHOCTI KOMNBIITERA...

0 CNpaeka | NoALepKKE

ol
JononHuTensHeble HACTPORKN NEpCoHaneHoro Gafepeona..

(es[5y

3ab10KMpOBaTb BECb CETEBOV TPAPUK MOXKHO TOMBKO C MOMOLBI0 GyHKLMM BrokmnpoBaTb BeCb Tpaduk:
OTKJIOYUTb CeTb. Bce BXxoasLwme 1 ncxoasume coeguHeHns 6yayT 3ab/10KMpoBaHbl MepCcoHanbHbIM hanepBoaom 6e3
npeaynpexaeHns. cnonb3ymnte 3Ty GYHKLMIO TOMbKO B 0COBbIX C1y4asx, KOraa BO3HMKAET OnacHas KpUTmyeckas
anMTyaums, Tpebyrowas HemeaIeHHOro OTK/TKOYEHNS OT CeTU.

3anpeTnTb GUIBTPaLLMIO: paspellunTb BeCb TpadUK ABISETCA MPOTUBOMOM0XKHOCTbIO 6/10KMPOBAHNS BCEMO
Tpaduka. B 3TOM pexrMe NepcoHanbHbIA GarepBoa 0TKI0YaeT BCe GyHKUMUM GUIbTpaunn 1 pas3peLiaeT Bce
BXOZSALLME U UCXOAALLME COeAMHEHMA. TAKOW PeXKMM aHa/TIOrMYeH NoIHOMY OTCYyTCTBUIO dariepeona. Ecim ana
dunbTpaumm ceTeBoro TpadmKka BbiI6paHo COCToAHMe BoKMpoBKa, napameTp MepekaUYnTb B pEXXUM
dunbTpauumn BrIOYaeT dhanepBos.

Koraa akTMBMPOBAH aBTOMATUYECKMI PeXXMM GUAbTPALMK, AOCTYMHbI CeAyoLLMe NapaMeTpsbl.

e Pexxum aBTOMaTU4eCKOM GUABTPALUN : 151 USMEHEHUS peXXMMa GUAbTPALMM HKMUTE MepektoYnTb B peXXum
MHTEpaKTUBHOM PpunbTpaLum .
e HacTpoiika 30Hbl.... 0TOOpaXKaeT HACTPOVKM JOBEPEHHOM 30Hbl.

Koraa akTMBMPOBAH MHTEPaKTUBHbIV peXXMM GUIbTpaLMK, 4OCTYMHbI ClefyoLe napaMmeTpsbl.

e PeXXM MHTEpPaKTUBHOM GUNbTPALUN : /151 USMEHEHWS peXkMMa GUNbTPaLMM HKMUTE MepektoYnTb B peXUM
aBTOMaTUYeCcKown puabTpaumu nin MepeknoumTb B peXXUM aBTOMaTU4YecKorn GUabTpaumnm € UCKJII0UEHUAMUA
B 3aBMCUMOCT M OT TeKyLLero pexxuma GunbTpaLmu.

e HacTpouTb MpaBuaa U 30HbI.... OTKPbITUE OKHA «HacTporKa 30H 1 NpaBm», B KOTOPOM MOXKHO 334aTb, KAaKUM
obpasom ¢panepson byaet o6pabatbiBaTh CeTEBbIE MOAKIOYEHMS.
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MN3MeHNTb peXXnum ceTeBor 6@30MacHOCTU KOMMbIOTEpa.... 3TOT NapaMeTp NO3BO/SET BbIOGPATb MeXay
MaKCUMATbHOW 1 pa3peLUeHHO M 3amnTOn.

[LonoNHUTeNbHbIE HACTPOMKW NEepPCOHaIbHOrO ¢paepBoa.... MO3BOAAET MNOAYYUTb AOCTYN K AONONHUTENbHbIM
napameTpam nepcoHasbHOro darepsona.

4.2.1 PexxMmbl dunbTpauuu

B nepcoHanbHOM darepsone ESET Smart Security cyLecTByeT NaTb peXMMOB GUAbTPaLMK. PEXMMbI GUALTpaLN
[OCTYMHbI B paszaene [LonoAHUTeNbHbIe HACTPONKM (F5), OTKPbITb KOTOPbIA MOXHO Yepe3 MeHto CeTb >
MepcoHanbHbIN daiepson. MoBeaeHNe NepCcoHanbHOro Garepsoa 3aBUCUT OT BbIBpaHHOT0 pexrmMa. Kpome Toro,
OT BbIGPAHHOI0 pexunmMa GUabTpaLMmn 3aBUCUT CTEeMeHb Y4acT s NoJib30BaTeNa B NpoLecce.

dun bTpaUMtO MOXXHO OCYLLECTB/IATb B OAHOM M3 OMUCAHHbIX Aa/iee NATU pe>XXnMOB.

ABTOMaTUYECKUIA PEXUM — PEXMM MO YMOMYAHMIO. DTOT PeXXMM NOAXOAMUT A5 MONb30BaTeNeN, KOTOpbIe
NpeAnoYUTaOT NPOCTOTY M yA06CTBO B UCMO/1b30BAHWM MEPCOHaNbHOIO danepsosia 6e3 He06X0ANMOCT M CO34aAHUS
npasBua. ABTOMATUYECKNI PEXXMM pa3peLlaeT BeCb UCXOAALLMA TpadUK A5 KOMMNbOTepa Nonb3oBaTens n 61okmpyeT
BCE HOBble COeMHEeH VS N3BHE.

ABTOMATHUYECKUN PeXUM C UCKNHYEeHUIMHn (npanma, ornpepeneHHble ﬂOHb3OBaTeﬂ2M)I B AOMNOJIHeHME K
dBTOMATM4eCKOMY peXKnMy nosib3oBaTes1to paspelleHo Takke [06aBNSATb COBCTBEHHbIE npasunia.

NHTepaKTUBHbIA PEXWUM: MO3BOMSET CO3aTb CO6CTBEHHYIO KOHGUIypaLmio nepcoHanbHoro darepsona. Ecim
06Hapy>XeHO CoeaiMHeHME, Ha KOTOPOE He PacnpOCTPaHAETCA HU OAHO 13 CYLLECTBYOLLMX MPaBW/, Ha 3KpaH
BbIBOAMTCA AMANOrOBOE OKHO C YBEAOMJIEHUEM O HEM3BECTHOM MOAK/IHOYEHNN. B 3TOM OKHE MOXHO 3arnpeTuTb Un
pas3peLlnTb COeIMHEHME, a TakKe Ha OCHOBE 3TOr0 PEeLLIEHNS CO34aTb MPAaBUIO AN NpUMeHeHus B By ayLieM. Ecim
NMPUHUMAETCS peLLeHNe 0 CO3AaHNN HOBOMO NPaBunaa, B COOTBETCTBMN C 3TUM MPaBUIOM BCe byayLimMe COeANHEHMS
3TOro Tuna 6yayT paspeLleHbl UK 3anpeLleHbi.

Pe>XXUM Ha OCHOBE NOJIMTUKU: BNOKMPYET BCE COBAMHEHUS, He yY0BETBOPAOLLME HN OAHOMY 13 paHee
onpefesieHHbIX pa3peLlaroLimx NpaBua. STOT PeXXMM NpefiHa3zHaveH A5 OMbITHbLIX MNO/b30BaTes1eln, KOTOPble TOYHO
3HAOT, KaKMe CoefiHeH NS UM HeobXxoAMMbI. Bce Mpoyme HeyKazaHHble coefnHeHmsa by ayT 610KMpoBaTbCs
nepcoHanbHbIM GanepBOIOM.

Pexxum oby4veHmns: aBToMaTmMyeckoe CO3aHne 1 COXPaHeHre NpaBui; 3TOT peXkuM yao6eH Ang nepBoHavabHOM
HaCTpOMKN NepCcoHanbHOro dGarnepeoa. Y4acTuve nosib3oBaTens He TpebyeTtcs, noTomMy 4To ESET Smart Security
COXpaHseT npaswia COrnacHo NpeaBapuUTebHO HACTPOEHHbLIM NapameTpam. Pexxkum 0byyeHns asnseTcs
Hebe30MacHbIM, MO3TOMY PeKOMEHAYEeTCs UCMNOb30BaTb €ro TOMbKO 40 MOMEHTA CO34aHMS MPaBua A5 BCexX
HEobXOANMbIX COEANHEHNN.

= ESET Smart Security @
JononHWTeNEHBIE HACTPOMKK (es[E
[ KomneroTep MNepcoHansHeH dafepson
El_! CeThb PesiM MunsTPaLIMAM

[=B=RepcoHancHLIA daliepson

MpaBHna 1 30Hs! ’#\BTonaaneu{m peEHIM -
[ONONHUTENbHBIE HACTPOHKM 1 IT MepcoHansHel dafepeon ByaeT asToMaTH4ecM 00pabaTrIEaTE BCE CETEBLIS
Pesim ofy4eHna COEAWHEHWA, CTEHAAPTHEI2 MCKOAALWE CETEBLIE COEAMHEHMA BYLYT paspelleHsl, a

niobibie COBAMHEHMA, HE MHWLWWPOBAHHEIE MHYTPM, 3ANPELWEHE], ITOT DEXMM NOAX04WT

KOHTPOME MSMEHEHMIA MPUNCHKEHY p
AnA BoNbWWHCTEa NoNbL30BaTENEH,

WHTerpauma B cacTemy
[ Bua coeauHeHni
H--igg VIHTEPHET W 3NeKTPpOHHEA NoYTa

[
- [fi¢ PoanTENLCKWA KOHTPONE MpodunK nons3osaTeNel dalfepeana
(3 ObHosneHue MNapameTpel padoTel NEPCOHENEHOMD GENEPBONE MOXMHO ONEPETHEHD MIMEHNTE C
-3 CnyebHble nporpamms) noMoLLb Npodknei. K onpedeneHHsM NpodunaM MOKHO NPUMEHWUTE NONb30BaTENLCKHE
-8 MHTepdelic MPaBnna.

BriBparHeit npodins:

’I‘Ipod:unb OTCYTCTEYET v] ’ Mpoduau. .. ]
14 | [ [ »

[ '@'DK ] [ OTHEHE ] [ Mo yMonYaH ]

Mpodunm NO3BONAOT KOHTPOMPOBATbL NOBeAEHMe NepcoHanbHOro darepsona ESET Smart Security. [Mpw co3pgaHum
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NN U3MEHEHUW NpaBuia NepcoHaibHOTro GparepBosia ero MOXXHO Ha3HaYMTb OTAEAbHOMY NPODUII0 AU MPUMEHUTD
KO BceM npodunam. MNpu Bbibope onpeaeneHHoro npoduna AencTBYOT TONbKO riobanbHblie npaeuia (6e3 ykasaHus
npoduna) n NpaBuia, HasHa4YeHHble 3TOMY NPodUI. /18 Nerkoro M3MeHeHus NoBeaeHNs NepCcoHanbHOro
darepBo/ia MOXHO CO3AaTb HECKOIbKO NMPOduIen C pa3MYHbIMN Ha3HAYEHHbIMU NpaBUIaMM.

4.2.2 Mpodunu

Mpodunnm No3BONAOT KOHTPOAMPOBATb NoBeaeHne ESET Smart Security. IMpuy cO3a4aHUM UM U3MEHEHUN MPpaBuaa
nepcoHanbHOro darepBoaia ero MOXKHO Ha3HAYUTb OTAENbHOMY NPOPUIIIO UK MPUMEHUTL KO BCeEM Npodunsam. MNpu
BbibOpe onpeaeneHHOro npoduna 4encTByOT TONbKO rnobanbHblie Npasuna (Mpaewia 6e3 ykasaHunsa npopuas) n
NpaBWIa, Ha3Ha4YeHHble 3ToOMy Npodwuto. 419 yaA06HOro N3MeHeHMa NOBeAEeHMSI MePCOHAIbHOIO GarepBo/ia MOXKHO
€034aTb HECKOIbKO NPOdU/IeNn C pa3IMYHbIMU Ha3HA4YEeHHbIMY NpaBUIaMM.

[nsTOro 4to6bl OTKPLITH OKHO Mpodunu panepsona, B KOTOPOM MOXHO A,06aBNATb, U3MEHATb 1 yAANATb
NpodUAN, HAXKMUTE KHOMKY Mpoduaun... (CM. pUCyHOK B pasaene Pexxrmbl duabTpaumn). VIMenTe B BUaY, H4TO
U3MEHWUTb UM YAANUTb NPODU/b, YKA3aHHbIN B PACKPbIBAKOLLEMCSA MEHIO BbIGpaHHbIf Npodub, Henb3A. Mpu
[06aBNEHUM UM U3MEHEHUM MPODUIA MOXKHO 3a4aTb YC10BUSA, MPU KOTOPbIX OH 3anyCTUTCA.

Mpodwunu afiepeona =N E=h ==
BieIBpaHHEN npodians:
[HDOdJW'Ib OTCYTCTEBYET VI
Mpodiani

MMA Npodna  ABTOMATMYECKOE NEPEKMIOMEHNE

ESET HEBO3MOHHD NEpeKMOHUTE

[NobasnTb WameHuTE YaanuTb

OK ][ OTMeHa ]

Mpw co3paHnm Npoduna MoXKHO BbiGpaTh COBbITUS, KOTOPble ByAyT 3anyckaTh ero. JoCTynHbl cefytoLme
napameTpbl.

e He nepekntoyaTtb aBTOMATUYECKU: aBTOMATMYECKMI 3aMyCK OTKAO4YeH (Mpoduab A0XKeH 6bITb aKTUBMPOBAH
BPYYHY1O).

e Ecnv aBTOMaTM4YeCKU BbIGPaHHbIV NPO}U/Ib CTAHOBUTCA HEAENCTBUTENbHBIM, A Apyrue npodunn
aBTOMATUYECKU He aKTUBMUPYIOTCA (MPOodusib Mo yMOAYAHUIO): KOrAa aBTOMATUYECKN BbIGpaHHbIN Npoduib
CTaHOBUTCS HEAEeNCTBUTENbHBIM (HAanpuUMep, KOMMNbIOTEP MNOAKIOYEH K HELOBEPEHHOM CETU, CM. pasaen
AyTeHTudunKauma cetun), a Apyrov npoduab He akTUBMpPyeTcs (KOMMAbIOTEP He MOAKIKYEH K APYron JOBEPEHHON
CeTu), MepCoHanbHbIM GarepBo/ NepPeKTItoYUTCA HA 3TOT NPOodKAb. DTOT NapaMeTp MOXKHO YCTaHOBUTb TObKO A1
OZHOTOo Npoduns.

e Ecnu 3Ta 30Ha ayTeHTUGMLUMPOBAHA: 3TOT Npobu/Ib 3aNyCTUTCS, KOTAa OnpeaenieHHas 30Ha byaet
ayTeHTUdMLUMpOBaHa (CM. pasaen AyTeHTudurkaumsa cetu).

Hactpofika npoduna @

MA npoduna:
ESET

ABTOMAETHYECKOE NEQEKMKOHEHWE Npodmna

(@) He NepekntoyaTh SETOMATHHECKK

(7) ECcni aBTOMaTHYECKH BoIfpaHHbI NpodMnb CTaHoBUTCR
HEQENCTEMTENEHEIM, @ APYTHE NPodMIN SETOMATHHECKH HE
BKTHBMPYKOTCA (Mpodkne Mo YMONYEHKKD)

—, ECnK 3Ta 30Ha

ey hqg.eset.com_DhcplIp: 10.1.96

[ Ok ][ OtmeHa ]

Mpu nepektoyeHr Npoduiern NnepcoHanbHOro darepeona B NpaBoM HUXXHEM YTy PSAOM C CUCTEMHBIMKW HYacamu
NOSABNSAETCA COOTBETCTBYIOLLEe YBeJOMJIEHNE.
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4.2.3 HacTtpoWka u ucnosb3oBaHue nNpaBui

MpaBuno cogep>XnT Habop NapameTpoB U yCUI10BUW, KOTOPbIE NO3BONAIOT Lie/1eHanpas/eHHO NpOBEepATb CeTeBble
CoeAVHEeHVS 1 BbIMOJIHATb HEOH6X0AMMble AeNCTBMS B COOTBETCTBUM C 3TUMM YCTOBUSIMA. TTpU MCNONb30BaHMM
nepcoHanbHOro Garepsosia Noab30BaTe b MOXET 334aTb AeUCTBUS, KOTOPble HEOBXOAMMO COBEPLUUTL MNPW MOMbITKE
coeanHeHVa. g TOro 4Tobbl HACTPOUTbL NPABMUO, MeperamnTe B OKHO [,ono/IHUTeNbHble HacTponku (F5) > CeTb >
MepcoHanbHbIV pariepBon > NMpaBusia U 30HbI.

= ESET Smart Security @
JononHWTeNEHBIE HACTPOMKK (es[E
[+ B KomneloTep Mpaevna 1 30He!
9! CeTb NoBepeHHan 30Ha
=] NepcoHansHe daliepson Mpynna KoMNbHTEpos, ANA KOTOPLIX 3TOT KOMMBHOTED AOCTYNEH NO CETH, HA3bIB3ETCH

AOEEPEHHOMA 30H0M. MpHMEPOM AOBEPEHHOA 30HEI MOXET CNYHMTE AOMALHAA MK
[0NONHUTENBHBIE HECTPORKK 1 1T odMcHaR CeTe.
Pesxim obyueHma ["|He nokaseiEaTE AMANCrOBCE OKHO NAPAMETPOE AOBEPEHHON 30HE, ECIM OBHAPYIKEHs!
KOHTPOML MSMEHEHMIT MpUACHREHY W3MEHEHWA NAPaMETPOB CETEB0r0 aaanTepa (HanpuMep, UsMeHeHue IP-agpeca)

[ Bua coeauHeHni
H--igg VIHTEPHET W 3NeKTPpOHHEA NoYTa

H-f¢ PoaMTenscKMiA KOHTPOMb L
75 OBHoENeHME Mpasvna onpeLenaT , Kak NEPCOHANEHEIR haRepson 0bpabaTEIBAET BXOAALLME 1

i MEXOAALME CETEBRIE NOAKMOHEHMA.
H- 3 CryxebHele nporpamms
H-- Wl HTepdeiic

MHDopMaWA, 0ToRpEKEEMEHA B PELEKTOPE NpaEMn

PenakTop 30H M Npag1n

i O O O e B

MoKasaTs HHBOPMALMK O MPMAGKEHHA:

anMaHne V]

Moka3bIBaTe NPpaBuna:

’I‘Ionbsosa'renbcme 1 NpeAonpefensHHbIE NPasMna v]

[ @lgﬁ ][ OTMEHa ][I‘Io monanwo]

HaxxmuTe KHonky HacTpowmka... B pasgene JloBepeHHasa 30Ha, YTO6bl BbIBECTM HA 3KPaH AManoroBoe 0kHO
HaCTpPOMKWN AOBEPEHHOM 30HbI. [lapameTp He nokasbiBaTb AMaNoroBoe 0KHO NapamMeTpoB [,0BepEeHHOMN 30HbI, eC/n
06Hapy>XeHbl U3MEHEeHM S NapaMeTpoOB CETEBOro agantepa 4aeT No/1b30BaATENH0 BO3MOXKHOCTb OTK/HOYUTb BbIBOS,
OKHa NnapameTpoB AOBEPEHHOM 30HbI MPpY OH6HAPY>)KEHWM HOBOW NOACETU. MPpKY 3TOM MCNONb3YIOTCS NapaMeTpbl
TeKyLen LOBEPEHHOW 30HbI.

NMPUMEYAHMUE. Ecnm nepcoHanbHbi GanepBO/1 HACTPOEH HA paboTy B aBTOMATUHYECKOM peXUMe, HEKOTOpble
napamMeTpbl HeAOCTYMHbI.

HaxxmuTe B paszene PegakTop 30H M NpaBuA KHOMKY HacTpoika..., YTO6bl BbIBECTM Ha 3KpaH OKHO HacTpoika 30H
W NpaBwA, rae npeacTas/eHbl 06LMe CBefeHMs 0 NpaBuiax Uam 30Hax (B 3aBUCMMOCT M OT BbIGpaHHOM BKAAAKMN).
OKHO pa3feneHo Ha ABe 06/1acTu. BepxHsas 061acTb COAEPXKUT Npasuia B KpaTkon popme. HxkHAS 061acTb
COAEPXKNT NOAPO6HYIO MHbOPMALMIO O MpaBue, BbiIBpaHHOM B BepXHel 06/1acTW. B HUXKHE 4acTy OKHa
PacnonoXeHbl KHonku Co3pgaTtb, UsMeHUTb 1 YaanuTb (Del), KOTopble MO3BONAOT KOHPUIYPUPOBATbL NpaBuia.

MoAKNOYEHMA MOXKHO pas3fieNInTb Ha BXOAALLME N UCXoasLme. Bxoasuime noakaoYeHns MHULMUPYIOTCA Yaa eHHbIM
KOMMbOTEPOM, KOTOPbIV MbITAETCA NOAKAOHNTbCS K JTIOKATbHOM cUcTeMe. Mpun UCXOASLLMM COeiMHEeH M, HAao6opoT,
JIOKaNIbHbIM KOMMbIOTEP MbITAETCA NOAKNOUUTBCA K yAANEHHOMY.

Mpy BO3HVKHOBEHNN HEN3BECTHOIO COAMHEHMS NONb30BaTeb AO/IKEH Pa3peLumnTb WK 3anpeTuTb ero.
HexxenatenbHble, Hebe30nacHble UK HeM3BeCTHble COeMHEeHNs HeCyT yrpo3y 6e3onacHoCT ana KoMmnbtoTepa. MNpu
YCTAHOBJ/IEHUM TAKOTO COeMHEeHNS peKOMeHAyeTcs 06paTuTb 0CO60e BHUMAHWE Ha yAA/1eHHbIN KOMMbOTep U
NPUIOXEHME, KOTOPbIE NbITAKTCA YCTAHOBUTL 3TO COeANHEHME C KOMMbIOTEPOM. MHOIMe TUMbl 3apaXkeHum
MbITAKTCA MNOMYYUTb M OTMPABUT JINYHbIE AAHHbIE W 3arpy3nTb APYrie 3/10HAMEPEHHbIe MPUIOXKEeHNS Ha
KOMMbloTep. MepcoHanbHbl hanepBoa AAeT NOb30BATE/H0 BO3MOXXHOCTb 06HAPYXXNTb MU pa3opBaTh Takume
NOAKTOYEHNS.

MokasaTb MHGOPMALLUIO O MPUIOXKEHUN: MO3BOJTAET ONPEAeNUTb, KAKME 13 MPUIOXKEHW ByayT 0TO6PaKaThCA B
cnvcke Npaeua. JOCTyMHbI CeAyoLIMe BapUaHTHI.

e MOAHBIN NYTb : NOAHbLIV NYTb K UCMOHSEMOMY Garny NpUIoXKEHNS.
e OnucaHue — onmncaHme NPUNoKEHMS.
e M — 1MS MCNOTHAEMOTO panaa NpUIoKeHNs.
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BbibepuTe TMN Npaem, KOTopble ByayT 0TO6paxaThCs B Cnvcke MokasbiBaTh NpaBuia.

e TonbKo nonb3oBaTe/bCckue NpaBua | Ha 3KpaH BbIBOAATCS TONbKO NPaBWa, CO3A4aHHbIe MOb30BaTeNEeM.

e Monb3oBaTenbckue 1 NpeaonpeseneHHble NpaBuaa: 0TobpaXkeHe BCeX onpeaeseHHbIX Noab30BaTe1eM npasu
M NpaBwns, 3aaHHbIX MO YMOMYAHMIO.

e Bce npaBuna (BK/1t04Yas CUCTEMHbBIE): HA SKPaH BbIBOASATCS BCE NpaBua.

4.2.3.1 HacTtpowika npaBun

B pasgene HaCTPOMKM NPaBua MOXHO MPOCMOTPETb NPaBuUa, KOTOPble MPUMEHATCS K TpadurKy, reHepupyeMoMy
Pa3INYHBIMU NPUNOXKEHUAMW B Npeaenax LOBePeHHbIX 30H U ceTu VIHTepHeT. Mo yMonYaHuio npaemna fobaenaTcs
aBTOMAaTUYeCKN B COOTBETCTBUM C peakLmMen Nob30BaTeNs Ha HOBOE NOoAK/IOYeHWe. 15 NoslyYeHns
LOMONHUTENbHbIX CBEAEHMUI O MPUMOXKEHUM LLEENKHUTE N0 HA3BAHUIO MPUN0XKEHUs. [JaHHble 0TOBPa3ATCs B HUXKHEN
YacTn OKHa.

Hacrpoiika 301 u npasun F=R(ECE (>3
Mpaerna | 2oHw
Mpaeuna onpenensioT paBioTy Mafiepsona ¢ CETEBEIMA NOAKMOYEHMAMA. [DABNG MOTYT PA3PEATE MNH 33MNPELLETE NOAKMTOHEHNS
ANA oNpedEneHHEN NPMAGHEHWHA, YAANEHHEIX KOMMLHITEPOE M KOHKPETHEX NOPTOE, JoNonHUTENEHYH MHGOPMALIMIO 0 MPSBMNEX CH.
Oecs.
MepernouMTHER B NoAPORHEIN DEWMM NDOCMOTDE NDSEEMA
MoKA3BIBATE MPEENNE, MINOML3YEMEIE B 5TOM Mpodwne: [Bce v]
MpunoxeHre Npasuno losepenHan 3...  [osepenHan 3...  MHTepHeT Bx. WHTEpHET ...
[2RMpaBina Hes HasHaYeHHbIX NPHNOMEHMI 0Ocoboe Ocoboe Ocoboe Ocoboe
[#-[n"|Host Process for Windows Services = Ocoboe = Ocoboe = Ocoboe = Ocoboe
[="|Windows Logon User Interface Host = Ocobioe = Dcoboe = Dcoboe = Dcoboe
[+-[m"|Services and Controller app = Ocoboe = Ocoboe = Ocoboe = Ocoboe
--DLmISecuritv Authority Process 7 3anpocute = Ocoboe 7 3anpocute = Ocoboe
ﬂ Windows Logon Application 7 3anpocwtk = Ocoboe 7 3anpocwte = Ocoboe
[+-System = Ocoboe = Ocoboe = Ocoboe = Ocoboe
MzMEHUTE ¥aanuTe (Del)
[ @OK ] [ Omena ]

y:

B Havasie KaXkaom CTPOKM, COOTBETCTBYIOLLEN MpaBWy, pacrnosioXeHa KHOMKA, MO3BOA0LWAA CBEPHYTb UIN
pa3BepHyTb (+/-) MHGOPMALMOHHOE nosie. 18 NoyYeHNsa A0MOTHUTEIbHOM MHGOPMaLMN O NMpaBusIe LWeNKHUTE
Ha3BaHWe NpunoXeHua B ctonbue MpunoxxeHme/npaBuno. [JaHHble 0TOH6PA3ATCS B HUXKHEN HaCTW OKHA. )18
N3MEHEHMA pexxMMa NpeacTaBieHUs CYXKUT KOHTEKCTHOE MeHo. OHO TakyKe UCNoJib3yeTca Anda nobasneHus,
N3MEHEHUA N yAa/TIeHNS MPaBuI.

JloBepeHHas 30Ha BX./UCX. : AeNCTBMUS, KOTOPbl€ OTHOCATCA K BXOAALLNM U NCXoaAWMM NOAKTHYEHNAM B
npeaenax ,CI,OBEDEHHOIZ 30HbI.

MHTepHeT BX./UCX. : AeVCTBMS, CBA3AHHbIE C BXOAALLMMN NN UCXOAALMMU NOAKTOHEHUAMN K IHTEepHeTY.
[na kaxaoro Tuna (HanpasaeHusa) CoeNHEHNS MOXKHO UCMOb30BaTh CieayoLye 4eNCTBUS.

e % PaspelnTb : paspeLlaeTca coejuHeHme.

e 7 3anpocuTb : MONb30BaTENO ByAeT NpeasodKeHO paspeLllnTb UK 3anNpPeTUTb COeAUHEHME MPU KXKA0W HOBOM
NnonbITKe yCTAHOBUTb ero.

e ¥ 3anpetuTb :3anpeLlaeTcs coeanNHEHME.

e = Ocob6oe : HEBO3MOXXHO K1acCMPULMPOBaTb APYrMMM AeNCTBUAMK. Hanpumep, ecnv IP-agpec nnm nopt
paspeLleHbl B MepcoHaibHOM darepBosie, HEBO3MOXHO TOYHO K1acCUbULIMPOBAaTh, pa3peLleHbl 1M BXOAALLME UIN
nexoaswpe CoeiMHEeHNSA COOTBETCTBYIOLLErO NMPUSTOXKEHNS.

Mpw yCTaHOBKE HOBOTO MPUIOXKEHMS, KOTOPOe 06pallaeTcs K CeTU, WIN NPU M3MEHEHMM NApaMeTpoB
CYLWECTBYIOLLEro NOAK/TOYeHNS (QA4pec yaAa/IeHHOro KOMMbIOTEPA, HOMEP MOPTa M T. M.) HY>KHO CO3/1aBaTb HOBOE
npaBuio. Jng U3MEHEHMWS CYLLECTBYIOLLErO NpaBuia nepenanTe Ha Bkaaaky MpaBuaa n HAKMUTE KHOMKY M3SMEeHUTb.
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4.2.3.2 N3meHeHMe npasun

MN3MeHeHne TpebyeTcs Npu KKAOM U3MEHEHNN OTCIEXKMBAEMbIX NMAapPaMeTpOoB. B TaKoM CUTyaLMmM NpaBuio He MOXeT
y[OBNETBOPATh YCUIOBUAM, A YKa3aHHOE AENCTBME HE MOXET 6bITb MPUMEHEHO. Mpu M3MeHeHUM NapaMeTpoB
coefiHEeHVE MOXET BbITb OTK/TOHEHO, YTO BbI3OBET Npob/eMbl B paboTe C NpUnoXeHUeM. NMprUMepoM MOXET BbiTb
M3MEHEHMe CeTEBOr0 aapeca Win HOMepa NnopTa yaaeHHOro KOMMbOTepa.

BerHFlFl 4aCTb ANa/TIOrOBOIro OKHa CcoAep>XUT Tpu BK1aaKN.

e O6Lume : yKOKNTE HAa3BaHWe MpaBnia, HanpasieHme NOAKIIYEHNS, LeNCTBUE, MPOTOKO U NPpodusib, K KOTOPOMY
6yaeT NpUMeHeHO NpaBuso.

e JloKaJibHbIW : HA 3KPaH BbIBOAUTCS MHOOPMALMS O NOKASIbHOM KOMMbIOTEPE, YHaCTBYOLLEM B MOAKTOYEHUM, C
yKasaHneM HoMepa 10KaIbHOro NopTa UAM AMana3oHa NOPTOB M HA3BaHMS OCYLLECTBASAKOLWEro NOAKIYeHe
NPUIOXKEHMUS.

e Y[aNeHHbIN: Ha 3TOM BK1aAKe NpMBoaUTCa MHGOopMaLma 06 yaaneHHOM nopTe (AnanasoHe nopToB). Takxke 34ecb
MOXHO YKa3aTb CMUCOK yAANEHHbIX |[P-aipecoB nan 30H A1 KOHKPETHOro NpaBmna.

Hoeoe npaenno

Ofiwwve |J'Im{aanb|n | YnaneHHbln|

OBwan wHhopmawa of 3TomM npasune

Hran: |

MpoTokon: TCP & UDP [ BeifpaTs npoToKan... ]

Mpoiant: [D.nﬂ Ka¥aoro '] [ Mpodani. .

LononHnTensHoe oefcTEre

[ *KypHan [] ¥eenomums nonssosatens

Db me: Hanpaenenne: MioGoe Jefctene: 3anpetute [poTol
Ypanennoid komnetotep:  [nA kaxgoro
Noxanbhbiii komnbloTep: A kaxgoro

4| 10 | &

[ OK ] [ Omena

MpoToKon NpeacTaBngeT NpoTOKO NepeaaYn AaHHbIX, UCMOAb3yeMbli 414 npasuna. Haxmute BolbpaTb
MNPOTOKO..., YTO6bl OTKPbITb OKHO BbI6Op NpoTOKO/a.

Bce npaBuna BKItOYeHbI A1 KaXgoro npoduaa no yMoa4aHmio. JInbo MOXKHO BbIbpaTb COBCTBEHHbIN MPOPU/b
dariepBona, HaXkaB KHonky Mpodunu....

Ecim HaxaTb )KypHan, CBSI3aHHas C AeNCTBMEM OAHHOTO npaBuia akTMBHOCTb 6yp,eT 3aHOCUTbCA B XKYpHai.
YBeAoMUTb NONIb30BaTeN . BbIBOL, yBeaoM/ieHnsa B dJiydae npuMeHeHuna npaBuna.

MHpopmMaLmMOHHas 061acTb 0OToHpaXkaeT obLume CBeAEeHMS O MpaBUIe B HUXKHEN YacT W BCeX Tpex BKA3A0K. Ta xe
NHbOPpMALMSA BbIBOAUTCS HA IKPAH M eU1M HAXKATb NPaBUAO B r1aBHOM OKHe (Cay>kebHble nporpamMmbl > CeTeBble
NOAKJ/IHOYEHUS; LLE/TIKHUTE NPaBWUI0 NPaBOM KHOMKOW MbILLM WU BOCMOJIb3ynUTeCh GyHKUMen NMokasaTb Nogpo6HOCTU
(cm. rnaBy CeTeBble NOAK/TOYEHNS)).

Mpwv CO34aHMM HOBOTO NpaBMa HY>KHO yKasaTb ero MMa. Boibepute HanpasieHue, K KOTOPOMY NPUMEHSEeTCA
npaBuio. YKaxuTte [leMcTBUE, KOTOPOE A0JIKHO BbIMOHATLCA B TOM C/1y4Yae, eC1v NOAK/IYEHME COOTBETCTBYET
npasuny.

XOpoLWKrM NpYMepoM SBNAeTCS CO3AaHMe NpaBmia oCTyna B VIHTepHeT ans Beb-6pay3epa. B 3ToM ciyyae
HeoBbX0AMMO BbINONHUTb C1eflyoLLMe HACT POMKU:

e Ha Bknagke O6wme BKIOYNTE UCXOAALWME MOAKTIOYEHMS MO npoTokosam TCP v UDP.

e [lobaBbTe NpoLecc, NpeacTaBasioWmMin NpunoXeHne bpaysepa (ana 6paysepa Internet Explorer — iexplore.exe), Ha
BK/1aAKe JIOKA/IbHbIW .

e Ha BKnaake YganeHHbI BKIOYMTE HOMep nopTa 80, TONbKO e/ ciefyeT pa3peLllnTb CTaHAapTHbIe AeCTBUS Mo
noceLleHNto Beb-CTpaHuL,.
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4.2.4 HacTpoWka3oH

B okHe HacTpowka 30Hbl MOXKHO 334aTb MM 30HbI, €e OMN1CaHMe, CMMCOK CETEBbIX apeCcoB 1 NapaMeTpbl
ayTeHTudnKaumm (CM. pasaen AYyTeHTUGUKALIMA 30H: KOHOUIypaLMS KAUEHTA).

HacTpoiika 304 1 npaenn =

Mpaguna | JoHel

Monb30BaTENE MOKET CO3AETE CODCTBEHHLIE MPYNNEI YASNEHHEIX KOMNBIOTEDOB C ONpeAeneHHBIMK NPaBUNamMk patoTel B ceTh,
L0NonHUTENEHYID MHDOPMALIAID O 30HaX CM. 3eth.

Mma OnucaHne Anpec NzmeHeHo Co3aaHo MM ..,

loseperHan so0Ha IP: 127.0.0.1; IPv6: i 1; MoaceTs IPve: feB0:: ...

Agpeca WCKoY, ..

Anpeca, Nonyya...

Appeca, ANA KO...

Cepeeptl DNS IP: 10, 1.96,106; IP: 10,1.96,107; IPv6: fecluf...

NokaneHee agp... IP: 10.1,100.18; IP: 127.0.0.1; IPwG: ::1; [Pwva...

hg.eset.com_Dh... AsTomatwueck... [oacete 10,1.100.0 f 255,255,255.0 2011/07/22 10:...  admin-PC\admin
[ Cozpats | [ MaMeHUTE ] [‘A"ﬂanmb (Del) ]

@0k [owes ]
Y

30Ha npeacTaBnseT co60M N0rMYeckn 06beanHEHHYO TPYMY CETEBbIX aApecoB. KaxaoMy aapecy B rpynmne
NpUCBaMBAETCA aHaTOrMYHOE NPaBnIo, KOTOPOE ONpeaeneHo A8 BCe rpynnbl B Lie/1OM. [pUMEpPOM Takow rpynmbl
ABN1SETCA OBEpeHHas 30Ha. [loBepeHHas 30Ha NpeacTaBnseT co60y rpynny ceTeBbiX aApecoBs, KOTOPbIM
No/Nb30BaTeNb MOMTHOCTbIO OBEPSAET M COEAMHEHMS C KOTOPbIMU He 610KMPYIOTCSA NepCoHanbHbIM GanepBooM HU B
KOeM c/y4ae.

Takue 30HbI MOTYT 6bITb CO34aHbI HA BK1aAKe 30Hbl OKHa HacTporKa 30H U npaBu. /15 3TOro HAKMUTE KHOMKY
M3MeHUTb. BBeanTe MMSA 30HbI M onNMcaHue 1 fobaBbTe yaaneHHbln IP-agpec, Hakas KHonky Jo6aBuTb agpec IPv4/
IPv6.

4.2.4.1 AyteHTUdMKaLua cetm

[na MOBUNBbHBIX KOMMNBIOTEPOB PEKOMEHAYETCS MPOBEPATb HAAEXKHOCTb CeTU, K KOTOPOW BbIMOHSETCS
nogkntoyeHne. JlosepeHHasd 30Ha onpeaesnsetca 10KabHbIM IP-aapecomM ceTeBoro agantepa. lopraTvBHble
KOMMbOTEPbI YAaCTO BXOAAT B CETW C IP-aapecamm, NOXOXKMMM Ha afpec AOBEPEHHOW ceTu. EC1v napameTp
[OBEPEeHHOM 30HbI TiaTeNbHasA 3almMTa He BblbpaH, MepCcoHasbHbI GanepBo NPOAOIXKNT paboTaTb B pexxmnme
PaspewnTb 06w M JoCcTyn.

[naT0oro 4tobbl n3bexars N0A06HOM CUTyaLMKW, pEKOMEHAYETCSA MCNOIb30BaTb ayTEHTUDUKALMIO 30H.

4.2.4.1.1 AyTeHTUPUKaALUA 30H: KOHPUrypaLmns KJIMeHTa

B okHe HacTporKa 30H M NpaBuA NepenanTe Ha BKAaaKy 30Hbl M CO3/anTe 30HY, UCMOb3y [ UMSA 30HbI,
ayTeHTUDUUMPOBAHHON cepBepoM. /18 TOro 4To6bl 406aBUTb Macky NMOACETW, COAEpIKaLLyo cepBep
ayTeHTUhUKALNUM, HAXKMUTE KHOMKY [,06aBUTb aapec IPv4 1 BbibepuTe napameTp MoaceTb.

Mepengnte Ha BKNaAKy AyTeHTUGMKALUA 30HbI. KKAYH0 30HY MOXHO HAaCTPOUTb Ha ayTEHTUOUKALMIO Ha CepBepe.
30Ha (ee IP-agpec 1 noaceTb) byayT AENCTBUTENbHbI MOCIe YCNEeLWHON ayTeHTUNKALMK, T. e. Takme AeNCTBUS, KaK
n3MeHeHve npodunna Ganepeosa n gobasneHne agpeca UK NOACETM 30HbI B JOBEPEHHYO 30HY, ByAyT BbINMOAHATbLCS
TOJIbKO MOC/1e yCNeLwHom ayTeHT udunkaLmm.

YcTaHoBuTe Gaaxok IP-agpeca u NOACETU 3TOWM 30Hbl CTAHYT A,eMCTBUTE/IbHbIMU NOCeE..., YTOObI 30Ha
CTAHOBWNACb HELENCTBUTENbHOW, e ayTeHTUdMKALMS He nponaeHa. a4 Toro 4ytobbl Bbi6paTh npodusb
nepcoHanbHOro Garepsona, KOTopbiv ByAeT akTMBMPOBATHLCA NOC/IE ayTEHTUOUKALNM, HKMUTE KHOMKY
Mpodunnun....
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Ecnu BbiGpaH napameTp [o6aBneHne afpecoB U NOACETEN 3TOM 30HbI B ,OBEPEHHY IO 30HY, NOCJIe yCMeLHon
ayTeHTUdMKauMKM agpeca n NoOACETM 30Hbl byayT A06aBEeHbl B 4OBEPEHHYIO 30HY (pekoMeHayeTcs). Ecnnm
ayTEHTI/ICDVIKaLLI/Iﬂ He BblIMOJ/IHEHA, aapeca He 6\/,D,yT [1,06aB}'IEHbI B JOBEepeHHYH 30HY. Ecanm aAKTMBMPOBaH nNapamMeTp
ABTOMaTM4YeCcKoe nepek/iryeHue Ha Npodusib C TaKUM Xe uMeHeM (6yaeT co3aaH HOBbIM Npodub), Nocie
BbIMO/IHEHNS Ay TeHTUdUKaLMM ByaeT Co34aH HOBbIM MPOGUIb. HaxmuTe kHonky Mpoduam..., 4To6bl OTKPbITb OKHO
Mpodunnum parepsona.

MapameTpel rpynnet @
HacTpoiika 3oHs! | AYTEHTUDMKALMA S0HbI |

IP-agpeca v NoAceT™ 3ToM S0HBI CTAHYT AEACTEMTENEHEIMI NOCTE
YCNEWHoW 3yTEHTUDMKELAW B CETW (NOEbIWEeT G830NacHOCTL NOPTATMBHBIX
KOMMEOTEROE).

LeAcTBNA, BEBINOIHAEMEIE NOCNE YCNEWHOA 3y TEHTHDMKaLWAN
[oBasneHne agpecos W NOACETEN 3TON 30HEI B AOBEPEHHYHD 30HY
ABTOMETUYECKDE NEPEKNOYEHWE NPODKIA

| AETOMETWYECKOE NEPEKNIOYEHNE HE NPOPKIE C TAKWM XE MMEHEM
{ByneT co303H HOBLIA NPOMUNE)

MepekAMeHHE NPodUA [BoNoaHUTenEHElE HAcTpofkH] | Mpoduni...

Tun ayTeHTMPMKELM

) C nomolwkio cepsepa ayTeHTdmkawm ESET

'@ C McnonbsosaHuem KOHPUMYPELMK NOKaNsHoA cama

[ 0K ] ’ OmaenHa

CyLLecTByeT ABa TUMNA ayTeHTudburKaumm.

1) C nomouubto cepBepa ayteHTUduKauum ESET

HaxxmuTe HacTpomka... U yKaxnTe nMms cepeepa, ero NpociyLLMBaOLLMIA MOPT M OTKPbITbIM K/KOY, COOTBETCTBY HOLLMIA
3aKpbITOMY KJ1t04y cepBepa (CM. paszen AyTeHTUdMKALIMS 30H: KOHOUIYpaums cepeepa). Vimsa cepsepa MOXHO BBeCTU
B dopme IP-agpeca nn60o nmeHn DNS nnm NetBios. [Mocie MeHn cepeepa MOXKHO yKasaTb NyTb K daniy Ha cepeepe
(Hanpwumep, ums_cepgepa_/kamanoal/kamanoz2/aymenmuguxayus). Ha ciyydam HefoCTYNHOCT M MepBOro cepBepa MOXHO
yKas3aTb AOMNONHUTE/IbHbIE CepBepbl Yepe3 TOUKY C 3ansSTON.

OTKprTbIM KJTFOHOM MOXKET BbITb (.‘I)aplﬂ OAHOro 13 ykKadaHHbIX H/Ke TUMOB.

e 3aWM@POBaAHHbIN OTKPbITbIN KoY B popmaTte PEM (.pem)
OTOT KJIKOY MOXKHO CO34aTh C MOMOLLBIO NMpunoXkeHus ESET Authentication Server (cMm. pasgen AyTeHtudunkaums
30H: KOHbUrypauusa cepeepa).

e 3aWMPPOBAHHbIN OTKPbITbIN K/TtOY

e CepTndUMKAT OTKPBLITOrO KtoYa (.crt)

AyTeHTMGHEKALNA C NOMOLWLBH cepeepa ayTenTdgmeaumnn ESET @

Cepeep ayTeHTHbMKALWAN (MMA unK IP-aapec). YTofbl YKasaTh HECKONLKD CEPEEROE
{mononHUTENLHLIA CEPEEP), MCMONE3YHTE B KEYECTEE PA3AENMTENA TOYKY C 3aNATON,
MO#HO TaKHE 3308Th AONOAHWTENEHEI NYTE NOCRE Kocoi YepTel ™ (HampuMep,
“cepeep/ayTeHTHDMKEWAS):

store-new\auth

ECin NepeumrcneHo HEKOMNEKD CEPEEPOE, BaiBMpaiTe WX B NPOMSE0NEHOM NOPALKE
(B NpoTMBHOM CNy4ae Ha4MHEINTE C Nepsoro)

Oopt: 80
OTKPLITEIA Koy cepeepa (PEM-haiin © 0TKPLITEIM KIMOWoM MK
CEPTUDHMKETOM):

308189028181 00E341353644ABAATI2SCADBFD 9580 1181947294 =«
C93EBOFE4230 FAFOEQOF3 4E 1520 EA C2 66 3A 2B 94 CB AE 3CBD 4B 78 4E
8AE9A13218F70C 739564 8F 13 1F 9F 72BE 58 09 77 69 6AE4CO 4F 47 1E
AS3B720165F3A1029EC5AECE 794C DB 59 5B 66 FA 16 52ECED 39 52FB
BC FC 216543 DA 448D F6 B8 66 61 29 0D AC 93 47 9C C7 54 5C 94 1E A5 BE

9B 21 1ADEA3SDO0203010001

MposepuTe

[ QK ] [ OTtmeHa ]

[19TOro 4tobbl MPOBEPUTbL HACTPOMKU, HKMUTE KHOMKY MpoBepuTb. ECM ayTeHTUdMKALMSA NPOLLAA YCIeLWHo, Ha
3KpaH byaeT BbiBeAeHO cooblleHmne Aymenmudukayus cepeepa 8biN0AHeHd ycnewHo. Ecnm ayTeHTuduKaums He
HaCTpoeHa A0/HKHbIM 06pa3oM, Ha SKpaH byAeT BbIBEAEHO OAHO M3 YKa3aHHbIX HUXe CO0bLeHnNn.
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Cbol aymenmudukauuu cepsepa. MakcumanbHoe epemst adymeHmu@uKkauuu ucmexao.
CepBep ayTeHTUOMKALWM HeAOCTYMNeH. [TpoBepbTe MMA cepBepa U IP-agpec 1160 napameTpbl NepCOHAbHOIO
danepBona KNMEHTA, a TaKXKe MapaMeTpbl cepeepa.

Mpou3sowAa owubKa npu 06MeHe daHHbIMU C CepeepoM.
CepBep ayTeHTUdUKaLMM He paboTaeT. 3anyCcTuTe cy>x6y cepeepa ayTeHTUdUKaLMKM (CM. pasaen AyTeHTudunkaumsa
30H: KOHOUIYpaLMa cepeepa).

Mms 30Hbl aymeHmu@uUKauuu He coomeemcmeayem UmeHU 30Hbl cepsepa.
HacTpoeHHOEe MM 30HblI He COOTBETCTBYET 30He cepBepa ayTeHTUdukaumm. NMposepbTe 06e 30HbI 1 33JaNTe A1 HUX
OZMHAKOBbIE MMEHA.

Cboll aymeHmudukauuu cepsepd. Adpec cepgepa He HalOeH 8 Cnucke adpecos YKAa3aHHOU 30Hbl.
IP-agpec koMnblOTEpA, HA KOTOPOM 3anyLueH cepBep ayTeHTUDUKALMN, HAXOAUTCA BHE 33[JaHHOM0 AManasoHa IP-
a[lpecoB B TeKyLlen KOHGUrypaLumm 30HbI.

Cbou aymeHmudukayuu cepsepa. BoamoxxHo, 88edeH HedelicmaumeAnbHbil 0MKpblMbll KAKOY.
Y6eamTecb B TOM, YTO YKa3aHHbIN OTKPbITbIN K04 COOTBETCTBYET 3aKpbITOMY K/1to4y cepeepa. Kpome Toro,
npoBepbTe, He NoBpeXXaeH 1n ¢a|7|l'| OTKPbITOIO K/1to4a.

2) C ucnosib3oBaHMeM KOHPUTrypaLum I0KaJIbHOW CeTU

AyTeHTUDUKALMS BbINOTHAETCA HA OCHOBE NapaMeTpoB aaanTepa IOKa/IbHOM CETU. 30Ha CHUTAETCS
ayTeHTUPUUMPOBAHHOM, C/IN AENCTBUTE/IbHbI BCE MapaMeTpbl, BbIOpaHHbIE /15 aKTUBHOIO NMOAK/TIOHYEHNS.

AyTeHTMNEELNA C MCNONB30EAHNEM KOHGWIYDILMN NOKENEHOA CETH (=3

AyTeHTHdUKaLMA BYQET yoNewHoR, ECNi ANA SKTUBHO 0 NOAKNOYEHUS BEINONHAKDTCA BCE BhIOPaHHbIE
YCNoBMA, PaspeleHtl aapeca IPv4u IPvS. [nA pasaeneHiia aApecos WCNoNL3YIATE TOUKY C 3anATolM.

Kondwrypawsna agantepa

[Loal Area Connection '] [HCOJ'Ib3OEIaTb NapaMeTpel BeIGPEHHOr O NOAKMKHEHUA ]

OflWwWe NapaMeTpbl &AaNTepa

Ecnu cnonesyeToa cnea yiowmi cyddmkc
DS (HanpuMep: “company.com):

hig.eset.com

Ecnu ucnonesyeToa cnea yiowwid IP-agpec
cepsepa DMS:

10,1.96.106;10, 1,956,107

Ecnu cepsep DHCP MMEST cnea yhoLLMil
IP-anpec:

10.1.56.10

[] Tn ceTesoro ananTepa:

MapameTpsl feapoBoAHOND COEAWHEHHS

[l Ecnu 551D BecnpoBofHOMO COEAWHEHHA
WMEET SHaYeHWe:

[ Ecnu coenuHerie senseTca BesonacHsM

l:‘ AKTWBHO TONBKO 0AHO CORAMHEHHE

BupTyansHem anantep (VPN, TyHHENE, ..

|:| Ecnu cepeep WINS MMEeT cneayioumil
IP-agpec:

ECni ManonesyeTon Cie yrowmMia
noKkansHsli IP-agpec:

10,1, 100, 18;fe20;:6dab: 3baa: 46d6:ed34

Ecnu winios vmeeT cnenyiowmi IP-agpec:
10.1.100.1

)@ dmsmecail ceTesoit ananTep

B EcnM McmonesyeTca cied yrowmMi npodmne
NOAKMOHEHNSA!

OfWHE NaPaMETPLI ANA BCEX 3AENTENOS (MPUMEHAMG MPH HANMYWK HECKOMBKIMX CETEBLIX aAaNTEP0E)
|| Becnposcanoe cosquHenme He yoTaHosneHo

[T]He ycraHoEneHo Hu oaHo HebesonacHoe GecipoBoAHOE COBAWHEHWE

Qi ] [ OTHeHa
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4.2.4.1.2 AyteHTUdUKaLNSA 30H: KOHPUrypauus cepsepa

AYTEeHTUOUNKALMIO CETU MOXKHO BbINMOJHUTbL C MOMOLLBIO 1H060r0 NOAKTKOHYEHHOTO K HEM KOMMbOTepa UK cepeepa.
[N 3TOro Ha KOMMbKOTEP WK CEpBEP, KOTOPbIV BCEraa AOCTYMNeH Ans ayTeHTUdbmKkaumm, Koraa KiameHT nbiTaeTcs
NOAKIHYUUTHCA K CETU, HY>KHO YCTAaHOBUTb NpuaoxkeHne ESET Authentication Server. ®ann yCTaHOBKYW MPUAOXKEH WS
ESET Authentication Server MO>XHO 3arpy3uTb ¢ Beb-canta ESET.

Mocne ycraHoBkM ESET Authentication Server Ha 3kpaH 6yAeT BbIBeAEHO AMATOrOBOe OKHO. (MpUIoXKeHne MOXKHO

3anyCcTUTb B JIIO6OM MOMEHT, HaXkaB KHOMKY Myck 1 BbiIbpas nocienosaTenbHO NyHKThl Mporpammel > ESET > ESET
Authentication Server).

Authentication server =l =

Zone name:
I work

Port to listen on:

e

rPrivate key location
I Cr\private_keys|
Generate | Browse...
r Available service actions
Install | Uninstall | Service status:
Stopped
Start | Skop |

[19 TOro 4Tobbl HACTPOUTL CEPBEP ayTEHTUDUKALMN, BBEAUTE MMS 30HbI ayTEHTUDUKALMM, MPOCTYLUNBAOLWMIA NOPT
cepepa (No ymonyaHuio 80) 1 MecTo, B KOTOPOM ByAyT XPaHUTBCS OTKPbITbIN U 3aKPbIThIN Kto4K. [lanee co3ganTe
OTKPbITbIN M 3aKPbITbIN KAO4YM, KOTOPble ByayT NCMOMb30BaTbCA MPW ayTeHTUDUKALMN. 3aKPbITbIV KAOY AO/DKEH
MNCNOb30BaTbCS HA CEPBEPE, @ OTKPbITbI — MMMOPTUPOBATHCA HA CTOPOHY KJTMEHTA, YTO MOXKHO CAeNaTh B pasgesne
ayTeHTUOUKALMM 30HbI MPU HACTPOWKE 30HbI B harepBoJie.

4.2.5 YcTtaHOBKa coeguHeHusa: obHapyxeHue

MepcoHanbHbIN GanepBos 06HAPY>KMBAET KaXXA0€ U3 BHOBb CO3[1aHHbIX CETEBbIX COEAMHEHUN. AKTUBHbIN PeXMM
nepcoHanbHOro darepBosia onpeaenseT, Kakme AenCTBMA AO/KHbI BbIMOMHATLCS 4715 HOBOIO nNpaBmna. Ecim
aKTMBMPOBAaH ABTOMATUYECKUM PeXXUM 1/ PEXXMUM HA OCHOBE NMOJIMTUKU, NepPCOHasbHbIN harepBo BbIMOAHUT
npenBapuTenbHO 3afaHHble AeNCTBUSA 6e3 Kakoro-11b0 BMellaTeNnbCTBa NoJib30BaTeNs. B MHTepakTMBHOM pexume
BbIBOAUTCS MHGOPMALIMOHHOE OKHO C yBeAOMIEHMEM 06 yCTaHOBAEHUW coeanHeHnst. OHO COAEPXKUT MHOOPpMALMIO O
HOBOM COeINHEHMM. [T0Nb30BaTE/lb MOXET pa3peLlnTb UAK 3anpeTuTb (3ab10KMPOBaTh) COeANHEHME. ECT
COeMHEeHMSA OHOTO TUMA BO3HUKAKOT PEryasipHO, U UX MPUXOANTCA pa3peLlaTb BPY4HY0, pEKOMEHOYETCA CO34aTh
018 HUX NpaBuio. Ana 3Toro Bbibepute GyHKUMIO 3aNOMHUTDb AencTBUe (Co38aTb NMPaBUI0) U COXPAHUTE HOBOE
npaBWI0 A1 NepCoHanbHOro darepBosia. ECIM nepcoHanbHbI GanepBo/l 06HAPYXXUT Takoe coegnHEHME B
oyayuiemM, oH NPUMEHUT 3TO NPaBUIO.
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Bxogawmwii Tpagurk

,'JGBE[CIEHHBH 30Ha

YAEJ'IEHHbIﬁ KOMMOBHITED N3 AOEEPEHHOﬁ J0HEBI NRITAETCA YCTAHOBNTE CBASL C
NPWACHKEHNEM, 3aNMYLLIEHHBIM H3 NOKaNBHOM KOMMOBHOTEQDE, pEBpELI.IHTb?

Mpunomenne: ﬁ FileZilla Server
Werounmk: HewnzeectHo
Ypanennbid womnetotep:  hg.eset.com (10.1.100.34)
Noxanbuoid nopr: 21 (ftp)

Pazpewnts
v BrigenerHomy npuaosednie Gydet paspewwen obmed
ABHHBIMM € YANEHHBIM KOMIMBIOTEDOM,

Janpetutb
BrigenerHomy npuaosednie Bydet sanpewen obmed
ABHHEIMW € YARNEHHEBIM KOMIBIOTEDOM,

|:| 3anoMHKTE AeAcTBME (CO34aTe NpaBKa)

[ BpemerHo 3anoMHMTE ZERCTENE ANA NpoLEecca

w MNoKa3aTe NapameTpel

ByabTe BHMMATE/IbHbI MPY CO34aHNN HOBbLIX MPABWU U pa3peLlanTe TOIbKO Te COeANHEHNS, KOTOpble AeNCTBUTENbHO
6e3onacHbl. ECTV pa3pelumnTb BCe COeANHEHNS, MepCcoHasbHbI hanepBos He CMOXKET 06ecneqmBaTh 3aWmTy. Hike
nepeyncieHbl Hanbonee BaxkKHble MapaMeTpbl COEAUHEHWI.

e Y[a/IeHHbIA KOMMbIOTEp: pa3peLlnTb COeJMHEHMS TO/IbKO C LOBEPEHHbIMU U M3BECTHBIMW apecamu.

o JloKasibHOE NpUJIoXKEHUE: He peKOMEHAYEeTCS pPa3peLlaTb COeANUHEHMS C HEM3BECTHbIMU NMPUTOXKEHUAMU U
npoLeccamu.

e Homep nopTa: coenHeHMs Ha CTaHAAPTHbIX NopTax (Hanpumep, NnopT HoMep 80 AJ1S MPOCMOTpa Be6-CTpaHunL) B
06bIYHbIX YCTOBUAX AO/IKHbI 6bITh Pa3peLleHbl.

KoMnbtoTepHble BUPYCbl /151 Pa3MHOXEHMNS YACTO UCMOb3YIOT COeAMHEHMS C VIHTEPHETOM W/W CKPbITble
COeflHEHMS, Yepe3 KOTOpPble NMPOUCXOANT 3apaXkKeHe ApYTrnx KOMMbIOTEPOB. EC/IN NpaBuia HacTPOEeHbI
HaaeXxalimM o6pasom, NepcoHanbHbIn darepBon AenseTcs 3bdeKTMBHbIM CPeACTBOM MPOTUBOAENACTBUS
Pa3zHO06pa3HbIM 3/I0HAMEPEHHbIM aTaKaMm.

4.2.6 BepeHwue XypHana

MepcoHanbHbIN Ganepson ESET Smart Security coxpaHaeT AaHHble 060 BCEX BAXKHbIX COBbITUSAX B danie >xypHana,
KOTOPbIN MOXHO OTKPbITb C MOMOLLbIO ITaBHOr0 MeHt0. BbibepuTe CaykebHble nporpamMmbl > Oansibl XXypHana, a
3aTem XKypHan nepcoHasibHoro ¢panepBona Eset B packpbiBatoLLleMcs MeHto XKy pHan.

dainbl )XypHana npeacTaBnaoT cO60/ He3aMeHUMbIA UHCTPYMEHT A8 06Hapy KeHWs OLLNMEOK U BbiSB/IEHUS
BTOPXKEHMI Ha KOMMbOTep. XKypHasbl nepcoHanbHoro darvepsosia ESET comepykat cieayoLyo nHGopMaLmio.

e [laTa v Bpems cobbiTus

e IMa cobbiTua

e /ICTOYHUK

e CeTeBOM agpec obbekTa

e CeTeBOW MPOTOKO/ Mepeaayn AaHHbIX

e [1pMMeHeHHOe NpaBuaIo UM UMS HepBs (eI 0B6HapYXKEHO)
e 334eMCTBOBAHHOE MPUIOXKEHME

e [lonb3oBaresb
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f® Kypnan - ESET Smart Security (===

MepcoHansHbIN paiepson

Epema CoBuiTHe Werounme O6bekT N Mpaswno/Has.. | MNpunoxeHne Mn...

mMﬂprELI,MH OTKNHIYEHS

| DuneTp... || OTentounTe GuAETp |

TWaTebHbIN aHanM3 MHGOPMALIMM 3HAYNTEIbHO 06J1eryaeT npoLecc onTUMKM3aLnmn 6e30MNacHOCTM KOMMbIOTepa.
MHorve GakTopbl ABAATCA MPU3HAKaAMM NMOTEHLMANIbHbIX YTPO3 1 MO3BOJIAOT MNO/1b30BATE/0 CBECTU UX BIUAHKE K
MUHUMYMY: CTULLKOM YacTble COeAMHEHNS OT HEM3BECTHbIX KOMMbIOTEPOB, MHOXECTBEHHbIE MOMbITKA YCTaHOBUTb
coeAVHeHMe, ceTeBas akTUBHOCTb HEU3BECTHbIX MPUIOXEHWI UM C UCMOJ1b30BAHNEM HEM3BECTHbIX HOMEPOB MOPTOB.

4.2.7 WHTerpauusa B cuctemy

MepcoHanbHbIN Ganepson ESET Smart Security MoXXeT paboTaTb Ha HECKO/TbKMX YPOBHSIX, KOTOPbIe ONKMCaHbl Aasnee.

Bce pyHKLMM aKTUBHDI : MEPCOHANbHbIV GarepBO/ MOMHOCTbIO MHTErPUPOBAH, a BCE €ro KOMMOHEHTbI aKTUBHbI
(BapmaHT Mo yMONYaHMio). ECIn KOMMNbIOTEP NOAKOYEH K CeTsiM 60/1bLLIOro pasmepa uan K MIHTepHeTy,
peKOMeHAyeTCs OCTaBUTb 3TOT NapaMeTp akTMBMPOBAHHbIM. OTO CaMblil 6e30MacHbIv BApMaHT, KOTOPbI
obecneymBaeT NOMHYIO 3aLUMTY KOMMbOTEPA.

MepcoHanbHbIM pariepBos HEAaKTUBEH : NepCOHaNbHbI GanepBO MHTErpUPOBaH B CUCTEMY, Yepes Hero
BbIMOJTHAIOTCS CETEBbIE MOAK/IHOYEHNS], HO MPOBEpPKA Ha HAJIMYME YFPO3 He BbINMOHAETCSA.

CKaHMPpOBaTb TOJIbKO MPOTOKOJIbl Y POBHS MPUJIOXKEHUMN : AKTUBHbI TOJIbKO T€ KOMMOHEHTbI MePCOHANbHOMO
dbanepBona, KOTOpble 06eCNeyYnBaroT CKaHMPOBaHKE NPOTOKONOB NpunoxeHun (HTTP, POP3, IMAP u 1x
3alUMLLEeHHble BepCuK). ECTM NpOTOKOMbI MPUAOXKEHWI He CKAHUPYHOTCS, 3aLLMTA OCYLLECTBASETCS HA YPOBHE
3alWKMTbl GaNNOBOM CUCTEMbI B PEXXMME peasbHOro BpeMeHM 1 CKaHNMPOBaHMS KOMMboTepa No TpeboBaHuIo.
MepcoHanbHbIN pariepBos NOTHOCTbIO OTKJIKOUYEH: YCTAHOBUTE 3TOT PAXKOK, YTOObI MOMHOCTbIO YAANUTD
perncTpawumio nepcoHanbHoro Ganepsona B cuctemMe. HMkakoe CKaHMPOBaHME He BbIMOJIHSAETCA. OTO YA06HO,
Hanpumep, Npu TeCTUPOBAHUM — eC/TU MPUTOXKEHME BIOKMPYETCS, MOXHO NMPOBEPUTb, 3a6/1I0KMPOBAHO 1M OHO
dbanepBonOM. ITO HaMMeHee 6e30MacHbI BAPUAHT, MO3TOMY PEKOMEHYETCS OYeHb OCTOPOXHO MOSHOCTbHO
OTK/1t04aTb darepBon.

OTNOXUTb 06HOB/IEHUE MOAY/IA NEePCOHaNbHOIO ¢parepBo/ia 4,0 Nepe3arpy3ku KOMMboTepa : 06HOBNEHWe By aeT
TOJIbKO 3arpy»aTbcs, Toraa Kak ycTaHoBKa 6yAeT BbINo/IHEHA TO/IbKO B X0/ Nepe3arpys3ki KoMnboTepa.
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4.3 WNHTepHeT n 3N1eKTpOoHHada noyra

KoHdurypaums MIHTepHeTa 1 31eKTPOHHOM MOYTbl 4OCTYMNHA B 06/1acTV HacTporka, KoTopas NosBAsSeTCa Npu
Ha)kaTum 3aronoska MHTepHeT 1 3/1eKTpoHHasA noyta. B 3ToM OKHe TaloKke npefocTaBisgeTcs 4OCTyn K
OOMOJIHUTE/IbHbIM MapamMeTpam nNporpamMmbl.

® ESET Smart Security =N (Ech ==

'_f:)l_l ChRAADT CErI IDITAE

4 Hacrpoiika + VlHTepHET 1 3nekTpoHHad noyta

/'i‘ FnagHaA

MHTEFIHET W 3NEeKTPpOHHaA NouJTa

0 CkaHupoeaHwe MK

b OBHOBNEHME

allla
ﬁ Hactpoiika 33LKTa NOYTOBOMD KAMEHTS + BrntodeHa
@ OTenounTs

% CnyxefiHble NporpaMmel HactpouTe...

3awmTa gocTyna B MHTepHET + BrnroueHa
' @ OrenrounTs

Hactpoute...

3awwTa oT cnama + BinroueHa
o CI‘IpaEIKa W nognepika @ CTKNHOYHTE

Hactpoute...

"Beneiil" cNMCOK NofbL30BaTENs

"YepHeid" cnucok nons3ceatens

Cnucok MCKNHYEHWA NoNB30BATENA

(es[l

MoakntoYeHne K VIHTEpHeTY CTano CTaHaapTHOM GYHKLMEN NepCOHaNbHOTO KOMMbloTepa. K coxaneHuno, MHTepHeT
TaKyKe CTan M OCHOBHOW Cpefioi pacnpoCTpaHeHMs 310HaMEePEHHOr0 KoAa. Mo3ToMy NPUHLIMMNANBHO BAXKHO
yAennTb ocob6oe BHMMaHMe 3almuTe AocTyna B IHTepHeT.

3awmTa NoYTOBOro KameHTa obecrneymBaet KOHTPO/b 06MeHa aHHbIMK Mo npoTokosiam POP3 1 IMAP. Mpu
MNCNONb30BAHMM NOAKIOYAEMOro MOAYS A8 NOYTOBOIo KameHTa ESET Smart Security no3Bo/isieT KOHTPO/IMPOBAaTb
BeCb 06MeH AaHHbIMM, OCYLLECTBASEMbIA MOYTOBLIM KAMEHTOM (no npoTtokonam POP3, MAPI, IMAP, HTTP).

(DyHKLI,l/IFI 3allinTbl OT CNaMa OTq)l/I}'I bTPOBbIBAET HeXXe/aTe/ibHble coobueHuns, nocrynaroume no 3}'IeI(TpOHHOl7I
no4yre.

OTK/IOUYNUTb: OTKJTHOYEHVEe 3aLLUThI V]HTEDHETa n 3}'IEKTDOHHOVI MOYTbI/3aWMThI OT CNama A4 MOYTOBbIX KTMEHTOB.

HacTpouTb.... nepexos K pacliMpeHHbIM napameTpam 3aLlnTbl MIHTepHeTa U 3}'IeKTpOHHOl7I NoYyTbl/3aWMTbl OT CNama .

"Benbii" CMNCOK MNoJIb30BaTeNsA: OTKPbIBAET ANATOFOBOE OKHO, B KOTOPOM MOXHO A06aBUTb, UI3MEHUTb U yYAANUTb
afipeca 3/1eKTPOHHOM NOoYTbI, cHMTatoLLmecs bezonacHbiMK. COObLLEHNS 31eKTPOHHOW NOYTbI, aApec OTNpaBmTens
KOTOPbIX MPUCYTCTBYET B «6eN10M» CMNCKe, He ByAyT CKAHMPOBATLCS HAa NpeaMeT HanMumns cnama.

“n

"YepHbIN" cNUCOK NoJb30BaTeNA: OTKPbIBAET AMA/TOFOBOE OKHO, B KOTOPOM MOXHO A06aBUTb, U3MEHUTb 1 yAANIUTb
afipeca 3/1eKTPOHHOM NOYTbI, cyMTatoLLmecst HebesonacHbIMU. COOBLLEHMS 31eKTPOHHOM NOYTbI, aApec OTnpaBUTens
KOTOPbIX MPUCYTCTBYET B «4HEPHOM» CNUCKE, BYAYT CYUTATHCS CNAMOM.

CNUCOK UCKOYEHN MONb30BaTe/A: OTKPbIBAET AMASIOTOBOE OKHO, B KOTOPOM MOXHO A06aBUTb, U3MEHUTb U
yOaNNTb aApeca 3/1eKTPOHHOM MNOYThbl, KOTOPbIe MOTYT 6bITb MNOAAENAHbI U UCMOb30BaHbl A1 OTNPaBKM Clama.
Co0bLLIEHNS 31eKTPOHHOM MOYTbI, aApPec OTNPaBUTENA KOTOPbIX MPUCYTCTBYET B CMUCKE UCK/TIOYEHWI, Bceraa oyayT
CKaHMpPOBATbCA Ha NpeaMeT Hanmnumna cnama. 1o yMOT4aHWIo B CUCKE UCK/TIOYEHUI MPUCYTCTBYIOT afpeca
3/1eKTPOHHOM MOYTbI 13 CYLLECTBYIOLLMX YYETHbIX 3aMnnCer MOYTOBbIX K/INEHTOB.
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4.3.1 3awmTta gocryna s HTepHeT

MoakntoyeHme K IHTepHeTy CcTano ctaHAapTHOM GyHKLMEN NepCcoHanbHOro KoMnbioTepa. K coxkaneHuto, IHTepHeT
TakoKe CTan M OCHOBHOM Cpefor pacnpoCT paHeHs 3/T0HAMEPEeHHOr0 KoAa. Mo3TOMY NMPUHLMNMANIBHO BXKHO
yoenuntb 0coboe BHUMaHKe 3almTte 4oCTyna B IHTepHerT.

HacToATen1bHO peKoMeHIyeTCA OCTaB/ATb BK/HOYEHHOW 3aLLUMTY AOCTYNA B MIHTepHeT. 3TOT napamMeTp Haxo4uTca B
pasgenie Hactpoika > UHTepHeT 1 3/1eKTPOHHAsA noyTa > 3alwmTa Aoctyna B IHTepHeT.

4.3.1.1 HTTP, HTTPs

3awmTa goctyna B MIHTepHeT paboTaeT nyTem OTCIeXMBaHUA COeaHEHNI Mexay Beb-6pay3epamm 1 yaaneHHbIMU
cepBepamu B COOTBETCTBMM C MpaBmaamm npoTokonoB HTTP 1 HTTPS. ESET Smart Security nogaep>XnBaeT NpoBepKy
npotokona HTTPS. B 3TOM Tune coefuHeHns Aaa nepefadm MHGopmMaLmm Mexay cepBepomM 1 KIIUEHTOM
MCNONIb3yeTCsa 3aWMPpPOBaHHbIV KaHan. ESET Smart Security npoBepsieT COeguHEeHNs], NCMOJb3yoLMe MeTOAbI
lWwndpoBaHma SSL n TLS. Mo ymonyaHuto nporpamma ESET Smart Security ckoHGUrypmpoBaHa Ha MCNo1b30BaHKMe
CTaHAapTOB 60/bLWIMHCTBA Beb6-bpay3epoB. OAHAKO NapamMeTpbl MOAY /151 CKAHMPOBAHUA HTTP MOXHO M3MEHUTD B
pasgesie Jono/IHUTeNbHble HACTpouKM (F5) > 3awwmuTa OT BUPYCOB U LWNUOHCKUX NporpamMm > 3alwmTa AocTyna B
MHTepHet > HTTP, HTTPs. B rnaBHOM okHe ¢unbTpaumm HTTP MOXHO YyCTaHOBUTb WM CHATb G1aXKOK BKAOUYUTD
npoeepky HTTP. Takxxe MOXXHO yKa3aTb HOMepa NopTOB, UCMOb3yeMbIX A/ nepefaym JaHHbIX No NnpoTokony HTTP.
1o ymon4aHuo npeasapuTenbHoO 3a4aHbl HoMepa noptos 80, 8080 1 3128. Nposepka HTTPS MOXKET BbIMO/THATHCA B
CnefyroLWmX pexxmmax.

He npoBepsaTb npoTtokoa HTTPS: 3awimdpoBaHHble COeJMHEHNS He By YT NpOBepATLCS.

MposepAaTb npoToKos HTTPS Ha yKa3saHHbIX NOpTax: CoeguHeHns no npoTtokoay HTTPS npoBepatoTCs TObKO HA
nopTax, yKkasaHHbIX B napamMmeTpe NopTbl, ncnosibdyemble npoTokosom HTTPS.

MpoBepATb NpoToKoa HTTPS Ha yKa3saHHbIX MOpTax: NPOBEPSAIOTCA TO/IbKO NPUTOXKEHUS, YKa3aHHbIe B pasaene
Beb6-6pay3epbl 1 UCMOb3yIOLWME NOPThI, MepeYncIeHHble B napameTpe MopTbl, ncnosib3yemble npoTokoaom HTTPS.
[To ymon4aHuio 3a4aH nopt 443.

3awmndpoBaHHble COeAMHEHNSI He ByayT CKaHNUPOBATLCA. 19 BKAOYEHMA CKAHMPOBaHKMA 3aluMdpOBaHHbIX
CoeVMHEeHMI 1 NpOCMOTpa pa3Aena HacTPOVKM MOAY1S CKaHMPOBAHMA HAXXKMKUTe [MpoBepka NpoTokoaa SSL B pasgene
«[JONONHUTEeNbHbIE HACTPOMKMY (MHTEepHET M 3/1eKTPOHHasA noyTta > @unbTpaumsa NpoToKoaoB > SSL) 1 ycTaHoBUTE
$pnaxok Bcerpa ckaHMpoBaTb NPOTOKOA SSL.

= ESET Smart Security @
JononHUTENBHBIE HACTPOWKK (s
(- KomnstoTep DuneTp HTTP

t]- Il CeTb HacTpokka moaynsa ckaHupoeaHus HTTP
E|' WHTEPHET W 3NEKTPOHHAA No4Ta BrniouTE nposepky HTTP

3aWMTE NOYTOBOrD KNMEHTa
= 3aWKTa ADCTYNA B MHTEPHET

[opThl, Mcnons3yeMsie npoTokonoM HTTP (4epes sanaTyio):

80, 8080, 3128
¥npaenerne URL-agpecamm

=- PUNETPaLMA NPOTOKONOE HacTpoiika Moayna ckaHuposaHia HTTPS
- MICKnoYeHHEIR MPMACAHEHWA Pexim uneTpawm HTTPS

: WanioyenHsie IP-anpeca
m-E ssL () He npoBepATE NpoTokon HTTPS

- PoauTensooi KoHTpons (@) MpoBepaTL NpoToKon HTTPS Ha YKa3aHHEIX NOpTaX
E-{% O6HoBREHME

-3 CyxebHele nporpammel MopThl, MCNOAL3YEMBIE NpoTokonoM HTTPS:

=2

-l MHTepdelic
443

[ IFy OK ][ OTHeHa ][I‘Iomonqaﬂmo
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4.3.1.1.1 AKTUBHbIN peXxunm ansa Be6-6paysepos

B ESET Smart Security Tak>e eCTb MOAMeHI0 AKTUBHbIN PeXUM, KOTOPOe onpeaenseT pexkum NpoBepKku A5 Beb-
6pay3epos.

AKTUBHbIV peXXUM MNoJsie3eH, Tak Kak MpoBepseT nepeaaBaemMble NPUIoXKeHUAMM, 06 paLLALWLMMUNCS K VIHTEpHETY,
OAHHbIE B LIe/IOM BHE 3aBUCMMOCTM OT TOFO, MOMEYEeHbl Takme NpUIoXKeHUs Kak Beb-6pay3epbl Man HeT
(mONONHUTENbHbIE CBeAEHMS CM. B pa3aene Beb-6pay3epsbl). EC1M OH OTK/THOYEH, OCYLECTBASEMbIN MPUAOKEHUAMMN
06MeH AaHHBIMU KOHTPOAMPYETCSA B MAKETHOM pexxnmMe. ITO CHMKAeT 3PDeKTUBHOCTb NpoLiecca MpoBepKM AAHHbIX,
HO MpY 3TOM 0becneyrBaeT Ny4LLY COBMECTUMOCTb A1 NepedncieHHbIX MPUIOXKEHMA. ECTM MPU UCMO1b30BaHMN
®OYHKLMN He BO3HMKAeT NpobieM, peKOMeHAYeTCs BKTKOUYUTb aKTUBHbIN PEXVM MPOBEPKM, YCTAHOBMB (1aXKOK
PSAOM C HY>KHbIM MPUTOXEHNEM. AKTUBHbIN peXXMM paboTaeT cieayowmm obpasom. Korga Haxoaslleecs nog
HabnaeHneM NpUNoXKEHMEe 3arpy>aeT AaHHbIe, TO OHM CHa4ala COXPaHATCSA BO BpeMeHHOM dansie, CO34aHHOM
ESET Smart Security. B 3T0 BpeMs AaHHble HeAOCTYMNHbI TAKOMY NPUIOXKEHMIO. MOC/Ie OKOHYaHWA 3arpy3Kn AaHHbIe
NMpOBEPSKTCS HA HAJTNYME 3/TOHAMEPEHHOTO KoAa. ECinm He 06HapyY >KeHO 3apaXkeHKe, AaHHble OTNPaBAAOTCS B
NCXOAHOE NMPUIOXKEHME. DTOT NpoLLecc obecnedynBaeT MNOHbIM KOHTPO/b HaA COeANHEHNSAMM, OCYLLECTBASEMbIMMA
HaxoAALWMMCA NoA HabntogeHWEM NPUTOXKEHNEM. B MAacCMBHOM peXkuMe AaHHble Cpa3y nepeaaroTcs 3anpoCcmBLLIEMY
X MPUTOXKEHWIO, YTOObI M36exaTh 3aaepiKek.

= ESET Smart Security @
JononHuTensHele HACTPOMKW (es[2
-8 KomnstoTep AKTWBHBIA pexkim AnA seb-Opayzepos:
_l! CeTb Beb-Opaysepkl No yMONYaHWKD HACTPOSHE! Ha QMNETPELAKD B NaCcCMEHOM pexame (Donee
=14 VHTEpHET W 3neKTpOHHaEA NouTa BhICOKAA COBMECTMMOCTE), JOHAKO HEKOTOPEIE MPUIDHEHMA MOXKHO NEPEBECTH B SKTHEHEIR
E-E 3awmTa nouToBoro KMeHTa pexn AnA Bonee shderTHBHOA DUALTPaLWAN, BoldeneHHEIE B CMMCKE NPMAGHKEHNA
: paboTatoT B SKTUBHOM DEHMME,
= 3aWKTa AOCTYNA B MHTEPHET . .
{ B HTTR, HTTPS AKTWBHBINA PEMMM MOKET BEITh YCTAHOBNEH ANA CREAYHOLLMI MPMAGHEHMA:
- I
AKTHEHEIA PEHIM Bl @C:\Program Files\ESET\ESET NOD32 Antivirus\SysInspector.exe
Ynpaenenve URL-aapecamu @C:\Program Files\Internet Explorer explore, exe
- OuneTpaLmMsa NpoToKkonos [ EC:\Program Files\Windows Media Playerjwmpnetwk.exe
- PoauTensCai KOHTPOME [ ﬁ';’;jc:‘n,\ﬂ.n'indov\'s‘nSystemﬂ‘n;nsiexec.exe
() OfiHoanerue [T][m5 o wiindows \System32\svchost, exe

H- 3 CmypreGHbIE NporpanHs

[T][=5 2 \windows \System 32 \wermgr  exe
H-- W MHTepdelic ! s \ ¢

[ru W I Bl |

[ [fy OK ][ OTHeHa ][I‘Iomonqaﬂmo

4.3.1.2 YnpasneHue URL-agpecamu

B pasgene ynpaeneHms URL-agpecamum MOXKHO 3apaBaTtb HTTP-agpeca, KoTopble 6yayT 6/10KMpOBaThCs, pa3peLuarbes
NIV UCKTOYATbCSA M3 NpoBepku. KHonkn Jo6aBuTb, MUsMeHUTb, YAAAUTbL 1 DKCMOPT NO3BONAIOT YNPaB/SATb
CNncKamu agpecoB. Beb-canTbl 13 cnmcka 3a610KMPOBAHHbBIX ByAyT HEAOCTYMHbI. Be6-canTbl 13 CNNCKA MCKITHOYEHHbIX
a[lpecoB 3arpy>atTcsa 6e3 NnpoBepKkM Ha BpeAOHOCHbIM KOA,. ECnm BbIGpaTh BApMaHT PaspewmnTb 4,0CTYN TObKO A5
HTTP-appecoB 13 cnucka paspeLleHHbIX aapecos, OyayT AOCTYMHbI TObKO apeca U3 CNncKa paspeLleHHblx, a
ocTanbHble HTTP-agpeca 6yayT 3a6/10KMPOBaHbI.

Ecnn pobasutb URL-agpec B CNNCOK afpecos, A/ KOTOPbIX OTKJ/Il0YeHO GpuibTpoBaHue, 3TOT agpec byaet
NCKTHOYEH M3 CKAHWMPOBAHMA. Takke MOXHO paspeLuatb nan 610KMpOoBaTb OnpeaeneHHble agpeca, 406aBnsasa nx
COOTBETCTBEHHO B CMMCOK pa3peLleHHbIX aapecoB 1av B CNMCOK 3a6/10KMPOBaHHbIX af,pecoB. Mocie HaxXaTus
KHOMKN CAUCKM... HA 3KpaH byaeT BbiBeAeHO OKHO Cnuckn HTTP-agpecos m WwabnoHoB, rae MoXHO [,o06aBUTb 1N
YpanuTtb Cnnckmn agpecos. ing gobasnerHne URL-agpecos HTTPS B CNCOK AOKEH BbITb aKTMBMPOBAH NapamMeTp
Bcerpa ckaHMpoBaTb NpoTOKOA SSL.

Bo BCex Crmckax MOXKHO MCMO/b30BaTh CMMBO/IbI LWIAGTOHA «*» (3B€34,04Ka) U «?» (BOMPOCUTE/NbHbIN 3HAK). CUMBO
3Be304KM1 0603HAYaET 0BV NOCIe0BaATE/IbHOCTL CUMBOJIOB, @ BONPOCUTE/TbHbIN 3HAK — /10601 CUMBOI.
PaboTaTb C COAEPXKMMbIM CMMCKA UCK/TKOYEHHbIX afIpeCOB CieflyeT 0CO6EeHHO akkypaTHO, Tak Kak OH [0/1XKeH
coaepaTb TONbKO AOBEpPEHHbIe 1 6e30nacHble aapeca. TOYHO Tak e HY>KHO y6eauTbcs B TOM, 4TO CMMBO/IbI
Wwab1o0Ha B 3TOM CMMCKE UCMONb3YOTCA NPaBuIbHO. YTO6bl aKTUBMPOBATb CMMCOK, YCTaHOBUTE haaxkok CNnMCoK
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aKTUBU3UPOBAH. [1714 NOyYeHNs YBeAOM/TEHNA NMPW 3arpy3Kke aapeca U3 TekyLIero Crncka ycTaHoBuTe Gaaxok
YBegoMAATb NPy NPpMMEHeHUU ajapeca U3 cnucka.

¢ ESET Smart Security

JononHuTensHele HACTPOMKW (es[2

(-l KoMnbtoTep ¥npasnerue URL-aapecami

oI CeTb C nomolLbro crvckoB URL-aapecos W WwWabnoHoB MoXHO yKa3aTk, Kakue agpeca GyayTt
BNoKMPOBATLCA, KaKME PE3PELLEHE], @ Kakie He ByayT npoBepATLCA. OTAENLHEIE CMCKK
CrpYNNMPOEaHE! MO THNaM,

=@ VHTEpHET M 3NEKTPOHHEA NOYTA
3ELLLMTB MNOYTOBOro KNMEHTa
- 3awmMTa A0CTYNA B MHTEPHET [Cnm:orc aApecos, ANA KOTOPLIX OTHAKHEHD dNbTPOBEHWE v] [ CrHCKM. ..

HTTR, HTTPS
¥npasnerme URL-3apecamm [T Paspeuwmts pocTyn Tonsko ans URL-3ApeCos U3 WCKA paspelleHHEIX 3APecos

= PUNLTPaLMA NPOTOKONOB Cnvcok aapecos
< NIGUTHOUEHHEIE MPUACHEHUA B YBEAOMNATE NPH COBNaAEHHA AAPECa C WaBNoHoM U3

: WanioyenHsie IP-anpeca qMcKa

==

; )
H-- ¥ PomMTENsKWA KoHTpORE
H-(% OfHosneHue

H- 3 CryxebHele Nporpammsl
H-- 8 HTepdeic

CrWCoK aKTHBKM3MPOBaH

o O O e W

NobaenTe. .. |V] [ HzMEHWTE... ] [ Yaanute |VH SKCNOPT... ]

[ I@'OI{ ][ OTMeHa ][I‘Io monl—laﬂmo]

[006aBuThb.../U3 panna: no3sonseT 406aBUTb aApec B CMUCOK BPYYHYIO (J,o6aBUTb) UK 13 Garna B TEKCTOBOM
dopmaTe (U3 panna). BapnaHT U3 panna Takxke no3BongeT 406aBUTb HECKO/TbKO af|peCcoB 3/1eKTPOHHOM NOYThI 13
TekcToBoro danna.

MN3MEeHUTb...: MO3BONSAET BPYYHYIO M3MEHATb apeca, Hanpumep, nyTem A06aBNeHNsa CUMBOJIOB LWAB0oHA («*» U «?»).

YaanuTb/YpanuTtb BCe: HAKMUTE KHOMKY YAAAUTDb, YTOHbI YAANUTb 13 CNCKA BblAENEHHbIV aapec. Ana yaaneHus
BCEX a[lpeCOB HAXKMUTE KHOMKY YAanuTb BCe.

DKCMOPT.... 3Ta KOMaHAa NO3BO/AET COXPAHUTb afipeca 13 TeKyLLero cnmcka B Gparn B TeKCTOBOM dpopmarte.
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4.3.2 3awmTa noyYToBOro KJAMeHTa

3amTa 31eKTPOHHOW NoYTbl 06ecrnevmBaeT KOHTPO/b 6€30MacHOCTM 06MeHa AaHHbIMY MO NpoTokonamMm POP3 u
IMAP. Mpu ncnonb3oBaHUM NoakatoyYaemoro moayns ana Microsoft Outlook n gpyrvx noyYToBbIX KNMeHTOB ESET
Smart Security N03BonsieT KOHTPOJMPOBATb BECb 0O6MeH AAHHbIMW, OCYLLECTBASIEMbIA NOYTOBLIM KTMEHTOM (MO
npotokonam POP3, MAPI, IMAP, HTTP). Mpn npoBepke BXOASLLMX COOOLLEHNM NpOorpamMmMa UCnob3yeT Bce
COBpeMeHHble MeTObl CKAHMPOBaHMS, obecrneyrBaemble MOAY/1EM CKaHUMPOBaHKA ThreatSense. 3To no3BosseT
06bHapy>k1BaTb BpeOHOCHbIE MpOrpamMmMbl AaKe A0 TOro, Kak aHHble 0 HMX NONafatoT B 6a3y AaHHbIX CUTHATYP
BMPYCOoB. CKaHNPOBaHWe coeMHeHNn No NpoTokoaam POP3 1 IMAP He 3aBUCUT OT UCMO/Ib3yeMOro MOYTOBOMO
KNMeHTa.

= ESET Smart Security @
JononHWTeNEHBIE HACTPOMKK (es[E
-l KomneloTep 33WKMTE NOYTOBOND KIWEHTE

t & Cetb HacTpolika napameTpos moayna ThreatSense:
- VHTEPHET M 3NEKTPOHHEA NOHTA
. MpeaynpexaeHs U YBELOMAEHUA
= VHTErPALMA € NOHTOBEIM KIMEHTE [LobaBneHue YBELOMNEHWA K NONYYEHHEIM M NPOHYMTEHHEIM CO0BLLEHMAM:

3alWMTa 0T cnama [TOJ'IbK.O ANA MHPMLAPOEEHHEIX CO0BLWLEHMIA VI
MouToBEIE KAMEHTEI NobaBEneHHE NPHMEYEHWIA B NOME TEMBI NONYYEHHEIX M MPOYMTEHHEIX 33PamEeHHbIX
POP3, POP3S cooBeHMi
IMAP, IMAPS [ofasneHue YEEAOMNEHWI K OTMPABNEHHEIM CO0BLLEHMAM:

JAUWNTE AOCTYA B UHTEPHET [TOJ'IbK.O ANA MHGMUMPOBEHHEIX CoOBLLEHWA V]

(- @UNETpaLmMs NpoToKonos

il PoanTensoit koHTpons NoBaBneHne NPUMEYEHKIA B NONE TEMBI OTNPABNEHHEIX 33PaMEHHbIX cooBieHi

H-{ ObHosnEHME

H- 9 CrywefiHble NporpaMMil
- AHTepdeic [virus 2GVIRUSMAMESG]

WabnoH noBEENeHHs K TEME JAPEKEHHEIX MMCEM:

o O e O e W

[ @lgﬁ ][ OTMEHa ][I‘Io monanwo]

MapameTpsbl Aas 3TON GYyHKLMW HACTPamnBatOTCA B pasaesie [LonoJHUTEe/IbHblE HACTPOMKU > UHTEPHET 1
3/1eKTPOHHAs NOoYTA > 3aLMUTa NOYTOBOIO KJINEHTA.

HacTporika napamMmeTpoB Moaynda ThreatSense: pacluvpeHHas HACTPonKa MOAY 1A CKAHUPOBAHWA A5 3aLLMTbl OT
BMPYCOB, KOTOpas No3BOISET KOHOUIYPUPOBaTb 06BEKTbI CKAHNUPOBAHWSA, METOAbI OBHAPYXXEHNS U T. 4. HakMuTe
KHOMKY HacTpomka..., 4To6bl BbIBECTU HA 3KPAH OKHO MNOAPO6HOM HACTPONKN MOAY NS CKAHMPOBAHMS.

Mocne npoBepKM K COOBLLIEHMIO 3/1eKTPOHHOM MOYTbI MOXET 6bITb MPUKPENIEHO YBeAOMIEHNe C pe3y/ibTaTamu
CKaHMpoBaHMA. MOXHO Bbi6paTh BapnaHT Jo6asieHne yBeaoM/IeHUI K NoJIy4eHHbIM U NPOYUTAHHbIM
coobleHnam, a Takke JobaBneHme yBenoMIeHUin K OTrpaB/ieHHbIM coobuieHnsaM. Ha Takme 4o6aBneHHble
YBeLOM/IEHNA Heb3A NoJ1araTbCsa NOHOCTbIO, MOCKO/IbKY OHM MOTYT 3aTEPATLCA B C/IOXKHbIX COOBLLEHMAX B popmaTe
HTML m1nu 6biTb cpabprKoBaHbl HEKOTOPbIMU BUPYCaMU. YBEAOMIEHUS MOTYT 6biTb 06aBAEHbI K BXOAALLMM 1
NPOYUTAHHbIM COOBLLEHUAM UMK K UCXOAALLMM COOBLIEHUAM (MIN 1 K TeM, U K ApYyrnm). JOCTYMHbI CleayioLime
BapMUaHThI.

e Hukorpaa : yBegomneHus He byayT 006aBNSTbCS BOOOLLE.

e To/1bKO B 3apa’keHHble coobLeHns : byayT OTMeYeHbl TO/IbKO CO0BLLEHMS, CoAep KaLlme 310HAMEepPEHHbIe
nporpammbl (MO YyMONYAHUIO).

e Bo BCe NPOCKaHUPOBAHHbIe COO6LL,EHMSA 3IeKTPOHHOM NOYTbI: NporpamMma byaet 406aBnaTb yBeAOMIEHUS KO
BCEM MPOCKAHMPOBAHHBIM COOBLLIEHUAM 3/TEKTPOHHOM MOYTHI.

[No6aBneHne NnpUMeyYaHU B NnoJsie TeMbl MNOJTYHEHHbIX U MPOYUTAHHBIX 3aPaXkeHHbIX COOBLLLEHUI: YCTaHOBUTE 3TOT
dNAKOK, eC/IN 3aLLMTOM 3/1eKTPOHHOM NOYTbI A0/IXKHbI 400ABAATLCA NPeaynpexxaeHns 0 BUpYcax B TEMY 3apaXKeHHbIX
coobLeHMI. 3Ta GYHKLMA NO3BOAET OCYLLIECTBAATL NPOCTYI0 GUIbTPALIMIO 3apaskeHHbIX COOBLLEHWI MO Teme (ecu
NoAAEeP>KUBAETCSA MOYTOBbIM KIMEHTOM). Tak)ke OHa MOBbILLAET YPOBEHb JOBEPUS 414 NONyYaTeNd, a B Clyyae
06HapYKEHMA 3apaXkeHNs NpeaoCcTaBAfeT BaXKHYO MHPOPMaLNO 06 YPOBHE Yrpo3bl 4715 KOHKPETHOI0 COOBLLIEHNS
NN OTNpaBUTeNs.

La6noH po6aBneHNs K TeMe 3apaXkeHHbIX MMCEM: 3TOT WA6/I0H MOXHO M3MEHUTb, ECTU HYXKHO OTPeaakTMpoBaTh
dopmart npedukca, L06aBNFEMOrO KO BCEM 3apaKEHHbIM COOBLLEHNAM. Ta GYHKLMSA 3aMEHUT TEMY COOBLLEHNS
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Hello npv 3agaHHOM 3HaveHn npedukca [virus] Ha Takon popmart: [virus] Hello. MepemeHHas %VIRUSNAME%
npeAcTaBnseT 0O6HAPY>KEHHYIO yrpo3y.

4.3.2.1 ®unbTp POP3, POP3S

POP3 — cambl pacrnpoCTpaHEHHbIW MPOTOKO/1, UCMOb3YEeMbIN A1 NONYYEHUS 3/IeKTPOHHOM MOYTbI B MOYTOBbIX
KnmeHTax. ESET Smart Security ob6ecneymBaeT 3almMTy 3TOro NpoOTOKO/1a BHE 3aBUCMMOCTM OT UCMOJ1b3yeMOrO
NMOYTOBOTO KJIMEHTA.

Mogay /b 3aLMTbl, 06eCcnevmBaoLLmMiA 3TY GYHKLMIO, aBTOMATUYECKN MHULMUPYETCA NpU 3amnycke onepaLmoHHOM
CUCTEMbI M OCTAeTCa akTMBHbIM B ONepaTUBHOM NaMaTW. 19 HOpMasibHOM paboTbl Moay NS y6eanTecs B TOM, YTO OH
BK/IlOYeH. MpoBepKka NpoTokona POP3 ocyLLecTBAAeTCa aBTOMATUYeCckM 6e3 Heo6X0AMMOCT U B Kakon-116o
[IOTMOTHUTE/IbHOW HACTPOMKE KOHKPETHOI0 MOYTOBOr0 KMeHTA. M0 YMOIYaHMIO CKaHMPYOTCS BCe COANHEHMS NO
nopTy 110, 0IHAKO NP1 HEO6XOAUMOCTIN MOTYT 6bITb J06aB/EHbI U APYyrne NopTbl. HOMepa NopToB cieayeT
pas3fendarb 3anaTbiMU.

3aWwmndpoBaHHble coenHeHNs He by ayT CKaHMPOBaTbLCA. 14 BK/IIOYEHWS CKAaHUPOBaHMS 3aLIMGPOBAHHbIX
CoefMHEeHUM N NPOCMOTpa pa3gesia HacTporKM MOAY A CKAHUMPOBaHMS HAXKMUTe [1poBepka NpoTokoaa SSL B pasaene
«lononHUTeNbHble HACTpOVKMy (MHTEepHEeT U 3N1eKTPOHHas noyta > ®uabTpaumsa NpoToKonoB > SSL) 1 ycTaHoBuTe
dnaxxok Bcerga ckaHmpoBaTb NpOoTOKO SSL.

# ESET Smart Security @
JononHWTenbHLIe HACTPOMKW (es[E
- KoMneroTep ©uneTp POP3/POP3S
_l! CeTe HacTpoiika moaynsa ckaHuposaHua POP3

EI' WHTEPHET M 3NEKTPOHHEA NOYTa BHNOHMTE NPOBEPKY MHCEM
- JAUMTE MIGHTAEN KIMEHTa MopThi, MCNONAL3YEMEIE NPOToKONOM POP3 (4epes 3anaTyio):
WMHTEMPaLMA C NOYTOBLIM KAMEHTC - "
3aWwMTa oT cnama 110
: AnpecHsie KHUMM
""" MoHTOBEIS KNWEHTEI HacTpoiika moayns ckaHupoeaHus POP3S
Pexm dmneTpawm POP35
: IMAR, IMAPS
3aWKTa ADCTYNA B MHTEPHET e LS
=- DUNETRALMA NPOTOKONOE (@) MpoeepATe NpoTokon POP3S Ha YKasaHHEX NOPTaX
----- McKoYeHHEIE NPMNCHKEHUA
----- Werniodenteie IP-aapeca Mcnons3yemslie npoTokonom POP3S nopTel:
[+ 551
- [fi¢ PoanTENLCKWA KOHTPONE 95
(-5 OfHosneHue
-3 CnyebHble nporpamms)
- MHTepdelic
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B 3TOM pasgene MoOXHO KOHGUIYpMpoBaTb NPoBepKy NpoTokonos POP3 n POP3S.

BK/1IOYMTb NpOBEPKY NUCEM: MPU BKJTKOYEHWM 3TOro napameTpa Becb Tpad K, NpoxXoasaLmn no npotokoay POP3,
NpoBepsAeTCA Ha NpeaMeT Ha/InYMA BpeJOHOCHbIX MPOrpamm.

MopThbl, UCcnonb3yemMble MPOTOK0s1I0M POP3: nepeyeHb MOPTOB, UCMNOJb3yeMbIX MpoTokosioM POP3 (110 o
YMOYaHMUIO).

ESET Smart Security Taikke noanep>XmMBaeT NpoBepky NpoTokosna POP3S. B 3ToM TuUMNe coeguHeHNs ANa nepeaadm
NHbOpMALMM MeXAY CEPBEPOM U KITMEHTOM MCMOb3yeTcs 3almndpoBaHHbIv KaHan. ESET Smart Security nposepsieT
coelIMHeHM S, UCMosb3ytowme MeToabl WindpoBaHmsa SSL n TLS.

He npoBepsaTb npoTokon POP3S: 3alunMdpoBaHHble coeNHEHUsI He ByAyT NpoBepATbhCS.

MpoBepATb NpoToKo/ POP3S Ha yKasaHHbIX NopTax: coeHeHnsa rno npotokony POP3S npoBepstoTCca TONbKO Ha
nopTax, ykasaHHbix B napameTpe Ucnosnb3yembie npoTokosiom POP3S nopTbl.

Mcnonb3yembie npoTtokosioMm POP3S nopTbl: nepeyeHb NOPTOB, UCMOJIb3yeMbiX MPpOTOKO0M POP3S, KOTOpbIE
cnenyeT NpoBepsTh (995 MO yMOTYAHMIO).
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4.3.2.2 KoHTpoab npoToKkonaos IMAP, IMAPS

MpoTokon IMAP — eLle 0AVH MHTEPHET-NPOTOKOJT A5 MO/y4eHUs 31eKTPOHHOM NoYThl. IMAP 1MeeT onpeaeneHHble
npevmyllectsa neped POP3. Hanpumep, cpasy HECKO/TbKO KTMEHTOB MOTYT O4HOBPEMEHHO NOAK/IHOHYaTbLCA K OAHOMY
N TOMY >Ke MOYTOBOMY SALLMKY M MOALEPXKMBATb CBEAEHNS O COCTOSHUM COOBLLEHNS, B YACTHOCTY O TOM, Bb1110 /1N
Co0bLLeHMe NPOYNTAHO, YAANIEHO WAV HA Hero 6bl/1 HanmcaH oTeeT. ESET Smart Security o6ecrneyvBaeT 3awmTy 3T0ro
MPOTOKO/1a BHE 3aBUCYMOCTM OT UCMOJIb3YyeMOro Mo4YTOBOrO K/NEHTA.

Moaynb 3aWwuThl, 06ecnednBaroLWLmi 3Ty GYHKUMIO, aBTOMATUYECKM MHULMMPYETCS MpK 3anyCke onepaumoHHOMN
CUCTEMbI 1 OCTAeTCs akKTMBHbIM B OMepaTyBHOM NaMaTu. a9 HOpManbHOM paboTbl MoAy/1s ybeamTecs B TOM, YTO OH
BKJItOYeH. [MpoBepka npoTokona IMAP ocyLLecTBASeTCS aBTOMATUYECKkM 6e3 HeobX0AMMOCTM B KAKOM-TNH0
OOMOTHUTE/TbHOW HAaCTPOMKE KOHKPETHOIO MOYTOBOMO KAMEHTA. M0 YMOTHaHUIO CKAHUPYIOTCS BCE COeAMHEHMS MO
nopTy 143, ogHaKo Npuv HEOBXOAMMOCTM MOIyT 6bITb 4OOABAEHbI 1 ApYre NOpTbl. HOMepa nopToB cieayeT
pasfensrb 3anaTbiMU.

3awmndpoBaHHble COeANHEHMS He ByayT CKaHMPOBATbCA. 119 BK/TOUYEHMS CKaHUPOBAHMA 3aLLUNPPOBaHHbIX
COeANHEHMI U NPOCMOTpa pasfiena HacTporKk MOy CKAHMPOBaHMA HaXKMUTe [TpoBepka NpoTokona SSL B pasaene
«[JONONHUTEIbHbIE HACTPONKNY (MHTEPHET U 31IeKTPOHHAA noyTa > GuabTpauusa NpoToKoaoB > SSL) 1 ycTaHoBuTe
¢dnaxok Bcerga ckaHMpoBaTb NPOTOKON SSL.

¢ ESET Smart Security [~ 7| 23]

JononHUTENBHBIE HACTPOWKK (s

-. KoMnetoTep Moaynb ckaHuposaHus IMAPIMAPS

I Cemn HacTpoiika Moayns ckaHupoBaHus IMAP
=4 VHTEPHET W 3NEeKTpoHHaA NoYTa BKrounTE posspky IMAP

33lMTE NOYTOBOMD KNWEHTE
WHTErpaw1a c No4ToBLIM KAMEHTC

MNopThl, Mcnonb3yemsle npoTokonom IMAP:

- 3aWwMTa oT mama 143
: AfpecHsle KHMMKA
""" MouToBEIE KAMEHTEI HacTpoiika Moayns ckaHnpoeanna IMAPS
POP3, POP35 Pexam dmneTpawm IMAPS
IMAP, IMAPS

3EWMTa AOCTYNE B MHTEPHET I BT TR e TR

PUNETPaLMA NPOTOKONOB (@ MposepaTs NpoTokon IMAPS Ha BoIBPaHHEIX NOPTEX

----- MCKAKYHEHHEIE MPHMAOHEHWUA
----- WoxmoqenHeie IP-agpeca
[ S5L 585, 993
[+ ¢ PoaMTENBCKWA KOHTPONE
E-{% O6HoBREHME

-3 CnyelHele Nporpamts)
- MHTepdelic

MopThl, Mcnonb3yemsie npoTokonom IMAPS:
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4.3.2.3 NHTerpaums B NoYTOBbIE KJINEHTbI

MHTerpaums ESET Smart Security € NO4TOBbIMUY KTMEHTAMW YBETMUYMBAET YPOBEHb AKTVUBHOM 3aLLUMTbI OT
BPEAOHOCHOIO KOAA B COOBLLEHNSX 3N1E€KTPOHHOW MOYTbI. ECIM MCMOAb3YEeMbl NMOYTOBbIV KNVEHT MOALEPXKNBAETCS,
TaKyt MHTErpaumio MOXKHO HacTpouTb B ESET Smart Security. EC1v MHTerpaums akTMBMpOBaHa, naHeb
NMHCTpyMeHTOB ESET Smart Security BCTaBnseTcs HeNOCPeACTBEHHO B MOYTOBbIV KNMEHT, obecnedmsas bonee

3P DEKTUBHYIO 3aLLMTY 31EKTPOHHOM NOYTHI. MapaMeTpbl MHTerpaumm AOCTYNHbI B pasaene HacTponka > MNepenTtu K
AOMONIHNTE/NIbHbIM HACTPOMKAaM... > MIHTEpHET U 3/1IeKTPOHHAas noyTa > 3almMTa Nno4YToBOro KJineHra >
MHTerpaums C NOYTOBbIM KJIMEHTOM. B HACTOALLMA MOMEHT MNOALEPXKMBAIOTCA C/1eAyOLLME NOYTOBbIE KIIVEHTbI:
Microsoft Outlook, Outlook Express, noyta Windows, no4ta Windows Live 1 Mozilla Thunderbird.

YcTaHoBuTE Gnaxkok OTKAKUYMTL NPOBEPKY NPY U3MEHEHUM COAEPXXMMOro nanku "Bxoadwme”, ecin npu paboTte
C MOYTOBbIM KMEHTOM HabtoAaeTca 3ameaieHne paboTbl CUCTEMbI. Takas cMTyaumsa MOXKET BO3HUKHYTb Mpu
3arpy3Kke 31eKTpOHHOM NoyThl 13 Kerio Outlook Connector Store.
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@ ESET Smart Security =

JononHWTeNEHBIE HACTPOMKK (es[E

+- Bl KoMnetoTep WHTErpawis B NouToBEIA KIMEHT

: I Cems WHTEerpHposaTh B Microsoft Outlook
=4 VHTEPHET WM 3NEKTPOHHAA NOYTa
33KMTE NOYTOBOM0 KNHWEHTA

MHTErpaLMA C NoYTOB5IM KNMEHT] MHTErpUpoBaTh B Windows Live Mail

3alMTa oT naMa WHTerpuposaTh B Mozilla Thunderbird
MoqTOBkIE KNWEHTE

POP3, POP35
IMAP, IMAPS [] oimioumrTs Nposepicy Npu MSMEHEHIN COREMMMMOro Nanky “BxogAwmre”

WMHTerpuposaTs & Outlook Express [ Windows Mail

CrneumansHeIE NapaMeTpel

3aWKTa ADCTYNE B MHTEPHET
[~ PMNETpaws NpoToKoNoE

H-- g PoguTensomid KoHTpone

H-{ ObHosnEHME

H- 9 CrywefiHble NporpaMMil

H-- . MHTepdeic
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4.3.2.3.1 KoHpurypaumsa sawutbl NOYTOBOI0 KJAUEHTA

Mopay b 3aLMTbl 3/1eKTPOHHOM NOYTbl MOAAEPXKMBAET CJieAytoLme NoYToBble KaneHTbl: Microsoft Outlook, Outlook
Express, noyta Windows, noyta Windows Live n Mozilla Thunderbird. 3almTa 31eKTpOHHOW MNOYTbI pean3oBaHa B
3TUX NporpaMmmax B BUAe NOAKAHAEMOro Moayns. FaBHoOe NperMyLwecTBO NOAK/IH0HYAaEMOro MOAY 1S 3aK/To4aeTCs
B TOM, 4TO OH He 3aBUCKT OT UCMOIb3yeMOro NpoToKoaa. MNpu NoayyYeHUM NOYTOBbIM KJMEHTOM 3aNMPPOBAHHOMO
CO0b6LLeHMA OHO paclndpoBbIBAETCA M NepeaaeTCst MOAY/TH0 CKAHMPOBAaHMA.

CkaHupyemas 3/1eKTpOHHas noyra

Mony4eHHble COO6LLLEeHUS : BK/THOYAET UM OTKOYaeT NpoBepKyY NoJy4YeHHbIX COOBLLEHWNN.
OTnpaBJ/ieHHble COO6LLLEeHUS : BK/THOYAET UM OTKOYaeT NMpoOBEPKY OTMNpaB/1IEHHbIX COOBLLEHNN.
lNMpounTaHHbIE COO6LLLEeHUSA: BK/TIOYAET MM OTKItOHaeT NMpoBEPKY NMPOYUTAHHbIX COO0BLLEHUN.

DevicTBune, KOTopoe cneayetr npyuMeHnTb K 3apa>XeHHbIM coobLeHnam

Hunyero He NpegNpMHUMATD : B 3TOM C/ly4ae nporpamma byaeT BbiABAATb 3apakeHHble BIOXKEHUS, HO He byaeT
BbIMONHATb HUKAKNX AENCTBUN C COODLLIEHNAMMN.

Ypanutb coobleHune : nporpamma byaeTt yBeaoMAATb N01b30BaTENS 0 3apaXKeHUAX U yAaNaTb COObLLEHME.
MepemecTUTb coobLLeHMe B Nanky "YaaneHHble" : 3apaXkeHHble coobLleHma byayT aBToOMaTMYeCcky nepeMeLlaTbcsa B
nanky YaaneHHble .

MepemecTUTb coobLeHME B NANKY: 3[,eCb MOXHO YKa3aTb COBCTBEHHYIO Narnky, B KOTOPYO ciefyeT nepemeliaTb
3apadkeHHble CO0BLLEHMSA NPU NX OBHAPYXKEHWNW.

Apyroe

MoBTOPUTb CKAHUPOBaHUE NOC/Ie O6HOB/IEHUSA | BK/THOYAET WM OTK/IHOHAET MOBTOPHOE CKAHMPOBAHME nocie
06HOBIEHNS Ha3bl AAHHbBIX CUFHATYP BUPYCOB.

BKOUUTDb pe3y/IbTaTbl CKAHUPOBAHUA APYTMMU MOAYASAMM: EC/IV YCTAHOB/IEH 3TOT GAIAKOK, MOAY/1b 3aLNTbI
371eKTPOHHOM NOYTbl 6yAeT NMPUHUMATb pe3yabTaTbl CKAHUPOBAHMA OT APYTUX MOAY/IEN 3aLWNTbI
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4.3.2.4 YpaneHve 3apaxeHun

Mpy NoNyYeHUN 3apaXKEHHOTO COOBLLLEHNS 31€KTPOHHOM NOYTbI HA 3KPaH BbIBOAUTCS OKHO NpeaynpexaeHns. B 3Tom
OKHe COAep>KaTCs UMS OTNpaBUTeNs, apec ero 3/1eKTPOHHOM NOYTbl M Ha3BaHWeE 3apaXkKeHus. B HKHeN YacT i OKHA
LOCTYMHbI BAPUAHTbI AeNCTBUM A1 OBHAPY>KeHHOT0 06bekTa: O4YucTUTb, Yaanutb nin MponycTuTtb. [10YTM BO BCeX
a1yyasx pekoMeHayeTcs Bblonpatb OUUCTUTb UK YAANANTb. B HEKOTOPbIX CUTYALMAX, €CTN HYXKHO NOYYNTb
3apaXKeHHbIN Garn, MOXKHO BbI6paTth MponycTuTb. EC1V BKIOYEHA TLLaTe/lbHAas O4MCTKA, Ha SKpaH byaer
BbiBELeHO MHPOPMALMOHHOE OKHO, B KOTOPOM Hesb3s BblbpaTb Kakoe-n1mbo aencTeue.

4.3.3 3awwmTa oT cnama

HexxenatenbHble COOBLLEHNS, MHAYe Ha3biBaeMble CNaMOM, SIBISIKOTCS OAHOM U3 CaMblX Cepbe3HbIX Npobaem
COBPEMEHHbIX Te1eKOMMYHUKALMOHHbIX TeXHONOTrnK. Ha cnam B 06Lwem ob6beme nepeaBaemMblix Mo 371€KTPOHHOM
no4Te CoobLeHM NPUXOANTCS 0KON0 80 NPOLLEHTOB. 3aLlMTa OT Cnama OrpaxkaaeT oT 3Towm npobsiemMbl. MIcnonb3ys
HECKObKO 3ODEKTMBHbBIX MPUHUMMOB, MOAY/1b 3aLLMThI OT cnama obecneyrBaeT 601ee Ka4eCTBEHHY GUIbTpaLMIO,
4YTOObI NOAAEPXMBATL NAMNKY BXOAALLMX COOBLLEHNN B NOPAAKE.

@ ESET Smart Security =

JononHWTeNEHBIE HACTPOMKK (es[E

B KoMnetoTep 3aWwmnTa oT damMa

I Cets OfipatioTka coobiueHmi

=88 VHTEHET 1 3NEKTPOHHAR NoYTa NoBaBNTE TEKCT K TeMe cooblyeHua:  [SPAM]
B~ 3awmMTa nouToBoro KNMeHTa
VHTErpaLMA © NOYTOBEIM KIMEHTC MepeMecTUTE cooblueHUsa B NaNKy Co cnaMom
S

] cnonb3sosats 3Ty nanky:

AApecHble KHWM
MOUTOBbIE KIMEHTHI [T oTMesaTs coofiueris co cNamom Kak NpouTEHHsIE
POP3, POP35 OTHEYETE NOBTOPHE KNACCMPMLMPOEEHHEIZ COOBLLEHWA Kak HEMPOYMTEHHEIE
IMAPR, IMAPS
(-] 38lUMTa AOCTYNE B MHTEPHET PErMCTPaWA OUEHKM HEXENATENEHOCTH
[#H- PUNETPaLMA MPOTOKONOE
. 1@ He zanuceIBaTE
- [fi¢ PoanTENLCKWA KOHTPONE . .
06 = 38NUCEIBATE TOMEKO COOBLEHNA C MSMEHEHHOI KaTeropuei 1 coobileHus,
D"'wﬁ: HOENEHNE = NOMEYEHHBIE KK CTTaM
[ Cnmeﬁm:le MporpaMMsl (7) JanMcHIBaTH Bee coofluenHs
- MHTepdelic

ABTOMaTMHECW 3aNYKATE MOAYMb 3aLLMThI NOYTOBOMO KIMEHTa OT HE)ﬁEHaTEHbHOﬁ
AoOYTEI
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OOHUM 13 BRKHENLLMX MPUHLMNOB 06HApY>XeHMsl cnama siBseTC pacno3HaBaHMe HexXenaTebHbIX CO0bLWEeHMN Ha
OCHOBE NpeABapuUTe/IbHO ONpeAeneHHbIX CNNCKOB A0BEPEHHbIX («Benbly CMMCOK) M HeXKenaTeNbHbIX («4epHbIA»
CMUCOK) aapecoB. Bce agpeca, HaveHHble B ApeCHOW KHUIe MOYTOBOI0 KAMEHTA, aBTOMATUYeCKM MONaaatoT B
«benbiny CNMUCOK, @ OCTa/TbHbIe aapeca A0XKHbI ObITb MOMeYeHbl MO/Ib30BaTeNeM Kak 6e30macHbIe.

OCHOBHbIM METOZ0M, MCnoJib3yembiM A4 O6Hapy)I(EHI/|FI cnama, ABnsdeTcd CKaHMpoBaHMe CBOWICTB COObLLEHUS.
[TonyyeHHble coobleHms CKaHMPYKOTCA HA OCHOBHbIE KPUTEPUUN 3aLLINTbI OT ClaMa (OI'IpeLI,EJ'IEHl/IFl coobuleHuns,
CTaTUCTN4HeCkmne sBpnuCTurKn, airoOpmnTMbl pacrno3HaBaHUAa 1 Apyrne yHMKaJibHble METO/J,bI). PesynbTaTtom pa6OTbI ITUX
MeTOAO0B ABNAETCA 3Ha4YeHne nHaeKkca, No KOTOpoMy MO>KHO C BbICOKOW CTEMeHbto O0OCTOBepPHOCTM ONpedenunTsb,
ABNSETCS N COOOLLIEHME CAMOM.

3awmTa ot cnama B ESET Smart Security no3BongeT 3a4aTb Apyrue napameTpbl A8 paboTbl CO CNMCKaMM PACCbITKM.
[OCTyMHbI CneaytoLime napamMmeTpbl.

ABTOMaTM4YeCKU 3anyckaTb MOAY/1b 3alWLLUTbl NOYTOBOIO KJineHTa oT HeXenaTes/IbHOM MoYTbI: aKTuBaLUnga nin
OTK/THOYeHWe 3allTbl MOYTOBOIO KJIMEeHTa.

O6paboTka coobLieHumn

[,06aBUTb TEKCT K TEMe COObLLLeHMS: N03BONSET 06aBNATbL HACTPamMBaEMyO CTPOKY npeduKca B NoJie TeMb
CO0bLeHMM, KOTOopble KnaccudUUMpoBaHbl Kak cnam. CTpoka no yMonyaHuo — «[SPAM]».

MNepemecTUTb COOBLLLEHUS B MAMNKY CO CMAMOM: eCJTV 3TOT GIAKOK YCTAHOBEH, HEXXenaTeibHble coobLleHus byayT
nepemeLLeHbl B MarnKy HeXenaTenbHOM MOYThl MO YMOTYAHUIO.
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Mcnonb3oBaTtb 3TY NanKy: 3TOT NapaMeTp NO3BOJIAeT nepemMellaTb CriaM B Mnarky, ykKasaHHYH noJib3oBaTesieM.

OTmMe4yaTb COO6LLLEHUSA CO CNAaMOM KaK NMPOYTEHHbIE: YCTAHOBUTE 3TOT GNAXKOK, 4YTOObl aBTOMATMYECKN MOMEYaThb
He)kenaTesbHble COODLEHNS KaK NpOYUTaHHbIE. OTO NOMOraeT COCPefOTOUUTHLCH HA «HUCTbIX» COO0BLLEHMAX.

OTmMe4aTb NOBTOPHO KJ1laccuPpULLMPOBaHHbIe COO6LLEHMS KaK HEMPOYMUTaHHbIE: COOBLLEHMS, MepBOHaYabHO
KNaccM@UUMpOBaHHbIe Kak CraM, a 3aTemM MoMeYeHHble Kak «41CTbier, ByayT 0To6paXaTbCa Kak HEeMpOUYUTaHHbIE.

Pernctpauus oL,eHKM HeXenaTe/lbHOCTU

Aapo 3awmTbl 0T cnama ESET Smart Security npucBanMBaeT OLEHKY HEXeNaTeIbHOCTN KaXKAOMY NPOCKAHNPOBAHHOMY
coobLeHno. laHHoe coobLieHne ByAeT 3anncaHo B XypHan 3alimTbl oT cnama (ESET Smart Security > Cny>xe6Hble
nporpamMmmbl > ®ainbl XypHana > 3awmTa ot cnama).

e He3anucbiBaTb : s4enKka OueHKa B XXypHasie 3almTbl OT cnamMa OCTaHeTCs NyCToW.

e 3anucbiBaTb TOJIbKO COO6LL,EHUSA C USMEHEeHHOW KaTeropuen n coobLleHus, NoMe4eHHble Kak Cnam : 3ToT
napameTp No3BO/ISeT PerncTpmMpoBaTh OLEHKY HEXXeNaTebHOCTU 415 COOHLLEeHWI, MOMeYeHHbIX kak CMAM.

e 3anucbiBaTb BCe COO6LLLEHNS : B XKypHane byayT perncTtprupoBaTbCs BCe COOOLLEHMS BMECTEe C OLLEHKOM
HeXXenaTesibHOCT!.

e ABTOMaTMYeCKM 3anyckaTb MOAY/b 3aLLUTbI MOYTOBOIO KJIMEHTA OT HeXXeNaTe/IbHOM NoYTbl: /1N 3TOT
$NAKOK YyCTAHOB/EH, 3aLLMTa OT cnama byaeT aBTOMAaTUYeCKM aKTUBMPOBATLCSA MPY 3arpy3ke KOMnboTepa.

ESET Smart Security nogaep>mBaeT 3awmTy oT cnama ana Microsoft Outlook, Outlook Express, noyutsl Windows,
no4ytbl Windows Live n Mozilla Thunderbird.

4.3.3.1 Camooby4yeHue mopay/s 3aWmTbl OT cnama

DYHKUMA caMo0byyeHre MOy NS 3aLMTbI OT Crama CBs3aHa ¢ 6aecoBCKMM GuIbTpoM. MoMeyas coobLeHms Kak
cnam WK He cnam, Nosb3oBaTe/b co3aaeT 6a3y AaHHbIX C10B, KOTOPbIE UCMOb3YITCA B HEXEeNATeNbHbIX 1
HOPMa/lbHbIX COOBLLEHUAX. YeM 60/blie cO0bLIeHMIM By eT KnaccbuLmMpoBaHO (MOMeYeHO Kak Criam Uam He cnam),
TeM TouHee 6yaeT 6aliecosckull puabmp. Bce M3BECTHbIe afpeca 31eKTPOHHOM NoYTbl cieayeT A06aBNATb B «6es by
CMUCOK, YTOBbI UCKTHOYNTb MX M3 NpoLiecca GUNbTPaLUN.

4.3.3.1.1 Lob6aBneHune agpecoB B «6e/bli» U «4ePHbIN» CMNCKU

AZpeca 3/1eKTPOHHOM NOYTbI, NMpUHaaiexalime nmuam, C KOTOpbIMM NOb30BaTe b YaCTO 06LLAETCS, MOXHO
[06aBUTb B «Be/bI» CMUCOK, YTOObI OTNpaBasemMble C3TUX aApecoB COOOLEHMS HUKOrAA He KnaccuduumpoBanmcb
Kak cnam. M3BecTHble agpeca oTnpaBuTenen cnama MoXKHO A006aBUTb B «HePHbI» CMINCOK, YTOObI OTNpaBasemble C
HKX coobLeHms Bceraa knaccudunumpoBanmch Kak cnam. a9 nobaBneHmMs HOBOrO agpeca B «benblinn UK «HepPHbI Ay
CMNCOK LWeNKHNTEe CoobLLEeHNe MpaBOM KHOMKOW Mbllwmn 1 BbibepuTe ESET Smart Security > 106aBUTb B «6e/blA»
CNUCOK NI JLo6aBUTb B «4€pPHbIN» CMIUCOK WIN HAXKMUTE KHOMKY [loBepeHHbIN agpec N Agpec oTnpasuTens
cnama B MaHe M MHCTPYMEHTOB 3almMThbl 0T cnama ESET Smart Security B nporpamme paboTbl C 3/1eKTPOHHOM MOYTON.

TOYHO Tak e 3TOT NPOLEeCC MOXET MPUMEHSATLCA K aapecam oTnpaBuTene cnama. Ecim agpec 3/1eKTPOHHOM MOYTbI
COLEPXKUTCS B «4EPHOM» CMUCKE, KXKA0E COOBLLEHME 3/TeKTPOHHOM MNOYThI, OTNPaB/EHHOEe C 3TOr0 aApeca, byaet
KNaccMPUUMPOBAHO Kak Cram.
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4.3.3.1.2 MNMomMeTKa coobLeHU Kak cnama

JNtoboe coobLLeHne, MpocMaTprBaeMoe B MOYTOBOM K/IMEHTe, MOXKEeT BbITb MOMeYeHO Kak cnam. 115 3TOro Hy>XHO
LeKHYTb ero NpaBoy KHOMKOWM MbILK 1 HaXkaTb ESET Smart Security > KnaccnduumpoBaTtb BbiI6paHHble
coobLeHns Kak cnam 1nv Agpec oTrnpaBuTens cnama B naHe v MHCTPYMEHTOB MOAY/14 3alWMTbl OT cnama ESET
Smart Security, KOTOpas pacnoJ/ioXKeHa B BEPXHEM YaCTX OKHA MOYTOBOrO K/INEeHTa.

Qpen

Brint

Reply
Reply to Al

o

Fallow Up 3
Mark as Unread

[

Categories..
Find &l 3

Junk E-rmail 3

| ESET Smart Security » | Knaccudimumpoeate BeBpanHele CcO0BLIEHMA KaK cram

Delete

X
5| Mowe to Folder.., |
e

knaccuduumposaTe BeBpaHHble coobwenua kak HE cnam

AoBaEnTE B "HepHBIR" Crncok

Rk o

Options... AoBaBuTE & "Bentli” cnkcok

HDBTDPHD CKAHWPOEATE coobuleHma

Mpw KnaccmbmKaumm cooblleHe aBTOMATUYECKM MOMELLAETCS B ManKy cnama, Ho aApec OTNPaBUTEN S He
MOMELLAETCS B «4EPHbI» CMUCOK. CXOAHbIM 06pPa3oM NMPONCXOANT KNaccubmKaLMa COOBLEHNA KAk HOPMaJTbHbIX.
EC/IM COOBLLEHMA M3 NAMNKX HEXEeNATe/IbHOM NOYTbl KNACCUOULIMPYIOTCS KK MOJ1e3Hble, OHM MEPEMELLAIOTCS B
McxoAHyto nanky. MNpr 3aToM aapec OTNPaBUTEN S He NMOMELLIAETCS aBTOMATUYECKM B «Bebln CMUCOK.

4.3.4 ®unbTpauma NnpoToKOJOB

3alumTa 0T BUPYCOB NMPOTOKO/IOB NMPUIOXKEHNA 06ecneYBaeTcsa Moay/ieM CKaHnpoBaHusa ThreatSense, B KOTOPOM
06beMHEHbI BCE COBPEMEHHbIE METO/bl CKAHMPOBAHWSA /19 BbiABAEHUSA BPEAOHOCHbIX Mporpamm. KOHTpob
OCYLLECTBNIAETCA aBTOMATMUYECKM BHE 3aBUCMMOCTU OT UCMOJIb3yeMOro Be6-6pay3epa 1 NoYTOBOro KineHTa. 14
NpOCMOTPa 3aWndpoBaHHOIO coeanHeHus (SSL) BbiGepuTe NyHKT GUAbTpaLus NpoToKoNoB > SSL.

BKIOUYNTb GUNBTPALUIO COAEPXKMUMOIO NPOTOKOI0B MPUNOXKEHUN: CIV 3TOT GNAKOK YCTAHOBIEH, BCE AAHHbIE,
0BbMeH KOTOpbIMM OCyLLEeCTBASETCS MO NpoTokoaam HTTP(S), POP3(S) n IMAP(S), byaeT npoBepsATbCS MOAY/IEM
CKaHMPOBAHWS 414 3aLNTbl OT BUPYCOB.

MPUMEYAHUE. HauymHaa c OC Windows Vista c naketom o6HoBeHna 1, Windows 7 n Windows Server 2008, ans
NpOBEepKM CeTEBbIX COeAMHEHWI UCMO/b3yeTCa HOBasA apxmTeKkTypa naatdopmbl dpunbTpaumm Windows (WFP). Tak
Kak B TexHonormm naatdopmel GunbTpaumm Windows NCnonb3yoTCs 0Cobble MeTOAbl OTCIEXMBAHUS, ClegyoLme
napameTpbl HeJOCTYMHbI.

e MopTbl HTTP u POP3: MmappyTmsaums Tpadurka Ha BHYTPEHHWIM MPOKCU-CEPBEP OCYLLECTBASETCA TONbKO A8
noptos HTTP n POP3.

e TpUNOXEHUA, NOMeYeHHble Kak Be6-6pay3epbl M MOYTOBbIE K/IMEHTbI: HA BHYTPEHHMI MPOKCU-CEPBEP
nepeHanpasifeTca TONbKO TPAdUK MPUITOXKEHWNA, MOMEYEHHbIX Kak 6pay3epbl U MOYTOBbIE KIUEHTbI (MIHTEPHET U
3N1eKTPOHHasA noyTta > GunbTpaums NPpoToKonos > KaneHTbl UIHTepHeTa 1 3/1eKTPOHHOM NOYTbI).

e [MopTbl N NpUIOXKEHUSA, MOMeYeHHble KakK Be6-6pay3epbl UM NOYTOBbIE KJIMEHTbI: MapLUpyTU3aumsa Tpadmka Ha
BHYTPEHHWUIN NPOKCU-CEPBEP OCYLLECTBAAETCS Kak A nopToB HTTP 1 POP3, Tak 1 415 NTPUA0XEHWI, MOMEYeHHbIX
Kak 6bpay3epbl M MOYTOBbIE K/INEHTbI.
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4.3.4.1 NcKnoYeHHble NPUI0XeHUS

[Nns ncknoveHns coenHEHNN onpeaeneHHbIX CeTEBbIX MPUN0XKEHUN 13 GUAbTpaLMK COAEPXKMMOr0 BblAenTe X B
cnneke. CoeAMHEH S BblAEeHHbIX MPUIOXEHU No NpoTokosam HTTP/POP3 He 6yayT NpoBepATbCA HA Hanuyme
yrpo3. PeKoMeHAyeTCs NCMoAb30BaTh 3TY BO3MOXHOCTb TOJIbKO A5 TEX MPUIOXKEHNN, KOTOpble paboTatoT
HEeKOpPEeKTHO, eC/IN UX COeANHEHUS MPOBEPADTCA.

3anycK NpUA0XKEHUI U CTyXK6 ByAEeT AOCTYNEeH aBTOMATUYECKM. HKMUTE KHOMKY [L06aBUTb, HTOObI BPYUHYIO
BbIGPATb MPUIOXKEHME, OTCYTCTBYOLLEE B CMUCKE GUIbTPALLMM MPOTOKOIOB.

fet ESET Smart Security @
dononHnTensHele HaCTPOMKH (esEl
1 KDMI‘IbIOTEp nPMHO)KEHMﬂ, ANA KOTOPEIX OTKNKDYEHS ¢MJ‘IbT|JELU'|ﬁ NpoTOKONOE

: I Cemo [Ans BLIBpEHHBR NPUNoMKEHMA BUNLTPaLWRA npoTokonos (HTTP, POP3) GyneT oTkmoyeHa:
=48 VIHTEpHET M 2NEKTPOHHAA NoYTa
[-E SawuTa nouToBoro KMeHTa Oe C:\Program Files\ESET\ESET NOD32 Antiviruslegui. exe
38WMTE QOCTYNE B MHTEPHET [ IE]C:\Program Files\ESET\ESET NOD32 Antivirus\ekrn.exe
- DUNBTPALMA NPOTOKONOE [l @C:\Program Files\ESET\ESET NOD32 Antivirus\SysInspector.exe
MCKIKIYEHHEIS MPMIOMKEHNA @C:\Program Files\Internet Explorerexplore. exs
WaniouenHele IP-anpeca [l EC:\Program Files\Windows Media Player wmpnetwk.exe
[ [l{CEOfed Windows\System32'LogonUI.exe
- ¢ PoanTENLCKWA KOHTPONE [ lﬂC:]I,'l'tl'indOWS]IS)'StEm32]I||SaSS.E)(E
E-{% O6HoBREHME O ﬁlc:‘l,'lﬂ.l'indows‘ﬁystem32‘l,|nsiexec.exe
-3 CryxebHele nporpantsl [C] m5 € \Wwindows\System32\services. exe
- W ViHTepdeic [C] 5 c: \Wwindows\System32\svchost. exe

[l{CEOfed Windows\System32\wermgr.exe
O ﬂ C:\Windows\System32winlogon. exe

[ @"QK ][ OTMeHa ][I‘Iomonqaﬂmo
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4.3.4.2 WUckno4YeHHble agpeca

3anucy B CNmncke agpecos 6yayT UCKIOYeHbl U3 GuabTpaumm coaep>kmmoro. CoegmHeHns no npotokonam HTTP/
POP3, B KOTOPbIX y4aCTBYIOT BbiOpaHHbIe afpeca, He byAyT NpOBepATLCS HA HA/INYKMe Yyrpo3. DTOT NapameTp
peKoMeHAyeTCs MCNOo/b30BaTh TONTbKO AJ14 3aC/Ty>KMBAKOLLMX J0BEepUst a4 pecos.

[Oo6aBuTtb agpec IPv4: 5TOT napameTp No3BosseT 406aBuTb IP-aapec, AMana3oH aapecoB UM Macky NoaceTw
yOANIEHHOW KOHEYHOW TOYKM, K KOTOPOW A0XKHO 6bITb MPUMEHEHO NPaBU/IO.

Yoanutb: yaaneHve BblaesIeHHbIX 3anucemn 13 cnmcka.

¢ ESET Smart Security
JononHUTENBHBIE HACTPOWKK (s
-8 KomnstoTep ALpEca, MOUIKIYEHHEIE M3 GUNETPALMK NPOTOKON0E
* I Ceto BrifipahHele IP-aapeca ByayT WCKMOYEHs! M3 GUALTPaELWAM NpoTokanos (HTTP, POR3):
=] WHTEPHET ¥ 3NEKTPOHHERA NOYTa
-- E‘.apH uTa nhooI:::ro KIMEHTE B
H = OwanasoH aapecos: 10.2,1.1-10,2.1.10
33EWNTE DOCTYNE B MHTEPHET MoaceTs: 192,168, 1.0 / 255, 255,255,0
HTTR, HTTPS
¥npaenerne URL-agpecamm
=2 DUNETPELMA NPOTOKONOE
-] MICKKOYEHHEIE MPUNOKEHWA
WaxmoyenHebie IP-appeca
[k~ 5L
- PoawuTensokiil KoHTpons
(- OfHosnEHME
-3 CnyebHble nporpamms)
- MHTepdelic
LobaeuTe anpec IPv4 | V] ’ ¥Yoanute ]

[ '@'OI{ ]l OTmMeHa ][I‘Iomananwo

4.3.4.3 lNposepkKanpoTtokoaa SSL

ESET Smart Security no3Bo/19eT NPOBEPSATb MHKAMNCYIMPOBaHHbIe B SSL NpOTOKObl. MOXHO MCNOMb30BaTb
pas/INYHble peXkKMbl CKAHMPOBAHMSA 419 3alMLLEHHbIX SSL coefHeHUS, MPU KOTOPbIX MCMOJ1b3YIOTCA JOBEPEHHbIe
cepTUOUKATbI, HEN3BECTHbIE CEPTUPUKATLI UK CePTUPUKATBI, UCKSTHOHEHHbIE 13 MPOBEPKM 3aLLUMLLEHHbIX SSL
COeMHEHUN.

Bcerpga ckaHMpoBaTb NPOTOKOA SSL: BbiGepuTE 3TOT BapMaHT, YTO6bI CKAHMPOBATb BCE 3aLLMLLEHHbIE SSL
coeiVHeHWS 3a UCKTHOYEHMEM 3aLLMLLEHHbBIX CEPTUGUKATAMM, UCKTIOUEHHBIMM U3 NPOBEPKN. EC/IN yCTaHABIMBAETCA
HOBOE COefiMHEHWE, CMO/b3YIOLLEE HEN3BECTHbI 3aBEPEHHDBIV CEPTUPUKAT, MNOTb30BATENb HE MONYYUT
YBEAOM/IEHNS, & CAMO COeANHEHNE aBTOMATMYeCKkN ByaeT GunbTpoBaThca. Mpu AOCTYNE K CEPBEPY C HEHAAEKHbBIM
CepTUOUKATOM, KOTOPbIN MOMEYEH MO/Ib30BATENIEM B KAYECTBE A0BEPEHHOTO (06ABNEH B CMNCOK JOBEPEHHbIX
CcepTUOUKATOB), COEANHEHNE CITUM CEPBEPOM Pa3peLlaeTcs, a COAEPXKMMOE KaHana CBA3n GunbTpyeTcs.

3anpawmnBaTb O HOBbIX CAMTax (BO3MOXXHA HACTPOMKA MCKJIKDYEHUIN): MPW BbINMOTHEHWM BXOA4A HA HOBbIM
3aLUMLLEHHBIV SSL carT (C HEM3BECTHbIM CePTUDUKATOM) Ha IKPaH BbIBOAUTCA AMAIOrOBOE OKHO BbI6Opa. DTOT peXuM
MO3BOJISIET CO34aBaTh CMUCOK cepTUUKATOB SSL, KOTopble BYAYT UCKIHOYEHBI U3 CKAHWUPOBAHMS.

He ckaHupoBaTb NpoToKosa SSL: ec/iv BbIGpaH 3TOT NapameTp, NnporpamMma He 6yaeT CKaHMPOBATb COeAVNHEHMS MO
npoToKkosy SSL.

NMpMMeHUTb CO34,aHHbIE UCKJIIOHYEHUS HA OCHOBE CepTUPUKATOB: aKTUBMPYET MUCMO/1b30BaHME MPU CKAHUPOBAHUM
SSL-coeanHEeHNN UCK/TIOYEHUIA, YKA3aHHbIX B UCK/THOYEHHbIX U IOBEPEHHbIX cepTudUKaTax. s BKIOUYEHNS 3TOro
napameTpa Bbi6epuTe Bcerga CKaHMpoBaTb NPOTOKO/ SSL.

BAOKMpoBaTh WMPPOBAHHOE COEAUHEHME C UCMNOIb30BAaHMEM YCTapeBLLEero NpoTokona SSL sepcum 2:
CoeIHeHWs, NCNONb3ytoLLme 60J1ee paHHIO BEPCUIO MPOTOKOoA SSL, 6yAyT aBToMaTHYeckn 6/10KMpOBATbCA.
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4.3.4.3.1 CepTtudukartbl

[ns HopManbHOM paboTbl 3alLUMLLEHHbIX SSL coegmHeHWI B bpay3epax M MOYTOBbIX KIMeHTax Heobxoarmo A06aBUTb
KOpHeBOM cepTudukat ESET, spol. s r.0. B CMNCOK M3BECTHbIX KOPHEBbIX CEPTUGUKATOB (M3gaTenemn). Nostomy
[O/DKEH BbITb aKTMBMPOBaH NapameTp [Lo6aBUTb KOPHEBOW cepTUPUKAT K U3BECTHbIM 6pay3epam. YCTaHOBUTE
3TOT GIAKOK, YTOObI aBTOMATNYECKM 06aBUTb KOPHEBOM cepTudukat ESET B n3BecTHble 6pay3epbl (Hanpumep,
Opera, Firefox). s 6pay3epoB, NCMOAb3YHOLWMX CUCTEMHOE XpaHunuLLe cepTUdUKATOB (Hanpumep, Internet
Explorer), cepTndukat nobasnsgeTcs aBToMaTn4eckn. g yCcraHoBKM cepTudurKaTa B HenoALep kmsaemMble 6paysepsl
BblbepuTe MpocmoTpeTb cepTuUdUKAT > [lonosHUTENbHO > KonupoBaTb B paM/i..., 2 3aTeM BPYUHYIO
MMIOpPTUPYWTe ero B 6paysep.

B HEKOTOPbIX C1yYasx cepTUdUKAT HEBO3MOXKHO NMPOBEPUTL C MOMOLLIO XPaHWAMLLIA A0BEPEHHbIX KOPHEBbIX
CcepTUOUKATOB CepTUDULIMPYIOLLMX OPraHOB (Hanpumep, VeriSign). 3TO 3HA4YUT, YTO y cepTuduKaTa CyLLecTByeT
COBCTBEHHAs MOAMMCL KAKOro-TMb0o Apyroro cybbekTa (Hanpumep, agMUHUCTpaTopa Beb-cepeepa UM HEGONbLLION
KOMMaHWUN) U NPUHATKE peLLeHns 0 BbiIbope Takoro cepTnudmkaTta kak oBepeHHOro He Bcerfa npeacraBnseT
0MacHOCTb. BONBLIMHCTBO KPYMHbIX KOMMNaHWA (Hanpumep, 6aHKM) UCNoNb3yoT cepTudnkatsl, nognmncaHHble TRCA.
Ecnn ycTaHoBneH dnaxok 3anpalunBaTb AeACTBUTENIbHOCTb cepTudukaTa (Mo yMoa4aHuio), nonb3oBaTento byaet
npeasoXeHo BbiIbpaTb AENCTBME, KOTOPOe CieayeT NpeanpuHATb, KOraa ycraHaBaMBaeTCcsa 3allMppoBaHHoe
coeauHeHve. Ha skpaH byaeT BbiBeAEeHO AMAN0roBoe OKHO A4 Bbibopa AeNCTBUSA, B KOTOPOM MOXXHO MPUHSATb
pelleHre 0 TOM, YTO ciieayeT caenaTbh: MOMETUTb CepTUPGUKAT KaK JOBEPEHHbI U KaK UCKHOYEHHbIN. Ecnun
cepTUdUKaT OTCYTCTBYET B CNUCKE XPAHUNLLA [,OBEPEHHbIX KOPHEBbIX CEPTUDUKATOB CEPTUDULMPYIOLLMX OPraHoB,
0N8 0boOpMIEeHNS OKHA MCMOb3yeTCs KpacHbIM LBET. EC/IM Xke cepTUPUKAT ecTb B 3TOM CMUCKe, OKHO byaeT
0¢hOpPM/IEHO 3e/1eHbIM LiIBETOM.

ESET Smart Security 5

Ln¢posaHHoe coeguHeHue SSL
HeaoEepeHHEIR cepTHdUKaT

MpunoxkeHKe, 3aNyLLEHHOE HA NOKANBEHOM KOMMBHOTERE, MBITAETCA
YCTAHOBWTE CBASE MO WndpoBaHHOMY KaHany S50, Ecan HeoBxoguma
npoBepKa 3alUNGpoBaHHOro Tpadnea, KnaccuuunpyiTe JaHHBIR
CepTHGUKAT Kak ACBEPEHHBI.

Paccmarpueate cepTdMKAT YAZNEHHOMO Y3Na Kak A0BEPEHHBIAT

Mpunosenne: € Internet Explorer
Ceprndgmrar: www.sk-nic.sk

I Ja | | @ fascersa| | Her

| B Meknounms |

MO>HO BbI6paTh Bap1aHT BJIOKMpOBaTb COeAUHEHNS, UCNOMb3YIOLLME CePTUDUKAT, HTO6bI BCEr4a paspbiBaTh
3aWMPPOBAHHbIE COEAMHEHWSA C CAUTOM, UCMO/b3YIOLWMM HEMPOBEPEHHbIN CepTUDMKAT.

ECAM 3TOT cepTUdMKAT HeleMCTBUTENEH U MOBPEXAEH, 3TO 3HAYNT, YTO UCTEK CPOK AeNCTBUSA cepTudUKaTa Unm xe
MCNoJib3yeTcs HeBepHOe COBCTBEHHOE 3aBepeHme. B 3ToM clydae pekoMeHayeTcs 6/10KMpoBaTh COeANHEHNS,
MCNoJb3yIoLLMeE AAHHBIN cepTUdUKAT.
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4.3.4.3.1.1 NoBepeHHble cepTUdUKaThbl

B nonosiHeHMe K BCTPOEHHOMY XPaHUULLY AOBEPEHHbIX KOPHEBbIX CEpTUDMKATOB CepTUONLMPYIOLLMX OPraHoB, rae
nporpaMmmHbiM obecriedeHnem ESET Smart Security XpaHAaTcs 4OBepeHHble CepTUPUKATbI, MOXHO TakoKe CO34aTb
COBCTBEHHbIN CMUCOK AOBEPEHHbIX CepTUDUKATOB, AOCTYMHbIV B pasgene [LonosHUTeNbHble HacTporku (F5) >
MHTepHeT 1 3n1eKTpoHHasa noyTta > ®uabTpauus npoTokonos > SSL > Ceptudukarbl > [loBepeHHble
ceptudukaTbl. ESET Smart Security 6yaet npoBepaTb COAEPXMMOe 3aLLNMPPOBAHHbIX COeAVNHEHNIN, UCNONb3Y S
CepTUOUKaTbI M3 3TOro CNUCKA.

= ESET Smart Security
[ OonoAHNTeNBHBIE HACTPOMKK (es
- KomnstoTep CnMcoK AOBEPEHHBIX CEPTMDHKATOE
_l! CeTb AEACTBUMTENEHOCTE HEKOTOPEIX CEPTUHOMKETOB HE MOMET BbITh NPOBEPEHE C MOMOLLLHD
-4 VHTEPHET M 3MEKTPOHHEA NOYTa xpaHuniwa Trusted Root Certification Authorities. B aaHHoM ciMcke cogepwaTcs
SAWMTE NOUTOBOrG KIMEHTA CepTUPUKATEI, KOTOPLIE KNECCUOMLMPYIOTCA KK 40BEPEHHbIE,
SaWKTa A0CTYNE B MHTEpHET
: Hma Wzaatens ceptudumrkata Tema cepTudmkaTa
=~ PuneTpaLwms NpoToKonos - pTIdM pTidA
MICKAKIYEHHEIE MPMACHKEHNA wyw.google.com CN=www.google.com, O=C
WernoueHHse [P-agpeca watson.microsoft,com CMN=watson.microsoft.com,
=-E 550 www,update.microsoft.com Microsoft Secure Server Authority  CN=www,update.microsoft
= CepTudmKaTe

MCKMoYEHHEIE CEpTHENK
H-- i PoaMTENbCKMA KOHTPONE

H-(% OfHosneHue

H- 3 CryxebHele nporpamms

H-- W MHTepdelic

[ W B e Bl |

4| i 2

YaaniTe MNokasaTb

[ @]DK ][ OTMeHa ][I‘Io mananwo]

[ns ynaneHns BoblAeNeHHbIX 3/1eMeHTOB 13 CNNCKA HAKMUTE KHOMNKY YAannuTb. YCTaHoBuTe Gpaakok MokasaTtb (nnu
OBOKAbI LLETKHUTE HY>XXHbIN CepTUDUKAT), YTOObI BbIBECTM HA 3KPaH MHPOPMALMIO O BbIBpaHHOM cepTuduKaTe.

4.3.4.3.1.2 UckntoyeHHble cepTUdUKaTbl

B paspene «MckitodeHHble cepTUDUMKATbI» MepedncieHbl CepTUPUKATbI, KOTOPble CHATAOTCA 6e30NacHbIMK.
Copepxnmoe 3anMdpoBaHHbIX COEAVHEHNI, MCMONb3YIOLLMX CepTUDUKATBLI M3 AAHHOIO CNKCKA, He byaeT
NpOBepATLCS HA HAa/TNYKMe yrpo3. PekoMeHAyeTCa NCKT0YaTb TONbKO Te Beb-cepTnudumkatol, KOTOPbIe
rapaHTMPOBAHHO ABAATCA 6e30NacHbIMU, A COEAMHEHME C UX UCMOJIb30BAHNEM HE HY>XXAAeTCs B NpoBepke. ng
yOANEeHWNS BblAe/€HHbIX 3/TEMEHTOB M3 CNUCKA HAKMUTE KHOMKY YAanuTb. YcTaHoBuTe daaxok MNokasaTb (Mnm
OBOKAbI LLEKHUTE HYXXHbIN CepTUPUKAT), YTOObI BbIBECTM HA 3KPaH MHPOPMALMIO O BbIBpaHHOM cepTudukaTe.

4.4 PoanTenbCKUWM KOHTPOJIb

Pasznen PoguTtenbCKMii KOHTPOJIb NMO3BOJISIET HACTPaMBaTh NApaMeTpbl POAUTENbCKOTO KOHTPOS, KOTOpble AalT
pOAMUTEN M BO3MOXHOCTb MUCMOJ1b30BaTh aBTOMATM3MPOBAHHbIE CPEACTBA 415 3aLUNT bl CBOUX AeTen 1 33a4aHNS
OrpaHMYeHMin Ha NCMOIb30BaHME YCTPOUCTB M C1yXX6. Llenb 3akito4aeTca B npefoTBpaLlLeHnn 4OCTyNa AeTen U
NOAPOCTKOB K CTPAHMULAM, COAEPXKMMOE KOTOPbIX ABNSETCS A5 HUX HENPpUeMaeMbiM NN BPeLOHOCHbIM.
PoauTenbCckmin KOHTPOb NO3BONSET 610KMPOBATL BEO-CTPAHMLbI, HA KOTOPbIX MOTYT ObITh MOTEHLMANBHO
He>xenatenbHble MaTepuasbl. Kpome TOro, pogmuteny MoryT 3anpeLartb 40CTYN K NpeABapUTeNbHO 33jaHHbIM
KaTteropusam Beb-canToB (Lo 20 kaTeropumn).

Ecnv HaXkaTb POAUTENbCKUIA KOHTPOJIb, OyeT NpeacTaB/ieHo r1iaBHoe OKHO, pa3AeeHHOe Ha TPU OMNUCaHHbIX fanee
pasgena.

OTKNOUYUTDb pOJJ,VITeanKMﬁ KOHTPOJ1b: €CJ1/ BOCMOJ/1b30BaTbCA 370N ¢VHI<LI,VIEI7I, Ha 3KpaH 6y,EI,ET BblB€JEHO OKHO
«BpeMeHHO OTK/TIYUTb 3aLUTY», FAe MOXKHO HAaCTPOUTb Nepuos BpeMeHu, Ha I(OTOprlZ OTKJ/THOHAEeTCA TaKas 3allnTa.
B Takom cny4vae HaszBaHue CDVHKLI,VIVI MeHSAeTCa Ha BKo4nTb POJJ,VITEHbCKMVI KOHTpPO/1b. EC/1M €10 BOCM0/1b30BaThCH,
3almTa 6y,CI,ET BOCCTAHOB/1€Ha.
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MpumMeyaHue: BaXKHO 3awwaTe napaMmeTpbl ESET Smart Security naposem. Takor Napo/b 3343eTCs B pa3gene
HacTpowka goctyna. Ecim naposb An8 3almTbl NapaMmeTpoB He 3aAaH, Mo, HAAMMUCbio OTKAOUYNTb POAUTENbCKUN
KOHTPOJIb Ha 3KpaH byeT BbiBeAEHO NpeaynpexaeHmne PodumeAabckull KOHMPOAb He 3auiuLieH naporem!. Takxke byaeT
BMAHA BO3MOXHOCTb HacTporka napong.... OrpaHunyeHus, opMmupyemble B pasaene POaUTeNbCKUA KOHTPO/Ib,
pacrnpoCTPaHATCA TObKO Ha CTaHAAPTHbIE YYEeTHbIe 3anucK. MOCKONbKY aAMUHUCTPATOP MOXET 060MTU Ntobble
OrpaHuyeHus, TO OHM He ByayT AenCTBOBaThb.

BTOpoOW pa3aen 0THOCUTCA K y4eTHbIM 3anmcam. ECn co3aaeTca HoBas yyYeTHas 3annch B pasaene JonoJHUTeNbHble
HaCTPOMKM > POAUTENbCKUI KOHTPO/b > YYETHble 3anucuy > [106aBUTb, OHa NOABUTCA 34eCh B BUAE AOMEHA UK
MMEeHM YYeTHOM 3anucu C aTpubyToM «BktoueHo». ECM HaXkaTb aTpubyT BKAKOYEHO, TO yYeTHas 3anuck 6yaet
BbIK/ItOHEHa. Y aKTUBHOWM YYETHOM 3aMmnCu eCTb BO3MOXHOCTb HACTPOMKM. 34eCb MOXHO MPOCMOTpeTb CIMCOK
paspeLleHHbIX KaTeropuii Be6-cTpaHuL, /11 3TOM y4eTHOM 3anuncy, 3a610KMpoBaHHbIe U pa3peLl eHHble Be6-
CTPaHULbl, a TAKXKe eCTb BO3MOXHOCTb BbICTpOoe BbigeneHue.

e CNMCOK pa3speLleHHbIX KaTeropum Be6-CcTpaHuL,: e1n 419 KaTeropum ycTaHoBeH GIaXkoK, OHa ABnseTcA
paspeLleHHON. MOXHO CHATb GAaXKOK /1 KOHKPETHOM KaTeropum, 4Tobbl 3a6/10KMPOBaTh ee A1 Bbl1e/1eHHOM
YYETHOM 3anncu. EC1IM HAaBECTM MblLLb HA KATEropuio, Ha akpaH 6yAeT BbiBeAeH CNCOK BE6-CTPaHULL, KOTOpble K
Hewr OTHoCATCA.

e 3a6/10KMpOBaHHbIE N pa3peLl eHHble Be6-CTpaHuLLbl: CMMCOK pa3peLleHHbIX BE6-CTpaHKL, HAXOAUTCA C/1eBa, TOraa
Kak 3ab610KMPOBAHHbIX — cripasa. Mo KaxkAblM CMUCKOM eCTb KHOMKK J,o6aBuTb 1 Ypanntb. Beeaute URL B
nycToe noJsie Nog CMCKOM U HOKMUTE KHOMKY [L,06aBUTb, 4T06bI 4O6aBUTb AaHHbIM aapec B CNncok. Haxxmute URL
B CMMCKe, a 3aTeM KHOMKY YAaannTb, YTOObl yAaIUTb AaHHbIN aapec.

e BbICTpoOe BbiaeneHune: BbibepuTe NpeaBapuTeNbHO 3alaHHoe 3HaYeH e (Pe6eHok, PoguTenb, MogpocToK) uimn
COBCTBEHHbIN TUM YYETHOWM 3aNncn 1 HaXXMUTe KonupoBaTb, YTO6bI CKOMMPOBATb M3 3TUX YYETHbIX 3anuncen
CNMCOK pa3peLleHHbIX KaTeropun.

MpuMeyvaHue: b1OKMPOBaHME UV pa3peLleHne KOHKPETHOM Be6-CTpaHuMLbl MOXEeT 6biTb 60/1ee TOUYHbBIM, YeMm
B610KMPOBaHMeE UKW pa3peLleHme Lenom kaTteropum Beb-ctpanuy,. CnegyeT 6biTb 0COBEHHO BHMMATENbHbIM NpU
MN3MEeHeHUM 3TUX NapamMeTpoB 1 A06aBAEHUM KaTeropum Unm Beb-CTpaHunLbl B CMMCOK.

B nocneaHem pasgesne ecTb ABa NapameTpa.

3apaTb UCK/IHOYEHME A1 Be6-CTpaHULbl.... 3TO HbICTPbIV CNOCO6 334aTb UCKIOYEHMe AN BeH-CTpaHuL, And
BbIAE/NEeHHOW y4eTHOM 3anncn. Beeante URL Be6-cTpaHumubl B nosie URL: 1 BbIGepuUTe HY>KHYHO YYETHYIO 3anmch B
Cnuncke Huke. Ecnm yctaHoBuTb Giaxkok BiokupoBaTh, AaHHAasA BeO-CTpaHuMLUa byaeT 3ab/10kmMpoBaHa A 3Ton
YYETHOW 3anncn. ECn xe He yCTaHaBmBaTbh GAaKOK, Beb-CTpaHmua byaeT paspelleHa. 3aaaHHble 34eCh UCKTYeHNS
nMetoT Ho1ee BbICOKMIA MPUOPUTET MO CPABHEHMIO C KATErOPUSIMW, ONMpPeaeneHHbIMU A5 BblAENEHHbIX YYeTHbIX
3anucen. Hanpumep, ey Ans y4eTHOM 3anmcy 3ab1oKkmMpoBaHa kateropmst HoBocTu, HO Npuy 3TOM B KavecTBe
NCKHOYEHMS 334aHa pa3peLleHHas HOBOCTHAas Beb-CTpaHMLA, TO AaHHas CTpaHMLA byaeT AOCTyNHA A1 3TOn
y4eTHOW 3anuncu.

MokasaTtb XXypHan: 3Ta GYHKLMA MO3BOSIAET MPOCMOTPETb NOAPOGHbIN XXypHAN AEATENbHOCTU POANTENBCKOTO
KOHTPO/19 (3a6/10KMPOBaHHbIE CTPAHMLLbI, YHETHAA 3aMKWCb, AJ1 KOTOPOM 6b11a 3a6/10KMPOBaHA CTPaHMLA, MPUYMHA U
T.1.). Tak)ke MOXHO UCM0/1b30BaTb GUABTP A4J19 AAHHOTO XKYypPHaNa Ha OCHOBE BbI6GPaHHbIX KPUTEPUEB.

4.5 O6HOB/IEHME NpOorpaMmbl

PerynsapHoe obHoBneHme ESET Smart Security — ny4iimim cnocob AobmUTbCa MakKCMMaibHOTo YPOBHA 6€30MacHOCT K
KoMnbtoTepa. Moaynb 06HOBNEHMA NOAAEPKMBAET akTyaslbHOCTb MPOrpaMmbl ABYMS CNocobamu: nyTem
06HOBNEHNS Ba3bl JAHHbIX CUTHATYP BMPYCOB M MyTEM OGHOBNEHNS KOMMOHEHTOB CUCTEMBI.

BbibpaB nyHKT O6HOBAEHME B I/TaBHOM MEHIO, MOXXHO MONYYNTb MHDOPMALMIO O TeKyLLEeM COCTOSHMUM OBHOBNEH WS,
B TOM YuC/1e AaTy U BpeMs Noc/iefHero yCreLlHo BbiNMO/IHEHHOro 0OHOBIEHMS, a Talkoke CBeAeHMst 0 He0bXoAMMOCTH
06HOBNEHMS. Takoke B OCHOBHOM OKHe yKa3blBaeTCs Bepcms 6a3bl JAHHbLIX CUrHATYP BUPYCOB. OTOT YMUTOBOM
NHAMKATOpP NpeacTaBaseT cob0om akTMBHYHO CCbIJIKY HA CTpaHuLy Be6-canTa ESET, rae nepedncnstoTcs Bce
CurHaTypsbl, 4o6aBeHHble Npy AaHHOM O6HOBNEHUN.

Kpome Toro, ecTb BO3MOXHOCTb BPYYHYHO 3aMyCTUTb NpoLecc 06HOBNeHNS — O6HOBUTb 6a3y AaHHbIX CUTHATYP
BUpPYCOB. O6HOB/EHWe 6a3bl AAHHbIX CUTHATYP BMPYCOB Y KOMIMOHEHTOB NPOrpaMMbl SIB/ISIETCS BAXKHENLLIEN YaCTbio
obecrneyeHns NoJsIHOM 3aLLMT bl KOMMbIOTEPA OT 3/10HAMEPEHHOr0 KoAa. Yaennte 0co60e BHUMAHMNE M3yUYeHMo
KOHPUIrypUpoBaHUs 1 paboTbl 3TOro npoLecca. ECm B npoLecce yCTaHOBKN He Bbl/1v yKa3aHbl CBEAEHUS O JIULIEH3UN,
MM$ NONb30BATENS M NAPO/b MOXHO yKa3aTb NpU 06HOBAEHUN, YTOBbBI MOYYUTb LOCTYN K cepBepaM 06HOBIEHUI
ESET.

NMPUMEYAHMUE: Vima nonb3oBaTeNsi M Napo/ib NpesocTaBafoTcs kKomnaHmen ESET nocie npuobpeTteHns
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nporpamMmmbl ESET Smart Security.

@ ESET Smart Security =N EoE
|_5|_| SARAADT SECIIRDITV E v’v
O6HoBNEHME
/i‘ Inaexan

basa gaHHBIX BUPYCHBIX CUTHATYP.

0 CraHuposaHue MK

b OBHOENEHKE
'y MocneaHes ycnewnoe obHosnenne: 22,7, 2011 10:11:19
ﬁ Hacpoiika Bepcua Basel gaHHbI curHatyp enpycos: 6268 (20110705)

b’ OBHOBWMTEL Basy AaHHbIX CUTHaTYp BMpycoe (G

Ycranoeka oBHoBneHnA He Tpebyerca — Gasa JaHHbIX CHIHATYP BUPYCOE aKTyankHa,

% CnyxeBHbIe NpOrpammel
ﬁ AKTMBaLUWA Nporpammel

Mporpamma He aKTMBNPOBAaHA, AKTWBALMA NpOrpammbl..,

9 CNpaeka 1 NoALepIKKa

¥cTanoenenHan sepeun ESET Smart Security:  5.0.90.7
JoctynHan sepeua ESET Smart Security: MpoeepuTe

(es[5y

MocnepHee ycnewHoe o6HOBeHNe — faTa nociefHero o6HoeneHms. Cneayet y6eamTbCs, YTO B 3TOM MoJie ykasaHa
HelaBHASA 4aTa, MOCKOIbKY 3TO 3HAYUT, YTO 6a3a AaHHbIX CUrHATYP BUPYCOB akTyasibHa.

Basa gaHHbIX CUrHaTYyp BUPYCOB: HOMEp BepCum 6a3bl AaHHbIX CUrHATYP BMPYCOB, TakXKe ABNAILIMIACA aKTUBHOWN
CCbINIKOWM Ha Be6-caT ESET. DTy CCbIIKY MOXHO HaXaTb, 4TO6bl MPOCMOTPETb BCE CUrHATYPbI, I06aB/IeHHbIE B
JaHHOM 06HOBEHNN.

HaxkmuTe MpoBepuTb, 4TOObI HAWTM NOCIEAHIOK AOCTYNHYIO Bepcuto ESET Smart Security.
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Mpouecc o6HOBEHUS

Mocne HaxkaTus O6HOBUTb 6a3y AaHHbIX CUTHATYP BUPYCOB HAYMHAETCS NMPOLLece 3arpy3ku. Ha akpaH byayT

BblBeZleHbl MHAMKATOP BbINO/THEHWS 3arpy3Kn 1 BpeMs 40 ee OKOH4YaHWS. YTo6bl npepBaTh Npouecc 06HOBIeHMS,
HaxxmuTe MNpepBaThb.

@ ESET Smart Security ol ® =

'_S'_ I CAAADT CTEH I IDITV E

Ofnoenenne

/i‘ TnaeHan

ObHoBNeHNe

0 CkaHupoeaHune MK
06HOBNEHME 6a3bl JaHHBIX CUTHATYD BMPYCOB

'3, OBHoBNEHHE [ %
Mpouecc oBHoBNEHNA: 0Ke/0KS
allo .
# HacTpoiika Wms daiina:
QcTanocs BpEMEHN (CEK.):
% CnyxedHble NPOrpaMMel | DOpepsate |

o Cnpaeka u NOAAEPKKS

(es[2

BHumaHue! B 06bI14HbIX 06CTOATENBCTBAX MNOC/Ie HOPMa/IbHOIO 3aBepLUeHMSs 3arpy3km B okHe O6HoBIeHMe by aeT
BbIBeAEHO co0bLleHe O6HOBNEHUS He TpebyeTcsa — yCTaHOBJ/IeHA noceaHsaa 6a3a AaHHbIX CUTHATY P BUPYCOB.
ECn 3TOro coobueHns HeT, nporpamma ycrapena. Mpuy 3ToM NoBbILWAETCS PUCK 3apaXkeHns. Heobxoanmo 06HOBUTb
6a3y AaHHbIX CUIHATYp BUPYCOB KAk MOXKHO CKOpee. B NpOTMBHOM C/lyyae Ha 3KpaH byaeT BbIBe4EeHO O4HO 13
CNeayoLmx COObLLEHWN.

basa AaHHbIX CUrHATYp BUPYCOB yCTapena: 3Ta olnbKa NosaBUTCA Noc/1e HeCKObKMX HeyAa4uHblX MOMbITOK
06HOBUTb H6a3y JaHHbIX CUTHATYpP BUPYCOB. PEKOMEHIYETCSA NPOBEepUThb NapamMeTpbl 06HOBEHWIA. Hanbonee yacTas
NPUYMHA 3TOM OLIMEKN — HEMpaBWIbHO BBEAEHHbIE JaHHbIe /18 aYTEHTUDUKALIUM NI HEBEPHO
CKOHGUrypUpOBaHHbIe NapaMeTpbl NOAKAYEHWNS.




Mpeablayliee yBeAOM/IEHME CBSA3AHO CO C1eAyOLWYMMY ABYMS CO0bLLEeHMaMI 06 owmrbkax npy 06HOBAEHWN.

YKasaHbl HerpaBWbHOE MMSA NOb30BaTeNsd U Napo/ib NpU HACTPOKe 06HOBEHNIA. PEKOMEHAYETCA MPOBEpUTb
JaHHble ayTEHTUDUKALMKN. B OKHE «[JONOMHUTENbHbIE HACTPONKWY (BbiGepuTe NyHKT HacTporKa B F1aBHOM MEH!0,
nocne Yero HaXKMuTe MeperdTH K A0MNOMHUTENbHBIM HACTPOMKaM MK F5 Ha K1aBMaType) Coep KaTCcs paclliMpeHHble
napameTpbl 06HOBMIeHUS. HaxkmuTe O6HOBAEHUe > O6HOBIEHUE B lepeBe paClUMPEHHbIX NapameTpoB.

@ ESET Smart Security =R F= |

'.5'. I SARAART SECILIRITVE

OBHoBNEHNE

/.‘ FnaeHan
= Mponsowna ownbka obHoBNeHMA Bas curHaTyp
0 CraHupoeaHne MK
O6HOoBNEHME 6336l JAHHEIX CMITHATYD BMPYCOB 338epLUeH0 C OWMBKOW [
@ OBHOENEHME HeeepHele uma nonezoeatens u (unu) napone.
OBHoBNTE Basy JaHHBIX CUTHATYP BUPYCOE
. ¥cTpaHuTe HENonajky 0BHOBNEHMA
# Hactpoiika S
\ oK J

% CnyxefHble NporpaMmel

o Cnpaeka i NoAfepxKa

(esl

Mpounsowna ownbka o6HOBIEHUS 6a3 CUTHATYP: BO3MOXHAS NPUYMHA 3TOM OLUMOKM — HEBEPHbIE NapaMeTpbl
00AKAYEHNS K MHTepHeTY. PekoMeHAyeTCs MPOBEPUTb HATMYME NOAKIIOHYEHNS K IHTepHeTY (Hanpumep,
nonpobynTe OTKPbITb 110601 BeO-canT B 6pay3epe). ECm Be6-calT He OTKPbIBAETCS, BO3MOXXHO, HEe YCTAaHOB/IEHO
noAKatoYeHne K IHTepHeTY Win Ha KOMMbIOTepe BO3HUKIN Kakne-nnbo npobaemMbl C MOAKAKYEHMEM K CETH.
ObpatuTech K CBOeMy NMOCTABLUMKY YCIYT VIHTEPHETA, YTOObI BbISICHUTb, €CTb 1M Y BaC aKTUBHOE MOAK/TIOYEHME K
VIHTepHeTy.

@ ESET Smart Security (== =]

'.5'. I SARAART SECILIRITVE

O6HoBNEHNE

/= [naeHan
L2 Mpousowna ownbka obHoBNeHMA Bas curHaTyp
0 CkaHupoeaHne MK
O6HosneHMe 6a3bl AaHHBIX CMITHATYD BMPYCOB 3a8ePLUeH0 C OWKWEBKOK (i
® OBHOBNEHNE Mpowzowna owmBra npu sarpyske daince cBHoBNEHN.
QBHoBNTE B33y JaHHBIX CUTHATYP BUPYCOE
. ¥cTpaHuTe Henonagky oBHOBNEHMA
# Hacrpoiika ——
\ oK J

% CnyxefHble NPOrpaMmMel

e Cnpaeka W NoAaepixka




4.5.1 HacTtpownka o6HOBNeHUMN

B paspene napameTpoB 0OHOBEHWS yKa3blBaeTCst MIHGOPMALLMA 06 UCTOYHMKAX O0BHOBNEHNI, Takas Kak cepBepbl
O0BHOBNEHNI M AaHHbIe ayTEHTUPUKALNN A5 HUX. [T0 YMOMYaHWIO B paCKpbIBatoLLeMCcsi MeHto CepBep 06HOB1IEHU
BbiI6paH napameTp BbibupaTb aBTOMaTMyeckum, obecneqmBaroLL aBTOMATUYECKYO 3arpy3ky Gamnsios 06HOBAEHWM C
HavMeHee 3arpy>KeHHOro cepsepa ESET. MNapameTpbl 06HOBNEHWM AOCTYMHbI B AepeBe JonosHUTeNbHble
HacTponku (knasuwwa F5) B pasgene O6HoBieHUe > O6HOBJIEHUE.

[ns obecnevyeHns NpaBUIbHOM 3arpy3kKn 0B6HOBAEHNIN HEOHXOANMMO KOPPEKTHO 334aTh BCE 3TV napameTpsbl. Ecin
ncnonbsyetca darepsos, NporpaMmme AO/HKHO ObITb pazpelleHo 06MeHMBATLCS AAHHbIMMK Yepes VIHTepHeT
(Hanpwumep, coeamnHeHWe No NnpoTokony HTTP).

= ESET Smart Security @
JonoNHUTeNEHLIE HACTPOKN
[l KomnetoTep BribpanHeii npoduns:

-l Cetb Mol npodmne v] ’ Opodwnm. .. ]
-ig VHTEPHET W 3NEKTPOHHEA NoYTa

- f PoAWMTENLCKMIA KOHTPONb
-5 OBHoEnEHWE Cepsep obHoBREHMA:

i e[l OBHoBneHwe BriBMpaTE EETOMATHHECKN M3MEHMTE...
% CnywefiHele nporpamMs!

OBHOBMTE HECTPOIKK BRIDpaHHOr D Npodina

: - WMA nonb3osaTens: Napone:
- MHTepdeic
EAV-12345675 [IIITTIITIIL]
(@ PerynapHoe ofHosnenme () TecTosoe ofHosneHWe
L ononHATENEHEIE HACTPOMKK 0OHOBNSHIA: HacTpolika...
OYMCTHTE K3LW OBHOBNEHMIA: QUMCTHTE

["]He oTofipakats yeenoMneHie of yonewHom ofHOBREHIM

[ @'DK ][ OrmeHa ][I’Io monqaﬂmo]

[na BbIBpaHHOrO B AaHHbINM MOMEHT Npoduas 06HOBAEHMIA OTOHPAXKAETCSA packpblBaKOLLEeCs MeHIO BbiIGpaHHbIN
npodunb. Haxxmute kHonky Mpodwuan, 4Tobbl CO34aThb HOBbIN MPOGUb.

CNMCcoK AOCTYMHbIX CEpBEPOB OOHOBEHMI MOXKXHO MPOCMOTPETb C MOMOLLbIO packpblBaroLLEerocs MmeHto CepBep
o6HoBNeHUI. CepBep 0BHOBAEHNM — 3TO KOMMbIOTEP, HA KOTOPOM XpaHATCA daribl 06HOBAEHWUA. [pu
NCcnoNb3oBaHUKM cepeepa ESET ciegyeT MCMOb30BaTh MapaMeTp Mo yMOA4aHWio BbibnpaTb aBTOMaTnyecku. ns
[06aBneHMa HOBOIO cepBepa 06HOBNEHUI HAKMUTE KHOMKY U3MEHUTb... B pa3aene O6HOBUTb HACTPOKMU
BblI6paHHOro Nnpodwuas, a 3ateM KHonky JJo6aBuTb. [py MCNONb30BaHMM N1OKaNbHOro HTTP-cepBepa, KOTOpPbIV
TakoKke Ha3blBAETCS 3epKasioM, cepBep OO6HOBAEHWIM A0IKEH ObITb YKa3aH cieayrowmmMm 06pasom:
http://ums_komnbtomepa_uau_ezo_IP-adpec:2221.

[nsaayTeHTUdMKaLMM Ha cepBepax 0BHOBNEHUI MCMOb3YIOTCS UMS MOJIb30BaTeNS 1 NAPOJib, CO3/1aHHbIE U
OTMNpaB/ieHHble BaM Nocie NoKynku. Mpu MCNOAb30BaHNK SI0KA/IbHOMO CepBepa 3epkasia NpoBepka 3aBUCUT OT ero
KOHPUrypaumu. Mo ymonyaHuio nposepka He TpebyeTcs, To eCcTb Nons UM nonb3oBaTtens v Maponb ocTaroTCs
NyCTbIMW.

Ecnv akTMBMpOBaH NapameTp TeCTOBbIA PeXUM, Npy 0OHOBIEHNM By AT 3arpy>artbcs U MOAyNn 6eTa-Bepcuii, 4To
[3eT Mo/b30BaTes1t0 BO3MOXKHOCTb TECTUPOBATb HOBble GYHKLMM NpOorpammbl. CNUCOK TeKyLLMX MOAyen AOCTYNeH B
paszene CnpaBka v nogaepxka > O nporpamme ESET Smart Security. HeonbITHbIM NONb30BaTeNAM
peKoOMeHAyeTCsi OCTaBUTb BbIBpaHHbIN MO YMOYAHMIO BApMAHT PerynsapHoe o6HoBNeHMe.

HaxxmuTe KHonky HacTpomka... paaom ¢ [Lono/IHUTe/IbHble HACTPOMKM 06HOBIEHUS, YTO6bI BbIBECTW HAa dKPaH
OKHO C paclUMpeHHbIMW NapaMmeTpamu 06HOBTEHWIA.

Mpy BO3HUKHOBEHWM NPO61EM C OBHOBAEHUAMU HKMUTE KHOMKY OYUCTUTb..., YTOObI YAAUTb COAEPXKMMOE NanKm
C BDEMEHHbIMU ParnamMmm 06HOBAEHNN.

He oTo6paxaTtb yBegoMIeH1e 06 ycrnewHoOM 06HOBJIEHUM: OTK/104aEeT YBeAOM/IEHMS HA NaHen 334,34 B MPaBoM
HWKHeM yry 3KpaHa. TOT napameTp yA06HO UCMO/b30BaTb, e/ KaKoe-1Mb0 NpUIoXKeHne Uan urpa paboraet B
NOMHO3KPaHHOM pexxMme. ObpaTuTe BHMMaHWE, YTO UTPOBOV PEXMM OTK/THOUAET BCe TaKMe YBeAOMIeHS.
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4.5.1.1 NMpodwnnu obHOBNEHMUS

Mpodunm 06HOBNEHMS MOXKHO CO34aBaTh A1 PA3/INYHbIX KOHOUTYpaLMiA 1 3a4a4 06HOBNeHWs. Co3aaHve npodunen
06HOBNEHNS 0COBEHHO MOJIe3HO A/15 MONb30BaTe e MOBUbHbLIX YCTPOMUCTB, KOTOPbIE MOTYT CO34aTb
BCMOMOraTebHbIM Npoduib B C1yyae, KOraa CBOMCTBA NOAKKOUEHWS K VIHTEpHETY peryaspHO MeHSTCS.

B packpbiBaloLLEMCA MeHIO BbIBpaHHbIM Npodub 0TO6paxaeTcs Tekywmii npodub. Mo yMoa4aHuio 370 Mon
npodunb. [1n4 co3aaHus HOBOro Npoduis HAKMUTe KHomky Mpodunn..., 3atem Jo6aBUTb... M BBeAUTE Hy>kKHOe UMs
npoduns. Mpu co3gaHnm HOBOTro NpoduIsS MOXKHO CKOMMPOBATL NMapaMeTpbl K3 y>Ke CyLIeCTBYIOLLEro npodbuns,
BbIGPaB ero B packpbiBaloWwemMcs MeHio KonvpoBaTb HACTponku npoduns.

Mpoguan kongmrypatm
BreiBpaHHEIR npodwns:
’Moﬁ npodmne v]
Crcok npoduned
MMA npadiana = LobaBuTh...
Moii npodiint YaanuTe
[ Ok ] [ Crmena ]

B OKkHe HacTpouKkm Npodurna MOXKHO BbIbpaTb cepBep 06HOBIEHMI 13 CMCKA AOCTYMHbIX CEPBEPOB WM A06aBUTb
HOBbIN. CMNCOK CyLLEeCTBYOLLMX CepBEPOB 0HHOBIEHMIA MOXHO MPOCMOTPETH C MOMOLLbIO PACKPbIBAKLLErocs MeHH
CepBep 06HoOBNeHUN. [/19 106aB/eHMA HOBOIO cepBepa 0OHOBAEHNN HAKMUTE KHOMKY MU3BMEHUTb... B pasgene
O6HOBUTb HACTPOMKM BbI6paHHOro npoduns, a 3atem KHomnky [Llo6aBUTb.

4.5.1.2 [lonojsiHUTe/ibHble HACTPOMNKMN O6HOBNEHUSA

[lng npocMoTpa pacluMpeHHbIX NapaMeTpoB 06HOBAEHMS HAXKMUTE KHOMKY HacTpomKa.... PaclumpeHHble napameTpbl
06HOBNEHNS MO3BOIAKOT HACTPOUTb PEXXMUM 06HOBIeHUS, NpokKcyn HTTP 1 ioKkanbHY1O CeTb.

4.5.1.2.1 Pexxmm o6HOB/IeHUA

Bkiagka PeXxum 06HOBIEHUSA COLePXKUT NapaMeTpbl, 0THOCAWMECS K OGHOBTEHMUAM KOMMOHEHTOB MPOrPaMMbl.
MporpaMmma no3BosiseT NpeaonpenevTb ee NOBeAEHME B TEX CIyYasX, KOrAa CTAHOBSATCS AOCTYMHbI 06HOB/IEHUS
KOMTOHEHTOB.

O6HOBNEHME KOMMOHEHTOB nporpamMmmbl akKTUBUPYET HOBbIE beHKLI,I/II/I TN BHOCUT M3MEHEHWSA B y>Ke CyLLeCTBYHOLLME.
OTO AEeNCTBME MOXKET BbIMO/THATbHCA KAk B aBTOMATUYECKOM pexunme 6e3 BMeLlaTeNnbCTBa NOJb30BaTeNs, Tak U C
yBeZoMIeHVeM. Mocie yCTaHOBKU 06HOB/IEHNA KOMIMOHEHTOB nporpamMmmbl MOXKeT I'IOTDE6OBaTbCFI nepesarpyska
KOMMbloTepa. B paspene OG6HOB/IEHME KOMIMOHEHTOB nporpamMmbl JOCTYMHbI TP OMMCAHHbIX aniee BapnaHTa.

e Hukorpa He 06HOBNATb KOMMOHEHTbI NporpamMmbl - O6HOB/IEHWE KOMMOHEHTOB MPOrpaMMbl BbIMOHATHCSA He
6yaeT. 3TOT BapuaHT NOAXOANUT AJ1S CEpBEPHOM YCTAHOBKM, MOCKOJIbKY CepBepbl 06bIYHO Nepe3anyckaroTcs TONbKO
NpY TEXHNYECKOM 06CTYXKMBAHNN.

e BbINO/HATb 06HOBJIEHME KOMIMOHEHTOB MPOrpaMMbl, €C/IM JOCTYIMHO - 06HOBIEHNS KOMMOHEHTOB MPOrpaMMbl
ByayT 3arpy>aTbCs U yCTaHaBAMBATbCSA aBTOMATMYeckn. ObpaTuTe BHUMAHME Ha TO, YTO MOXKET NnoTpeboBaThes
nepesarpyska KOMnbloTEpa.

e 3anpocuTb NOATBEPXAEHUE Nepepq, 3arpy3ko KOMMOHEHTOB — BAPMAHT MO yMonYaHwuio. Monb3osaTento bynet
npeaniaratbCsa NOATBEPAUTL OBHOBEHME KOMMOHEHTOB NPOrpamMMbl UK 0TKA3aTbCsl OT HEro, KOrAa Takoe
06HOBJIEHME CTAHOBUTCS AOCTYMHO.
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JononHuTensHEIE HACTRORKN @

Pexum oBHosneuA | Mpoken HTTP | MNokansras cems

CBHOBNEHWE KOMMNOHEHTOE nporpamMmMel

(7 Hukor na He 0GHOENATE KOMNOHEHTE! NpOrpaMMEl
() Beer aa 0BHOBNATE KOMAGHEHTS! MPOrPEMME]

(@) 3anpocuTs NOATBEPXASHWE NEPEL 3arPYSKO KOMMOHEHTOE

I'Iepesanycm'rb nocne oBHOBNEHWA KOMMOHEHTOE nparpamMmMel

() Hukor i3 He NepesanycKaTs KoMMLoTe
(@ MpeAnoxUTE NEPESENYCK KOMMBIOTERE, BCAN HEOBX0 MO

() Ecnv HEoBXomimo, MEpEsanycTUTS KOMMLoTEp BE3 YEEAOMNEHIA

Pazmep daiina ofHoeneHua

[] 3anpawveaTs noaTEEpKAEHUE NEPER SarPY3KoN DBHOBNEHNA

3anpaWMEaTE NOATEEMHAEHHE, BCAM PASMED DOHOBNEHWA
NpEBLILAET ke

[ PerynapHo nposepaTs HanuMe HOBOIA BEPCIM NPOrPAMMEI

i Ok Y[ Omena |

Mocne 06HOBNEHMA KOMMIOHEHTOB nporpaMmmbl MOXKeT ObITb HEO6X0AMMO nepe3anyCctntb KOMMNbKOTEDP, 4TOObI BCE
Moaynn pa60TanM MO/IHOCTbIO KOPPEKTHO. B pa3aene NMepe3anycTtutb nocse 06HOB/IEHN S KOMMOHEHTOB
nporpamMmbl MO>XHO Bbl6paTb O4VH M3 nepevyncieHHbIX aasnee BapnaHTOB.

e Hukorpa He nepesanyckaTb KOMMbIOTEP: 3aMpocC Ha nepe3arpy3ky He byAeT 0TO6PaXKaTbCA AaXKe B TeX CIyYasX,
KOrAa 3TO He06X0AMMO. BbIBMPaTh 3TOT BAPMAHT HE PEKOMEHAYETCS, TaK Kak KOMMbOTEP MOXET paboTaTb
HEeKOPPEeKTHO A0 CefyoLen nepesarpysKu.

e MpepnoXunTb Nepesanyck KOMMbOTEpA, ec/IM He06X0AUMO — NapamMeTp Mo YMOYaHWo. Mocie 06HOBIEHNS
KOMMOHEHTOB NporpaMmbl 6yeT npeasiaratbCs nepe3arpy3nTb KOMMNbOTEP.

o Ecnu Heo6xoaMMO, Nepe3anycTUTb KOMNbOTEp 6€3 yBeJOM/IeHNSA: NOC/1e 0OHOB/IEHNS KOMMOHEHTOB
nporpamMMbl KOMMBIOTEP, 8TV 3TO HEO6X0AMMO, ByAET NepesarpyXeH.

NMPUMEYAHMUE. Hanbonee noaxoasmi BApUaHT 3aBUCUT OT KOHKPETHOM pabo4yer CTaHuuMmM, Ha KOTopow byayT
NPUMEHATHCS NapameTpbl. He06X0AMMO MOMHUTbL O TOM, HTO CyLLECTBYET pasHMLA MeXAy pabovymMm CTaHUMAMN U
cepBepamu. Hanpumep, aBToMaTUYeCKMI Nepe3anyck cepBepa nocaie 06HOBMEHMSA MPOrpaMMbl MOXKET NPUBECT U K
Ccepbe3HbIM Npobaemam.

Ecnu BbIGpaH BapmMaHT 3anpawmBaTth NOATBEPXKAEHUE Nepes, 3arpy3Koi 06HOBNEHUS, Ha 3KpaH by eT BbIBELEHO
yBefoM/IeHWe, koraa byneT 4oCTynHO HOBOE OBHOB/EHME.

Ecnu pasmep darna obHoBAeHMS 60/bLe 3HAYEHMS, YKA3aHHOTO B NapamMeTpe 3anpawmnBaTtb NoATBEPXAeHne,
ecnv pasmep 06HOBJ/IEHMS NPEBbIWAET, NPOrpaMmMon ByAeT BbIBEAEHO HA IKPaH YBEAOM/IEHME.

MapameTp PeryisipHO NpoBepATb HaJIM4Yue HOBOW BEPCUM MPOrpaMMbl BK/1HOYAET 3an1aHUPOBaHHYIO 3a4a4y
PerynsapHas npoBepka nocsiegHen BepcMu Nporpammbl (CM. pasaen MNaaHUpoBLIMK).

4.5.1.2.2 Tpokcu-cepsep

[ns poctyna Kk napaMmeTpam HaCTPOMKM NPOKCK-cepBepa A1 KOHKPETHOro npoduas 06HOBAEHUN LLEAKHUTE
OG6HOBJIeHUE B lepeBe paclUMpeHHbIX NapameTpoB (F5), a 3aTeM HOKMUTE KHOMKY HacTpomka... Cnpasa oT NyHKTa
[ononHuTenbHble HACTPOMKU 06HOBNEHUA. [eperaunTe Ha Bknaaky Mpokecn HTTP 1 BbibepuTe 04MH U3 Tpex
nepeyncieHHbIX ganee BapmaHTOB.

e Wcnonb3oBaTb 06 Me NapameTpbl NPOKCU-CepBepa
e He ncnonb3oBaTb NpOKCU-CepBEp
o CoeguHeHMe Yepes NpoKCU-cepBep

Ecnv BbI6paTh BapraHT Mcnonb3oBaThb o6LiMe NnapamMeTpbl NPOKCU-cepBepa, 6yayT UCMOIb30BaTbCA NapaMeTpbl
KOH®UIrypaLmm Nnpokcn-cepBepa, yxke 3aaaHHble B pasgene Cnyxxe6Hble nporpamMmbl > Mpokcu-cepBep AepeBa
PACLUIMPEHHbIX NAapaMeTpPOB.

BbibepuTe BapmaHT He ncnosib3oBaThb MPOKCU-CepBep, 4TOObI yKa3aTb, YTO He ByAeT NCNOob30BaTbCs MPOKCK-
cepBep A5 o6HoBneHMa ESET Smart Security.

76



dnaxok CoegunHeHUe yepes NpoKcu-cepeep 00/1>KeH 6bITb YCTaHOBJ1eH B C1edyoLWmnX cnydanx.

e [1na 06HOBMEeHMA ESET Smart Security A0/1KEH UCMO/b30BATLCA MPOKCU-CEPBEP, MPUYEM OH OT/IMYAETCS OT
YKa3aHHOrO B r106a/bHbIX NapameTpax (Cnyske6Hble nporpammbl > MpoKcU-cepeep). B 3TOM C1yyae Hy>KHO

yKasaTtb napameTpbi: Mpokcu-cepsep aapec, MopT, a Takoke MMa nonb3osaTens v Maponb 418 4OCTyNa K NPOKCU-

cepBepy, ein HeobxoaMMO.

e He 6b111 33aHbI 06LLMe NapaMeTpbl NPOKCK-cepBepa, ogHaKko ESET Smart Security byaeT nogkito4aTbCs K NpoKcu-

cepBepy 415 MONyYeHus 06HOBEHUN.
e KomnbloTep nogkntoyaeTcsa K VIHTepHeTy Yepes npokcn-cepsep. MNMapameTpol 6epyTtcs n3 Internet Explorer B

npoLiecce yCTaHOBKM NPOrpamMmMbl, HO NMPY UX M3MEHEHUW BNOCIeACTBUM (HanpuMep, Npy CMeHe NOCTaBLUMKA YCyr

MHTepHeTa) HY>KHO y6eanTbCsi B TOM, YTO NapameTpbl MpoKcM HTTP BepHbl, B 3TOM OKHe. EC1M 3TOro He caenarts,

nporpamMmMa He CMOXET NOAKI0YATbCS K cepBepamM 06HOBNEHWIN.

JononHnTensHeIE HACTPORKA
Pexaam o6Hosnequn | [Mpoken HTTP | Mokansras cets

) Mignonbsosats ofilume NapaMeTpsl NpoKCH-CEpBepa

() He wcnonsso8aTe Npokcu-cepeep

@ CoepHEHWE YEPES NPOKCM-CEPEED

Dpokcwn-cepsep: MopT:
192.168.1.1 3128
WA nonezoeaTena: MNapone:

user ssssenne

[ QK ][ OmaeHa ]

0 yMO/I4aHMIO YCTaHOB/EH BapnaHT Mcnonb3oBaTb o6wme napaMeTpbl NpoKcu-cepeepa.

MPUMEYAHME. [laHHble o5 ayTeHTUUKALMN, Tak1e Kak UMS NoJib30BaTens 1 nNaposb, NpeaHasHayveHbl A
00CTyNna K NPOKCU-cepBepy. 3an0IHATb 3TU NOAS HEOBXOAMMO TOIbKO B TOM C/1y4ae, eiv UMS MOb30BaTeNsi n
Naposib HY>KHbI. CefyeT 06paTUTb BHMMAHKME HA TO, YTO 3TW MO HE UMEKOT OTHOLLIEHUS K UMEHM NOb30BaTeNs v
napoto A5 NporpamMmHoOro obecnedyerHms ESET Smart Security v LONXKHbI BbITb 3aN0/THEHbI TO/IBKO B TOM C/ly4yae,
ecnv noakItoYeHne K MIHTepHeTY OCyLLeCTBASETCA Yepes 3allMLLEeHHbI MapoieM NpoKCK-cepBep.
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4.5.1.2.3 Moakno4veHUe K JIOKaZIbHOM ceTun

Mpu 06HOBIEHNI C TOKAIBHOIO CepBepa NoJ ynpasaeHneM onepaLMoHHON CUcTeMbl Ha 6a3e NT no ymMo4aHuio
TpebyeTca ayTeHTUbMKaLMS BCEX CETEBbIX MOAK/TOYEHMI. Halle BCero y T0KabHOM YH4eTHOM 3anmncu CUCTEMbI
He[0CTaTOYHO NpaB Ang A0CTyNa K nanke 3epkana (nanke, B KOTOPOW XpPaHATCA Konuu GannoB 06HOBNEHWS). B 3TOM
C1yyae BBeAUTE MMS M0J1b30BaTeNSA VM NAp0osb B pasgesne napaMmeTpoB 0O6HOBAEHNS UM YKAKUTE CYLLECTBYHOLLLY O
YYeTHY0 3anuncb, Mo, KOTOPOM NPOrpamMmMa CMOXeT MOYUYUTb AOCTYN K CepBepy 06HOBNEHM (3epKany).

[na KOHOUIYpUPOBaHNS TAKOW YHETHOW 3aNnCK NepenanTe Ha BKIaaKky JIokanbHasa ceTb. B pasgene MogkaoyeHve
K JIOKaJIbHOM CeTU JOCTYMHbI C1eflytole BApMaHTbl: YYeTHas 3anucb cMcTemsl (Mo yMonvaHuto), Tekywui
noJsib3oBaTtesib 1 YKa3aHHbIN NO/Ib30BaTe/b.

JononHuTensHEIE HACTRORKN

| Pesxum oBHosneHwA | Mpokew HTTP | TNokansHan cete |

MoK MOHEHWE K NOKANEHOR CETH

@ YueTHan sanvce crcTembl (0 yMonuaHio)
() Texywwit nonesosaTens

() ¥iagaHHblil NonsS0BaTeNs

WmMr nonesosatens: MNapone:

[7] OmermioumTeca oT cepeepa nocne saEepWEHIA OGHOENEHNA

0K 7| Omesa |

BbibepuTe BapmaHT Y4eTHas 3anmcb cUcTemMbl (MO YMOTHaHUIO), YTOObI MCNONb30BaTb A4J/151 Ay TEHTUDUKALMN
YYeTHY0 3anncb cucTembl. ECv faHHble ayTeHTUdbmKaumm B r1aBHOM pasgene napaMmeTpoB 06HOBEHMI He yKa3aHbl,
KaK MpaBu1o, NpoLecca ayTeHTUGUKALMM He MPOUCXOANT.

[naToro 4tobbl MporpamMma 1cnosib3oBana Ans ayTeHTUOUKALUM YHETHYIO 3aNncb, MO KOTOPOW B AAHHbIN MOMEHT
BbIMOJIHEH BXOA, B CUCTEMY, Bbi6epuTe BAapMaHT TeKyLMi Nosib3oBaTeslb. HeJoCTaToK 3TOro BapMaHTa 3ak/to4aeTcs
B TOM, YTO MPOrpaMmmMa He MOXXET MOAKIOUUTLCSA K CEpBEPY OOHOBEHWI, T B AAHHbBIA MOMEHT HUW OAMNH
MO/1b30BaTE/b HE BbIMOJIHW/T BXOL, B CUCTEMY.

Bbl6epI/ITe YKasaHHbIN nosibsoBaTesib, eJ1N HYX)XKHO YKa3aTb YHETHYIO 3aninCb NO/1b30BaTeN A A/14 a\/TEHTI/ICbl/IKaLI,I/II/I.
Cﬂeﬂ,\/ET MCNO/1b30BaTb 3TOT METO/ B TeX d1y4dasaX, Koraa HeBO3MOXXHO YCTAHOBUTb coegNHeHMe C MOMOLLBbIO yl-IETHOIZ
3anncn CNCTemMbil. O6paT|/|Te BHNUMAHWME Ha TO, YTO YKa3daHHasa y4eTHas 3anncb A0J/1DKHA obnapatb npaBaMu Ha AOCTyM K
KaTasiory Ha JiokaJibHOM CcepBepe, B KOTOPOM XpaHATCA q>a|7|n bl OBHOB/EHUN. B NpOTUBHOM C/ly4ae nporpaMmmMa He
CMOXKeT YCTAaHOBUTb COeaNHEHNE N 3arpy3nUTb obHoBNEHUA.

BHumaHue: ECvi BbIGpaH BapnaHT TeKyLW M Nosib3oBaTeNb 11V YKa3aHHbIA Nob30BaTeNb, MOXET MPOM30NTH
owmbKa MpU 3MEHEHWWN YHETHOW 3aMMCM NPOrpamMMbl. B r1aBHOM paszene napameTpoB 06HOBNEHNS PpEKOMEHIYETCS
yKa3blBaTb AAHHbIE Ay TEHTUGUKALMM B TOKASIbHOW CETW. B 3TOM pasgesie napaMeTpoB 06HOBIEHMI YKAKUTE JaHHbIe
ayTeHTUdMKaALMM Cledy oMM 06pa3oM: ums_domeHa\noab3oeamens (2 a8 paboyeit rpynnbl paboyas_zpynna\ums) v
naposb. Mpun 06HOBAEHMM MO NPOTOKONY HTTP € cepBepa I0KaNbHOM CETU ayTeHTUDMKALMMN He TpebyeTcs.

BbibepuTe napameTp OTKAOYUTLCS OT CcepBepa Noc/ie 3aBepLleHns 06HOBJIEHUS B TOM C/1y4ae, eC1v NOAKT0YeHMe
K CepBepy 0CTaeTcsa akTUBHbIM Moc/1e 3arpy3ki 06HOBIEHNI.
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4.5.2 Co3paHue 3apgayvy o6HoB/eHUSA

O6HOB/IEHWE MOXHO 3aMyCTUTb BPYYHYHO, HAXKaB OBHOBUTb 633y AaHHbIX CUTHATYP BUPYCOB B OCHOBHOM OKHE,
KOTOpOe nosBaseTcs nocie Bbibopa nyHKTa «O6HOB/IEHMEY B TIABHOM MEHHO.

OB6HOBNEHNSA TAKKE MOXKHO BbINMOTHATb KaK 3aM1aHMPOBAaHHY0 3a4a4y. 15 KOHOUIYpUPOBAHMS 3an1aHUPOBAHHOM
3afauuv nepengute B pasgen CnyxxebHble nporpammsl > MaaHMposBLwmK. Mo ymondaHuio B ESET Smart Security
aKTVBMPOBAaHbI YKa3aHHbIe HUKe 3a4a4K.

e PerynapHoe aBTomaTunyeckoe ob6HoBNEeHUE
e ABTOMAaTM4YecKoe 06HOBJIeHUE nocie YCTAHOBKWU MO EMHOIro coeguHeHus
e ABTOMATMYeCKOe O6HOBJIEHUE NOC/ie BXO4A M0/Ib30BaTeNs B cucTemy

Kaxxayto 3apa4y 06HOBAEHNSA MOXKHO M3MEHUTb B COOTBETCTBUM C KOHKPETHbIMM TpeboBaHnaMU. Kpome 3a4a4 no
YMOJTHAHMIO MOXXHO CO34aTb ApYrme 334341 0OHOBNEHNS C M0/1b30BaATENbCKUMM HACT POMKaAMU. JONONHUTeNbHYO
NHbOPMALMIO O CO3AAHMM 1 HACTPOMKe 33434 06HOBNEHMS CM. B pasgene [11aHMPOBLIMK.

4.6 CnyxebHble nporpaMmmbl
B meHto Cny>xe6Hble MporpamMmMbl MepevncieHbl MOAYM, KOTOPbIe MO3BONSOT YNPOCTUTb Npouecc

AAMUWHUCTPUPOBaHMA NporpaMmbl M coaep>kat 40NOJTHUTe/IbHble BO3MOXXHOCTU aAMUHNCTPUPOBAHUA A4 OMNbITHbIX
nosib3oBaTenen.

‘e ESET Smart Security

l_f:)l_ | CSARAART SECILIRITV E

Cny:eBHble nporpamMmel

naeHan

CnyxebHble nporpamMmmbi

CkaHupoeaHwe MK

D Dainsl XypHana MNnaHMpoBWKMEK

MocneaHAs 3anuce: KonuuecTeo 2annaHnpoBaHHBIX
sagau: b

OBHOENEHKE

Hactpoiika CTaTMCTHKS 3aLMThI
CTaTWcTHKa no yrpasam n

KapaHtuH
KonwuyecTeo oBbexTos,
CnyxeBHble Nporpammel cnamy NOMELLEHHBIX B KapaHThH: 4
ESET Syslnspector

KonuyecTBo CHUMKOE COCTOAHKMA

m MoHWTOpWHT

Painocean CMCTEMA, CETEEAA

QXK@ O =

e C

Cnpaeka u NojaepxKa

AKTMBHOCTE KomMneroTepa: 0
a 3anyuieHHbIE MPOLECCh [[=- CeTeBble NOAKIHYEHWA
Whdropmauymna o penyTaumm, —da—  CNUCoK CETEBBIX NOAKAHYEHHI
npeaoctasnaeman ESET Live Grid
A MNpeaocTtaewTe hain ana ESET SysRescue
A4 aHanusa = Co343Th KOMMNAKT-JUCK 3BAPUMAHOD

AHanus B naGopatopun ESET BOCCTAaHOBNEHNA

79



B 3TOM MeHIo NpeacTaB/ieHbl Cieaytoume cly>kebHble Mporpammbl.

e dannbl xkypHana
e CTATUCTMKA 3ALUMTHI

e HabnwaeHwue

e 3anvyileHHbIe NpoLecchl
e [11aHVPOBUIMK

e KapaHTuH

e CeTeBble NOAKNKOYEHUSA
e ESET SysInspector

MpepoctaBuTh pann Ang aHanAusa: N03BOASET OTNPABUTb MOAO3PUTENbHbLIV Gara Ha aHaNM3 B BUPYCHYHO
nabopatoputo ESET. Inanorosoe 0KHO, OTKPbIBaOLLLEeCs MPU UCMOMb30BAHWM 3TOM QYHKLMM, ONMUCAHO B pasgene
OTnpaska GanoB Ha aHaNK3.

ESET SysRescue: 3anyck mactepa co3ganus ESET SysRescue.

4.6.1 ®awnnbl XypHana

dannbl XXypHana coaep>at MHGOPMALMIO O BXKHbIX MPOrPaMMHbIX COObITUAX M MPefoCTaBAsAT CBOAHbIE CBeAeHMS
06 06Hapy>KeHHbIX yrpo3ax. BegeHue xxypHana sBnseTcs BOKHENLWMM 3/IeMeHTOM aHann3a, 06Hapy>XeHms yrpos u
yCTpaHeHus Henonagok. OHO BbINOHAETCA B QOHOBOM pexunMe 6e3 BMellaTenbCTBa Nob3osaTtens. JaHHble
COXPaHAKTCA B COOTBETCTBUM C TEKYLLUMMK NapameTpamm CTeneHn getanmsauum xxypHana. NpocmartpmsaTb
TeKCTOBble co0bLeHMa 1 dansibl XypHana, a Talkoke apXMBMPOBaTh UX MOXHO HEMOCpeACTBEHHO B cpeae ESET Smart
Security .

@ ESET Smart Security =N EoE ==

'_S'_ I CRAADTCEMIIDITTAVYC V,

4 Cnyxebhele nporpammer » Qainel xypHana

/i‘ [nagHan

dainbl XXypHana il

0 CranumpoeaHue MK

Kypram: lDEHappKEHHue Yrposel hd
\b OBHOBNEHWE Epema N O Wma Bupyc Jen... Mon... WHdo...
22,7.2011 .. @, . http://eicarorg.. EicarTecr daina  coeg..  admi..  OBHap..
Sl it ) - .
# Hacrpoﬁka 22,7,2011 ... ®. &. http:/feicar.org.. EicarTecr daiina coeg.. admi.. OBHap.
22,7,2011 ... ®. . http://eicar.org.. Eicar Tect daina  coeg..  admi..  OBHap.

% CnykeBHbIE NporpaMmel

o Cnpaeka 1 NoAgaepxka

m

Tun bTRALWA OTKNHIYEHS

| DuneTp... || OTenrounTe GuARTE |

O OTkpbITE B HOBOM OKHE

(es[=

Mony4nTb OCTYN K paniam xypHana MOXHO 13 I/TABHOr0 OKHA C MOMOLLbHO KOMaHAbl Cy>KebHbie MporpaMmbl >
darinbl XypHana. Bolbepute Hy>XHbIN TUM XKypHANA B PACKPbIBAOLLEMCA MeH0 XXypHas B BEPXHEN YacTX OKHa.
[OCTYMNHbI YKa3aHHbIe HUXKE XXYPHASbI.

e O6Hapy>XeHHbIe Yrpo3bl: XypHas Yrpo3 COAEP>KUT NOAPOBHYI0 MHPOPMALMIO O 3apaXkeHUAX, 06HAPYIKEHHbIX
mMoaynamu ESET Smart Security. PernctpupyeTcs MHdopmaLuma o BpemeH 06Hapy KeH s, Ha3BaHme yrpo3bl, MeCTo
06HaApYKEHWS, BbINOJIHEHHbIE AeACTBMA U MMS NOJIb30BaTe/ A, KOTOPbI HAXOAWICA B CUCTEME NP 06HAPYKEHUM
3apaxkeHus. [BaXkabl LLETKHUTE 3annch XypHana 41s NpocMoTpa Nogpo6HOTro COAep>KMMOro B OTAE/TbHOM OKHE.

e Co6bITUSA: B XKypHane COObITUN PEFUCTPUPYHOTCA BCE BAXKHbIE AeNCTBMS, BbINMOHSeMble MporpaMmmont ESET Smart
Security. >KypHan cobbITnin coaep>XmUT MHGOpMaLMo 0 COBbITUAX M OLWIMOKAX, KOTOPble MPOM30LWLAN BO BpeEMS

80



paboTbl NporpaMmbl. OH A0JIKEH MOMOTaTh CUCTEMHBIM 3AMWHMUCTPATOPaM M MO/b30BaTENAM pellaTb Npo6iemMbl.
3avacTtyto MHbopMaLmMs, KOTopas COAEPXKUTCA B 3TOM XYPHaJe, OKa3blBAETCSA BECbMA NOJIE3HOM NPU peLleHnn
npobaem, BO3HMKAKOLWMX B paboTe NporpaMmmbi.

e CkaHupoBaHue MK: B 3TOM OKHE 0TO6PaXatoTCA pe3y/ibTaTbl BCEX BbIMOMHEHHbIX BPYYHYIO WM 3aN1aHNPOBAHHbIX
onepaumii CckaHMpoBaHmsa. Kaxaas CTpoka COOTBETCTBYET OAHOM MPOBepKe KOMMboTepa. YTo6bl MONY4YUTb
NoAPOGHYI0 MHGOPMALMIO O TOW UM MHOWM OMNepaumm CKAHMPOBAHMS, ABAXK/AbI LENKHUTE COOTBETCTBYIOLLYIO
3anuch.

e Cuctema npefoTBpaLLeHNs BTOPXEHUM Ha y3e: COAEePXKUT 3anncy O KOHKPETHbIX MpaBuiax, KoTopble 6biau
nomMeyeHbl 415 perncTpaumn. MpoToKoa NOKa3biBAET MPUIOXKEHME, KOTOPOE BbI3Ba/10 OMNepauuio, pes3yabTar
(6b110 MpaBMIO paspeLleHo UK 3anpeLLeHo) M UMS CO34aHHOro NpaBma.

e lMNepcoHanbHbi hakiepBo: B KypHaie cobbiTUI hanepBosia 0TOHPaKAKOTCA BCE MOMbITKM aTak U3BHE, KOTOPble
Hbl/IM 06HAPYXKEHbI MEPCOHabHbIM hanepBo/IOM. B HeM HaxoauTca MHbopMaLms 060 Bcex aTakax, KoTopble 6bln
Hamnpas/ieHbl HA KOMTMbIOTEp Nosb3oBaTens. B ctonbue «CobbiTMer 0TOHBPAKATCH 06HAPYKEHHbIE aTakn. B
cTON6LE «MCTOYHNKY YKA3bIBAIOTCA CBEIEHMSA O 3/10YMbILLTEHHUKE. B cTon6Le «[TpOTOKOM» MEPEYNCIA0TCS
NPOTOKO/bl 06MeHa AaHHbIMK, KOTOPbIE UCMOJIb30BANIMCh 418 aTaK. AHaNM3 XKypHana danepsosia MOXeT MOMOYb
BOBPEMS 06HAPY>KUTb MOTMbITKM 3apaXKEHNS KOMMbIOTEPA, YTOObl MPeaoTBPaATUTb HECAHKLMOHMPOBAHHbIV AOCTYM
Ha KOMMbIOTEP.

e 3awmMTa OT CNama: COAEP>XKUT 3anncun, CBA3aHHbIe C COO6LWEHNAMMN BHEI(TDOHHOPI MO4YTbl, KOTOPbIE Obl/11 TOMeYeHbl
KaK crnam.

YT106bI CKOMMPOBATL B bydep 0bMmeHa MHGOopMaLMo 13 N060r0 pasaesnia XKypHana, BbIAENUTE HYXKHYIO 3anunch U
HaXXKMUTe KHOMNKy KonnpoBaTb (BOCMO/1b3ynTech coveTaHnem knasumw Ctrl + C). 4 BblAe1eHNs HECKOIbKMX 3anmcen
MOXXHO 1cnonb3oBaTth knasuwm CTRL v SHIFT.

LLlenyok no 3anucu npaBon KHOTKOW MbILIW BbIBOAUT HA JKPpaH KOHTeKCTHOe MeHIO. B KOHTEeKCTHOM MeHIo OOCTYMHbI
caiegyouimne KoMaHabl.

e ®uUnbTpOBaTb 3aNUCKU TOrO XKe TUMA : NOC/e aKTUBALMM 3TOr0 GmnbTpa byAyT NOKasaHbl TOAbKO 3aNUC1 O4HOIO
TUna (AMarHoCTnyeckne, NpeaynpexaeHns nT. 4.).

e ®dunbTpoBaTh.../HarMTU.... ICMONb30BAHNE OAHOM 13 3TUX KOMAHZ, BbIBOAUT Ha 3KPaH OKHO ®dunbTpaums
)KypHana, B KOTOPOM MOXKHO 33a4aTb KpUTepUn GUAbTPaLUN.

e OTKNOUYUTL GUALTP: YAANATCA BCE NapameTpbl GuabTpa (Co34aHHbIe, Kak OMMUCAHO BbiLUe).

e KonunpoBaTb Bce: KOnmMpyeTtca MHGopMaLma 060 BCex 3anncax, NpuUcyTCTBYIOLMX B OKHE.

e Ypanutb/YpanuTtb BCe: yAANAOTCS BblAe€HHbIE 3anNUCK UK BCE 3aMMUCU B OKHE; 411 3TOr0 AeNCTBUS HYy XKHbI
npaea agMWUHUCTPATOPA.

e DKCMOPT: 3KCNOPT MHPOpMaLMK O 3anmcax B Gamnn B popmate XML.

e MMPOKPYTUTb XXYPHAN: 3TOT GAAKOK CJIefyeT OCTaBUTb YCTAHOBAEHHbIM, YTOObI MCMNOb30BaNaCh aBTOMATMYeCKas
NPOKPYTKa CTapbIX XXYPHANOB, @ HAa 3KpaH B OKHe daiibl XXypHana BbIBOAWUIUCE KT MBHbIE XXYPHAbI.

4.6.1.1 O6cayxmBaHme XXypHana

Hactpownky BegeHums xxypHana ESET Smart Security MOXXHO OTKPbITb M3 F1aBHOITO OKHA MpOrpamMmbl. HaxxmuTe
HacTtpowka > MepeiTu K A,0MNOJIHUTE/IbHBIM HACTPOMKAM... > Cy>xe6Hble nporpamMmbl > Paibl XXypHana. OT0T
pasfaen Ucnosib3yeTca A9 HACTPOMKM yNpaBaeHus XypHanamu. Nporpamma aBToMaTuUyeckn yaanseT crapblie Gannbl
XKYPHAN0B, YTOObI CAKOHOMUTb AMCKOBOE NPOCTPAHCTBO. N5 GarnnoB XypHana MOXHO 334aTb NapamMmeTpbl,
yKasaHHble HXKe.

YpanaTb 3anucu aBTOMaTUYECKU: 3aMUCK B XKypHase, CoO34aHHbIe paHblle, YeM yKa3zaHo B napamMmeTpe Yaanartb
3anucu ctapue, yem X AHEFI, 6y,£l,yT dBTOMaTUNHeCKN yAaNATbCA.

OnTUMU3NpoBaThb ¢aiisibl XXYPHAIOB aBTOMATUYECKU: /T 3TOT GIAXKOK YCTAHOBEH, Gai/ibl KypHanoB 6yayT
aBTOMAaTUYeCKM AedparMeHTMPOBATLCA, €M NMPOLEHT GparMeHTaLUmMmM NPeBbILLAET 3HAYeHMe, YKa3aHHOoe B
napameTpe ECIN KOIMYECTBO HEMCOJIb3yeMbIX 3anuceit NpeBbiaeT (%).

HaxmuTe ONTUMU3NPOBATh ceryac, HTobbl 3anyCcTnTb gedparMeHTaLmo Garnos XypHanoB. MNpr 3ToM yaansoTcs
BCE MyCTble 3anMCK XKypPHAN0oB, YTO Y/TyHLLAET NPOM3BOAUTENbHOCTb M CKOPOCTb 06paboTKM XXypHanoB. Takoe
yAyulleHne 0CO6eHHO 3aMETHO, eC/TN B XKYPHAIax COAEPXKUTCS 6O/bLLIOE KOJTMYECTBO 3armncen.
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MuHUManbHaA cTeneHb AeTanu3aLmm XypHana: onpeaenseT MUHUMa bHbIN YPOBEHb AeTann3aumm 3anmcem o
CcOBbITUSX.

e lnarHocTuKa : perucTpupyeTtca nHbopmaums, Heobxoammas aa4 TLLATebHOM HACTPOMKM NMPOrpaMMbl, a TakXKe
BCE NepeyncIeHHble BblLle 3anncu.

e NHpopMaLMOHHbBIE: 3aNNCbIBADTCA MHPOPMALIMOHHbIE COOBLLEHNS, B TOM YMC1e CO0bLLeHNsA 06 yCnewHoMm
BbIMOJIHEHNUN O6HOBNEHMSA, A TAIOKe BCE MepeYvncIeHHble BblLle 3anmcu.

o MpepynpexpaeHus: 3anncbiBaeTca MHGopmMaLms 060 BCeX KPUTUYECKMX OLUMBKAX 1 NpeaynpeXKaeHnUsx.

e OWKMBKM: ByayT perncTpmpoBaThCs OWMOKK, Takme Kak "Owubka 3azpy3ku palaa”, n KpUTU4eckme oG KK.

e KpuTnueckme: perncTpupytoTCs TONbKO KPpUTMYeCkme oWmnbkm (OWmnbKm 3anycka 3aLlmTbl OT BUPYCOB,
nepcoHanbHOro Gpamepsoiamn T. .).

HaXXmuTe KHonky (DVIﬂpr no ymMo/14aHUo..., 4TOObI OTKPbITb OKHO «dun bTpaLUus XXypHaniar». YCTaHOBUTEe ¢na>|<|<|/|
ON8 Tex TUNOB 3anumcen, KOTOpble diegyeT BbIBOAUTb B >)KypHa/ibl, N HAXKMUNTE KHOMKY OK.

= ESET Smart Security @
JononHUTENBHBIE HACTPOWKK (s
-l KoMnstoTep Daline KypHana
; W cets CpoK XpaHeHMA 3anHo ypHana

-4 VHTEDHET W 3NEKTPOHHERA NOYTa YT10BkI MCNONb30BaTE Q&ML HWYPHANOE ANMTENEHOE BPEMA, YCTAHOBWMTE 3HAYEHWA
- PoauTEnbKM KOHTPOME MEKCMMANEHOr D CPOKE XPEHEHMA 38NMCH KYPHaNa B Nonax Hiwke, Bre faHHeIe cTapwe
3aAaHHOMD 3Ha4eHUA OYAyT aBTOMaTMYECKH YAANEHE],

YAanATe 3anMoi aBTOMaTHHECKW

(5 OfHosneHme

-3 CnysebHele Nporpantsl
L YAanATb 3anicH cTapuwe, YeM... 90 =1 v
Mpokou-cepeep
KapaHTiH Obcny#MBaHHe

ESET Live Grid Dalinkl HYPHANOE COAEMKAT OCTATKM OT YAaNSHHEIX 3anucell. AnA Bonee sddexTsHoM
CHCTEMHBIE 0BHOBNEHWS pabioTel CNEaYET PErynAPHO ONTHMWEMPOBATE 3anMck B Bainax xypHanos.

i AuarHocTuKa
- HTepdeic

ONTUMU3MPOBATE PaEINEI HYPHANDE GETOMATUHECKK

. =
ECnM KDNMYECTBD HEMCNONESYeMbIx 3anMcei npesciwaeT (%6): 25 =

’ ONIMMM3MPOBaTE CEAYEC ]

MuHMMaNEHaA CTEeNeHs ASTaNM3ALAN KyPHaNa:

[HHdJOpMaLUdOHHbIE -

[ DUNETP MO YMONHYEHMID. ..

[ [Fy OK ][ OTMeHa ][I‘Iomonqaﬂmo

4.6.2 MnaHupoBLWUK

MAaHVMPOBLUMK yMpaBASeT 3an1aHMPOBAHHbBIMM 334a4aMK 1 3aNyCKaeT X C NpeABapUTebHO 3a4aHHbIMU
napameTpamu 1 CBOVCTBAMMU.

MepenTu K NIaHMPOBLLMKY MOXHO Yepes rnaBHoe MeHto ESET Smart Security, BOCN0/1b30BaBLIUCh MYHKTOM
Cnyxxe6Hble NporpamMmbl. MAaHUPOBLLMK COAEPXKUT NOJTHbIN CMUCOK BCEX 3aM1aHUPOBaHHbIX 3a4a4 M CBOMCTBA
KOHGUrypaumm, Takme Kak npeasapuTesbHO 3aaHHble AaTa, BPeMS U UCMOb3yeMbli MPpoduib CKAHUPOBaHKS.

MNAHNPOBLUMK NpefHa3HaYeH 419 NIaHNPOBaHMA BbINOTHEHUS CeAyoLLIMX 334a4: 06HOBAEHME 6a3bl AAHHbIX
CUTHaTyp BMPYCOB, CKAHMPOBAHWE, MpoBepKka GanioB, NCMOSHAEMbIX MPU 3aMyCKe CUCTEMBbI, U 06CTY>KMBaHME
KypHana. 106aBnatb 1 yaanatb 334341 MOXHO HEMOCPEeACTBEHHO B r1aBHOM OKHE MaHMPOBLLMKA (KHOMKM
[06aBUTb... U YAANUTD B HWKHEN YacTM 0KHA). C MOMOLLbIO KOHTEKCTHOFO MEHIO OKHA M1IaHMPOBLLMKA MOXHO
BbIMOMIHUTb C1efytoLLMe AeNCTBMA: 0TOBpaKeHNe NoAPpO6HON MHDOPMALMK, BbINOHEHWE 334341 HEME1EHHO,
n06aBneHe HOBOW 334341 U yAaIeHMe CyLLECTBYOLEen 3a4a4K. MIcnonb3yinTe Gpiakky B Havase KaXkaomn 3anmcu,
4TO6bl AKTMBMPOBATb UM OTKHOYMTL COOTBETCTBYHOLLME 3334MN.
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@ ESET Smart Security =N EoE =<~

|_5|_| SARAART SECIIRITV E

4 Cyxkebrbie nporpammer » [NaHnposwmk

[naeHan
MNnanupoBwmk
CranumpoeaHue MK Hma Japaya Bpema sanycka MapameTpel MoegHWA...
O6cayxnea., OBonokueadw,.. 3agada 6yaeT 6. HeT ocofexna., 22,7 20111..
OBHOBNEHNE PerynapHoe ... OBHOBNEHWE, 3apaqa 6YAeT 6., Hertocobbixna., 22.7.20111..
ABTOMaTHYE... OBHOBNEHWE, MogemHaoe coe... HeT ocobbix na...
[C] Asromatuue.. O6HoeneHue, Bxoa nonezoea.. HeT ocofbix na..,
HacTpoiika ABTOMaTW4E... [Nposepka dai.. Bxog nonbsosa.. 22,7, 2011 1.,

AgTomaTude.. MNpoeepka ¢ai.. YonewHoe oBH..

CnykeBHbIE NporpaMmel

Cnpaeka 1 NoAgaepxka

OXHCO D

C MO MOLL B I'IpEEDﬁ KN3EHMLUA MEILLW MOXHD OTKPbITE KOHTEKCTHOE MEHHD EbIE-pEHHDI'D
INEMEHTA.

| OoBaewte.. |

O OTkpbITE B HOBOM OKHE

[To ymoOn4aHuio B NJIaHNpOBLLUKeE 0To6pa>|<a+0Tcsq anegyrouine 3an1aHMpoBaHHbIe 3a4a4u.

e O6C/IY)KMBAHUE XXYPHANa

e PerynsipHoe aBTOMaTu4yeckoe o6HOBEHME

e ABTOMaTMyeckoe o6HOBJIEHUE NOC/Ie YCTAHOBKU MOJ,EMHOI0 COefuHeHUS

e ABTOMaTMyeckoe o6HOBJIEHME NOC/Ie BXOA,A NOJIb30BATENS B CUCTEMY

e PerynsipHas npoBepka nocsiefHen Bepcum nporpamMmbl

o ABTOMaTuyeckas nposepka ¢aiisioB Npu 3anycke cuctembl (NOC/Ie BXOAA MO/b30BaTENS B CUCTEMY)

e ABTOMaTU4eckas nposepka ¢ansioB Npu 3anycke cuctembl (Mocie yCnewHoro o6HoBAeHNs 6a3bl JaHHbIX
CUrHATYp BMPYCOB)

ﬂ,}'lﬂ TOro L1TO6I)I M3MEHUTb NapaMeTpbl CYLLECTBYHOLWNX 3aM/1aHNPOBAHHbIX 3a4a4 (|<a|< onpeaeneHHbIX no
YMO/THaHNIO, TaK AN I'IOI'Ib3OBaTe}'IbCKI/IX), WenKHuTe I'IpaBOI7I KHOI'IKOI?I MbI LW HY>KHYIO 3a4a4y U Bbl6epl/ITe B
KOHTEKCTHOM ME&HKO KOMaHAay N3MEeHUTb... n BblaennmTte 3agadvy, KOTOpyr HeOGXO,D,I/IMO N3MEHWUTb, d 3aTeM
HaOKMUNTE KHOMKY N3MeHUTb....

Jo6aBsieHne HOBOM 3a4a4mn

1. Haxxmute 106aBUTb... B HUDKHEN YACTU OKHa.

2. BblbepuTe Hy>)KHY0 3aAa4y B PacKpblBatOLLEMCSA MEHIO.
[oBasuts 33gauy

3annaHWpoBaHHaRA 3a0a4M;

BHELHErD A hd
3anycKk BHEWHEND NPUNOKEHWA
CBcmy*MeaHKe *ypHana

[NpoBEpKa $ainoE, MCNONHASMED MPW S3MYCKE CUCTEME
Cosn0ate CHUMOK COCTORHWA KOMMBTEPE
Crarvposaqwe MK no pefosario

OBHoEneHne

[NpoBepKa NocneHel BEPCKW NpOrpaMMel

ﬂ{_}l‘lOJ'IHHTeJ'IbHEﬂ WHPODMSLIMA 0 NNSHWDOE3IHAW S303Y...

< Hasan I Hanee = | [ Omvera
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3. Beeaute M 3agaym m Bbl6epI/ITE OAVH 13 pe>XXNMOB BpeMeHW BbIMOJTHEHUA.

OpHOKpaTHO : 334a4a byeT BbINO/HEHA OAHOKPATHO B YCTAHOBNEHHYIO ATy U BpEMS.

MHorokpaTHo : 334a4a 6yJeT BbINONHATLCS PeryasapHO Yepes yKa3zaHHbI MpOMeXyTOK BpemMeHU (B Yacax).
E>xeqHEeBHO : 334a4a byleT BbIMOHATLCSA pa3 B CYTKM B yKa3aHHOE BpeMs.

E>xeHepenbHO : 337a4a 6yAeT BbINOHATHCA O4MH UM HECKOJIbKO Pa3 B Heesto B yKa3zaHHbIe AHU 1 BPEMS.
MNpu onpepeneHHbIX yCAOBUSAX : 33434 OyeT BbIMO/THEHA MPY BO3HUKHOBEHWUM YKA3aHHOTO COBbITUS.

HoGaenTe 3agavy @

HEIQEEIHHE SEAEHA:

Sajaya

JanycK sagauq
@ OpHokpaTtHo
() MHorokpaTHo
() Bxennesro
() ExexenensHo

() Mpv oNpeaeneHHED YCIoOBNX

[T He sanyckaTs sanauy, ecni KoMMEKOTER NMTETCA 0T BaTapen

[ < Hasan ][ Hanee > ] [ Omwena ]

4. B 3aBUCUMOCTM OT BbIGPAHHOIO B NpefblAyLLEM [eNCTBUM PEXMMA BPEMEHW BbIMO/THEHWS HA IKpaH byaeT

BblBe4eHO O4HO 13 c1eyioWwmx AnanoroBblX OKOH.

OAHOKPATHO : 33/1a4a 6y AeT BbINO/HEHA OAHOKPATHO B YCTAHOB/IEHHYIO AATY M BpEMS.
MHOroKpaTHO : 33aa4a 6yAeT BbINOMHATLCSA PEryaspHO Yepes yKasaHHbI MPOMEXyTOK BPEMEHM.
EXxefHeBHO : 33/1a4a 6yeT BbINOHATHCA OAMH pa3 B CYTKM B yKa3aHHOe Bpems.

ExxeHepenbHO: 3371a4a 6y AT BbIMOMHATHCA B BbIGPaHHbIV AeHb Hele/1 B yKazaHHOE BpeMs.

5. Ecnv 3apada He Morna 6biTh BbINO/THEHA B OTBEAEHHOE e BpeMs, MOXKHO yKa3aTb, Koraa byaeT npeanpuHaTa

caiegyrollad nonblTKa 3anycka 3agayn.

e JKaoaTb 00 C1efyioLlWwero HaMeyeHHOro MOMeHTa

e BbINOMIHWUTBL 3a4a4y Kak MOXXHO CKopee

e BbINO/HUTDL 334a4vy HEMeA/IeHHO, eC1X BpeMs, NpolueLlee C NoC1eAHero 3anycka, NpeBbiCUI0 YKa3aHHbIN
MHTepBan (B Yacax).

6. Ha nocnegHeM 3Tane NpefoCTaB/iSeTcsl BO3MOXHOCTb MPOCMOTPETb MHOOPMALMIO O NMAAHMPYEMO 3a4avqe.
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Haxmute FOTOBO 4719 MPUMEHeHMA 3a4a4M.
VisnaesuiTs sagavy 5]

3apava Gbina SannaHupoBaHa.

Cfsop sannaHMpoBaHHEE 3303y

Wma zapaum:
ABToMaTWYECKDE 0BHOBIIEHWE MNOCNE YCTAHOBKW MOASMHOr0 COSMMHEHWA

Tun zapaw:
OfHosneHWe.

sanavy
MogemHoe coegaHetie ¢ MHTeprHeTom VPN {oaHoKpaTHO B Yac KaK MaKcMyn).

DeiicTBna, NPpEANPUHUMEEMEE B CIYY3E, ECNM S3Aa4a He
'y B onp H0E BPEMA*
3apava He ByneT BeinonHeHa.

3aNycTTE 33034y C YKE3aHHEIMW NapaMeTpamM1

< Hasan ]['@'BEKOHuuTb] [ Cmvera




4.6.2.1 Co3paHue HOBOWM 3a4a4un

[lna co3naHuvs 3a4a4m B N1aHNPOBLLMKE HAXKMUTE KHOMKY J,06aBUTb... U LEKHUTE NPpaBo KHOMKOM MbILIN 1
BbI6EpUTE B KOHTEKCTHOM MEHI0 KOMaHay JLo6aBUTb.... [JOCTYMHO MATb TUMOB 3a4au.

e 3anycK BHELHEero Npu/oXeHuns : NiaHUpOBaHME BbIMOSTHEHWS BHELIHErO NMPUIOXKEHNS.
e O6CNyXXUBaHME XYPHaNa - B Gaiiax kypHana Takke CoAep KaTca 0CTaTKM yaaneHHbIX 3anuncein. 3ta 3agada
perynapHo oNnTUMM3NPYET 3anuncu B dhanax xypHana 418 3bdekTBHON paboTbi.

e MpoBepka $paiinos, UCNONAHAEMbIX NPU 3aMyCKe CUCTeMbI: NPoBepKa GanioB, UCMOTHEHNE KOTOPbIX pa3peLleHo
MpW 3anycke Wav BXOAE NO/Ib30BaTeNA B CUCTEMY.

e Co3paTb CHUMOK COCTOSSHUSA KOMMblOTEpa: Co3aHmMe CHMMKA COCTOAHUS KoMMbloTepa B ESET Sysinspector, an4d
KOTOPOro cobupatoTcsa NoApo6Hble CBeAEHNSI O KOMMOHEHTAX CUCTeMbIl (Hanpumep, ApanBepax, NPUIOXKEHNSX) U
OLLeHMBAETCS YPOBEHb PUCKA AJ15 KAXKA0ITO KOMIMOHEHTa.

e CkaHunpoBaHue MK: BbINO/IHEHME CKaHMPOBaHMe GanioB M NanoK Ha KOMMblOTepe.

e O6HOBNEHME : N1aHMPOBAHME 334341 OOHOBEHMS, B paMKax KOTOpOM 06HOBAseTCA 6a3a AaHHbIX CUFHATYP
BMPYCOB 1 MPOrpaMmMHble MOAYIW.

e MpoBepka nocneaHe BepcMU NporpamMmmbl

Motasus 33aauy
2aNNaHUpOBaHHERA 380544
‘3&1}\:}( BHELUHEND NPUNOXEHUA A ‘
CBcmy*MeaHKE KypHana

[NpoBEpKa $ainos, NCNONHAEMED MPW S3MYCKE CUCTEME
Cosn0ate CHUMOK COCTORHWA KOMMBIOTEPE
Crarvposaque MK no pefosaniio

OBHoEneHne

[NpoBepKa NocnedHel BEPCHI NPOrpaMMEl

LonoNHWTENEHSA MHEOPMEWWA O NNSHWPOESHAW S303Y. .

< Hasan [ Hanee > ] ’ Omvera ]

MocKkoNbKy 0BHOBMIEHME — OJ1HA M3 CaMblX YACTO MCMO/b3YEMbIX 3aM/TaHMPOBAHHbIX 334a4, HMXKE OMMUCAHO
pobaBneHue 3agadv O6HOBIEHUS.

B packpblBaloLLLEMCS MEHIO 3an/laHMpOBaHHas 3apava Bbibepute NnyHKT O6HOBAEHME. HKMUTe KHOMKY Janee v
BBeAMTe Ha3BaHKe 3a4a4m B nosie HasBaHmne 3apaun. Boibepute 4acToTy BbIMOJIHEHMSA 334a4K. [LJOCTYMHbI
cnepyolme napamMmeTpbl. OgHoKpaTHO, MHOrokpaTtHo, ExxeaHeBHO, ExxeHegenbHo 1 Npu onpeaeneHHbixX
ycnosusax. YcraHosuTe dpnaxok He 3anyckaTtb 3a4auvy, eC/iu KOMMNbIOTEp NUTAEeTCs OT 6aTapeu, 4TOObI CBECTU K
MUHUMYMY NOTpebeHne CUCTEMHbIX pecypCcoB, KOraa HoyToyKk paboTaeTt oT akkyMynsaTopa. B 3aBUcMmMocTm oT
YKa3aHHOW 4acTOThl 3anycka byayT 3anpoLleHbl pa3/inyHble NapaMeTpbl 06HOBAEHMS. 3aTeM yKaKUTe, Kakoe
[evncTBme CieflyeT NpeanpuHMMaThb, eUin 3a4a4a He MOXKeT BbITh BbIMOJIHEHA B YCTAHOB/IEHHOE BpeMs. [JOCTYMHbI
cnefytolme BapuaHThbl:

e XpaTb A0 cieayrow,ero HAMe4eHHOro MOMeHTa

e BbINO/IHUTb 3a4a4y Kak MOXHO CKopee

e BbINO/IHUTb 334,24y HEMEAJIEHHO, EC/IN BpeMs, NpoLuejLlee C NOC/eAHero 3anycka, NpeBbiCUI0 YKAa3aHHbIN
MHTepBan (MHTepBas MOXHO YKa3aTb C MOMOLLbIO napameTpa « MUHUMANbHbIA UHTEpBa MeXay 3adadammn).

Ha cnepytolem 3Tane oTobpaxaeTcst OKHO CBOAHON MHPOPMALLMM O TeKyLLeln NaaHnpyemMon 3agade. MyHKT
3anycTuTb 3aga4y € yKasaHHbIMM NapamMeTpamMu A0/1KeH 6bITb aBTOMATMYeCKN BbIGpaH. HaXKMUTe KHOMKY FOTOBO.

Ha skpaH byaeT BbiBeAEHO AMA/IOrOBOE OKHO, B KOTOPOM MOXXHO BbI6paTb Npoduan, UCNob3yemble A1
3ana1aHMpOBaHHOM 3a4a4M. MOXXHO BbIbpaTh OCHOBHOW NpOdW/ib M BCMOMOraTesibHbIn, KOTOPbIN byaeT
NCMOJ1b30BaTbCS, €11 33434y HEBO3MOXKHO BbINMOHUTb C MPUMEHEHMEM OCHOBHOIo npoduns. MNoarsepante

HaCTpOWKM, HaxaB KHoMKy OK B okHe Mpodunamn o6HoBNAeHUSA. HoBas 334a4a NOSBUTCS B CMINCKE CyLLECT BYHOLLMX
3anlaHNpPOBAHHbIX.
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4.6.3 CTaTuUCTUKA 3aLUUTbI

[na npocMmoTpa garpaMmmbl CTAaTUCTUYECKMX AAHHbBIX, CBA3AHHbIX C MOAY1SAMM 3awmTbl ESET Smart Security,
HaXXMUTe Cny>XebHble nporpamMmmbl > CTaTUCTUKA 3aLLMUTbI. BbibepuTe MHTepecyoLWwmi BaC MOy /b 3aLLMTbI B
packpbiBatoLWwemMcst MeHo CTaTUCTMKA, B pe3ybTaTe Yero Ha 3kpaH byaeT BbiBeAeHa COOTBETCTBYOLWAS AMarpamMmma

nnereHga. Eciv HaBeCTuM yKasaTesib MblLUM Ha 3/IeMEHT B JiereHe, Ha Avarpamme OTO6pa3FITCFI OaHHble TO1bKO A4
3TOro asieMeHTa.

@ ESET Smart Security =N EoE =<~

'_S'_ I CRAADTCEMIIDITTAVYC V,

& Cmykebrble nporpammel » CTaTroTvka

/i‘ [nagHan

CraTnctuka

0 CranumpoeaHue MK

Cratncrika: [33u.una 0T BMPYCOE W WNHOHCKMY NPOrpamm v]

g CQBHOENEHNE

walls
ﬁ HacTpoiika

% CnykeBHbIE NporpaMmel

o Cnpaeka 1 NoAgaepxka

IpadyK CTATUCTMKY 3aLMThl OT BUPYCOB W LWMMOHCKWX MPOTPaMM

l . B KonnyecTeo 3apaxeHHb oGbeKTOB 0 (0,00 %)
| [ KoAn4ecTeo o4YMLLEHHBIX 0B BLEKTOB 3 (0,02 %)
B KonnuecTeo HesapasedHbx obbextos 14005 (99,98 %)

Bcero: 14008

Crannpyemelid obpekT: ChlUsers\admin'AppData\Localt Temp'_TSCTest79911a tst
Cratwcrika cobupaerca o 22,7, 2011 11:31:06 CopocuTe

(es[=

[oCTynHbI Ciegylolme CTaTUCTMYeckme amarpamMmmei.

e 3awMTa OT BUPYCOB U LUNMUOHCKUX MPOrPaMM : OTOHPKEHME KONNYECTBA 3aPAXKEHHbIX M OUYNLLEHHbBIX 0OBEKTOB.

e 3awmTa pannoBomr CUCTEMbI B PEXXUME peasibHOro BpeMeHU : 0TO6pakeHe TO/IbKO 06BEKTOB, CYUTAHHbBIX 13
$hannoBour CUCTEMbI M 3aMNUCaHHbIX B Hee.

e 3alMTa NOYTOBOIrO K/IMEHTA : 0TOOpaXKeHMe TONbKO 06beKTOB, OTMPABAEHHbIX UM MONYYEHHbIX MOYTOBbIMU
KAVEeHTaMMK.

e 3awmTa goctyna B UHTepHeT : 0TO6paXkeHme TObKO 06BbEeKTOB, 3arpy>KeHHbIX Beb-bpaysepamm.

e 3awWMTa MOYTOBOrO KJAMEHTA OT CNama : 0TO6paXkeHme CTaTUCTUKN 3alMTbl OT cnama C MOMeHTa Noc1eAHero
3anycka.

Mo cTtaTUcTnyeckMMmy anarpaMmMamMm NokasaHo obLuee KOMYeCTBO NPOCKAHMPOBAHHbIX 06bEKTOB, NOUTeAHUN
NPOCKAHMPOBAHHbIN 06BbEKT 1N METKa BpEMEHU CTAaTUCTUKU. HaxkmuTe Cpoc, 4TOObI yAA/TINTb BCHO CTATUCT UYECKY O
NHbOpMALMIO.
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4.6.4 KapaHTUH

KapaHTVH npefHasHa4eH B NepByto o4epeb A1 U30/15UMM 1 6e30MacHOr0 XpaHeHus 3apaXkeHHbix dannos. @anbl
ciefyeT NoMeLllaTb Ha KAPaHTUH, eIV UX HeJlb3S Bbl/1eYUTb UM 6e30MacHo yAaInNTb 1160 e1v OHM OTHECEeHb!
nporpammon ESET Smart Security K 3apa>KeHHbIM MO OLLMbKe.

MOMECTUTb Ha KAPAHTUH MOXKHO /110601 dana. PekoMeHAyeTCsa NOMeLaTb Ha KAPaHTMH Ganbl C NOAO3PUTENbHON
AKTVBHOCTbIO, KOTOPbIE, TEM HE MeHee, He 06HAPYXXMBAOTCA MOAY1EeM CKAHMPOBAHMSA 3aLLMTbI OT BUPYCOB. Pansbl
Ha KapaHTMHE MOXXHO OTMPAaBUTb B BUPYCHYO 1abopatoputo ESET Ha aHanus.

‘= KapantuH - ESET Smart Security (= |[E ]
KapaHTnH
Bpema HMma 06bekTa Pasmep Mpu4KrHa
22,7, 2011 13:2,.. http:/feicar.org/download/eicar.com 63 Eicar TecT daiina 3

C nomMoLsr I'IFIEEDﬁ KNEBMLLIKA MBILLWA MOXHO OTKPBITE KOHTEKCTHOE MEHHD EblapEHHDI’D INEMEHTA.

| KapanTuan...

NHdopMaLmio o dharinax, NOMEeLLEHHbIX Ha KapaHTWUH, MOXHO NMPOCMOTPETb B BLae TabuLbl, COAEPKALLEN AATY U
BpemMs nomMetleHus danna Ha KapaHTUH, MyTb K ero MCXOAHOMY Pacro/ioXeHWo, ero pasmep B 6anTax, MpuUUdnHy

nomelleHus darna Ha KapaHTuH (Hanpumep, 06bekT Ao6aBeH Nob30BaTENEM) U KONIMYECTBO yrpo3 (Hanpumep,
eCNIV apXUB COAEPXKUT HECKOJTbKO 3apadkeHnin).

4.6.4.1 NMomeweHue GpanioB Ha KAPAHTUH

Mporpamma ESET Smart Security aBToMaTMyecky NoMeLLaeT yaaneHHble Gansibl Ha KApaHTWH (eCTM 3TOT NapameTp
He 6blJ1 OTMEHEH MO/b30BaTe1EM B OKHE npeaynpexaeHuns). MNpu xenaHmum nto60om nogo3puTenbHbin dana MoXKHO
MOMECTUTb Ha KaPaHTMH BPYYHYO C MOMOLLLI0 KHOMKW KapaHTUH.... [pyn 3TOM ncxogHas konus darna He yaanseTcs.

[193TOro TakKe MOXXHO BOCMO/1b30BATbCS KOHTEKCTHLIM MEHH0, HaXKaB MPaBOM KHOMKOM MbILIN B OKHe KapaHTUH 1
BbI6paB NyHKT KapaHTUH....

4.6.4.2 BocctaHoOBJ/IeHUE U3 KapaHTUHA

®ansnbl, HaxoAALIMECH HA KAPAHTMHE, MOXHO BOCCTAHOBUTb B UCXOAHOM MecTe. [In4 3TOoro npeaHasHadeHa GyHKuma
BOCCTAHOBUTb, 1OCTYMNHAasA B KOHTEKCTHOM MEHIO OKHA KapaHTMHA. KOHTEKCTHOE MEHIO COAEPXKUT TakxKe GyHKLNIO
BOCCTAHOBUTb B..., KOTOpas NO3BO/ISET BOCCTAHOBUTbL Gan/l B MeCTe, OT/IMYHOM OT MCXOLHOIO.

NMPUMEYAHUE: ECin nporpamMmMa noMecTnia HezapaXkeHHbln Gami Ha KapaHTMH MO OLWMBKe, NCKTIoYUTe 3TOT dan
13 NpoLiecca CKAaHNMPOBAHKSA NOCJIe BOCCTAHOB/IEHWS 1 OTMNPaBbTe ero B a1y>x6y noaaep>Kkm KnmeHToBs ESET.
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4.6.4.3 OTtnpaBska ¢anna ns kKapaHTUHa

Ecnv Ha KapaHTWH noMelleH Gainn, yrpo3a B KOTOPOM He pacrno3HaHa nporpaMmmMon, nimn damin HeBepHo
KBANMOUUMPOBAH KaK 3apaXKeHHbIV (HanpumMep, B pesyibTaTe OWnb KM 3BpUCTNHECKOr0 MeTOAA) U U30MPOBAH,
nepenante Gann B BUPYCHY0 nabopatoputo ESET. YTo6bl 0TNpaBUTb Garn 13 KApaHTMHA, LWEeKHUTE ero npasom
KHOMKOW MbILWN 1 BbibepuTe NyHKT MepepgaTb HA aHaAus.

ESET SMART SECURITYS

& Cmykebrble nporpammel » Kapadtun

naeHan

KapantmH
CkaHupogaHue MK Bpema Mma obbekTa Pas... MpuuuHa
KapaHTuH...
OBGHOENEHKE pa
BoccTaHoBWTE
- BoCCTAHOBMTE M MCKIMUMTE M3 CKEHMPOBAHWA
HacTpoiika

BoccTaHoBWTE B...

¥aannTte Wz KapaHTrHa Del
CnyxefHble Nporpammsl .

MepeaaTe Ha aHanus

QXK O =

Cnpaeka 1 NoAgaepxka

C MO MOLL B I'IpEBOﬁ KN3EHMLUA MEILLW MOXHD OTKPbITE KOHTEKCTHOE MEHHD EblﬁpEHHOI'O
INEMEHTA.

| Kapawtum.. |

O OTkpbITE B HOBOM OKHE




4.6.5 HabnwopaeHue

YT06bI MPOCMOTPETb TEKYLLY aKTUBHOCTb (panioBOM CUCTEMBI B rpaduryeckoM Buae, Bbibepute CayrkebHbie

nporpamMmbl > Ha6ntogeHue. B H/XKHeN HacTu AnarpaMMbl HAXOAMTCS BpEMEHHAS LWKana, Ha KOTOPOWM 0TOBpaXkaeTcs

aAKTUBHOCTb GaI0BOM CUCTEMbI B PEXMME peasibHOro BpeMeHM 3a BblOpaHHbI BpeMeHHOW MHTepBan. Ans

M3MEHEHMSA MHTepBasia BpeMeHN HXKMUTe LLAr B 1... B MPaBOM HUXKHEM YTy OKHA.

‘= ESET Srnart Security

/i‘ [nagHan

0 CranumpoeaHue MK

:b CQBHOENEHNE
walls
ﬁ HacTpoiika

% CnykeBHbIE NporpaMmel

9 Cnpaeka 1 NoAgaepxka

s

'_E)'_ I CSARAADTSECIIDITV E

CnyxebHele nporpammel * Habnrogedne

MoHuTopuMHr

oo

Jencrens: [AKTMBHocrb QalNN0E0N CMCTEME

[padmk aKTMBHOCTM QaRN0BORA CUCTEMBI

i

B OBbEM CUMTAHHBIX 4aHHBIX
B OBbem 33N1UcaHHbIX 4aHHBIX

a il

Lar: 1 cekynaa (nocnegrne 10 MunyT) -

[ocTynHbl CiefytoLpe napameTpsl.

e Llar B 1cekyHAay (nocnegHune 10 MUHYT) : AnarpaMma 06HOBAAETCA KDKAYIO CEKYHAY, BpEMEHHAs LKana

oxBaTblBaeT nowiegHme 10 MUHYT.
e Llar B 1 MuHyTY (NocnepHue 24 yaca) : aMarpaMmmMa 06HOBAAETCA KaXAyto MUHYTY, BDEMEHHAA LKa/la OXBaTbiBAET

nocnegHue 24 vaca.

e lllars 1yac (I'IOCﬂe,D,HMﬁ mecsu,) : anarpamMmma 0bHOBNAETCA KaXKablW Yac, BpemMeHHasd WKasia OXBaTblIBaeT

nocnesHUn MecsLL.

e LUar B 14yac (BbI6paHHbIN MecsL,) - AMarpamMmmMa 0BOHOBAETCSA KaXKAbIM Yac, BpEMEHHAas LLKana OXBaTbiBaeT

nocnegHue MecaLbl B koanyecTse X.

Ha BepTuKanbHOM OC/ rpadmKa akTUBHOCTU GaIOBOM CUCTEMbI OTMeYatoTCs MPOYMTaHHbIe (KPACHbIN LIBET) U
3anmcaHHble (CMHUKM UBeT) AaHHble. O6a 3HaYeHms U3MepATCs B kKnnobantax. Ecim HaBeCTu yKasatesb MbllUK Ha
NPOYUTAHHbIE MUV 3aMMCAHHbIE aHHbIe B IereHe Noj AnarpammMon, Ha rpaduike oTobpassaTcsa AaHHble TONbKO ANS

Bbl6paHHOFO TWMa akTUBHOCTWU.

B packpbiBaloLLEMCA MEHIO AKTUBHOCTb TAIKOKE MOXKHO MEPEK/TIOUYUTLCS B PEXXMM OTOBpaXKEHNS CeTeBOM
AKTUBHOCTU. Bug avarpamm v napameTpbl 415 peXnMoB AKTUBHOCTb ¢anioBol cuctemMbl 11 CeTeBass akTUBHOCTb

O[MHAKOBbI 33 TEM UCK/TIOYEHMEM, YTO A4 NoCieaHen 0To6paXarTca NoJlyyeHHble (KpacHbIN LIBET) M OTMNpaBIeHHbIe

(ronybom LUBeT) AaHHbIE.
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4.6.6 ESET Sysinspector

ESET Syslnspector — 3T0 NpuaoXeHMe, KOTOpPOe TLWATe/1bHO NpoBepseT KOMMbKTep 1 coburpaeT nogpobHble
CBeLleHVs O KOMMOHEeHTaxX CUCTeMbl, Takme KaKk YyCTaHOB/IEHHble ApanBepbl U NPUNOXKEHUS, CETEeBble NOAK/TIOYEHNS U
BKHbIE 3aMM1CK peecTpa, a TakKe OLLeHVBAET YPOBEHb PUCKA 415 KKAOr0 KOMMOHEHTA. 3Ta MHbOopMaums cnocobHa
NOMOYb ONpefennTb NPpUYKMHY NOA03PUTENbHOM0 NOBEAEHUS CUCTEMbI, KOTOPOE MOXKET HbiTb CBSA3aHO C
HeCOBMECTMMOCTbIO MPOrpaMMHOrO UK annapaTHOro obecneyeHms Unm 3apaxeHmem BpefLoHOCHbIMY
nporpaMmmMamu.

B okHe SysInspector oTobpaXkatoTCs TakMe AaHHbIe O CO3A4aHHbIX XKypHanax.

Bpemsi — BpeMs CO34aHMS XKypHana.

MpumeyaHue — KpaTKMM KOMMEHTap UK.

Monb3oBaTenb — 1Ms NONb30BATESN S, CO34ABLUETO XKYPHA.
CoCTOosIHUE - COCTOSIHME CO34aHWs XKypHana.

JOoCTynHbl NnepedncieHHble ganee OEeNCTBUS.

e CpaBHWUTDb : CpaBHEHMe ABYX CYLLEeCTBYIOLLMX )XypPHaI0B.

e Co34aTb... . CO34aHMe HOBOIO XypHana. [JoXKANTecb OKOHYaHWA co34aHms )kypHana ESET Sysinspector (B nose
CocTosiHMe NMNoKaszaHo «Co3aaHy).

e YAanunTb: yaasieHne BblAeIeHHbIX )XYPHAIOB U3 CMUCKA.

B KOHTE@KCTHOM MEHI0, OTKPbIBAEMOM HaXKaTWUEM NMPABOM KHOMKOM MbILLIW OAHOTO WUN HECKONbKUX BblAENEHHbIX
YKYPHaNO0B, AOCTYMHbI C1eAYIOLME AOMNOJTHUTEbHbIE eNCTBUA.

e lMokasaTb : OTKPbIBAET BblAeNEHHbIM XXypHan B ESET Sysinspector (aHanormyHo ABOMHOMY LLEAYKY).
e O4YUCTUTb BCE : yaneHMe BCexX >KypHaIoB.
e DKCMOPT.... 3KCNOPT XypHana B damn B popmate XML 1nm B 3aapXMBUPOBAHHbIN Takom dans.
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4.6.7 3anyweHHble npoLecchbl

PenyTaums 3anyLeHHbIX NPOLLecCoB 0TOBpaXKaeT 3anyLleHHble Ha KOMMbIOTepe NporpamMMbl UK NPOLECChI, , a TaKXKe
OMepaTmMBHO HernpepbiBHO YBeAOM/ISeT KOMNaHWMo ESET 0 HOBbIX 3apaxkeHusix. ESET Smart Security npefocrasnseT
noApobHbIe CBeAEHMS O 3aMyLEeHHbIX MpoLeccax A5 3alMTbl MOb30BaTe/en C NOMOLb TexHonormm ESET Live Grid

I'Ipumeqal-me. PenyTaumo Tak>Ke MO>XHO MCNOJ1b30BaTb A4J14 ¢a|7|n0|3, KOTOpble He aBNAITCA 3anyLeHHbIMW
nporpaMmmamn nnm npoueccamu. ,ﬂ,}'lﬂ 3TOro HY>XHO MOMEeTUTb (D&I?I}'I bl, KOTOpble cieayeT NpoBepuTb, WeAKHYTb UX
NPaBOW KHOMKOM MbILLIW U B KOHTEKCTHOM MEH!IO BbibpaTh PaclwmpeHHble pyHKLMM > [poBEpUTHb penyTaLuuio
danna c nomowbto ESET Live Grid.

@ ESET Smart Security =N EoE

'_E)l_l CSARAADTSECIIDITVE

4 CmyxeBHele nporpamMmbl * 3anyLUeHHbIE NPOLECC

naeHan
E'.anyu.q,el-u-lble npoueccsbl

CrkaHupoeaHue MK B 370Mm ockHE 0ToOpaaETCA CIMCOK 3aNYLLEHHEIX NPOLECCOB W AONOAHWTENBHAA MHQOEMaLMA
w3 ESET Live Grid. ¥kasbieaeTca ypoBeHs pHCKE ANA KAXA0M0 NPOLECCE, 3 TAKKKE KONNYECTBD
nonb3oeaTensii M BPEMA, KOrAa oH Bbln M3HaYaNbHO 0BHapYKEH.

=
:’. OGHoBNEHNE
Mpouyecc YPO.. | KOMNY.. | BpeMa 0. MM MPUNOKE..,
ﬁ Hacrpoiika LB e Mcm-su-ﬂiil Wndu... -
- [m 7 csrss.exe ] i} 1 rog Hazag Microsoft® Windao... [
- [m |wininit.exe (-] b 1 rog Hasag Microsoft® Windo... ﬂ
% CnykeBHule Nporpammel ----nwinlogon.e}{e [] ﬁﬁ 1 rog Hazag Microsoft® Windo...
[mservices.exe (] b 1 rog Hazaa Microsoft® Windo...
- [m7Isass.exe (] b 1rognazag  Microsoft® Windo..
o CNpaeka M NoAaepkKka [mIsm. exe (] b 1 rog Hasag Microsoft® Windao...
-[m7swchaost.exe (-] b 1 rog Hasag Microsoft® Windo...
—[m T wvsve.exe [] i3] 1 rog Hazag NVIDIA Driver Help.., ~
Paiin: c\windows\system32\smss.exe
Pazmep dakna: 64000
Onucanwe daidna: Windows Session Manager
Haseanue komnanmm: Microsoft Corporation
Bepcua daiina: 6.0.6002.18005 (Ih_sp2rtm.090410-1830)
Wmsa npoaywra: Microsoft® Windows® Operating System

O OTkpbITe B HOBOM OKHE

(es[5y

Mpouecc : nmsa o6pasa nporpaMmbl UM MPOLECC], 3aMYLLEHHbIX B HACTOAWMIA MOMEHT Ha KOMMbtoTepe. s
MPOCMOTPA BCEX 3aMyLLEHHbIX HA KOMMbOTEPE MPOLECCOB Tak)Ke MOXHO MCNOb30BaTh AncneTyep 3agad Windows.
AncneTtyep 3a4a4d Takoke MOXXHO OTKPbITb, LWE/TKHYB MPABOM KHOMKOW MbILK B MyCTOM 06/1aCTM Ha NaHe n 3a4ad,
noce 4yero BblbpaBs MNyHKT «McrneTyep 3agaq», WK »ke BOCNOb30BaBLUNCE codeTaHneM knasmuw Ctrl + Shift + Esc.

Puck : B 6onblumHCTBe ciyyaeB ESET Smart Security, ncnonb3ya TexHonoruo ESET Live Grid, npucBamBaeT obbekTam
(bamnam, npoueccam, pazgenam peectpa m T. n.) YypoOBHM PUCKA HA OCHOBE HABOPOB 3BPUCTUYECKNX MPaBUJI, KOTOPbIe
N3y4aT XapaKTepUCTUKM KXKAOT0 06beKTa 1 3aTeM OLEHMBAKOT BEPOATHOCTb X BPEAOHOCHOW AesTeNbHOCTU. Ha
OCHOBE TaKOro 3BPUCTMYECKOr0 aHanm3a 06beKTaM NpMCBanBaAETCA YPOBEHb pUCKa OT «1 — 6e30MnacHo (3eNneHbin)» A0
«9 — onacHo (KpacHbIN)».

MPUMEYAHMUE. 13BeCTHble NPUIOXKEHNS, MOMeYeHHble Kak 1 — 6e30MacHo (3en1eHbln), TOYHO SBASKOTCA
6e3onacHbIMK (BHECEHbI B «Bebln» CMUCOK) M ByayT UCKOYEHbI U3 CKAHWPOBaHKMA, baarogaps YeMy byaeT yBenmyeHa
CKOPOCTb CKAHMPOBAHMS KOMMbKOTEPA MO 3anpoCy UK 3aMUTbl GaNOBOM CUCTEMbI B PEXXMME PeabHOrO BPEMEHN.

Monb3oBaTenu : KONMYECTBO NOJIb30BaTENEN, UCMONb3YIOLLMX AAHHOE NPUAoXKeHMEe. OTa MHOpMaLmMsa cobmupaeTca
TexHonoruem ESET Live Grid.

O6Hapy>KeHo : BpemMms, npollejliee C MOMeHTa 06Hapy>XeHUss MPUI0XXeHUss TexHoormen ESET Live Grid.

NMPUMEYAHMUE. EChv N5 NPUNOXKEHMS UCMO1b30BaH YPOBEHb 6830MaCHOCTN 9 — OMNACHO (KPaCHbIW) OHO He
0693aTenbHO ABNAETCS BPeAOHOCHOW NporpamMmont. O6bI4HO 3TO MPOCTO HOBOE NPUIOXKEHWE. ECIM Bbl He yBEPEHbI
OTHOCUTENBbHO Kakoro-nmbo danna, To MOXKHO NpeaoCTaBuTb Gamn Ansg aHanmsa B BUPYCHY0 nabopatoputo ESET.
Ecnn dpann okaxeTca BpeaoHOCHbIM MPUAOXKEHMEM, HeEOBX0AMMasa A4 ero 0bHapy)eHus MHpopmauus byaet
BK/THOYEHA B NOC/1eAyoLme OOHOBAEHNS.
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MMs : KOHKpeTHOE MMS NporpaMmMbl UK NpoLecca.
OTKPbITb HOBOE OKHO : CBEZIEHMA O 3aMnyLLEHHbIX NMpoLieccax 6yayT OTKPbITbl B HOBOM OKHE.
Ecnv HaxkaTb onpeaenieHHoe NpunoXenue, 6yaeT BbiBedeHa cieaytoLas MHbopmMaums.

e dawn : pacnofioKeHne NpUIoXKEHNE Ha KOMIMbIOTEPE.

Pasmep dainna : pasmep darna B Kb (knnobanT).

OnucaHne dpanna : xapakTepucTukm dainna Ha OCHOBe ero onucaHmsa B onepauyuoHHOM CUCTEME.
HasBaHue KOMNaHWUY : Ha3BaHKe MOCTaBLUMKA MM NpoLecca MpUIOXKEHMS.

Bepcusa ¢panna : Hbopmaums, npefoCcTaBieHHasa n3gaTenemM nNpuaosKeHus.

Mms npoayKTa : Ms NPUIOXKEHUS N/UAN HAMMEHOBAHME KOMMAHWUN.

4.6.7.1 ESET Live Grid

ESET Live Grid (chegytowee nokoneHme ESET ThreatSense.Net) — 3T0 coBpeMeHHas cMcTemMa CBOEBPEMEHHOIO
06Hapy>KeHMA, 3aWMLLAIOLWAA OT BHOBb MOSABASIOLLMXCSA YIPO3 HA OCHOBE penyTauunu. 3a cHeT MOTOKOBOM Nepeaaydn B
peXXMmMe peasnibHOro BpeMeHun nHbopmaumm ns obnaka supycHasa nabopatopusa ESET nogaep>kmBaeT akTyasibHOCTb
CpeacTB 3alMTbl A4 obecrneyeHns NOCTOSHHOM 6e30MacHOCT . Monb30BaTeNb MOXKET NPOBEPATH penyTaLmio
3anyLeHHbIX Npoueccos 1 GanoB HEMOCPeACTBEHHO B MHTepderce NporpaMmmbl UK B KOHTEKCTHOM MEHH0,
bnarogaps vyemMy CTaHOBUTCS AOCTYMNHA AONONHUTENbHAs MHPopmMauma 13 ESET Live Grid. CyllecTByeT ABa BapUaHTa
paboThl.

1. MO>XXHO NPUHATH peLleHure Ha BitoYaTb ESET Live Grid. ®yHKLUMOHANbLHOCTb MPOrpamMmMHOro obecrnevyeHuns npu
3TOM He OrpaHMYMBALTCH, M NOIb30BATE/ b BCE PABHO MOJYHAET HAWIYYULLYIO 3aLUNTY.

2. Mo>HO ckoHOGUrypmposatb ESET Live Grid Tak, 4To6bl 0OTNpaBisaack aHOHUMHASA MHGOPMALMSA O HOBbIX Yyrpo3ax u
dannax, coaep Kallmx HEM3BECTHbIN NOKA ONacHbIv KoA,. ®ani ModXeT 6bITb 0TnpasseH B ESET ans TwartenbHOro
aHanm3a. VyyeHuve 3T1X yrpo3 noMoXKeT KOMMaHum ESET 06HOBUTb cpeacTBa 06HAPYXXEeHUS yrpos.

ESET Live Grid cobupaeT 0 KoMMnbtoTepax nosib3oBatenen MHbopMaLmio, KOTopas CBs3aHa C HOBbIMM
06Hapy>XeHHbIMW yrpo3amMu. OTO MOXET H6bITb 06pasel, koga Uam Konusa Gamnna, B KOTOPOM BO3HMKIA YIrpo3a, NyTh K
Takomy danny, ero uma, gata v Bpems, MMs NpoLiecca, B paMmkax KOTOpPOro yrpo3a nosiBmaacb Ha KOMMbIOTEpPE, U
cBefeHVsa 06 onepaumMoHHOM cucTeme.

MocKobKY B OTMPaBASeMyto B BUPYCHYO nabopatoputo ESET nHdopmaLmo MOryT MHOMAA NONaaaTh CBEAEHMUS O
nosb30BaTesie M ero KOMMbtoTepe (Hanpumep, MMs Nob30BaTeNs B NyTu K danny), komnaHms ESET 3aBepseT, 4To
Takaa Hbopmaums byaet ncnonbzoBaTtbcs MCKTKOYUTE/IBHO ansg HeMeaseHHOro pearmpoBaHMs HA HOBbIE YIPO3bl.

Mo ymon4yaHuto nporpamma ESET Smart Security 3anpaluvBaeT paspelleHme Ha OTNpaBKy NOA403pUTENbHbIX PanIOB B
BMPYCHYto nabopatoputo ESET ans TwatenbHOro aHanmsa. Bcerga nckatodarotca danabl C onpeaeneHHbiMm
paclwmMpeHnaMn, Takmmm kak .doc n .xls. Taioke MOXKHO f06aBUTb Apyrme paclumpeHus, ecim NoIMTUKA BaLLen
OopraHvsauumy NpeanmcbiBaeT UCKIH0YEHNe 13 OTMNPaBKN.
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MeHto HacTpownku ESET Live Grid no3BonsieT BOCNO/1b30BAaTbCA PAAOM NApaMeTPOB 415 BKIKOYEHNS M OTKIH0YEHMS
cnctembl ESET Live Grid, kKoTopas C1y>XKUT 415 OTNPaBKM NOA03PUTENbHbIX GaNI0B M AHOHVMHOW CTATUCT UYECKO
nHdopmaumm B nabopatoputo ESET. 3T napameTpbl AOCTYMHbI Yepes AepeBo paClMPEHHbIX MapaMeTpoB B pa3aesne
Cny>xe6Hble nporpamMmbl > ESET Live Grid.

= ESET Smart Security @
JononHuTensHele HACTPOMKW (es[2
(-l KoMnbtoTep ESET Live Grid

I Cemo ESET Live Grid — 370 COBPEMEHHEA CUCTEME CEOSEPEMEHHOMC 0OHAPYKEHMA NOAENAKLMKCA
- VHTEDHET 1 3NEKTPOHHEA NoYTa ¥rpo3, B 0CHOBY KOTOPOA NONKEH NPMHLIAN PEMYTALMK, 3a C4eT Nepeaaqm cBA3aHHoN ©
! -l PonuTensOOAil KoHTpOMB YTPO3EMH MHBOPMALMK B PEXMME PEANEHOMD BPEMEHM M3 ofinara BupycHas nabopaTopua

: o6 ESET nofo 0em#MBaET aKTVanbHOCTh COSNCTE 3allThl ANA NocToAHHoro obemmederns
+- (i ObHoBneHMe

-3 CnykefHbIE NporpamMsl
; Dalinel ®ypHana

MpMHATE Y4acTke B ESET Live Grid (pekoMeHayeTca)

Mpokcu-cepeep ["]He otnpasnaTe craTHcTIky
Ll KapaHTuH =

- : He oTNpaBnATE daink
ESET Live Grid [lte grrpa $a

P CUCTEMHBIE 0BHOBNEHUA

L LMarHocTHEE [ [onomHUTENEHBEIE HACTPOIKN. ..

-l MHTepdelic

LononHuTensHas wHbopmaums of ESET Live Grid,

[ [Fy OK ][ OTMeHa ][I‘Io monqaﬂmo]

MpuHATb yyacTme B ESET Live Grid (pekoMeHAyeTcs): BIJTIOYAET WM OTKIOHaeT cucteMy ESET Live Grid, koTopas
CIYXXUT 418 OTNPAaBKM NOA03PUTENbHbIX GAanI0B M AHOHUMHOW CTATUCTMYeCKor MHbopmaumm B nabopatopuio ESET.

He oTNpaBasATb CTAaTUCTUKY: YCTAaHOBUTE 3TOT GNaXKOK, ecin cucteme ESET Live Grid He cneayeT oTnpaenaTthb
AHOHVMHYI0 MHDOPMaLMIO 0 KOMMbOTEpe. Ta MHPOPMaLMA CBA3aHa CO BHOBb 06HAPYKEHHbIMW Yrpo3amMm U MOXKET
coaepkaTb MM 3apaXkeHns, MHbGOPMaLMIO O IaTe 1 BpeMeHu 06Hapy»KeHns, Bepcum ESET Smart Security,
MHGOPMALMIO O BEPCUM ONEPALIMOHHOM CUCTEMbI KOMMbIOTEpa M NapaMeTpax MecTomnonoXkeHns. O6bl4HO
CTaTUCTUKA NepeaaeTca Ha cepsep ESET 04MH UK ABa pasa B AeHb.

He oTnpaBaaTb ¢panibl: N0f03puUTebHbIE Gansibl, COAEPXXMMOE UM NMOBEAEHNE KOTOPbIX HAMOMUHAET 3apaXkeHue,
He oTnpaenaoTcs B ESET Ha aHanms cpeactBamm TexHonorum ESET Live Grid.

[ ononHnTeNbHbIe HACTPOMKM.... OTKPbIBAETCS OKHO C Aa/bHeNLLMMK napameTpamu ESET Live Grid.

Ecnm cuctema ESET Live Grid ncnonb3oBanack paHee, HO 6bi1a OTK/H04EHA, MOTYT CyLLEeCTBOBAaTb NaKeTbl AAHHbIX,
npefHasHavyeHHble 4715 OTNPaBKK. DTW NakeTbl 6yayT oTnpaeneHbl B ESET Npu nepBoi BO3MOXKHOCTM Aaxe nocie
BbIK/TFOYEHWSI CUCTEMbI. [10C/1e 3TOro HOBbIE MaKeTbl CO34aBaTbCs He byayT.

4.6.7.1.1 Mopo3spuTtenbHbie panibl

Ha Bknaake ®damnbl paclumpeHHbix napameTpoB ESET Live Grid MOXXHO CKOH®UIyprpOoBaTh, Kak yrpo3bl byayT
OTMNPaBASATLCS B BUPYCHYO nabopaToputo ESET Ha aHanms.

Mpv 06HapY>KeHUM NOA03PUTENBLHOMO hariana ero MoXHo oTnpasnTb B 1abopatopuio ESET Ha aHanms. ECim aTo
BPeOHOCHOE MpUIoXKeHue, MHbopMauma o HeM ByeT BKIoYeHa B Clefytollee 06HOB/IEHME CUMHATYP BUPYCOB.

®DUNbTP UCKAOYEHMSA: 3TOT BAPMAHT MO3BONSET UCKTIOYUTb M3 OTNPABKKM onpeaeneHHble Ganabl Uiy nanku.
MepeyncieHHble B 3TOM crimcke Gamnbl HAKOTAA He byayT nepeaaBaTbcs B ESET Ha aHanm3, Aaxe el OHU coaepkaT
NOA03pUTENbHbBIN KOA. Hanpumep, MOXET BbITb MOME3HO UCKTIOYUTb Gansibl, B KOTOPbIX MOXET NPUCYTCTBOBATb
KOHbUAeHUMaNnbHasa MHGOPMaLMSA, Takme Kak LOKYMEHTbI U 3/IeKTpOHHble Tabanupl. ®annsl Hanbonee
PacnpoCTpaHeHHbIX TUNOB (.dOC U T. M.) UCK/IKOHAKOTCA MO YMOAYAHWMIO. MpY dKenaHnm MOXKHO AOMOHSATb CrNCOK
NCKTFOYEHHbIX GanoB.

Baw appec 3/1eKTPOHHOM No4Tbl (He0693aTeIbHO): MOXKHO OTMNPABUTb afipec 3/1eKTPOHHOM MNOYTbl BMecTe C
nofo3puTenbHbiMK darnamm, 4Tobbl crieumanmcTbl ESET MOrav 06patnTbCsa K BaM, eCiv A1 aHanmsa notpedbyeTrcs

[ONONHUTeNbHAaa MHopMaumsa. VMimente B BUAY, YTO KOMNaHust ESET He oTnpaenseT OTBeTbl No/b3oBaTesNisam 6e3
HEeobXxoaAMMOCTW.

93



YcTraHoBuTe GiaXkok BecTr Xy pHas, 4Tobbl CO34aTb XKypHan COBbITUN /18 perucTpaumm GakToB 0TnpaBkn Ganios u
cTaTucTmyeckon HbopmMaumm. OH NO3BOJISIET 3aHOCUTb 3annck B )KypHaa cobbiTUl Npu oTripaske Ganios uin
CTaTUCTUKMN.

4.6.8 CeTeBble NOAK/IO4YEHUA

B pasnene «CeTeBble MOAKIHOYEHMUS» OTO6pa)I(BETCF| CMUCOK aKTUBHbIX M OT/IOXEHHbIX COeANHEHWNIW. DTO NO3BONSET
YnpaBadaTb BCEMU MPUNOXKEHUAMUA, MbITAOWLMMNCA YCTaHOBUTb NCXo4dume coeanHeHns.

‘@ ESET Smart Security = ol

'_S'_ I CRAADT I IDITVY C V,

4 Cmykebrble nporpammel » CETEBBIE NOAKNOUEHNA

FnaeHan
CeTeBble nogKnw4yeHHA

CranupoeaHue MK MprnoxeHue/ Nokan.., ¥aaneHHwii IP M..  Wou. | Bxo.. Otop.. | Moo
[]-svchost.exe 0B/s 0B/s 0B 0B -
[-svchost.exe 0B/s 0B/s 0B 0B
QBHOBNEHKE 0B/s O0B/s OB 0B
HIeZTIIa Server.exe 0B/fs 0Bfs 0B 0B |
Hactpoiika --s:c[losl.exe 0B/fs 0 B/s 0B 0B
=N ,élexplore.exe 0B/s 0B/s 94KB 13.2 KB

10.1.100.186:49222 74.125,39.104:443
ChyxeBHbIE NPOrPaMMBI 101100.186:4922374.125.77.97:443 TCP 0B/s 0B/s 18KB 6728 |=
101.100186:4922474,125.39.104:443 TCP 0B/s  0B/s 1.2KE 3166
101.100.186:4922574,125.77.100:443 TCP 0B/s 0B/s 10KE  26KB
CNpaBka n NogmepxKa 101.100186:4922674,125.39.18:443 TCP 0B/s  0B/s 17KE 7428

101.100.186:49227 74.125.39.96:443 TCP  0B/s 0 B/s 996 B 293 B

QX %@ O =

MpoTokon: TCP(5) - Transmission Contrel Protocol
Noxaneuwii agpec:  petko-PC.hg.eset.com (10.1.100.186)
Ynanennoid agpec:  fu-in-f104.1100.net (74.125.39.104)
Noxanbubiid nopr: 49222

Ynanennbii nopr: HTTPs(443) — https

Monyueno: E6 KB (DB/s)

Otnpaeneno: 24 KB (D B/s)

anEDIﬁ KHOMNKW MEBILUW MOMHC BbI3BaTh KOHTEKCTHOE MEHHD EblﬁpaHHDl’D obbekTa.

O OTkpbITE B HOBOM OKHE
Hactpouts Bng coeguHeEH ..,

Eer

MepBas CTpoKa COAEPXKUT UMS NPUTOXKEHNA U CKOPOCTb YCTAHOB/IEHHOTO CoeanHeHNns. 118 NpoCcMOTpa BCero cnmcka
COeAVHEHUI OTAEIbHOTO NMPUNOXKEHNS, a Takke 60/1ee NoAPO6HOM MHPOPMALMN HAXKMUTE +.

MpunoxeHne/JlokanbHbiN IP - HaMMeHOBaHME NPUIOXEHNS, NTOKabHble IP-aapeca M NopThl, MO KOTOPbIM
NPOUCXOAUT OBMEH AAHHBIMM.

YpaneHHbin IP - IP-agpec 1 HOMep NopTa COOTBETCTBYHOLLENO YAA/TEHHOrO KOMMbOTEpa.
MpoToKOoN - NCNOIb3yeMbIM MPOTOKOJI Nepeaayn AaHHbIX.

Bxopawas ckopocTb/cxoaauasn CKopocTb - TekyLlas CKopoCTb 06MeHa AaHHbIMM B COOTBETCTBYOLLMX
HamnpaB/eHNSX.

OTnpasneHo/Mony4yeHo - O6beM nepeflaHHbIX AAHHbIX C HA4Yana coeguHeHus.
OTKPbITb HOBOE OKHO - M03B0JISIeT 0TO6Pa3UTb MHPOPMALMIO B HOBOM OKHE.

MapameTp HacTpouUTb BUA, COEAUHEHUN... HA IKpaHe CeTeBble NOAKNOYEHUS BbIBOAUT CTPYKTYPY AOMONHUTENbHbBIX
napameTpoB pa3fena, KoTopble NO3BOMAIOT MPOU3BOAMTbL HACTPOMKY MPOCMOTPA NMOAK/OHEHWIA.

PaspewaTtb MMeHa - BCe CeTeBble 3fpeca, e 3T0 BO3MOXHO, 0TobpaxatoTca B popmarte DNS, a He B UMCTI0BOM
¢popmare IP-apecos.

MokasbiBaTb TONbKO coeauHeHus rno TCP - B cnncke 0To6pa>|<a+0ch TOJIbKO NOAKIYEHUS No npoTokony TCP.

NMokas3biBaTb cOeauHeHUs Nno OTKPbITbIM NOPTaM, HAa KOTOPbIX KOMMNbIOTEPp OXXUaaeT coeguHeHnsd - YyCTaHOBUTE
3TOT bela)l(OI( ans OTO6D&1)K€HVIFI TOJ1bKO I'IO,CI,KﬂPO‘-lEHVIl;I, Mo KOTOPbIM B HEICTOFILLI,VIPI MOMEHT He nponcxoanT obMeHa
OaHHbIMW, HO N4 KOTOPbIX CUCTEMA Y>Ke OTKPbIJla MOPThbl M OXKMAAET NOAKTHOYEHUNS.
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MokasbiBaTb BHYTPEHHUE COEAMHEHUS - YCTAHOBUTE 3TOT GAXKOK, YTOObI 0TOHPA3UTb TOIbKO Te COeAMHEHNS, B
KOTOPbIX YAANIEHHOW CTOPOHOW ABNSETCS TOKAbHbBIA KOMMbIOTEP (TaK Ha3blBAEMbI€ A0KAAbHbIE COEOUHEHUST).

LLlenKHMTe nogKnro4veHmne I'IpaBOPI KHOMKOW MbILLN, YTO6bI NMpOCMOTPEeTb AONONTHUTE/IbHbIE NMapaMeTpbl, Cpean
KOTOPpbIX eCTb a1eayrowme.

3anpeTuTb 06MeH AaHHbIMU A9 COefMHEHUS - 06PbIBAET YCTAHOB/IEHHOE COeAMHEeHMe. DTOT NapaMeTp AOCTYMEH,
TO/IbKO e/ LLENKHYTb akTUBHOE MOAK/TIOYEHME.

MNMokasaTb NoApO6HOCTU - BbibepuTe 3Ty YHKUMIO 418 0TOBpakeHWs NoApPO6HON MHPOPMALLMK O BblAeS1EHHOM
NOAKTHOYEHNN.

O6HOBUTb CKOPOCTbD : BbibepuTe Nepnogmn4HOCTb 06HOBNEHMS aKTUBHBIX MOAK/TOYEHUI.
O6HOBUTL ceryac : nepesarpyska okHa «CeTeBble MOAK0UYEHMAN.

[Be alegyroume BO3MOXKHOCTU AOCTYMHbI, TO/TbKO €T LWWENTKHYTb NPpUI0XKeHWe N NpoLecc, a He akTMBHOE
nogxksroyeHume.

BpemeHHO 3anpeTuUTb ceTeBoe coeauHeHue A8 rnpouecca: 3anpeTuTb TekyLine coeAnHeHuss LAHHOMO NPUIOXKEHUS.
Mpw CO30aHVM HOBOTO CoeanHeHus GpanepBo UCNOb3yeT NpegonpeneneHHoe npasmao. OnmMcaHme napamMmeTpoB CM.
B pasgesne [1paBu/ia v 30HbI.

BpeMeHHO pa3peluunTb CETEBOE COefMHEHME AN NPOLecca: pa3pellnTb TekyLme COeANHEHNS AaHHOTO
npunoxeHus. Npun co3faHnM HOBOro CoeaMHEHMS hanepBo/ UCNOb3YeT npefonpeneneHHoe npasnno. OnucaHmne
napaMeTpoB CM. B pasaesie [1paBu/ia v 30HbI.

4.6.9 OTnpaBka ¢pannoB Ha aHa/u3

[nanoroBoe OKHO OTNpaBKu GanaoB MNO3BOASET OTNPaBuTb damn B ESET Ha aHanus3. Insg 4ocTyna K 3TOMY OKHY
BblbepuTe Cny>kebHble nporpammbl > MpepoctaBUTb pania aaa aHanumsa. MNpu 06HapY>KEHUN HA KOMMbIOTepe
darna, NposBAAOLLEro NOAO3PUTENbHYIO AKTUBHOCTb, €r0 MOXKHO OTNPaBUTb B BUPYCHYtO abopatopuio ESET. Ecaum
dann oKaKeTcs BpefoHOCHbIM NPUAOXKEHWEM, HeObXoaMMan Ana ero 06Hapy)KeHns MHGopmMaums byaeT BKAOYEeHa B
nocnenytouime o6HOBAEHMS.

Apyrnm cnocobom O0TNpaBKkM SBASETCA 3N1eKTPOHHaa noyta. Ecim 3ToT cnocob Ans Bac yaobHee, 3aapxmBupyimnTe
dannbl c nomoLlbto nporpaMmmbl WIinRAR v WiInZIP, 3aimMTmnTe apxme naposem «infected» n oTnpaebTe ero no
agpecy samples@eset.com. [TOMHWUTE, 4TO TeMa NUCbMA A0JI)KHA OMMUCbIBATbL MpobaemMy, a TEKCT AO/IKEH COAEPXKaTb
Kak MOXXHO Bbosiee nofHyto MHGopMaumto o darne (Hanpumep, aapec Beb-canmTa, C KOTOPOro OH Obl/ 3arpy>KeH).

NMPUMEYAHMUE. Mpexae 4em oTnpaensaTb dann B ESET, ybeamutecsb B TOM, 4TO NpobieMa COOTBETCTBYET OAHOMY 13
cnepyomx kputepumes: (i) dann Booblue He 0bHapy>kmBaeTcs; (i) pann HeBepHO 06Hapy>XMBaeTCs Kak yrpo3a. OTBeT
Ha NoA06HbIW 3anpoc byaeT OTNpaB/ieH TOMbKO B TOM Clyyae, ec1v NOTpebyeTca AONONHUTeNbHAA MHGOpMaLMS.

MpuuunHa otnpaBku ¢panna: Bbibepute Hanboee noaxoasilee ans CO06LLEHNS OnucaHne. [JoCTynHbl ceayolme
BapuaHThl: Mopo3puTenbHbi $pain, JloxxHoe cpabaTbiBaHue 1 [ipyroe.

daiin — nyTb K Garny, KOTOPbIA Bbl HAMEPEHbI OTMPABUTb.

AA,pec 3N1eKTPOHHOM NoYTbl: aapec oTnpaengeTcsa B ESET BMecTe C NoA03pUTeNbHbIMU hannamm n MoxeT
MCMONb30BaTbLCA A4 3anpoca A0MNONHUTENbHON MHbOPMALMK, HEO6XOAMMOM A1 aHaNM3a. YKasblBaTb afpec
371eKTPOHHOM NOYTbl Heo643aTeNbHO. MOCKONbKY KaX bl AeHb Ha cepBepbl ESET NOCTynarT AeCATKN Thicad hannos,
HEBO3MOXKHO OTMPaBUTb OTBET Ha KaXk/bl 3aNpocC. BaM OTBETAT TO/IbKO B TOM C/1y4ae, eCv A/19 aHanmsa
noTpebyeTca AONONHUTeNbHAA MHGOpMaLMS.
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4.6.10 O6HOBJ/IEHMA CUCTEMDI

OyHKUMSA 06HOBNEHNA Windows sSIBISeTCA BaXKHOW COCTAB/ISALLEN 3aLLMTbl MOb30BaTener 0T BpeAOHOCHbIX
nporpamm. Mo 3Ton npuimHe o6HoBAeHMA Microsoft Windows cneflyeT ycTaHaBnMBaTb Cpasy Noc1e NosBAeHus.
MporpammHoe obecneyeHme ESET Smart Security yBeAoMASeT Nob30BaTeNsi 06 OTCYTCTBYOLWMX O6GHOBIEHUSAX B
COOTBETCTBUW C BbIBpAHHbIM YPOBHEM. [JOCTYMHbI C1eyIoLLe YPOBHM.

e Be3 06HOBJIEHUM : He by eT npeasaratbCs 3arpy3nTb 06HOBAEHMS CUCTEMBI.

e Heobs3aTenbHble 06HOBIEHUA GyAeT NpeanaraTbes 3arpy3nTb OOHOBAEHMS, MOMEYeHHble Kak MMetoLLme HU3KKIA U
60/1ee BbICOKNM MPUOPUTET.

e PekomeHp0BaHHble 0O6HOBIEHUS : ByAeT Npeasaratbcs 3arpy3nTb 06HOBIEHNS, MOMEYeHHbIe Kak UMetoLLme
006bIYHbIV 1 HONEee BbICOKMIA MPUOPUTET.

e Ba)kHble 06HOBNEHUSA : ByaeT npeanaraTbes 3arpy3mTb OOHOBNEHMS, MOMEYeHHble Kak BaXKHbIe U MMetoLLe bonee
BbICOKWI MPUOPUTET.

o Kputuyeckue o6HOBMEHUA: N0O1b30BaTENO ByAEeT NpeasiaratbCs 3arpy3nTb TOMbKO KPUTUYECKMEe OBHOBIEHMS.

[ns coxpaHeHUst U3sMeHeHnn HaXKMuTe KHonky OK. MNMocie npoBepku cTaTyca cepeepa 06HOBNEHWM HA 3KpaH byaeT
BbIBELEHO OKHO «OBHOBNEHNS CUCTEMbI», MO3TOMY AHHbIe 06 06HOBIEHUM CUCTEeMbI MOTYT 6bITb HEAOCTYMHbI
HenocpeacTBeHHO NOUIe COXPAHEHNS U3MEHEHNI.

4.6.11 [AunarHocTtuka

QYHKUMS ANATHOCTUKM GOPMUPYET aBapuiHbie AaMibl NpUAoXKeHUs npoueccos ESET (Hanpumep, ekrn). Ecnum
NPOUCXOAMUT CO0M NpUNoXeHusa, GopMmUpyeTca 4amn NaMsaTU. DTO MOXKET MOMOYb pazpaboTyMKaM BbIMOAHATb
OTNAAKY M yCTPaHATb pas/indHblie npobaemMbl ESET Smart Security. CyuwecTByeT ABa TMna 4amMMoB..

o MonHbIN gamMn NAMATU: PPErncTPUPYeTCs BCE COAEPXKUMOE CUCTEMHOM NAMSTU, KOTFAA HEOXMAAHHO
npekpalaeTcs paboTa npuaoXKeHus. NMoaHbIN AaMn NAMSTU MOXET COAEepXKaTb AaHHbIE MPOLECCOB, KOTOPbIe
BbIMOJTHANNC B MOMEHT CO34aHMA Aamna.

o MuHMpamn: pperncTpupyeTcs camblil Masiblii 06beM None3Hor MHGOPMALMK, KOTOPAs MOXKET MOMOYb BbISIBUTb
NPUYMHY HEOXKMAAHHOMO CH0S MPUNOXKEHWS. DTOT TUN damnna gamna MoXKeT H6biTb yA0OHO NCMONb30BaThb, eC/IN
MeCTO Ha AMCKe OrpaHm4eHo. OAHAKO OrpaHUYeHHbIM 06beM BIJTHOYEHHOW B HEr0 MHGOPMaL MM MOXKET He
MO3BOJINTb MpPUW aHanm3e Takoro darna 06HapYXXMTb OWNMOKM, KOTOPbIe He BblTN Bbi3BaHbl HEMOCPEACTBEHHO
NMOTOKOM, BbIMOJHSABLUMMCS B MOMEHT BO3HMKHOBEHWS MPO6aemMbl.

e YcTaHoBuTe GiXKOK He cozgaBaTh gamMn namMaTuv (MO YMOAYAHUIO), YTOObI OTKIKOUUTb 3TY QYHKLMIO.

LieneBow KaTasor: KaTasor, B KOTOPOM ByAeT co3aaBaThbcs Aamn npu c6oe. HaxxmMmuTe OTKpPbITb Nanky..., YTobbl
OTKPbITh 3TOT KaTas0r B HOBOM OKHE NPOB0JHUKA.

4.7 UHTepdenc

B pazgene UHTepdenc MoXkHo KoHOUryprpoBaTb NOBeAEHME rpadumyeckoro nHTepdernca noab3oBaTens
nporpamMmbl.

CnomMoLupo cny>|<e6H0|7| nporpamMmmbl I_Qagbl/ll(a MOXXHO M3MEHUTb BHELLUHWI BUA, nporpamMmmbl 1 NCNosiblyemsble

3bdeKThl.

MyTem HaCTpOl7IKVI napameTpoB B pa3zesne [1peaynpexaeHna 1 yBeaoMIeHNI MOXKHO U3MEHUTb NoBefeHumne
I'Ipe,ﬂ,yI'IDE)K,CI,EHVIl;I 06 O6Hapy>I<EHHbIX yrpo3ax n CUCTEMHbIX \/BELI,OM}'IEHMI;L VIX MO>XHO HaCTpOUTb B COOTBETCTBWUM CO
CBONMM I'IOTpe6HOCTFIMVI.

EC/IV NPUHATH peLLeHre 0 TOM, YTO HEKOTOPbIe YBELLOMJIEHUS He A0/IKHBI 0OTOBpaXaTbes, OHW ByAyT NPUCYTCTBOBATb
B 06/1acTV CKPbIThle OKHA YBEAOM/IEHUM 34eCb MOXKHO NPOBEPUTb X COCTOSHWE, MPOCMOTPETb AOMNOHUTEbHbIE
CBeLeHNs NN yAANUTb UX U3 AAHHOMO OKHa.

[nsa obecneveHns MakCMMasibHOrO yPOBHSA 6€30MacHOCTM MPOrpaMMHOT0 06ecneveHs MOXHO NpeaoTBpaTUTb
HeCcaHKLMOHNPOBAHHOE N3MEeHeHMe, 3aLLMTMB MapaMeTpbl NAPOJIEM C MOMOLLBIO CTY>KeGHOM NporpaMMebl [lapameTpbl
gocryna.

LLLenyok no Bblae/eHHOMY 06beKTY NMPaBOM KHOMKOM MbILLIN OTKPbIBAET KOHTEKCTHOE MEHID. 3Ta BO3MOXKHOCTb
MO3BOJIAAET UHTErpUPOBaTh 3/1EMEHTHI yripaBfieHnsa ESET Smart Security B KOHTEKCTHOE MEHHO.

NIrpoBOM pexuM yAo6eH Ans NtobuTenet KOMMNbIOTEPHbIX UMP U APYTUX MNO/Ib30BATE/EN, KOTOPble XOTAT paboTaTh C
KaKMMU-TME0 NMPUIOXKEHUAMM, HE OTB/IEKAACh HA BCMJIbIBAIOLLME OKHA, 3aM/1aHMPOBAHHbIe 334a4m U 1tobble
KOMMOHEHTbI, KOTOPbIE MOTYT CO34aTh HArpy3Ky Ha MPOLLECCOP 1 ONepaTMBHYO NaMSThb.
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4.7.1 Tpaduka

MapameTpbl MHTepdenca nosb3osaTens B ESET Smart Security no3BOASOT HACTpOUTL pabouyto cpeay B
COOTBETCTBUMN C KOHKPETHbLIMW TpebOoBaHMAMMK. TU NapamMeTpbl AOCTYMHbI B BeTBM UHTepderic nonb3oBaTens >
Fpaduka gepesa paclmpeHHbIx napameTpos ESET Smart Security .

B pa3gene dnemMeHTbl nHTepdenca cienyet cHATb Gaaxkok Fpadurueckuin MHTepdenc noib3oBaTens, ecim
rpaduryeckme 31eMEHTbl CHUXKAKT NMPOM3BOAUTEbHOCTb KOMMbIOTEPA UM BbI3bIBAKOT APYrMe NpobiemMsl.
padunyeckmin HTepdenc Takke MoXeT BblITb HEOBXOAMMO OTKIHOUYMTb NOb30BaATE/ISAM C 0C/1ab/IEHHbBIM 3DEHMEM,
MOCKOJIbKY OH MOXET KOHMIMKTOBATb CO CreLmanbHbIMM MPUAOXKEHUAMMN, UCMOIb3yeMbIMU A5 paboTbl C
oTobpaXkaeMblM Ha 3KpaHe TEKCTOM.

[N TOro 4To6bl OTKAOUUTL 3acTaBky ESET Smart Security, cHUMuTe Giaxkok MokasbiBaTb 3aCTaBKy Npu 3anycke.

EcnmnycrtaHoBneH dnaxok MokasbiBaTh NOACKA3KU, NPU HAaBeEHMM KypCopa Ha 3/1EMEHT ynpasieHus
oTObBpaXkaeTcs ero KpaTkoe onmMcaHue. Mpu yctaHoBAEHHOM diadkke BblGpaTb aKTUBHbIN 3/IEMEHT yrnpaBJieHUs
cucTema byeT BblAeNsTb N060M 31eMEHT, B AHHBIA MOMEHT HaxOoAAWMNCSA B aKTMBHOW 06/1aCTM Kypcopa MblLLK.
BblAefIeHHbI 3/1eMEHT akTUBMUPYETCS HaXKaTUeM KHOMKM MblLLW.

[N9 yMeHbLUIEHUS WU YBETMYEHNSI CKOPOCTU aHUMUPOBAHHbIX 3P HEKTOB ycTaHoBUTe GaaXkok Micnonb3oBaTb
aHUMaLUIO 1 NepemMecTuTe Noa3yHoK CKOPOCTb B/IEBO W/ BMPABO.

[nsiTOoro 4tobbl NCNOB30BaATh AHMMUPOBAHHbIE 3HAYKM A/18 OTOOPAKEHMSA XOA4A BbINMOTHEHWS Pa3INYHbIX OnepaLmm,
ycTaHoBuTe dnaxxok Mcnonb3oBaTb aHUMALMIO MPU OTO6paXkeHUn xo4a BbiMosiHeHUS. ECim nporpamMmma Ao/KHa
BOCMPOM3BOAUTb 3BYKOBOE NpeaynpexaeHme Npm BO3HUKHOBEHWI BXKHOTO COBObITUS, yCTaHOBUTE GIAXKOK
Mcnonb3oBaTb 3BYKWU.

= ESET Smart Security @
JononHuTensHele HACTPOMKW (es[2
-l KoMnstoTep WHTepdeiic
-l CeTb SNEMEHTEI MHTEPhENCE

-ig VHTEPHET W 3NEKTPOHHEA NoYTa
- f PoAWMTENLCKMIA KOHTPONb
{3 OBHoEREHME

|H] mradwueawmil mTepdeiic

MokasbIBaTh 3ACTABKY NPU 3anycKe

[H- % CnysebHele NporpatMsl MoKasEIBATE NOACKAIKK
B- WMHTepdeiic || BrifpaTe aKTHEHENIT SNEMEHT YIpaENEHMS
[ rmd]ﬂ“a
MpeaynpekaeHs 1 YBEAOMAEHS SthdbercTil
CKPLITHIE OKHE YBEAOMASHMI
KpeTe) ¥ [¥] Mcnonezosate aHumalo
HacTpoiika aocTyna
; KOHTEKCTHOE MEHKD CropocTe - - =+
o Wrposoi peskim MCNonb308aTE HUMALKD NP 0TOBPEHEHMA X043 BbINOAHEHKA

Mcnonb30BaTh 3BYKK

[ [Fy] OK ][ OTHeHa ][I‘Iomonqaﬂmo

4.7.2 TlpepynpexaeHusa v ysefaomMmaeHuUs

Pazgnen Hactpoiika npegynpexaeHnii U yseaomieHnm okHa UHTepgenc faeT BO3MOXKHOCTb CKOHOUIYPUPOBATb,
Kaknum obpasom B ESET Smart Security o6pabatbiBatoTca npeaynpexxaeHns (Hanpumep, coobLleHns 06 ycnewHom
BbIMO/THEHN OBHOBIEHUIA) N CUCTEMHbIE YBEOMEHUS. 34eCh TAKXKE MOXXHO HACTPOUTb BpeMs OTOBpaxKeHUs U
YPOBEHb MPO3PAYHOCTM YBEAOMIEHUI HA NaHEeNM 3a[a4 (MPUMEHSETCA TObKO K CUCTeMaM, NOAAEPXKNBAK LM
yBeAOMJIeHWs HA NaHeM 3a4aY).

MepBbI NYHKT — OTO6paXkaTb NpeaynpeXxaeHns. ECv 3ToT GAaXKOK CHAT, OKHA nNpeaynpeXxaeHuns He by oyt
BbIBOAMTbCS HA 3KpaH. Takor Noaxof ciefyeT UCNosib30BaTh TOMbKO B HE6O/IbLIOM KOMYECTBe 0CObbIX CUTyauui. B
60/IbLLMHCTBE C/Ty4YaeB PEKOMEHYeTCA OCTaBUTb /11 3TOr0 MapaMeTpa 3Ha4YeHMe Mo YMOTHAHMIO (BK/THOYEH).

[naT0oro 4tobbl BCN/1bIBAKOLLME OKHA 3aKpbiBa/1NCb aBTOMATUHECKN MO UCTEeYEeEHUK onpeaeneHHoro nepnoaa
BpeEMEHW, yCTAHOBUTE CI)}'IEOKOK 3akpbiBaTb gmanoru COO06LLLEeHUIM aBTOMATUYECKN MO UCTEYEHUM (cek.). Ecim okHO
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npeagynpexaneHna He 6y,EI,ET 3aKpbITO NMoJib30BaTesieM, OHO 3aKpblBaeTCqd aBTOMaTN4eCkn Yepes yl(a3aHHbIVI
NMPOMEeXXYyTOK BpeMeHW.

YBeAoMIEeHNA Ha paboyeM CTO/e 1 BCM/IbiBatoLLMe MOACKA3KMN NpeaHa3HaYeHbl TObKO A1 MUHGOPMUPOBaHMS U HE
TpebytoT y4acTuna nonb3osaTend. OHM 0To6paxarTca B 061aCTV YBeAOM/IEHWI B MPABOM HUXKHEM Yy SKpaHa. [ns
TOr0 YTO6bI AKTUBMPOBATb YBEAOMIEHWSA HA paboyeM CTose, yCTaHoBUTe Giakok OTo6paXkaTb yBeaoM/IeHNs Ha
pa6ouem cTone. bonee NoApo6HbIE NapaMeTpbl, TaKME Kak BpeMs 0TO6paXKeHMs U Npo3padvHOCTb OKHA
YBEOMIEHWNIA, MOXXHO M3MEHUTb, HaXaB KHOMKY HaCTpOUTb yBeA,oMIeHuUS.... 114 NpeaBapmuTelbHOro NpocMoTpa
YBEOM/IEHWNIA HAXXMUTE KHOMKY MpocMoTp.

MapameTp OTO6pa)kaTh NOACKA3KW HAa NaHeNnu 3agaY B TedeHue (ceK.) npefHasHavyeH A1 HacTPONKN BpeMeHu
0TOBPAKEHMA BCMJ1bIBAKOLLMX MOACKA3OK.

® ESET Smart Security @
JononHWTenbHLIe HACTPOMKW (es[Ey
- KoMneroTep MpeaynpexaeHa U YBEAOMAEHHA
-1 CeTb OKHO MPEAYNPEKAEHHA
|4l VIHTEPHET W 3NEKTPOHHAR NOYTa COKHO NpeaynpesaeHa NoASNASTCA Npy obHapYeHMM BUpYCa MK HeobxoguMocTH
- i PoguTensowmil KoHTpans BMEWATENLCTES NONL30BaTENA
(& OBHoEREHME OTobpaaTe Npea ynpekaeHIa

% CnywelHele NporpanMsl
= ) WHTepdeiRc

: Mpaduka
3aKPLIBaTE AMAN0rK CooBWEeHA aBTOMaTUHEIKK No McTedeHn (cew.): 120 =
CKPBITEIE OKHE YEEAOMNEHMIA
HacTpoiika aocTyna WHTEPEKTHEHEIE YEELOMNEHNA 1 BONEIBSHOLME NOACKASKM

; KOHTEKCTHOE MEHID Mo yMON4YEHWD MHTEPAKTHEHEIE YEEAO0MAEHKA 0TOODEKATCA B NPABOM HIDKHEM Yriy
- Wrposaii pesim 3KPaHa B CHTYaLMAX, He Tpebyiownx BMellaTeNLCTEa NoNb30BaTENd,

OKHO YBEAOMNEHWA
[OManory, NpefHasHaYeHHeIe ANA 0ToDPEHEHUS KOPOTHMY CODBLLEHWA UMW BONPOCOB.

OTobpakaTe YEEAoMIEHWMA Ha pabodem cTone ’ HacTpouT yEeaoMIEHHA. ..

=
OTofpaaTh NOACKA3KKM Ha MEHENM 33034 & TeueHue (e ): 10 =

[ OTofpakaTe yEEAOMNEHIMA TOMBKD NPH HEOBXOAMMOCTH EMEWATENECTES NONE30EATENA

Mpw BEINEAHEHMM FIDMHODKEHMﬁ B NONHO3KPaHHOM PexuMe OTOEDEDKaTb TONbKO
YEEAOMAEHWA, TPEDYIOWME BMEWATENLCTES NONBI0EATENS

[ LONOAHMTENEHEIE HACTPOMKM. .. ]

[ @log ][ OTHEHa ][I‘Io monanwol

MapameTp OTO6pa)kaTh yBeA,0M/IEHUSA TOJIbKO NPYU HEO6XOAMMOCTU BMeLLaTeIbCTBA MN0J1b30BaTeNs MNo3BosseT
BK/1HOYATb 1 OTK/1tO4ATb OTOBpaXKeHWe NpeaynpexaeHu 1 yBeAOMIeHNIN, KOTOpble He TPebytoT BMelLaTenbCTBa
nonb3oBaTend. YcraHoBuTe Gpiadkok Mpu BbINOIHEHUU NPUIOXEHUN B NMOHO3KPAHHOM peXuMe oTobpaxaTtb
TOJIbKO YBef0M/IeHUs, Tpebylolwme BMellaTebCTBa NoJb30BaTeNs, YTOObI 3aMpeTuThb BCE HEMHTEePaKTUBHbIe

yBeAOM/TIEHNA.

HakmuTe [JLono/MHNTENIbHbIe HACTPOMKMU..., UTOObI MEPENTU K paclUMpeHHbIM NapamMeTpamM NpeaynpexaeHu u
YBEe[,0MJIEHU.

4.7.2.1 [onosHUTe/ibHble HACTPOMNKU

B packpbiBatoLLEMCA MeHIO MUHMMAaNbHaA AeTannsanms oTob6parkaeMbix CO6bITUN MOXKHO BbIOGpaTh HA4abHbI
YPOBEHb CEPbE3HOCTU NPeAyNpPexXAeHU 1 yBeAOMIEHWI, KOTOPbIE CleayeT 0TobpaxaTb.

[OunarHocTuka : pernctpupyetcs MHbGopmauns, Heobxoanmas Ans TWaTeNbHOM HACTPOMKN MPOrpaMMbl, @ TAKXKe

BCE MepeynCcIeHHble Bbllle 3anncu.

o VMIHpOpMaLLMOHHbIE: 3aMNCbIBAKOTCA MHPOPMALMOHHbIE COOBLLEHNS, B TOM Yudie coobLeHnsa 06 yCnewHoM
BbIMO/IHEHNN OBHOBNEHMSA, A TAKOKe BCE MepevnCIeHHbIe BblLLe 3anmcu.

o MpepynpexaeHns: 3anncbiBaeTca MHGopmMaums 060 BCeX KPUTUYECKMX OLUMOKAxX 1 NpeaynpeXXKaeHnsX.

e OWMBKKU: ByayT perncTtprupoBaTbhbCa OLMOKM, Takmne Kak "Owubka 3azpy3ku patna”, n KpUTUHECKME OLLNOKMN.

o Kputunueckue: permctpmpyroTCs TOIbKO KpUTUYECKME OWNOKM (OLIMOKK 3anycKa 3aLUmTbl OT BMPYCOB,

nepcoHanbHOro gamvepeosiam T. m.).

MocnegHW NapaMeTp 3TOro pasaena no3BoaseT CKOHPUIYpUpOBaTb, KTO MMEHHO AOJIXKEH MOJy4YaTb YBEAOMIEHUS B
MHOTIOMOJ/1b30BaTe1bCKOV Cpefe. B nosie B MHOronoib3oBaTeNbCKMX CMCTEeMax oTo6parkaTh yBe[,oMIeHUs As
no/sib3oBaTenN yKa3blBaeTCs MO/b30BaTENb, KOTOPbIN ByAeT NOyyYaTb CUCTEMHbIE UM MPOYMe YBEeAOMJ/IEHUS, eCI
OJHOBPEMEHHO MOXET HbITb MOAK/TIOYEHO HECKObKO NMOJib30oBaTenen. O6bIYHO 3TO CUCTEMHBIN UK CETEBOM
AOMUHUCTPATOP. OTa PYHKLMSA 0COBEHHO NOMe3Ha 419 TEPMUHANbHbBIX CEPBEPOB MPU YCTOBUK, YTO BCE CUCTEMHbIE
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yBeaOM/TeHNA OTNPaBNATCA aAMUHUCTPATOPY.

4.7.3 CKpbITble OKHa yBeAOMJIeHUN

Eciv ong ogHOro 13 NoKkasaHHbIX paHee OKOH yBeAOM/IeHMK (MpeaynpexaeHi) 6bia BbibpaH napameTp He
nokasbiBaTb 3TO COO6LEeHMe, JaHHOE OKHO MOSIBUTCS B CMTUCKE CKPbITbIX OKOH YBEAOMEHUN. [JeNCTBUS, KOTOPbIE B
HaCTOSLWMMA MOMEHT BbIMO/THAKOTCS aBTOMATUYECKM, OTObBpaXkatoTCs B CToN6Le € 3aroioBkom MNMopTBepanTb.

MokasaTtb: NpeaBapuTen bHbIN NMpOCMOTP OKOH VBeD,OM)'IEHI/IVI, KOTOpble cemyac He 0T06pa>|<a+0ch n onga KOTopblX
CKOHPUIrypMpOBaHO aBTOMAaTM4eckoe LencTBme.

YAanuTb: yaaneHune 3n1emMeHTOB 13 cnmcka CKpbITble AMaioroBble OKHA. Bce OKHA yBeAOMAEHNN, yaaeHHble 13
CNnCKa, CHOBa byAyT OTobBpaxaTbCs.

4.7.4 Hactpouka gocTyna

[ns obecnevyeHns MakCMManbHOM 6@30MacHOCTM KOMMbOTepa HY>KHO, YTO6bl MporpaMMHoe obecnedeHne ESET
Smart Security 66110 IpaBUAbHO CKOHPUIYPUPOBAHO. HeKBaNNGULMPOBAHHOE M3MEHEHME NapaMeTPOB MOXXET
NPUBECTUN K MOTepe BaXHbIX AAHHbIX. DTOT NapaMeTp pacnosioxeH B NogMeH0 HacTporka goctyna pasgena
NHTepdenc. Ina npeaoTBpalleHns HeCAaHKLMOHNUPOBAHHOTO 3MeHeHMs napaMeTpbl ESET Smart Security MOXXHO
3aWNTUTb NaposieMm.

@ ESET Smart Security [~ B[]

JononHWTEeNEHBIE HACTPOMKHK (es[E

-l KomnetoTep MapaMeTphl A0CTYNA
I cems 3alWMTE YCTEHOBOYHBIX MEPaMETROE

&g VIHTEDHET M 3NEKTPOHHEA NOYTa MoKHO SEWMTHTE NEPOMEM NAPEMETPEI OT HEXENATENEHOD HIMEHEHWA
- PoanTensckii KoHTpOnE NOMbL30BATENAMM.

i-(5) OfHoBneHMe

-3 CrysebHele nporpamms
-8 WHTepdeiic [T 3awmTiTs NapameTpel naponem
MpeaynpexaeHus U yBELOMIEHNA
CKPEITEIE OKHE YEEAOMNEHMA

; KOHTEKCTHOR MEHHD

- Wrposoi pexmm

MNapaMeTpel He SaWMLEHE! NEPOnEM.

Mpaea nonesoBaTEns
[ANA M3MEHEHWA HEKOTOPEIX NAPAMETPOE MOTYT NoTPEB0BaTECA NPaBa aaMMHUCTPETOPE.

TpebyeTca NonHeI HaBop NPas aAMWHWCTPETOPE ANA OrPEHMYEHHBIX YHETHBIX
3aNMCeEl aOMMHUCTPETOPE

MoKasbiBaTh AMANoroB0e OKHO BPEMEHM CXRMAAHWA 33LUMTHI

[ @lgﬁ ][ OTMEHa ][I‘Io monanwo]

MapameTpbl 3aLULLEHbl NApOJIeM: BK/TIOYAET UKW OTK/IHOYAET 3aLUMUTY NapamMeTpoB NporpamMMbl. YCTaHOBUTE UK
CHUMUTE 3TOT PNIAKOK, YTOObI OTKPbITh OKHO HACTPOMKM NApPONS.

[N yCTaHOBKM UV U3MEHEHWS NApOs A4 3alMT bl TApaMeTpPOB HAKMUTEe HacTporka napons....

TpebyeTcs NosHbIM HA60p NpaB agMUHUCTPATOPA A/19 OrPaHNYEHHbIX YYETHbIX 3anucen agMUHUCTpaTOpa:
YyCTAaHOBUTE 3TOT GAKOK, YTOObI MPU U3MEHEHUM OTNPEAEIEHHbIX MAPaMeTPOB CUCTEMbI TEKYLLEMY MO/Ib30BATENIO B
Cflyyae, e1n y TaKOro NoJib30BaTeN A HET NMPaB aAMUHUCTPATOPa, Npeaaarasiocs BBECTU MMS 1 NMapoJsib
aAMUHUCTPaTopa (AHAOTUYHO KOHTPOJIIO YHeTHbIX 3anucert B Windows Vista). K usmeHeHMsaM 0THOCUTCA
OTK/TIOYEHME MOAYIeN 3aWMTbI UK danepBona.

MokasbiBaTb 4MA/IOrOBOE OKHO BPEMEHU 0XXUAAHUSA 3aLUTbL: eCTN 3TOT GAAKOK YCTAHOB/IEH, NMPY BPEMEHHOM
OTK/TIOYEHMM 3ALLMTbI Yepes MeHto Nporpammbl nn pasaen ESET Smart Security > HacTpoika Ha akpaH byaeT
BbIBEJEHO CreLMaibHOe OKHO. PAckpblBatoLleecs MeHio NMeprog, BpeMeHU B OKHe BpeMeHHO OTKIIUUTD 3aLUTy
NpeacTaBngeT TOT Nepuo BPEMEHM, HA KOTOPbIN ByAyT OTKIOYEHbI BCE BbIGPAHHbIE HYaCT W 3aLLUMTHI.
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4.7.5 KOHTEKCTHOE MEeHI

LLlen4ok no BbIGpaHHOMY 06beKTY MPABOM KHOMKOW MbILLV OTKPbIBAET KOHTEKCTHOE MEHI0. B 3TOM MeHI0
nepeyncieHbl Bce MpUMeHUMble K 06 EKTY KOMaH/bI.

DnemeHTbl yrnpaeaeHms ESET Smart Security MOXXHO MHTErpmpoBaTh B KOHTEKCTHOE MeHI0. bosiee geTanbHas
HaCTpoMKa AaHHOM GYHKLIMOHAIbHOCT W BbIMOJTHSAETCA B paclUMPEeHHbIX NapaMeTpax, B pasaenax UHTepdenc u
KOHTeKkCcTHOe MeHI0.

WHTerpupoBaTb C KOHTEKCTHbIM MEHIO: MOXXHO MHTErpupoBaTh 3/1eMeHTbl ynpaeneHmnsa ESET Smart Security B
KOHTEKCTHOE MEHIO.

B packpbiBatoLLLEeMCS MeHIO TUM MEeHIO AOCTYMHbI C1eAyoLLMe BApUAHTbI.

e MonHoe (c NnpeaBapuTebHbIM CKAHUPOBAHNEM) : AKTUBALMS BCeX PYHKLMM KOHTEKCTHOMO MEHHO; B I/1aBHOM
MeH0 NoABUTCSA NYHKT CKaHMpoBaTb Nporpammon ESET Smart Security.

e MonHoe (c NnpeaBapuUTe/IbHOM OYUCTKOM) : aKTUBALMSA BCEX QYHKLMIM KOHTEKCTHOTO MEHIO; B T/1IABHOM MEHH0
NosIBUTCA MYHKT O4YMCTUTL Nporpammon ESET Smart Security.

e TO/IbKO CKAHUPOBATb : TOJ/IbKO MNYHKT CKaHMpoBaTb NporpaMmmon ESET Smart Security NosSBUTCS B KOHTEKCTHOM
MEHIO.

e TONIbKO 04MCTKA : TO/IbKO MYHKT OYMCTUTb NporpammMon ESET Smart Security NosBuTCs B KOHTEKCTHOM MEHIHO.

MoaTBepXAeHUs: e/l Nob30BaTeb MNbITAETCA MPUMEHUTb MYHKT KOHTEKCTHOTO MeHH0 K 60/1bLUeMy KOMYecTBy
06BEKTOB, YeM YKa3aHo B MoJie BbIBOAUTb 3aNpoc, ec/iv Konm4ecTso ¢pan/ioB NpeBbIWaeT, Ha 3KPaH BbIBOANTCS
OOMNOMHUTeNbHOE NpeaynpexaeHne. Mo yMOTYaHWUIO B Ka4eCTBe 3HAYeHMS 3TOro NapamMeTpa yka3aHo BOCeMb
06BbEKTOB.

4.7.6 NrpoBou pexum

NrpoBOV pexxnm — 3To GyHKLMSA ANa N06UTenert KOMNbOTEPHbIX UrP, KOTOPbIE CTPEMATCA LOBUTLCS OTCYTCTBUSA
KaKMx-11M6o NepepbIBOB B UCMOJIb3YEMOM UMUK MPOrpaMMHOM 06ecrnedeHnmn 1 0TBAEKALWMX OT NpoLecca
BCMJ1bIBAOLLMX OKOH, @ TAKXKEe XOTST CBECTU K MUHUMYMY NOTpebieHne pecypcoB Npoueccopa. IrpoBom pexknm
TaKXKe MOXHO MCMOo/1b30BaTh B KAYECTBE PeXmnma npeseHTaunin, B KOTOPOM Mpe3eHTaLMio He CiedyeT NpepbiBaTh
[eaTeNbHOCTbO MPOrpamMMbl 3aLMTbl OT BUPYCOB. MpU BKIOHEHWM 3TOM QYHKLUM OTKIIOHAKOTCS BCE BCMJ/1bIBAKOLLME
OKHa, a paboTa NnJaHNpPOBLUMKA NMOMTHOCTbIO OCTAHABIMBAETCS. 3aLMTa CUCTEMBI MO-MpexHemy paboTaet B OHOBOM
peXxxMe, HO He TpebyeT Kakoro-Mbo BMeLLaTebCTBa CO CTOPOHbI NMO/1b30BaTENS.

rpoBom pexxmm MOXXHO BK/THOUUTb M OTK/TKOYUTb B I/1TaBHOM OKkHe ESET Smart Security B o6nactv HacTpowka cnpasa
NN Yepe3 MeHI0 paclUMPeHHbIX NapaMeTpoB. [epenTr B MEeHIO paclLMpeHHbIX MApaMeTpoB MOXHO, HaXkaB MeperiTu
K A,0MOJ/IHUTE/IbHBIM HACTPOMKAM... B HVXKHEWN YaCcTW F1aBHOMO OKHA MporpamMmel, a 3aTeM Boibpas UHTepgenc >
UrpoBow peXuM. YCTaHOBUTE GKOK BKAKOUYUTb UTPOBOM PEXMUM CMPaBa, YTOOb! BIUTKOUNTL 3TY GYHKLMIO.
Bi/1toYEHME MFPOBOTO pexxrMa MOXKeT NpeAcTaBAaTb Yyrpo3y 415 6€30nacHOCTM, NO3TOMY 3HAYOK COCTOSIHUSA 3aLLMTbI
B MaHeM 33434 CTaHeT XKeNTOro LBeTa, 4Tobbl TeM CaMmbiM NpeaynpeanTb N0b30BaTens. Talkoke Takoe
npeaynpexaeHne MOXHO YBMAETb B rNaBHOM OkHe ESET Smart Security B o6n1actv FnaBHas, rae Ha 3KpaH XXenTbiM
LBeTOM byaeT BbiBeleHa HaAMMCb UrpoBoM peXXyuM BKJTHOUEH.

EcAu yCcTaHOBUTb GpaXkKoK ABTOMaTU4YECKN BK/1I0HATbh UTPOBOM PEXXUM MPpU BbINOJHEHUU NPUJIOXKEHU B
NOMIHO3KPaHHOM peXUMe, UrPoBOY pexkiuM ByAeT 3anyckaTbCs NpY 3anycke Kakoro-n6o NpuaosXKeHns B
MOJIHO3KPAHHOM peXMMe M aBTOMATUYECKM BbIK/THOHYATbCA NOC/1E BbIXOAa M3 TAKOT0 MPUITOXKEHMS. DTO 0COBEHHO
yO06HO A/14 3anycka UrpoBOro pexknuma cpasy nocae 3anycka Urpbl, OTKPbITUSA KAKOFO-MG0 NMPUIOXKEHNS B
MOJIHO3KPAHHOM peXkKume WUaKn Hadyana paboTbl C Mpe3eHTauunen.

Tak>xe MOXHO YyCTaHOBUTb cbna>|<0|< OTKA4YaThb MFPOBOﬁ peXXnm aBToMaTuUyecku yepes X MUHYT ¥ yKa3aTb Bpemsa
(3HaveHwe no yMon4aHmio — 1 Ml/lHyTa). 3Ta BO3MOXXHOCTb MCMONb3yeTCs, ecin VII'DOBOIZ PEXNM HY>KeH TOJZIbKO Ha
onpeneneHHoe epeM4, nNo OKOH4YaHMN KOTOPOTro ero adiegyet aBToMaTmMHeCkn OTK/THOYAUTDb.

NMPUMEYAHMUE. Ecnn nepcoHanbHbi panepBo paboTaeT B MHTEPAKTMBHOM PeXXMe 1 BK/TIOUYEH MTPOBOMN PEXKMM,
BO3MO>HbI MPO61eMbl MPY NOAKIOYEHUN K IHTepHeTY. OTO MOXET NpeACcTaBNAaTb CTIOXKHOCTU, eC/1M 3anycKaeTcs
nrpa, B KOTOPOW UCMONb3YyeTCs NoAKI0YeHVe K VIHTepHeTy. O6bI4HO NONb30BaTeNt0 NpeasiaraeTcs NOATBepAUTb
HY>KHOE AercTBMe (e He 334aH0 HUKAKMX MPaBUA AW UCKTOYEHUI AN[ NOAKII0YEHNS), HO B UTPOBOM peXXmMMe
B3aMMOAENCTBME C MOJIb30BaTe/EM HEBO3MOXKHO. B KayecTBe peLleHs MOXHO 33aTb MPaBWAO0 MNOAKIKOYEHMS 1S
KaX0ro MPUNOXEHUS, KOTOPOE MOXET KOHGIMKTOBATb C TAKMM NOBEAEHNEeM, UKW UCMO/1b30BaTb APYrov PeXKMm
dunbTpaumm B nepcoHanbHoM darepsone. Takke ciefyeT MOMHUTb O TOM, YTO MPW BKTKOYEHHOM UIPOBOM peXxumMe
MOXeT ObITb 3a6/10KMPOBaH Nepexo/, Ha Be6-CTPaHULYy WM UCMO1b30BaHME MPUIOXKEHWS, KOTOPble CMOCO6HbI
NpeacTaBnaTb yrpo3y Aas 6e30nacHOCTM, HO MPY 3TOM Ha 3KPaH He 6yAeT BbiBeAEHO HUKAKOT0 MOSICHEHWS Un
npeaynpexaeHus, NoCKObKy B3aMMOAENCTBME C MOb30BaTe1eM OTKITHOHEHO.
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5. 0149 onbITHbIX NONb30BaTe/1en

5.1 HacTtpomnka npokcu-cepsepa

B 60/1bLLUMX NOKANbHbIX CETAX MOAKOYEHME KOMMbIOTEPOB K VIHTepHEeTY MOXET OCYLLEeCTBAATbLCSA Yepe3 NpoKCK-
cepBep. B3TOM cnyyae HeO6X0AMMO 334aTb ONMUCAHHbIE HUXKE MapaMeTpbl. ECIM 3TOro He caenatb, MporpamMma He
CMOXKeT 06HOBNATBLCSA aBTOMATMYeckn. B ESET Smart Security HACTpOMKY NpOKCU-CepBEepa MOXHO BbIMOJHUTb B ABYX
pa3HbIX pasfenax Aepesa pacllnpeHHbIX napamMeTpos.

Bo-nepBbIX, NapaMeTpbl MPOKCU-CEPBEPA MOXXHO KOHGUIYPUPOBaTb B pasaesne [JonoAHUTENbHbIE HACTPOMNKY,
[OCTYMHOM Yepe3 Cayrke6Hble Mporpammbl > NMpoKcu-cepBep. HacTponka NpokCcW-cepBepa Ha 3TOM YpOBHe
No3BONSET 3a/1aTb €ro NapameTpbl Aa5 nporpaMmmsl ESET Smart Security B Lies1oM. OHU UCMONb3YHOTCA BCEMU
MOZYNAMMU NPOrpamMMbl, KOTOPbIM TpebyeTca NOAKIOYEHNE K VIHTEPHETY.

19 HACTpOMKM NapaMeTpoB NPOKCU-CEPBEPA HA 3TOM YPOBHE yCTaHOBUTE haxkok Mcnonb3oBaTh NpoKCcU-cepeep,
a3aTem BBeAUTe afpec NpoKkcu-cepeepa B nose Mpokcu-cepeep, a TaKXKe yKaKUTe HOMep ero noprta B
COOTBETCTBYIOLLEM NOSE.

= ESET Smart Security -5 |[3al
[ OonoAHNTeNEHBIE HACTPOMKK (es
B KoMneoTep Mpokcu-cepsep
-1 Cetb [¥] MienonssosaTs Npokoi-cepsep
' WHTEpHET 1 BJ:IEI(TDDHHEH no4Ta Mpokeou-cepsep: MopT:
¢ PoanTensckii KoHTpONE
1@ OBHoBNEHME 192.168.1.1 3128
5&\ CJ‘I}')KE?HbIE MporpaMMsl e ey AR R TS TRaE e
: PaiAnel KypHana
WMA nonb3oBaTENA: Mapons:
Mpokou-cepsep
KapaHThH
ESET Live Grid
‘ CUCTEMHBIE 0BHOBNEHMS HaiiTi npoKou-cepeep
o [WErHOCTHKS
----- B MHTepdeic nonssosaTena
- MHTepdeic
[ @OK J [ OTMeHa ] [ Mo yManyaHuo ]

Ecnv TpebyeTca ayTeHTUdMKaums Ha NpoKcu-cepeepe, ycTaHoBuTe diaxkok NMpokcu-cepeep Tpebyer
ayTeHTUOMKaLUK, a 3aTeM YKAKMTE UMS NONb30BaTENS M MAPOJIb B COOTBETCTBYHOLLMX NOAAX. HAKMUTE KHOMKY
HainTu npokcu-cepBep, YTO6bl aBTOMaTUYeCKM ONpeaeInTb NnapameTpbl MPOKCU-CEPBEPA M BCTABUTb UX. ByayT
CKOMMPOBaHbl MapaMeTpbl, yKa3aHHble B Internet Explorer.

MPUMEYAHME: OTa GYyHKLMSA HE MO3BONSET MNOMYUYNTb AaHHbIE ayTeHTUUKALMN (MM MONb30BaTeNs U NAPOJIb), UX
nosb3oBaTe/b JO/KEH yKa3aTb CAMOCTOSATE/bHO.

MapaMeTpbl NpOKCK-CepBepa Tak)Ke MOXXHO HACTPOUTb B pacLUMPEHHbIX NapamMeTpax 06HoBAeHNS (BETBb
O6HoBNeHUue fepeBa [LOMOHUTENbHbIE HACTPOMKMN). DTV NapaMeTpbl MPUMEHSAIOTCA K KOHKPETHOMY Npoduito
O0OHOBNEHNS N PEKOMEHAYIOTCA A1 HOYTOYKOB, Tak Kak OHM YacTo NoJlyyatoT 06HOBNEHMUS CUTHATYp BUPYCOB U3
PasHblX MCTOYHWKOB. 14 NOAyYeHUS AONONHUTENbHbIX CBeAEHNM 06 3TUX NapaMeTpax cM. pa3aen Jono/IHNTe/ibHble
HACTPOVIKM OBHOBNEHUS.
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JononHuTensHEIE HACTRORKN @
Mporcen HTTP | Mocansras cem

() Menons3o8aTs ofilume NapaMeTpE! NPOKCH-CEpEEpa

() He wcnonsso8aTe Npokcu-cepeep

@ CoepHEHWE YEPES NPOKCM-CEPEED
Dpokcwn-cepsep: MopT:
192.168.11 3128

WM nonesosatens: Mapone:

user LTI T TS

[ QK ] [ CmaeHa

5.2 MnopT un 3KCcnopT napamMmeTpoB

VIMNOPT 1 3KCNOpT KOH®Urypaumm ESET Smart Security MOXHO BbIMOIHWTb B pasaene HacTpomka.

M onauMmnopTa, U 418 3KCnopTa UCnob3yoTca dainbl B dopmate XML. MIMAOPT M 3KCNOPT yAO06HbI, €C/TU HYXKHO
CO3[aTb pe3epBHYIO KOMMIO TekyLLen KoHPurypaumm ESET Smart Security 414 AanbHENLWEero UCnosib3oBaHms. SKCNopT
napaMeTpoB TaKe Noe3eH, eI HE06X0AMMO MCMOb30BaTb BbI6paHHy0 KoHdUrypaumio ESET Smart Security Ha
HECKO/IbKMX KOMMbloTepax. 418 3Toro dann XML MOXHO Nerko MMMNopTUPOBaTb A8 NepeHoca Hy>KHbIX NapamMeTpoB.

VIMNopTnpoBaTb KOHPUIrypaLmMo HECTOXKHO. B F1aBHOM MeHHo BbibepuTe NyHKT HacTponka > MMMNOpT 1 3KCNOopT
napameTpos..., a 3aTeM — KoMaHay UMnopT napameTpoB. Beeaute nyTb K danny KOHOUrypaumm A HOKMUTE
KHOMKY ..., 4TOObI BbI6PATb HYXXHbIV Garn KOHOUrypaLmm, KOTOPbIA clefyeT MMNOPTMPOBaTb.

Mpoueaypa 3kcnopTa KOHOUIYpaLMmM MOX0XKa Ha ee MMMNOPT. B r1aBHOM MeHIo BbibepuTe NyHKT HacTpowka >
MMnopT 1 3KCNOPT NapaMeTposB.... BoibepuTe dyHKUMIO DKCNOPT NnapamMeTpoB v BBeauTe Umsa panna ans danna
KoH®Urypaumm (Hanpumep, export.xml). C MOMOLLbI0 NPOBOAHNKA BbibEpUTE MEeCTO Ha KOMMbOTepe A1t COXPaHEeHUS
danna KoOHbUrypaumm.

MiMnopT v 2KcnopT napaMeTpos @

Terylwan KoHburypawa ESET Smart Security MoKeT ObITe coXpaHeHa B
dhaiine dopraTa XML 1 Npl HeoBXOAMMOCTI BOCCTAHOBNEHS NOZHE.,

WMMnopT W 3kanopT
(@) MMNOPTHPOEATE NAPaMETPE!

() BKMOPTHPOBATE NAPAMETPbI

Mma dakna:

F:export,xml E

[ @DK J[ OTmeHa ]

102



5.3 CouyeTaHUS KJ1aBULL

Hwe NnpeacTaBaeH CNMCOK COYEeTaHM KNaBMLL, KOTOPble MOXHO MCMO/1b30BaThb Npu paboTe c ESET Smart Security.

ctrl+ G OTK/t0YeHMe rpadnyeckoro nHTepdenca NnoabL3oBaTesns B
nporpamme

Ctrl+1 nepexop Ha ctpaHuuy ESET Sysinspector

Ctrl+ L nepexog Ha CTpaHuLy Gannos XxypHana

Ctrl+S nepexoz Ha CTpaHuLy NIaHMPOBLLMKA

Ctrl+Q nepexof Ha CTpaHuLy KapaHTUHa

Ctrl+ U BbIBO/Z, HA 3KPaH AMA/IOrOBOIr0 OKHA, B KOTOPOM MOXHO 334aTh UMS

nonb3oBatensd n naposib

[ns6onee ynobHom HaBuraumm B nporpamme obecneyeHms 6e3onacHoCcTn ESET MOXKHO MCNOMb30BaTb C1eaytoLme
COYeTaHMS KNABULL.

F1 BbI30B CMPaBKU

F5 BbI30B JOMO/IHUTE/IbHbIX NapamMeTpoB

BBepx/BHM3 nepexop no 3n1eMeHTam B nporpamme

pa3BopaymBaHue y3na gepesa pacllpeHHbIX napaMmeTpoB
- CBOpa4ymMBaHue y3na Aepesa pacllnpeHHbIx napamMeTpos
TAB nepemeLleHmne Kypcopa rno okHy

Esc 3aKpbITVE aKTUBHOIO AMaSIOr0BOr0 OKHa

5.4 KomaHpHasd cTpoka

Mogaynb 3aWmThl OT BMpYyCoB ESET Smart Security MoXeT ObITb 3anyLLeH 13 KOMaHAHOW CTPOKM BPYYHYHO (C MOMOLLbIO
KOMaHAbl «ecls») nan B nakeTHoM pexxkmume (C nomoupto danna BAT-danna). Micnonb3oBaHme Moay A5 CKAHUPOBAHMS
KOMaHAHOW CTpOKW ESET:

ecls [ IAPAMETPH..] ®ANJEHL .

CnepytoLve napameTpbl M apryMeHTbl MOTYT UCMOJ1b30BATbCA MPU 3arycke ckaHepa no TpeboBaHMo 13 KOMaHAHOM
CTPOKMW.

MapameTpbl

/base-dir=MATMKA 3arpy3ntb Moaynu u3 MAMKU

/quar-dir=rMATMnKA MAMKA KapaHTWHa

/exclude=MACKA NCKTIOYNTb 13 CKAHMPOBaHUS Gamnbl, cooTBeTCTBYOWMe MACKE
/subdir CKaHWPOBATb BAIOXKEHHbIE Nanku (Mo yMOIYaHUIO)

/no-subdir He CKaHMPOBATb B/IOXKEHHbIE Manku
/max-subdir-level=YPOBEHb MaKkcMManbHas cTeneHb BAOXEHHOCTM NanoK A5 CKAHUPOBAHMS
[symlink C1e10BaTb MO CUMBOJINYECKUM CCbl/TKaM (M0 YMOYAHUIO)
/no-symlink nponyckaTb CUMBOJIMYECKME CCbI/TKU

/ads cKkaHmpoBaTb ADS (Mo ymo4aHumio)

/no-ads He ckaHupoBaTb ADS

/log-file=®AN BbIBOA, XXypHana B ®AN/

/log-rewrite nepe3anuncbiBaTh BbIXOAHOM Gann (M0 yMOHaHMIO 106aBAATb)
[/log-console BbIBO/, >KyPHaa B OKHO KOHCOM (MO YMOTHAHMIO)
/no-log-console He BbIBOAMWTb >KYpHa B KOHCO/b

/log-all PerncTpmMpoBaTh Talkoke He3apaXkeHHble Gansbl

/no-log-all He perncTpmpoBaTh HesapaXKeHHble danabl (MO YMOHYAHMIO)
/aind noKasblBaTb MHAMKATOP paboThl

/auto CKaHMPOBAaHMEe 1 aBTOMAaTMYeckas 04MCTKA BCEX JIOKANbHbIX AMCKOB

MapameTpbl MOAY NS CKAHUPOBAHMUSA

[files CKaHMpoBaTb Gambl (MO YyMOAYAHMIO)

/no-files He CKaHWpoBaTb dannbl

/memory CKaHMpOBAaTb NaMATb

/boots CKAHMPOBATb 3arpy304HbIe CEKTOPSI

/no-boots He CKaHMPOBAaTb 3arpy304Hble CEKTOPbI (MO YMOYAHUIO)
/arch CKAHMPOBATb apXMBbI (MO YMOJTHAHMIO)

/no-arch He CKaHMpOBaTb apXMBbl
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/max-obj-size=PA3MEP

/max-arch-level=YPOBEHb
/scan-
timeout=OTPAHNYEHUNE
/max-arch-size=PA3MEP

/max-sfx-size=PA3MEP

/mail
/no-mail
/mailbox
/no-mailbox
/sfx

/no-sfx

[rtp

/no-rtp
/adware
/no-adware
/unsafe
/no-unsafe
/unwanted
/no-unwanted

/pattern

/no-pattern

/heur

/no-heur

/adv-heur

/no-adv-heur
/ext=PACLLUMNPEHWNA
/ext-exclude=PACLUMPEHINA

/clean-mode=PE>XXIM

/quarantine
/no-quarantine

O6Lwue napameTpbl

/help
/version
/preserve-time

Kogpbl 3aBepwieHus

0

1

10
50
100

CKaHMpoBaTb Gansbl, TONbKO eCIv Ux pasmep He npesbiwaeT PASMEP B merabamtax
(Mo ymon4daHumto O = 6e3 orpaHnyeHnin)

MaKkcrMasnbHas CTeneHb BIOXKEHHOCTW apX1BOB AJ11 CKAHUPOBaHWA

CKAHWPOBATb apxmBbl He 6oee ykazaHHoro B ONPAHNYEHWI konvyecTBa cekyHz

CKaHMpOBaTb Gansibl B apxXMBax, TOMbKO eCiv nx pasmep He npesbiwaetr PA3SMEP (no
ymMosdaHuto O = 6e3 orpaHn4eHnin)

CKaHMpoBaTb Gamibl B CAMOPACMAKOBbIBAKLLMXCS APXMBAX, TOJIbKO €C/IM UX Pa3Mep He
npesblwaetT PASMEP B merabamTtax (no ymonyaHuto O = 6e3 orpaHn4eHmnin)
CKaHMpoBaTb Gambl 31EKTPOHHOW NOYTbI (MO YMOAYAHWIO)

He CKaHMpoBaTb Garbl 31eKTPOHHOW NOYTbI

CKAHWPOBATb MOYTOBbIE ALLMKM (MO YMOAYAHMIO)

He CKaHVPOBAaTb MNOYTOBbIE ALLMKM

CKAHMPOBATb CAMOPACNaKOBbIBAKLLMECH APXMBbI (MO YMOMYAHWIO)

He CKaHVPOBaTb CAMOPACNAKOBbIBAOLLMECS APXMBbI

CKaHMPOBATb YNAKOBLUMKM (MO YMOIYAHUIO)

He CKaHMpOBaTb YMaKOBLLMKMN

CKaHMpOBaTb peknaMHble/NNOHCKMEe/ONacHble Mporpammbl (MO YMOAYAHUIO)

He CKaHMPOBATb Ha HaMYMe peKnamMHbIX/LUNMOHCKNX/ONACHbIX MPOrpaMm
CKAHWPOBATb HA HaIMYME MOTEHLUMAIbHO OMACHbIX MPUAOXKEHNIA

He CKaHMPOBATb Ha HaTMYKME NOTEHUMATBHO OMACHbLIX MPUAOXKEHWUI (MO YMOIYAHWNIO)
CKAHMPOBATb HA HAIMYME NOTEHLNANIbHO HeXXeNaTeNbHbIX MPUI0XKEHNIA

He CKaHMPOBAaTb Ha Ha/IMYME NOTEHUMANIbHO HeXXenaTesbHbIX NPUA0XKEHUN (Mo
YMOJTHAHWIO)

MNCNONb30BaTb CUrHATYPbI (MO YMOTHAHMIO)

He MCMOo/1b30BaTb CUrHATYPbI

BI/TOUNT b 3BPUCTUHECKMIM aHaNK3 (MO YMOTHAHMIO)

OTK/TOYUTb IBPUCTUHECKNIA aHANN3

BK/THOYUTb PACLUMPEHHY0 3BPUCTUKY (MO YMOTHAHNIO)

OTK/KOUNTb PACLUMPEHHYIO 3BPUCTUKY

CKaHMPOBATb TONbKO Gansibl ¢ PACLUMPEHNAMM, ykazaHHbIMW Yepe3 ABOeTouUMe
NCKTHOUNT b U3 CKaHMpoBaHus Gannbl ¢ PACLUIMPEHUAMM, ykazaHHbIMK Yepes
[ABoeToume

NCnonb3oBaTb PEXKMM 04ncTKM 414 3apakeHHbIX 06beKTOB. BO3MOXHbI cieaytoLme
BApMaHTbI: HET, CTaHAapTHas (MO yMOIYaHWIO), TWaTebHas, Hanbonee TilatenbHas,
yoaneHue

KOMMPOBATb 3apaXKeHHble hansibl, eC/IM OHM OYMLLEHDBI, B KAPAHTUH (4ONOJHUTENbHO K
NENCTBUIO)

He KOMMpOBaTb 3apaXkeHHble Garbl B KAPAHTUH

NMoKa3aTb CNpaBky A BbINTWN
NnoKa3aTb CBedeHns O BEPCUN U BbINTU
COXpaHUTb NOCNEAHOKO OTMETKY O BpEMEHWN A0CTyMa

yrpo3 He 06Hapy»eHo

yrpo3a obHapy>KeHa 1 o4umLLeHa

HekoTopble dansbl He yAanoCb MPOCKAHNPOBAaTb (MOTyT HbITb yrpo3amu)
yrpo3a HangeHa

owmrbka

MPUMEYAHME. 3Ha4eHKe Koaa 3aBeplueHms 6onblue T00 03HavaeT, 4To dharn He Bbl1 MPOCKAHMPOBAH 1 MOXKET

ObITb 3apaxkeH.
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5.5 ESET Sysinspector

5.5.1 BeBepeHue B ESET Sysinspector

ESET SysInspector — 3T0 NpUIOXEeHNEe, KOTOPOE TLATE/IbHO MPOBEPSAET KOMMbIOTEP M OTO6paXKaeT CO6paHHble
[aHHble B MOHATHOM BuAe. MpeAcTaBnseMble JaHHble, Takme Kak MHGOopMaums 06 yCTaHOBEeHHbIX ApariBepax v
MPUNOXKEHWSAX, CETEBbIX MOAKIOHEHMAX N BXKHbIX 3aMMCAX PEECTpa, MO3BOIAT ONPEAeNUTb NPUYUHY
NOA03PUTENIbHOMO MOBEAEHWS CUCTEMbI, KOTOPOE MOXET 6biTb BbI3BAHO HECOBMECTUMOCTbIO MPOTrPaMMHOro UAn
annapaTHoro o6ecrnevyeHns Uan 3apakeHMem BpefoHOCHbIMY MPOrpamMMami.

CyulecTByeT ABa CNocoba BOCNO1b30BaTbCA NpunokeHnem ESET Sysinspector. Bo-nepBbiX, MOXXHO OTKPbITb
NHTerpupoBaHHyto B ESET Smart Security Bepcuto, @, BO-BTOPbIX, 3arpy3nUTb CAMOCTOATEIbHYI0 Bepcuto (Sysinspector.
exe) becnnartHo c Beb-canTa ESET. Jna T0ro 4tobbl OTKPbITh ESET Sysinspector, HakmuTe CnyKe6Hble NporpamMmbl >
ESET Syslnspector. O6e Bepcmm aHanoOrm4yHbl o0 CBOUM PYHKLMSM U UMEKOT OAMHAKOBbIE 3/1IEMEHTbI YNpaB/ieHnUs
nporpaMmMon. EANHCTBEHHOE OT/INYMe 3aKTH0HAeTCS B TOM, KaK OCYLLECTBASEeTCS yrpaBneHue pesyibTatamu. A
3arpy>kaemasi, M UHTerpMpoBaHHas BEPCUM NO3BONSIOT IKCMOPTUPOBATb CHUMKWM cUCTeMbl B Gant B dopmate XML m
COXPpaHATb ero Ha amcke. O4HAKO MHTEerprupoOBaAHHAS BEPCUA TaKXKe [aeT BO3MOXKHOCTb COXPaHATb CHUMKW CUCTEeMbI
HernocpeaCTBEHHO B pasgene CayxebHble nporpammbl > ESET Sysinspector (415 nonyyYeHns 4ONOHUTENbHbIX
cBefeHur cM. pasgen ESET Sysinspector kak YacTb ESET Smart Security).

[avte ESET Syslnspector HeKOTOpOe BpeMs Ha CKaHMPOBAHME KOMMbOTepa. OTOT NPOLECC MOXKET 3aHSTh OT
10 cekyHA 4,0 HECKOTbKMX MUHYT B 3aBUCMMOCTM OT KOHOUIrypaumm 060pyaoBaHus, OnepaumoHHON CUCTEeMbI U
KOJTNYeCTBA YCTAHOB/TIEHHbIX HA KOMMbIOTEPE MPUIOXKEHWNN.

5.5.1.1 3anyck ESET Sysinspector

YT106bI 3anycTuTh ESET Sysinspector, 4OCTaTo4HO BbINOAHUTbL dhainn Sysinspector.exe, 3arpy>KeHHbIN C Beb-camta ESET.
Ecnuny Bac y>ke yCTaHOB/EH OAMH U3 NpoayKkToB ESET ana obecneyeHmns 6esonacHocTn, ESET Sysinspector MOXKHO
3anyCTUTb HEMOCPEACTBEHHO M3 MeHo «Iyck» (Mporpammbl > ESET > ESET Smart Security). lMogoxauTe, noka
nporpaMmma NpoBepseT CUCTEMY: 3TO MOXET 3aHSATb HECKOJIbKO MUHYT B 3aBUCUMMOCTM OT 060pyA0BaHUS U
CcobmpaemMbix AaHHbIX.
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5.5.2 UHTepdenc nonb3oBaTesisi M paboTa B NpUI0KEHUN

[N ACHOCTM rNaBHOe OKHO pPasfie/ieHo Ha YeTbipe pa3fena: BBEPXY HAXOAATCSA 3/IEMEHTbI YpaB/ieHNs MporpaMMon,
C/1leBa — OKHO HaBMraumm, Crpaea no LeHTpYy — OKHO OMMCaHMS, a CNpaBa BHU3Y — OKHO NOApPO6GHbIX CBeAeHUI. B
pazgene «COCTOAHME XypHaia» yKazaHbl OCHOBHbIE MApaMeTpbl XXypHana (Mcnonb3yembln GuabTp, TUN GuabTpa,
ABNAETCA IV XKyPHAN Pe3y/ibTaTOM CPABHEHUA U T. [1.).

@ [Cosgaro] - ESET Sysinspector =N E=R ===
darin~ [epesov Cowcokw Cnpaskaw
ESET SYSINSPECTOR
. - T . [ |
MNoapoBHocTy: DUALTPaLA: (EmTTrr—— b:‘::fhwﬂm Mowck: | Momex |
Pazgen cocToaHMA: 3aNyULEHHbIE NPOLEcchl b SMSs.exe
",L- Mpaouecc MyTe FID HMma nonesoEaT :

= CETEBBIE NOAKNHOYEHNA

t-|#| Bamtbie 3anuc peectpa JanywenHbIe Npouecch

i il Cnyw6m } Mefinné procesy systému 0 i
-l Aipaiisepe b System 4
@ KpuTnuyeckue dainp b IE smss.exe p—

(® 3agaum NNaHMPOBILMKA CHCTEME

e e » [B5] csrss.exe 352
1 , CeepeHna o daiine ¥ [B7] wininit.exe 388
i@ O nporpamme » [B7] csrss.exe 396
L4 ﬂ winlogon.exe 444
b [17] services.exe 468
» [B5] Isass.exe 480
» [m7] tsm.exe 488
» 8] swvchost.exe 596
¥ §% vboxservice.exe 656 -

' I 3

[ cAwindows\system32\smss.exe

SHAL AZ1B43A5DEA06543ED36BTEGEATSCSES2B7IDDST -
MocnenHese Bpema sanucw  2009/07/14 03:14 |ﬂ
Bpema cozganma 2009/07/14 01:11
Pasmep daina 69632
e OnwucaHwe daina Windows Session Manager i
Ty wyprat [Cozgana] < | T | 3
(esE)

5.5.2.1 DnemeHTbl ynpaBaeHNs NporpaMmmMmon

B 3TOM pasgene onmcaHbl BCe 3/IEMEHTbI YyNpaBaeHUss NporpamMmon, 4oCTynHble B ESET Sysinspector.

dann

Ecnn HaxkaTb Pam, TO MOXHO COXPAHUTb AAHHbIE O TeKYLLEeM COCTOSHUN CUCTeMbI 151 X NOCeAyOLEro n3yyeHuns
WM OTKPbITb paHee COXPaHEHHbIN XXypHan. ECV naaHMpyeTcs onybanKoBaTb XXypHa, A/15 ero co3gaHus
pPeKoOMeHAYEeTCS UCMOb30BaTh MYHKT MeHI0 MoAXoAUT A1 OTNPAaBKMU. B 3TOM C1yydae 13 XypHana nckioyaercs
KOHPUAEeHUMaNbHas MHDOPMaLMA (MMS TeKyLLero noab3oeaTens, UM KOMMNbIOTepa, UMs JOMeHa, Npasa TeKyLLero
nonb30BaTens, NepemMeHHble cpefbl U T. M.).

NMPUMEYAHMUE. YT06bI MPOCMOTpPETb COXPaHEeHHble paHee oT4YeTbl ESET Syslnspector, 4OCTaTO4YHO NPOCTO
nepeTalinTb 1UX B r1aBHOE OKHO MporpamMmmsl.

[epeso

Mo3B0OSET Pa3BepHYTb UM CBEPHYTb BCE Y3/1bl, @ TAKXKe IKCMOPTMPOBATb BblJeeHHbIe pa3fesbl B CLieHapum
Cny>K6bl.

Cnucok

CopepXXuT GyHKLUMM, 0bieryatroLLme HaBMraL Mo No NporpamMmMe, a Takoke npoyme GyHKLMK, Takme Kak momcK
nHdopmaumm B IHTepHeTe.

CnpaBka

Cofep>XuUT cBefleHUs O MPUIOXKEHNN U ero beHI(LI,l/IFIX.
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Moppo6bHoCcTHn

STOT NnapameTp BAMAET Ha MHHGOPMALMIO, BbIBOAMMYIO B IJTAaBHOM OKHe, YTO06bI npolie paboTaTth C Her. B 0OCHOBHOM
peXXMMe MONb30BaTeNto AOCTYNHA MHOPpMaLMS, HeobxoAMMas A1 MOUCKA pelleHn CTaHAAPTHbIX NpobaeMm,
BO3HMKAIOLLMX B cUCTeMe. B pexxmume «CpefiHee» MporpamMma oTobpaykaeT pexxe UcnoJib3yemble cBefeHuns. B pexnme
«MMonHoe» ESET SysInspector BbIBOAUT HA 3KPaH BCO MHGOPpMALMIO, HEOHXOAMMYIO A5 peLleHNs CaMblX
HeCTaHAApPTHbIX Npobniem.

dunbTpauuns 3/1IeMeHToB

®dunbTpaLms 3/1eMeHTOB 04eHb YA06Ha A/15 Momncka NoA03pUTeNbHbIX GaNI0B UK 3anncert peecTtpa, CyLLecTByoLLMe
B cucTemMe. C MOMOLLBHIO NOM3YHKA MOXHO GUIbTPOBATb 3/IEMEHTbI MO UX YPOBHIO pUCKa. EC/IM MOI3yHOK YCTaHOB/EH
B KpariHee NeBOe NoJioXeHue (ypoBeHb pucka 1), 0TobpaXkaroTcs BCe 31eMeHThl. [py nepemelLeHnn NoA3yHKa BNpaso
nporpamma 6ynet oTGUNbTPOBbLIBATb BCE 3/IeMEHTbI C YPOBHEM PUCKA, MEHBLLIMM TeKyLLero ypoBHS, Y BbIBOAUTb Ha
3KpaH TOJIbKO Te 3/1eMeHTbl, YPOBEHb NMOA03PUTENIbHOCTM KOTOPbIX Bbille AAHHOMO YPOBHSA. EC/IM NON3YHOK
HaxoAWUTCs B KpanMHeM MpaBOM MOJIOXKEHUW, MpOrpamMmMa 0To6pakaeT TOJIbKO Onpese/ieHHO BpeLOoHOCHbIe
3/1EMEHTHI.

Bce 3nemMeHTbI, MMetoLLme YypOBeHb pUCKa OT 6 40 9, MOryT NpeacTaBAsTb yrpo3y Ans 6e30nacHOCTn. ECiv Bbl He
NCcnosib3yeTe Kakme-nmbo pelleHns no obecneveHnto 6e3onacHoCcTu ESET, nocie HaXoXKAeHNS /TI06bIX TaKmMx
3/1eMeHTOB c nomMoLpto ESET Sysinspector pekomMmeHAyeTCcsi NPOCKaHMPOBAaTb KOMMbIOTEP, BOCMO/1b30BaBLUNCL ESET
Online Scanner. ESET Online Scanner siBngeTcsa 6ecnnatHon iy>K60m.

MPUMEYAHWE. YpoBeHb puCKa 3/IeMeHTa S1erko onpeaenaetcd nyTeMm CpaBHeH s LiBeTa 3/1eMeHTa C LLBETOM Ha
MON3YHKE YPOBHEN PUCKOB.

Mouck

[TOMCK MOXXHO MCNOJ1b30BaTh A4 6bICTpOFO Haxo>xaeHna onpegesieHHOro aJjieMeHTa no ero Ha3BaHMK MM 4acTu
HasBaHWs. PesynbTaThl nomncka OTO6pa)KaI'OTCFI B OKHe OnncaHun4.

Bo3spaTt

C NoMOLLbIO CTPENOK HA3aA M Briepes MOXKHO NepexoauTb B OKHe OM1caHMs K paHee 0TOHBpaxkeHHOM MHbOopMaLmu.
BMecTo KHOMOK Nepexoaa Hasaz v Brepes MOXHO MCMo/b30BaTh kaaBuLly Backspace v npobern.

Pa3pen coctossHUA

OTo6paxaeT TEKYLLNIA y3en B OKHe HAaBUIraLuu.

BHumaHue! DnemMeHTbl, BblAe/1eHHble KPACHbIM LIBETOM, ABASIOTCS HEM3BECTHBIMM, MO3TOMY MpOrpaMmMa noMeyaeT nx
KaK MOTeHLMaNbHO OMnacHble. EC/TM 3/1eMEHT BblAe/IeH KPaCHbIM, 3TO HE O3HA4aeT, YTO COOTBETCTBY WM Gann
MO>XHO yaanuTb. MNepen yaaneHmem ybeamtech, 4To dansibl 4ENCTBUTENBHO ONACHbI UIN HE SBASIKOTCS
HEobXoANMbIMU.

5.5.2.2 Hasurauusa s ESET Sysinspector

ESET Syslnspector pacnpegensieT MHGOPMAaLMIO pa3HbIX TUMOB MO HECKOIbKMM OCHOBHbIM pa3geniam, Ha3blBaeMbIM
y3namu. a4 Toro 4tobbl NOAYYUTb AONONHUTENbHbIE CBEAEeHNS O KAKOM-/TNMHO0 y3/1e (eC/1M TAKOBbIE eCTb),
pasBepHUTE ero A5 NpoCMOTPa BIOXKEHHbIX Y3710B. 18 TOro YTo6bl OTKPbITh MW CBEPHYTb Y3€/, ABAXKbI
LLeSIKHUTe Ha3BaHWe y31a UM HAOXXKMUTE 3HAYOK # UK B PSAOM C ero HassaHvem. [pu nepemMeLleHnm no
[OPEBOBUAHOW CTPYKTYPE Y3/10B B OKHE HABUTALMM O KXKAOM M3 HUX AOCTYMHbI Pa3/IMYHbIe CBeAeHUS, 0TObpaxaemble
B OKHe onuncanHus. MNMpu nepexoe K KOHKPETHOMY 3JIEMEHTY B OKHE OMMUCAHWNS LONONHUTE/IbHble CBeAeHNs 06 3TOM
3/IeMeHTe MOXHO MPOCMOTPeTb B OKHEe NOAPO6HbIX CBeAEeHWN.

HwKke onuncaHbl rNaBHble y3/1bl B OKHE HAaBUraL MM M OTHOCALLMECS K HAM CBeAEHMSI B OKHAX OMMUCAHWA U NOAPOOHOM
NHOpMaLMK.
3anyuweHHble NpoL,eccbl

STOT y3e/ COAEePXUT CBEAEHWNS O MPUMIOXKEHWAX U MPOLECCAX, BbIMOJIHAEMbIX B MOMEHT CO34aHNS XXypHana. B okHe
OMNCAHUS MOTYT HAaXOAUTbCSA JOMONHNTE/IbHbIE CBEAEHMS O KKAOM M3 NMPOLLECCOB, HAaNpUMep Ha3BaHUs
AVHAMUNYECKUX BUBIMOTEK, UCMOJTb3YEMbIX MPOLECCOM, U UX MECTOHAXOXAEHWE B CUCTEME, HA3BaHMe NMOCTaBLIMKA
NPUNOXKEHWS, YPOBEHb pUCKa darinam T. .

B okHe I'IOD,DO6HOPI MHbOPMaLMKM coaepKaTcsa 4ONOJIHUTENbHbIe CBeAEeHUS 06 3nemeHTax, Bbl6paHHbIX B OKHEe
OonncaHuA, Takme Kak pasmep q3a17|na NN ero XsL.

MPUMEYAHME. Jltob6as onepaLmoHHas cMcTema COCTOUT U3 HECKOJTbKMX BXKHbIX KOMMOHEHTOB A4pa, KOTOpble
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MOCTOSHHO BbIMOMHAOTCS M 06ecrneynBatoT paboTy 6a30BbIX MPUHLMMMANBHO BAXKHbIX QYHKUMA APYTX
MOJIb30BaTENbCKUX MPUIOXKEHWI. B onpeeNieHHbIX Clyyaax nyTbh K Gpaniam Taknx npoLeccoB otobpaxaeTcs B ESET
Sysinspector c cumBonaMu «\??\» B Havane. 3TV CUMBOJIbI 06eCNevMBaAOT ONTUMM3ALMIO 40 3aMyCcKa Takmx NpoLEeccoB
1 C TOYKN 3PEHMSA CUCTEMBI ABNAOTCA 6e30MacHbIMMU,

CeTeBble NoaK/lOYEeHUSA

B OKHe onmcaHns nepeyncieHbl MpOLECChl Y MPUIOXKEHMUS, KOTOPble 0BMeHNBAOTCA AaHHbIMW Yepes CeTb Mo
NPOTOKOY, BbIOpaHHOMY B OKHe HaBurauuu (TCP nnn UDP), a Takke yaaneHHble aapeca, C KOTOPbIMU 3TH
NPUNOXKEHNA YCTAHABNMBAIOT COeAMHEHNA. TakxKe MOXHO nNpoBepuUThb IP-aapeca DNS-cepseposB.

B okHe noapobHOM MHOOpPMaLMM COAEPXKATCA AONONHUTENbHbIE CBeAEHNS 06 31eMeHTax, BblIbpaHHbIX B OKHE
onmncaHms, Takme Kak pasmep dania niam ero x3u.
Ba>kHble 3anncu peectpa

COLl.ep)KI/IT Cnncok onpepeneHHbIX 3anucen peecTtpa, KOTOpble 4acTo ObIBAKOT CBA3AHbI C pasiIMyYHbIMK npo6nema|v|m B
caiMcTeMe, Takme Kak 3anncun, 3agatoline aBTomMmaTmyeckn 3arpyrkaemblie nporpamMmmebl, 06BbeKTbl Moayna noaaep>KKn
obo3peBatensamT. m.

B OKHe onmcaHus Takke MOryT BbITb Nepedmncienbl Gannbl, CBs3aHHble C HEKOTOPbIMW M3 3TUX 3anmncen. B okHe
noApOOHbIX CBeAEHWNI MOXKET BbITb MpeAcTaBneHa 4ONOHUTeIbHAs MHPOpMaLUS.

Cnyx6bl

B OkHe onmncaHms nepevmciensl Ganbl, 3aperucT pyupoBaHHbie B KadecTBe c1y>k6 Windows. B okHe Noapo6HbIX
CBEAEHWNIM MOXKHO YBMAETb CMOCO6 3anycka c1y>Kbbl, @ TakxKe MPOCMOTPETh onpeae/ieHHyo MHbopMaumio o Ganne.
OpanBepbl

CnuCcoK ApaniBepoB, YCTaHOB/IEHHbIX B CUCTEME.

Kputnueckme pamnbl

B OKHe onmMcaHns 0TO6paXkaeTCsa COAEPXKMMOE KPUTUHECKM BAXKHbIX GarioB 0nepaLmoHHON cucTembl Microsoft
Windows.

NHpopmaumsa o cucteme

Conepxnt noapobHble ceeaeHms 06 060pyA0BAHNN M NPOrpaMMHOM obecrnedyeHunm, a Takke MHGOPMaLMIO 0
3a[laHHbIX NMepeMeHHbIX CpeAbl M MpaBax NoJib3oBaTens.

CBefeHus o panne

CnMCoK BaXKHbIX CUCTeMHbIX dannos 1 GparnnoB B nanke Program Files. B okHax onucaHua v noapobHbIX CBeAeHUI
MOXeT 0TOBbpakaTbCs AONONAHUTENbHASA MHPOPMALNS O HUX.

O nporpamme

MHbopMmauwms o npunoxkeHmn ESET Sysinspector.

5.5.2.3 CpaBHeHue

C NoMOLLbIO GYHKLMW CPAaBHEHMS NO1b30BATEb MOXKET CPABHUTb [1Ba CYLLECTBYOLLMX XXypHana. Pe3ybTaTom
BbINMOJ/IHEHWS 3TOM KOMaH/bl ABNAeTCA HABOPp 3/1EMEHTOB, He COBMAAAIOLLIMX B 3TUX XXypPHanax. OTo No3BosseT
OTCNEXMBATb U3MEHEHMA B CUCTEME, YTO yA06HO, HanpuMep, 415 06HapY>KeHUs AeaTeNIbHOCT M 3/1I0HAMEPEHHOIO
Kopa.

Mocne 3anycka NpUIOXKEHNe CO34aeT HOBbIM XXYPHas, KOTOPbIN OTKPbIBAETCS B HOBOM OKHe. [118 TOro Ytobbl
COXPaHUTb XXypHan B Gawmn, B MeHto Dann Bolbepute nyHKT COXpaHUTb XXypHaa. CoxpaHeHHble danbl >KypHanoB
MOXXHO BMOCTeACTBUM OTKPbIBATh M MPOCMATpUBaTh. YTOObI OTKPbITb CYLLECTBY LM XXYPHA, B MeHio dann
BbiGepuTe NyHKT OTKPbITb XXYpPHa. B rnaBHOM OkHe nporpamMmmbl ESET Sysinspector B Kaabli MOMEHT BpeMeHM
0TOb6paXKAETCSA TONBKO OLMH XXYPHASI.

MperMyLLEeCTBO CPABHEHWS ABYX XKYPHAIOB 3aK/1H04AETCA B TOM, YTO MOXKHO OAHOBPEMEHHO MPOCMATPUBaTb
aKTUBHBIN B AHHbIA MOMEHT XKYPHAJT U COXPAHEHHbIN B hann »kypHas. /1 CpaBHEHMS KypHANIOB B MeHio dain
BblbepuTe NyHKT CPaBHUTD XY PHaJibl M BbINO/THUTE KOMaHAY Bbl6paTb dawn. BoibpaHHbI XkypHan byaeT
CPaBHMBATbCA C AKTUBHbBIM YKYPHA/IOM B F/1IaBHOM OKHE NMporpamMmsbl. B CpaBHUTEIbHOM XYypHasie 0TobpaXkatoTcs
TOJIbKO paznnymsa Mexxay 3TUMK ABYMS Ky pHaNaMu.
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NMPUMEYAHMUE. Mpu cpaBHeHUM ABYX GaN0B XKypHaNTOB B MeHo dan BoibepuTe NyHKT COXPaHUTb XXYPHa U
coxpaHuTe XypHan kak dann B dopmate ZIP. B pe3ynbTaTe byayT COXpaHeHbl 06a danna. Ecav Takom damn
BMNOCIeACTBUM OTKPbITh, COAEP>KaLLMecsi B HEM XYPHa bl CPaBHUBAKOTCSH aBTOMATUYECKN.

HanpoTuB 0To6paxkeHHbIX 3/1eMeHTOB ESET Sysinspector BbIBOAUT CUMBO/Ibl, 0603HAYAOLLME PA3TNYNA MEXIY
CpaBHMBaEMbIMU XXy pHaNaMm.

JNieMeHTbl, MOMeYeHHble CMBOJIOM «=», NMPUCYTCTBYKOT TOJIbKO B aKTUBHOM >XXypHasie, HO OTCYTCTBYHOT B OTKPbITOM
XKypHane, CKOTOPbIM OH CpaBHMBAETCA. J/ieMeHTbl, OTMeYeHHble 3HaKOM +, eCTb TOJIbKO B OTKPbITOM >XypHaie n
OTCYTCTBYKOT B dKTUBHOM.

OnwcaHme BCex CUMBOJIOB, KOTOpPble MOryT OTO6pa)I(aTbCFI HanpoTMB 3/1eEMEHTOB

e + HOBOE 3HAa4YeHWne, OTCYTCTBYET B NpeablayLLeM ypHane
paszen ApeBOBUAHON CTPYKTYPbl COAEPXKUT HOBbIE 3HAYEHNS

e - y[aNIeHHOEe 3Ha4YeHme, NPUCYTCTBYET TONbKO B MpeablAyLLeM KypHane

e = pasfen ApeBOBWUAHOM CTPYKTYPbl COAEPXKUT yAaNeHHble 3HaYeH s

e = 3HaYeHMe nnu dann 61NV N3MEHEHDI

e [@ pasfen ApeBOBUAHOM CTPYKTYPbl COAEPXKUT U3MEHEHHbIE 3HAYeHUsI UK Garbl
e % YPOBEHb PUCKA CHU3WCS, TO €CTb Obi/1 BbiLLe B MpeablayLieM KypHane

e 7 YPOBEHb PUCKA MOBbICMUICA UM ObINT HUXKE B NpeablAyLLen BEPCUM XXYPHAIA

B cneymanbHOM pasgesne B 1IeBOM HMDKHEM YI/1y OKHa 0T06pa>|<aech ornncaHmne BCcex CMMBOJIOB, a TAK)Ke Ha3BaHUA
CpaBHMBaeMbIX >XypHa10B.

CocToAHMe 3anMci

Tyl 3oy pHa [Cozpano]

Npegsayups sypran: Sysinspector-LOG- 1107 25- 1042 xmi [3arpyxeso-TIP]
Cosewems: [PezyasTaT CDIEHERHE]

CpaBHWTE NEreHabl 3HAYKDE w*
+ Jofaenewrmm ofbexr Jofizenskrne ofeeams & B2y

= ¥ganerssi o Yoanersme obbedTy K3 BETHY

% ¥paneHnsi Saiin LoBaEAERELIE WM YL3NEHHLEIE

S Cocmornme Suln0 NOHMKERD obbesTyl E BETHE

A CormorHse SuA0 NOELILEHD ¥aznennme $ainu & BEETEE

JTto60M CpaBHUTENbHbIN XKYPHAT MOXXHO COXPaHUTb B Gan 1 OTKPbITb €ro no3xe.

Mpumep

Co3panTe 1 COXpaHUTe XKypHaJI, COAEPKALLMA NCXOAHYI0 MHGOPMALMIO 0 cucTeme, B Garn € HazBaHMEM
«npeaplaywmn.xmly. Mocne BHeCeHWs1 U3SMeHeHW B cucteMy oTKpomTe ESET Sysinspector v fante npunoXeHuo
BO3MOXHOCTb CO34aTb HOBbIM XXypHa1. COXpaHuUTe ero B dama C Ha3BaHWeM mekyuul.xmi.

YT06bl OTCNEANTD PA3NNYMA MEXAY ITUMM ABYMS XXypHanaMu, B MeHo ®ann Bbibepute nyHKT CPABHUTD XY PHAJIbI.
MporpaMmma Co34act CPaBHUTE/bHbIN XKYPHa, COAEPIXKALLMI PA3TUYUAMIN MEXIY CPABHUBAEMbIMM.

TOT e pe3yibTaT MOXHO NOJIy4YMUTb C MOMOLLBIO C/1efyoLLKMX napamMeTpoB KOMaHAHOW CTPOKW/:

Syslsnpector.exe mekyuuti.xml npedvidywu.xml
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5.5.3 MapameTpbl KOMAHAHOM CTPOKU

B ESET SysInspector MOXXHO GOpMMPOBAaTb OTHETbI U3 KOMAHAHOW CTPOKW. 1151 3TOr0 UCMOJIb3YHOTCA NepedncieHHble
HWKe napameTpbl.

/gen CO3[aHue XXypHasia HenocpeaCcTBEeHHO 13 KOMaHAHOM CTPOKM 6e3 3anycka rpaduyeckoro nHtepdenca
nonb3oBaTens

[privacy Co34aHue XXypHana 6e3 BKAKYEHMA B HEFrO KOHOUAEHUMANbHO W MHDOPpMaL MK

/zip COXpaHeHMe XXypHana HenoCpeaCTBEHHO HAa ANCK B OKaTOM danne

[silent CKPbITUE MHANKATOPA BbIMOJIHEHWS MPU CO3A4AHUK XKYpHana

[help, /? OTObpaXxeHue CBeAEHMN O NapaMeTpax KOMaHAHOW CTPOKMU

Mpumepbl

YT06bl OTKPbITb ONpeAeneHHbIN XXypHaT HeNOCpeACTBEHHO B Hpay3epe, BOCNOb3yUTeCh ey oLent KOMaHA0M:
Sysinspector.exe "c:\kaueHmckut_xypHaa.xml"

YT06bI CO34aTb XXypHAN B TEKYLLEW Nanke, BOCNOb3yNTeCb C1efytoLlen KOMaHaon: Sysinspector.exe /gen

YT06bI CO34aTb XXypHAN B ONpeaeseHHON nanke, BOCNOAb3ynTech cieaytoLlen KoMmaHaon: Sysinspector.exe /gen="c:
\nanka\"

YT106bI CO34aTh >XKypHAN B ONpeaesieHHOW Narnke v B onpegeneHHoOM dawnne, BOCNOb3yUTeCh C1eayoLen KOMaHAoW:
Sysinspector.exe /gen="c:\nanka\HoebIl_xxypHan.xm|"

YT06bl CO34aTh XKYPHAJI, M3 KOTOPOr0 UCK/TOYEHA KOHOUAEHUMANbHAS UHGOPMALLMS, HEMOCPeACTBEHHO B OKAaTOM
danne, BOCNONb3yUTECh CeAytoLLen KOMaHaon: Sysinspector.exe /gen="c:\HosbIl_>ypHana.zip" /privacy /zip
YT06bl CPAaBHUTbL [1BA XXYPHANA, BOCMOAb3YMUTECh ClefyioLlen KoMaHaown: Sysinspector.exe "mexyw,ut.xml" "
xml"

UCXOOHBILI.

MPUMEYAHMUE. Ecnn HazBaHKe darna namv nanku cCoaep>XmMT npoben, 3To Ha3BaHWe He0H6X0AMMO 3aKTOUYNTb B
KaBblYKW.

5.5.4 CueHapwuwm cayxé6bl

CueHapum cy>x6bl — 3TO MHCTPYMEHT, KOTOPbIN MOMOraeT nosb3oBatenam ESET Sysinspector nerko yaansarb
HexxenartesbHble 06beKTbl C KOMMbOTEPA.

CueHapui cy>k6bl MO3BONAET Le/IMKOM MM YaCTMYHO 3KCMOPTUMPOBATh XypHan ESET Sysinspector. Mocne skcnopTta
MoJib30BaTe/b MOXET MOMETUTb HeXenaTesbHble 00BbeKTbl 415 yAaneHUs. 3aTeM MOXKHO 3anyCTUTb CLEeHapum C
OTpefaKTMPOBAHHbLIM XXYpPHaNIOM A4 yaalleHUs TOMeYeHHbIX 06 beKTOoB.

CLI,EHapVIVI C)'Iy)l(6b| 019 N0oNb30BaTeNen, UMELWMX OMbIT B ANATHOCTUKE KOMMbOTEPHbIX CUCTEM.
HeKBa}'IVIq)l/ILI,l/IpOBaHHOE BHECEHME U3MEHEHUN MOXKET NnpmnBeCTnN K NOBpeXXaeHno OI'IepaLI,VIOHHOVI CNCTEeMbl.

Mpumep

MpKY HANNYNN NOLO3PEHNS O 3aPAKEHNN KOMIbIOTEPA BUPYCOM, KOTOPbIV He 0BHAPYXKMBAETCS NMPOrPaMMON 3aLLUUTbI
OT BUPYCOB, MOXHO BbIMOJIHUTb OMMCAHHbIE Aasiee yKa3aHWs.

e 3anyctuTte ESET Syslnspector 1 co3ganTte HOBbI CHUMOK CUCTEMBI.

e Bbigenute nepBbiv 31E€MEHT B pasgesne ciesa (B 4APeBOBUAHOM CTPYKTYpe), HAKXMUTe Knasumwy CTRL, a 3atem
BblOepuUTE NOC/IeAHUM 3N1EMEHT, YTOObI MOMETUTb BCE 3/1EMEHTbI.

o LllenIKHNUTEe NpaBoOV KHOMKOW MbILLW BblAe/IEHHble 06beKTbl 1 Bbl6epUTe MYHKT KOHTEKCTHOrO MEHH0
SKCcnopTupoBaTb Bbi6paHHbIe pa3fesbl B CLLeHApUn cyX6bl .

e BblaesieHHble 06beKTbl OyAyT 3KCMOPTUPOBAHbI B HOBbIV XXy pHAI.

e [lanee cneayet Hambosiee BaXKHbIV 3Tan BCeM npoueaypbl. OTKpOMTe CO3AaHHbIN XKYPHaI U U3MEHUTE aTpUbyYT «-»
Ha «+» 715 BCeX 0OBEeKTOB, KOTOPbIe HY>XHO yAanuTb. YbeamTech, YTO He MOMeYeHbl HUKaKme BaXKHble danibl nnm
06DBEeKTbl OnepaunoHHOM CUCTEMBI.

e OTKpowmTe ESET SysInspector, BOCNOMb3ynUTeCh MyHKTOM MeHo ®ann > 3anyCcTUTb CLLeHapui cyX6bl 1 BBeaMTe
nyTb K CLLeHapwuio.

e HaxxmuTte kHonky OK, 4Tobbl 3anyCTUTb CLLeHapUN.
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5.5.4.1 Co3paHue cueHapueB CyX6bl

[naT0ro 4tobbl CO34aTb CLEHAPUN, LLETKHUTE MPABOM KHOMKOW MblLK II0601 06beKT B 4PEBOBUAHOM MeH!O (B
JIeBOW NaHen) raBHOro okHa ESET Sysinspector. B KOHTeKCTHOM MeHIO BbibepuTe KOMaHay DKCNopTUpoBaTh BCe
paspenbl B cCLeHapui cayX6bl N1 DKCNOPTUPOBATb BbIGpaHHble pa3zesibl B CLLeHAPUM C/TYXX6bl.

MPUMEYAHMUE. CueHapum c1y>K6bl Heb3s 3KCMOPTMPOBATL BO BPEMS CPABHEHMS [iBYX >KYPHANOB.

5.5.4.2 CTpyKTypa cueHapus cayxXx6bl

MepBas cTpoKa 3aro/0BKa CLIEHApUs COAEPXKUT AAHHbIE O BEPCMM Moy A (ev), Bepcun rpacdmyeckoro nHtepdenca
nonb3oBaTend (gv) v Bepcum xxypHana (Iv). 3T JaHHble MO3BONSAIT OTCIEXMBATb M3MEHEHWS B dalisie B popmaTe
XML, ncnonb3yeMoM 4715 co3aaHnsa cleHapus. OHM NpeaoTBpaLllaoT NoABAEHME HECOOTBETCTBUIN Ha 3Tane
BbIMO/IHEHNS. DTY YaCTb CLIEHAPUS U3MEHSATb He C1eayeT.

OcTanbHoe coep>kMmoe darna pasbuto Ha pasaenbl, 31eMEHTbI KOTOPbIX MOXHO peAaKTMpPOBaTh. Te U3 HUX,
KOTOpble A0MXKHbI 6bITb 06paboTaHbl CLieHapWeM, CieayeT NOMeTUTb. /18 3TOro CUMBOJ «-» Nepes, 31eMeHTOM
HY>KHO 3aMEHUTb Ha CUMBOJT «+». Pazaenbl OTAENAOTCS APYr OT Apyra nycron CTPoKoW. Kadkablii pasaen nMmeet
COBCTBEHHbIN HOMEP 1 HAa3BaHMe.

01) Running processes (3anyLeHHble NPOoL,ecchbl)

B 3TOM pasgene coaep>XMTCa CMMCOK MPOLLeCCOB, 3anyLeHHbIX B cMcTeme. Kaxablin npouecc naeHTnduumnpyeTcs no
UNC-nyTun, a Takke no xaw-koay CRCI6, 3ak1t04eHHOMY B CUMBO/Ibl 3B€3404KM (¥).

Mpumep.

01) Running processes:

- \SystemRoot\System32\smss. exe *4725%*

- C:\Windows\system32\svchost. exe *FD08%*
+ C:\Windows\system32\module32. exe *CF8A*
[...]

B faHHOM npumepe BblaeneH (MoMeyeH CUMBOJTOM «+») mpouecc module32.exe. Mpuy BbIMOIHEHWM CLLEHAPUSA 3TOT
npouecc 6yaeT 3aBepLueH.

02) Loaded modules (3arpy>xeHHble Moaynn)

B 3TOM pasgene nepedmcieHbl UCMOAb3yeMble B JAHHbIA MOMEHT CUCTeMHbIe MOAYN.
Mpumep.

02) Loaded modules:

- c:\windows\system32\svchost. exe
c: \windows\system32\kernel32.dl1l

+ c: \windows\system32\khbekhb. d11

- c: \windows\system32\advapi32.dll

[...]

B naHHoM npumepe mogynb khbekhb.dll nomeyeH cumBOIOM «+». [1pU BIMOIHEHWM CLLEHAP WS MPOLECChI,
NCNOIb3YIOLLME AAHHBIV MOAY /b, PACMO3HAOTCA M 3aBepLIAK0TCS.

03) TCP connections (MoakntoyeHns no TCP)

OTOT pa3fes COAEp>XUT AaHHble O CYLLEeCTBYOLMX NoaKkIto4eHnax no TCP.

Mpumep.

03) TCP connections:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1:30606, owner: OUTLOOK. EXE

- Listening on *, port 135 (epmap), owner: svchost.exe
+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (microsoft-ds), owner
System

[...]

Mpw 3anycke cLeHapus 0O6Hapy>KMBaeTCa Bnagesnel, cokeTa moMeYeHHbIX NoakatodeHmin no TCP, mocie 4yero cokeT
OCTaHaBMBAETCS, BbICBOOOXKAASA CUCTEMHbIE Pecypcbl.
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04) UDP endpoints (KoHe4Hble Touku UDP)
OTOT pasfen CoaepXXmnT MHPOpMALMIO O CYLLECTBYHOLLMX KOHEYHbIX To4kax UDP.
Mpumep.

04

c

DP endpoints:

.0, port 123 (ntp)

0, port 3702

.0, port 4500 (ipsec-msft)
0, port 500 (isakmp

+

o O O o —
o O O O

[...

— O O O O

[Tpn BbINO/THEHNM CLLeHapUs onpefenseTcs BiageseL, coketa noMevyeHHbIX KOHe4YHbIX Todek UDP, nodie yero coket
OCTaHaB/1MBaeTCA.

05) DNS server entries (3anucu DNS-cepBepa)
OTOT pasfen COAepXMUT MHPOpMaLMIO O TekyLler KoHdurypaumm DNS-cepsepa.
Mpumep.

05) DNS server entries:
+ 204.74.105. 85

- 172.16.152.2

[...]

[Tpn BbINO/IHEHWMM CLLeHapUsi NOMeYeHHble 3anncy DNS-cepBepa yoangoTcs.

06) Important registry entries (Ba>kHble 3annucu peecTpa)

OTOT pasfen COAEepPXUT MHPOPMALMIO O BaXKHbIX 3anncsax peecTpa.
Mpumep.

06) Important registry entries

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd. exe

- IgfxTray = C:\Windows\system32\igfxtray. exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = "C:\Users\antoniak\AppData\Local\Google\Update\GoogleUpdate. exe" /c
* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack. com/

[...]

lijBHﬂOﬂHEHMMCMEHapMQHOMEQEHHHe3aHMCM6yﬂyTyﬂaﬂeHbLCBQﬂQHbH(O-Da3pﬂﬂHbMA3HaHeHMﬂN|MﬂM)Ke
6yﬂyTBOCCTaHOBHEHbIMX3HaquMﬂrK)yMOﬂanMD.AEQCTBMﬂ,HpMMeHﬂeMme<KOHKDETHbMA3aHMCﬂM,3aBMCﬂTOT
KaTeropunm mn 3Ha4eHma 3anncn peectpa

07) Services (Cnyx6bi)
DTOT pasfen COAEepP>XKUT CMUCOK CNY>KO, 3aperncTpupoBaHHbIX B CUCTEME.
Mpumep.

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path: c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path: c:\windows\system32\alg.exe, state: Stopped,
startup: Manual

[...]

anBHHOHHEHMMCHEHapMﬂHOMeHEHHHeCﬂyM6H,aTaKMEBCe3aBMCMﬂM€OTHMXCﬂyM6bI6yﬂyTOCTaHOBHEHbIM
yAaneHbl.

08) Drivers (4 paniBepbl)

B 3TOM pasaesie nepeyncieHbl YyCTaHOB/IEHHbIE ApaBEpbI.
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Mpumep.

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:\windows\system32
\drivers\adihdaud. sys, state: Running, startup: Manual

[...]

ﬂpmanonHeHmmcueHapMﬂpen«rpaumqBu6paHHuxApaMBepOB0TmeHﬂenm,aupaﬁsepmyﬂanﬂmTCA

09) Critical files (KpuTuuyeckue ¢arnbi)
DTOT pasfen coaepXxunT nHpopmaumo o hannax, IBASOLWMXCS KPUTUYECKMMU 419 ONepauyioOHHOM CUCTEMDbI.
[Mpumep.

09) Critical files:

* File: win. ini

- [ fonts]

[ extensions]

- [files]

- MAPI=1

[...]

* File: system. ini

- [ 386Enh]

- woafont=dosapp. fon
- EGA80WOA. FON=EGA80WOA. FON
[...]

* File: hosts

- 127.0.0.1 localhost
::1 localhost

[...]

JInbo BbIbpaHHbIe 31eMeHTbl ByayT yaaneHsl, Tnbo 6yayT BOCCTAHOBAEHbI UX UCXO4HbIE 3HAYEHUS.

5.5.4.3 BbinosiHeHUe cueHapueB C/yX6bl

MNMomMeTbTe BCe HY>XHble 06beKTbl, COXPAHUTE U 3aKPOMTe CLeHapUI. 3anyCTUTe U3MEHEHHbIN CLeHapun
HenocpeacTBeHHO 13 r1TaBHOr0 okHa ESET Sysinspector C NOMOLWb0 KOMaHAbl 3anyCTUTb CLLeHapUM CTy>K6bl B MEH!O
«®avnn. Mpu OTKPBITUKM CLeHapUs Ha 3KpaH byaeT BbiBeAeHO cnefytoLlee coobLueHre: «<BbIMOMIHUTD CLLeHapui
cnyXx6bl "%Scriptname%%"?» [Nocne NnoATBEPXKAEHMA MOXKET MOSBUTLCS elle 0AHO NpeaynpexaeHue, coobiatroLlee o
MONbITKe 3anycka HenoANMCaHHOIro cLeHapus. 14 Toro 4tobbl 3anyCTUTb CLEeHapU, HAKMUTE KHOMKY 3anyck.

B AManoroBoM okHe 6yaeT NOATBEPXK/AEHO YCreLHOe BbiMOoIHEHWE CLieHapus.

Ecnn cueHapuii yaanocb 06paboTaTb TObKO YaCTUYHO, HA 3KPaH ByAeT BbIBEAEHO AMAOrOBOE OKHO C TaK1M
coobuleHreM: «Cu.eHapui cay>X6bl HACTUYHO BbINoJIHEeH. MpocMoTpeTb oTYeT 06 owKn6Kax?» [119 TOro YTobbl
NMPOCMOTPETb MOJIHbIA OTHET 06 OlWMBKAX, B KOTOPOM MEpPeYnC/IeHbl OnepaLmm, HAKMUTE KHOMKy [a.

Ecnu cueHapum He Bbl1 pacno3HaH, Ha 3KpaH byaeT BblIBEAEHO AManoroBOe OKHO C TakMM CO0bLLeHMeM: «Bbl6paHHbI
cueHapui cnyxx6bl He NoAnucaH. BoinosHeHMe HeNoANMMCAHHbIX U HEM3BECTHbIX CLLeHapUeB MOXET NPUBECTU K
NOBPEXAEHUIO A aHHbIX HA KOMMblOTepe. BbIMONHUTDb CLLeHapUiA U BCe A,eACTBUA?» DTO MOXKET BbITb CBA3aHO C
HeCcoOTBETCTBMSAMM B CLieHapuK (MOBPeXAEH 3aro/I0BOK, MOBPEeXAeHO HazBaHMe pa3gena, NponylieHa nycras
pasgenuTenbHasa cTpoka uT. A4.). BaTom ciyvae oTkponTe dann cueHapus U cnpaBbTe OLWNOKN UAKN CO34aNTe HOBbIN
CueHapumn c1yxobbl.

5.5.5 Co4yeTaHusa K1aBuLl

Hwke NnpeacTaBieH CNMCOK COYEeTaHMN KNaBMLL, KOTOPble MOXHO MCMOb30BaTh Npu paboTe c ESET Sysinspector.

dann

Ctrl+ O OTKPbITUE CYLLECTBYIOLLEro XypHana

Ctrl+S COXpaHeHme CO34aHHbIX )KypHAN0B

Cos3paTtb

Ctrl+ G CTaHAapTHas NpoBepKka COCTOSHUS CUCTEMbI

Ctrl+ H BbIMOJIHEHKME MPOBEPKM CUCTEMbI, MPU KOTOPOW TaKXKe MOXKET PermcTpmupoBaThCs KOHPUAEHUMATbHAA

nHPopmaums
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dunbTpauuns 3/1IeMeHTOB

1,0 6e3onacHble 3/1IeMeHTbl, 0TOBPaXKAKOTCS 3IEMEHTbI C YPOBHEM pUCKa OT 140 9
2 6e3onacHble 3/1IeMeHTbl, 0TOBPaXKAKOTCS 3/1eEMEHTbI C YPOBHEM pUCKa OT 2 40 9
3 H6e3onacHble 3/1eMeHTbl, 0TOBPaXKAKTCS 3/IEMEHTbI C YPOBHEM pUCKa OT 3 40 9
4,U HeM3BeCTHble 3/IeMeHTbl, 0TOHPaXKAOTCS 3/1EMEHTbI C YPOBHEM pUcKka OT 4 10 9
5 HeM3BeCTHble 3/IeMeHTbl, 0TOH6PaXKAIOTCS 3/1EMEHTbI C YPOBHEM PUCKA OT 5 10 9
6 HEW3BECTHbIE 3/1IEMEHTbI, 0TOHPAXKAKTCSA I1eMEHTbI C YPOBHEM pUCKA OT 6 40 9
7,B OMacHble 3/1eMeHTbl, 0TOBpaXakTCA 3/IeMEeHTbI C YPOBHEM pUCKa OT 7 40 9

8 OMacHble 31eMeHTbl, 0TOHBpaXXatTCA 3/IeMeHTbl C YPOBHEM pUCKa OT 8 40 9

9 OMnacHble 3/1eMEeHTbl, 0TOBPAXKAKOTCS 3/IeMeHTbl C YPOBHEM pUcCKa 9

- NMOHWMXKEeHMe YPOBHSA pucka

+ MOBblLLEHVEe YPOBHS pUCKa

Ctrl+9 BbI6OP pexknma GuabTpaLmm, paBHbIN UK 60/1ee BbICOKMIA YPOBEHb

Ctrl+ 0O BbI6OP pexknma GunbTpaumm, TONbKO paBHbI YPOBEHb

MNMpepcraBneHne

Ctrl+5 MpOCMOTP MO NPOV3BOAUTENAM, BCE MPOU3BOANTENN

Ctrl+ 6 NpPOCMOTP MO NPOM3BOAUTENSAM, TONbKO Microsoft

Ctrl +7 NMPOCMOTP MO MPOU3BOAUTENAM, BCE APYTMe NMPOU3BOAUTENN

Ctrl+3 0TOb6paXKeHMe NOTHbIX CBeAEeHN

Ctrl+2 0oTOb6paXkeHMe CBeAEeHWI CpeHel CTeneHmn NogpobHOCTH

Ctrl +1 OCHOBHOW BUA,

BackSpace nepexop Ha O4MuH wWar Hasaz

Mpoben nepexoj Ha OAVH Lar Brnepej,

Ctrl+wW pa3BopaymBaHue fepesa

Ctrl+ Q CBOpa4MBaHme fepeBa

Mpoune 3nemMeHTbl yNpaB/ieHns

Ctrl+T nepexoj K UCXOAHOMY MeCTOMOJIOXKEHWNIO 3/1IEMEHTA NOC/Ie ero BblAe/1eHNS B pe3y/ibTaTax nomcka

Ctrl+P 0TOb6paXKeHMe OCHOBHbIX CBeAEHWIM 06 3n1emMeHTe

Ctrl+ A 0TOb6pakeHMe BCeX CBeAEHWM 06 3/1emeHTe

Ctrl+ C KOMMPOBaHWe AepeBa TeKyLLEero 3feMeHTa

Ctrl + X KOMMPOBAHWE 3/1IEMEHTOB

Ctrl+ B NMOWCK CBEAEHMI O BblIOpaHHbIX Ganiax B IHTepHeTe

Ctrl+ L OTKPbITKE NAMNKK, B KOTOPOM HAXOANTCS BblAeNEHHbI dann

Ctrl+R OTKPbITME COOTBETCTBYIOLLEN 3aMncK B peakTope peectpa

Ctrl+ 2 KOMMPOBaHWe NyTu K Garny (ecm 3n1eMeHT CBA3aH C hanaom)

Ctrl+F nepexoj B NoJie nomcka

Ctrl+ D 3aKpbITWe pe3ynbTaToB MOMCKA

Ctrl+E 3anycK cueHapums cyobl

CpaBHeHue

Ctrl+ Alt+ O OTKPbITME NCXOAHOMO MM CPABHUBAEMOTO C HUM >KypHana

Ctrl+ Alt+ R OTMEHa CpaBHEHMS

Ctrl+ Alt +1 0TOHpaKEHMe BCEX 3/IEMEHTOB

Ctrl+ Alt+ 2 0TOH6paKeHMe TONbKO A0OABAEHHbIX 3/TEMEHTOB, B XXypHa/ie 0TOH6PaXKatOTCA TOMbKO 3/IEMEHTbI 13
TeKyLLero >xypHana

Ctrl+ Alt+3 0TOHpaKeHMe TOMbKO YAANEHHbIX 3/1EMEHTOB, B X)KypHane 0TO6paXKatoTCs TONbKO 3/1EMEHTbI U3
npeablAyLero xypHana

Ctrl+ Alt+4 0TOH6paKEHME TObKO 3aMeHEHHbIX 3/1eMeHTOB (B TOM Yncie Gannos)

Ctrl + Alt+ 5 0TOHpaKEHME TOMbKO PA3NNUNN MeXAY XKy PHaNamm

Ctrl+ Alt+ C oTobpaxeHne cpaBHEHMS

Ctrl+ Alt+ N OTOHpaKEHME TeKyLLEro XKypHana

Ctrl+ Alt+ P OTKPbITME NpeablAyLLEro KypHana

PasHoe

Fl NPOCMOTP CNpaBKu

Alt+F4 3aKpbITUe MporpamMmmbl

Alt + Shift+ F4  3akpbiTve nporpammebl 6€3 BbIBOAA 3anpoca
Ctrl + | CTaTUCTMKA XXypHana
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5.5.6 CuctemMHble TpeboBaHus

[nsnpasunbHOM paboTbl ESET Sysinspector cnctema A0J1KHA OTBEYaTb NepednciIeHHbIM HKe annapaTHbIM U
NpOrpaMMHbIM TPebOBaHUAM.

OC Windows 2000, XP, 2003

Mpoueccop 400 MT'U, 32-paspsiaHbii (x86) v 64-paspsaHbii (x64)
128 Mb onepaTuBHOWM NamaTu

10 MbB cBO604HOr0O MecTa Ha Ancke

MoHuTop Super VGA (800 x 600)

OC Windows 7, Vista, 2008

Mpoueccop 11w, 32-pa3pagHbiv (x86) nnu 64-paspagHoiv (x64)
512 MB onepaTmMBHOM NaMsTU

10 Mb cBO604HOr0 MecTa Ha Ancke

MoHuTop Super VGA (800 x 600)

5.5.7 YacTto 3apaBaemMbie BOMNpPOChI

TpebytoTca nn pas 3anycka ESET Sysinspector npasa agMuUHUcTpaTopa?

XoTa ansa3anycka ESET Sysinspector npaBa agMUHUCTPaToOpa He TpebyroTcs, HEKOTOPbIe 13 COBMpaeMbiX 3TUM
NPUNOXKEHUEM [aHHbIX JOCTYMHbI TONbKO 418 Y4ETHOM 3anucn aiMUHUCTpaTopa. 3anyck Nos y4eTHOM 3anmncbio
06bI4HOr0 NONb30BaATENSA UM NOMb30BATENSA C OFPAHUYEHHbIM JOCTYNOM MpUBeAeT K C6opy MeHblLero o6bema
JaHHbIX O CUCTEME.

Cospaet nim ESET Sysinspector ¢pann xxypHana?

ESET Syslnspector MoXeT co34aTb Gans xypHana ¢ KOHUrypaumen cnctemol. 18 COXpaHEHUS TAKOro >KypHana
BblbepuTe B rNaBHOM MeHI0 KoMaHay ®ann > CoxpaHUTb XYpHaN. XXypHanbl coxpaHaTca B popmate XML. Mo
YMO4aHMo darnbl COXpaHATCA B nanke %USERPROFILE%\Mou dokymeHmbl\ B dann C iMmeHeM «Syslinpsector-%
COMPUTERNAME%-ITMMAA-Y4YMM . XML». Mepefn coxpaHeHvem dannia xxypHana MOXXHO M3MEHUTb ero
MeCTOMOJIOXKeHUe U Ha3BaHWe.

Kak npocMmoTpeTb ¢ain xxypHana ESET Sysinspector?

[na npocMmoTpa XXypHana, co3gaHHoro B ESET Sysinspector, 3anyctute nporpamMmy 1 BbibepuTe B I1IaBHOM MEHHO
KoMaHay ®ann > OTKpbITb XXYpHan. Darnbl kypHana Takke MOXXHO NepeTackmBaTb B OKHO MpuaoxeHua ESET
Sysinspector. Eciu Bbl YacTo npocmaTpuBaeTe Ganabl kypHana ESET Sysinspector, pekomMmeHAyeTcs Co34aThb Ha
paboyem ctone apabik s anna SYSINSPECTOR.EXE. Mocne 3Toro npocMaTtpureaemble dansibl MOXKHO NPOCTO
nepeTackmMBaTh Ha 3TOT ApJbIK. M3 coobpaxkeHunin bezonacHocT B OC Windows Vista/7 MOXKeT 6bITb He paspeLleHo
nepeTackmMBaTh 3/1IEMEHTbI MeXAY OKHAMM, UMEIOLWYMM pa3Hble napaMeTpbl 6€30MacHOCT .

[octynHa nm cneundukauma gnsa popmarta ¢pannos xypHana? CywecTByeT v naket SDK?

B HacToswee BpeMs HK cneumdurkauma danmna >kypHana, H1 nakeT SDK HefoCTynHbI, MOCKOJIbKY MPOrpamMma Bce eLe
Haxo4AnTCS HA CTaAnKM pa3paboTKM. BO3MOXHO, Mbl BbINMYCTUM MUX NOC1E BbIXOAA KOHEYHOW BEpCUM MPOrpaMmMbl B
3aBUCMMOCTM OT OT3bIBOB MOJ1b30BaATE1EMN M HANVYUS UHTEepeca.

Kak ESET Sysinspector oueHuBaeT puck onpegeneHHoro o6bekra?

B 6onbLlumHCTBe cyyaes ESET Sysinspector npucsamsaet obbekTam (dharnam, npoLeccam, pasaesnam peectpa M T. n.)
YPOBHM PUCKA, NCMO1b3y S HABOPbI 3BPUCTUYHECKMX NPABW, KOTOPbIE M3Y4atoT XapakTepuCT KM KKAOro obbekTa 1
3aTeM OLLeHMBAIOT BEPOATHOCTb MX BPeAOHOCHOMO AeNCTBMS. Ha OCHOBe Takoro 3BpUCTMYECKOro aHaim3a obbekTam
NPp1CBAMBAETCSA YPOBEHb PUCKA OT 1 — 6e30MacHO (3eneHbl) A0 9 — OMaCHO (KpacHbIn). B maHenn HaBurawumm ciesa
pasfenbl OKPALUMBAKOTCA B pa3Hble LBeTa B 3aBUCMMOCTU OT CAMOTO BbICOKOTO YPOBHSA PUCKA COAEPXKALUMXCS B HUX
06BbeKTOoB.

O3Ha4vaeT /in ypoBEHb PUCKA «6 — HEU3BECTHO (KPaCHbIN)», YTO 06BbEKT ABASETCS ONacHbIM?

AHanum3 ESET SysInspector He rapaHTUPYeT, YTO KakoW-11b0 06beKT ABAAETCA BPeAOHOCHbIM. Takas oLeHKa A0/HKHA
BbINMOJIHATbLCA CNEeLnanncTom no 6esonacHocTu. MpunoxkeHne ESET Sysinspector pa3paboTaHo a8 Toro, 4Tobobl
cneumanmct no 6e3onacHOCTM MMes BO3MOXHOCTb BbICTPO OLEHUTb, Kakie 06beKTbl CUCTeMbI CiefyeT U3YYUTb U
NpoOBepUTb 1UX HEOBbIYHOE MOBeLeHMe.
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3auem ESET Sysinspector B xoae paboTbl nogkatoyaercs K MHTepHeTy?

Kak 1 MHOT Ve NpunoxeHus, NpunoxeHne ESET Syslinspector noANMcaHo LMPPOBOM NOANNCHIO («CePTUDUKATOMY),
KOTOpas rapaHTUpYeT, YTO n3gaTenem AAHHOIo MPOrpamMmMHOro obecneyeHms SBAsSETCS KOMMAaHMS ESET 1 4TO camo
nporpaMmmHoe obecriedeHue He 6bl10 M3MEHeHO. 115 NpoBepKn cepTudurKaTa ornepaLmMoHHas cMcTemMa CBs3biBaeTcs C
LeHTpOM cepTudurKaumm, 4Tobbl NOATBEPAUTb NOAJNHHOCTb U34aTens NporpaMMHOro obecneyeHmsa. 3T1o
HOpMasibHOe NoBeAeHMe BCex NporpaMm c undposbiMm nognucamm B OC Microsoft Windows.

Yto Takoe TexHonorusa Anti-Stealth?
TexHonoruna Anti-Stealth o6ecnevmsaeT 3pdekTnBHOE OO6HAPYXKEHWE PYTKNTOB.

Ecnn cucTema nofBepraeTcs aTake 3/1I0HAMEPEHHOI0 KO, KOTOPbIV BefleT cebs Kak pyTKUT, NM0JIb30BATE/b
MOABEPraeTCs pUCKy NOBPEXAEHWS UM BOPOBCTBA AAHHbIX. Be3 cneumanbHOro MHCTpyMeHTa a5 60pbbbl €
PYTKUTAMM OBHAPYXXUTb MX MPAKTUYECKM HEBO3MOXKHO.

Mouyemy nHorpa B pannax, nomeyveHHbIx Kak «fognncaHo MS», B 3anucu «HasBaHne KOMNAaHUU» CTOUT
Ha3BaHMe Apyrov KOMNaHUKU?

Mpu NONbITKE MAEHTUPULMPOBATL LIMDPOBYHO NOANUCL NCNoNHAeMOoro danna ESET Sysinspector cHa4ana nposepseT
Hanmdme B parne BCTpOeHHOM undpoBOM NnognmcK. B aTom cnyyae HangeHHas B damne umdposas noanucs byaet
MNCNONb30BaTb A/151 NpOBEpPKN. ECin xe B panne OTCyTCTBYeT UmMppoBas Nognuncs, ESI Ha4MHaeT nomnck
cooTBeTCcTBYHOWEro CAT-panna (B kKatanore 6e30nacHOCTU %systemroot%\system32\catroot), B KOTOpOM coepyarca
cBefeHna 06 obpabatbiBaeMoMm ncnonHsemoM damne. Ecnm cooTseTcTByoWmM CAT-dbann HanaeH, ero umpponas
noanuncs byaeT NpMMeHeHa B NpoLecce MpoBepKM UCNOHAeMOro danna.

MO3TOMYy MHOTAA B HEKOTOPbIX dannax c noMeTkou «foanmcaHo MS» MmeeTcs Apyrast 3anmcb O HA3BaAHUM KOMMAHUN.
[Mpumep.

B OCWindows 2000 ecTb npunoxeHune HyperTerminal, koTopoe HaxoauTca B nanke C:\Program Files\Windows NT.
VicnonHsembln dann NpuaoxeHua He nmeeT LMdpOBOM NOAMMUCK, OAHAKO nporpamma ESET Sysinspector nomeyaeT
€ro B Ka4ecTBe NoAnMcaHHoro koprnopauynen Microsoft. MpuarHoOM 3ToMy ATyXXKUT ccbinka B darne C:\WINNT\system32
\CatRoot\{F750E6C3-38EE-11DI1-85E5-00C04FC295EE}\sp4.cat, koTopas ykasbiBaeT Ha dann C:\Program Files\Windows
NT\hypertrm.exe (OCHOBHOW UCMOJIHSIEMbIV darn npunoxeHusa HyperTerminal), a dann sp4.cat meeT LMdpoByLO
noanucb Microsoft.

5.5.8 ESET Sysinspector kak 4yactb ESET Smart Security

[nsToro utobbl oTKpbITh ESET Sysinspector B ESET Smart Security, B MeHo Cny)ke6Hble nporpamMmbl Bbibepute
nyHKT ESET Syslnspector. B okHe ESET Sysinspector ncnosb3yeTtca cMctema ynpasieHus, aHaormyHas Tom, KoTopas
NMPUMEHSARTCA B OKHaX XXYPHa/NOB CKAHMPOBAHUSA KOMMbIOTEpPa U 3arn1aHMpOBaHHbIX 334a4. [1/14 BbINOJIHEHWSA BCEX
onepaumin CO CHUMKaMM CUCTeMbI (CO34aHWe, MPOCMOTP, CPaBHEHME, YAANEHME M 3KCMOPT) 4OCTaTOYHO OLHOMO UK
OBYX LLETYKOB Mbl LLN.

OkHo ESET SysIinspector conep>xut OCHOBHble CBeeHMA 0 CO34aHHbIX CHMMKAxX COCTOSHMA, TakMe Kak BpemMs
CO34aHMA, KPATKNI KOMMEHTapUK, MM CO34aBLUEr0 CHUMOK MOJ1b30BaTeNS U COCTOSIHME CHUMKA.

[nsicpaBHeHUS, f,06aB/eHMS 1 yaaneHNs CHUMKOB MCMO/b3YIOTCA COOTBETCTBYIOLLUME KHOMKM, PACMONOXKEHHbIE B
OKHe ESET Syslnspector nof, CMCcKOM CHUMKOB. TN QYHKLMN TAKKe MOXHO Bbl3BaTb M3 KOHTEKCTHOMO MeHo. ns
NPOCMOTPA BbIBPAHHOIO CHUMKA CUCTEMbl UCMOJIb3YeTCs KOMaHAA KOHTEeKCTHOro MeHto MpocMoTpeTb. YT06bI
3KCMNOPTUPOBATb BblAENEHHbIV CHAMOK B a1, LLENKHUTE ero NpaBov KHOMKOW U BbiIbepuTe B KOHTEKCTHOM MEeHHO
NMYHKT DKCMOPT....

[anee npvBefeHo NoApo6HOe onuncaHme 4OCTYMHbIX GYHKLWIA.

e CpaBHUTb : MO3BO/ISAET CPABHUTb ABa CYLLECTBYHOLUMX XXYPHaNa. 3Ta GyHKLUMA yA06HA, e HY>KHO HANT W pa3nmyms
Mexxay TekyLwmm 1 6onee CcTapbiM dXKypHanom. 1ng cpaBHeHWs He06X04MMO BbiOpaTh ABa CHUMKA COCTOSHMUS.

e [lo6aBUTb : CO34aHMe HOBOW 3anucu. Nepeg, co3aaHmeM 3anmncm Hy>KHO BBECTU KpaTKMM KOMMEHTapUI K Hel. Xoz,
co3paHma GopMmUpyemMoro B AaHHbINM MOMEHT CHUMKA OTobpaxaeTcs B cTosibLe CocTosiHMe . Bee yxe co3aHHble
CHUMKM MOMeYeHbl HaaNncbio Co3aaHo .

e YpaneHue : yaaneHve 3anmcemr n3 cnncka.

e DKCMOPT.... COXPAHEHWe BblAeNeHHOM 3anucm B dann B popmate XML (Takoke ecTb BO3MOXHOCTb CO34aHMUS
33apXVBMPOBAHHOW BEPCUN).
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5.6 ESET SysRescue

ESET SysRescue — 3TO yTuanTa 4715 CO34aHMS 3arpy304HOro Amcka, cogep kaitero ESET Smart Security. FnaBHbIM
npenmMyLectsoM ESET SysRescue siBiseTCsa 170, 4TO nporpamma ESET Smart Security paboTtaeT He3aBuUCKMMO OT
onepaLMOHHONM CUCTEMbI KOMMbOTEPA, UMest MPW 3TOM A0CTYN K XECTKOMY AMUCKY 1 BCen GarnoBon cMcTeMe. ITO
MO3BONSAET yAANATb TAKMe 3apPaXKeHNs], KOTOPble B 0ObIYHOM CUTYaLMK (HanpuMep, Npu 3anyLeHHO W onepaumoHHON
cmMcTeMe M T. M.) yAanauUTb HEBO3MOXKHO.

5.6.1 MuHuManbHbie Tpe6oBaHUSA

ESET SysRescue paboTaeT B cpefie npefycraHoBku Microsoft Windows Bepcum 2.x, CO34aHHOM Ha ocHoBe Windows
Vista. Cpena npeaycraHoBky Windows aBageTCs 4acTbio 6ecnnaTHOro naketa aBToMaTuyeckomr ycraHoskm Windows
(Windows AIK), noaTomy nepeg cosgaHvem KoMnakT-gucka ESET SysRescue Heob6xoanmo ycraHouTb Windows AlK (
http://go.eset.eu/AlK). NMockonbKy NOAAEPKKA Cpefbl npeaycTaHoBky Windows orpaHunyBaeTcs ee 32-paspsgHon
Bepcuen, HeobXoANMMO MCNOMNb30BaTb 32-pa3psAAHbIN yCTAHOBOYHbIV MakeT ESET Smart Security npu co3gaHum ESET
SysRescue B 64-paspsaHbix onepaunoHHbIx cnctemax. Cpeacreo ESET SysRescue nogaepskmsaet naket Windows AlK
Bepcumn 1.1 n 6onee no3aHmx. Cpeactso ESET SysRescue JocTynHO B cocTase ESET Smart Security Bepcun 4.0 v 6onee
NO34HWX.

MNopapepXxXnBaemblie onepaLuoOHHbIE CUCTEMbI

e Windows 7

e Windows Vista

e \Windows Vista c nakeTom obHOBEHUSA |

e \Windows Vista c nakeTom o6HOBEHUSA 2

e Windows Server 2008

e Windows Server 2003 c naketom obHoBneHnsa 1 ¢ KB926044
e \Windows Server 2003 c nakeToMm 0BHOBEHUS 2

e Windows XP c nakeTtom o6HoBneHua 2 ¢ KB926044

e Windows XP c naketom ob6HoBneHna 3

5.6.2 Co3paHue KOMMNAKT-AUCKA aBapUNHOTO BOCCTAHOBJ/IEHUSA

YT06bI 3anycTUTb MacTep ESET SysRescue, BbibepuTe B MeHto Myck > Mporpammbl > ESET > ESET Smart Security >
ESET SysRescue.

Ha mepBom 3Tane MacTep onpegensieT HaM4me B CUCTeMe yCTaHOoBAeHHOro naketa Windows AlK n noaxoaswero
0719 CO34aHUS 3arpy304HOr0 HOCUTEN S YCTPOMCTBA 3anncn. Ecnm naket Windows AIK He yCTaHOBIEH HA KOMMbIOTepe,
YyCTaHOBJ/IEH HEKOPPEKTHO VAW MOBPEXAEH, MacTep NpPeasioXKUT YCTaHOBUTL 3TOT NMaKeT WKW BBECTW NyTb K Nnarnke ¢
Windows AIK (http://go.eset.eu/AlK).

Ha cneayiollem 3Tane npeasiaraeTca Bbi6paTb HOCUTENb A5 pa3MelleHrs Ha Hem dannos ESET SysRescue.

5.6.3 Bbibop o6bekTa

MomMmnmMo KoMnakT-ancka, DVD-aucka n USB-ycTponctBa, ESET SysRescue Takxke MOXXHO COXpPaHUTb B Gani obpasa
ancka ISO. Bnoaneacreunm 3ToT Gana ¢ 06pasom ISO MOXHO 3anmMcaTb Ha KOMAAKT- v DVD-AWCK MAKM MCNOb30BaTb
ero Apyrum cnocobom (Hanpumep, B BUpTyanbHow cpege VMware nnu VirtualBox).

Ecnun B kKayecTBe LeneBOro Hocutensa 6bi10 BolbpaHo USB-ycTponCcTBO, 3arpy3ka C Hero MoXkeT He paboTaTtb Ha
HEKOTOPbIX KOMMbIOTepax. HekoTopble Bepcum BIOS MoryT coobLuaTb 0 Hann4mm npobaem npm obmMeHe gaHHbIMK
mexay BIOS n gucnetyepom 3arpysku (Hanpumep, B Windows Vista), B pe3y/ibTaTe Yero 3arpyska 3aBepLuaeTcs
caefyowmMm coobuueHnem 06 owmbke:

file : \boot\bcd
status : 0xc000000e
info : an error occurred while attemping to read the boot configuration data (ommbka OPY NONBTKE UYTEeHMUS KOHQ

Mpyv NOABNEHUM 3TOI0 COOBLLEHNS pEKOMEHAYETCS BbIGPATb B KA4YECTBE HOCUTEN S KOMMAKT-AMCK BMecTo USB-
yCTpPOMNCTBA.
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5.6.4 [MapameTpbl

Mpexxae 4em NpucTynartb K co3paHnio ESET SysRescue, macTep yCTaHOBKM BblIBEAET Ha SKpaH napamMeTpbl
KOMMNUAALUMM Ha nociegHem 3Tane macrtepa ESET SysRescue. VIX MOXHO U3MEHUTb, HaXkaB KHOMKY U3MEHUTb....
JOoCTynHbI cneayiolye napameTpbl.

e [lanku

[MpoTMBOBMPYCHas Nnporpamma ESET

JononHUTeNnbHO

MHTEepHeT-npoTOKON

3arpy3oyHoe USB-yCTPONCTBO (KOoraa B ka4ecTBe 06bekTa BbibpaHo USB-yCcTponcTBO)
3anuch (korga B kKavectBe 06bekTa BolbpaH AUCKOBOA KOMMAKT- nav DVD-ANCKOB)

ECnn He yKasaH yCTaHOBOYHbIN NakeT MSI nav Ha KOMMbIOTEepe He YyCTAHOBEHO HMKAKoe peLleHme obecrneveHns
6e3onacHocTm ESET, kHonka Co3paTtb byaeT HeakTuBHA. YTO6bI BbI6paTh YCTAHOBOYHbIN MAKET, HAKMUTE KHOMKY
M3meHUTb 1 NepenanTe Ha BKNaaky MpoTtmBoBupycHas nporpamma ESET. ECv He BBECTM MMS MO/1b30BaTeN A U
naponb (U3mMeHnTb > NMpoTUBOBUPYCHasa nporpamMmma ESET), kHonka Co3paTh Takke 6yaeT HeakTUBHaA.

5.6.4.1 Nanku

Manka BpeMeHHOro XxpaHeHUs — 370 pabo4uni katanor ana Gannos, HEOOXOAUMbIN AN KOMAUAAUMM ESET
SysRescue.

Manka ISO — 3T0 nanka, B KOTOPYH COXPAHAETCA MNOyYeHHbI daia I1SO nocie 3aBepLleHNs KOMIUAALUMN.

B cnucke Ha 3TOM BK1aZIKe NepeYnciieHbl BCe SI0KaIbHbIe 1 COMOCTAB/IEHHbIE CeTeBble ANCKM C yKa3aHWeM AOCTYNHOro
Ha HUX MecTa. ECiM Kakne-TO M3 MOKa3aHHbIX MarnokK pacrnosiaratoTcsa Ha Auncke, rae cBo6O4HOIro MecTa He0CTaTOuHO,
pekoMeHAyeTCs BbI6paTh APYrom AMCK, HAa KOTOPOM MecTa 60/iblie. B MPOTUMBHOM C/ly4ae HeL0CTaTOK CBO6OAHOIO
MecTa npmBeeT K JOCPOYHOMY 3aBEPLUEHWIO KOMMUAALMN.

BHeLHMe NpuIoXKeHN: MO3BOASET yKa3aTb AOMOJHUTE/IbHbIE MPOrpaMMbl, KOTOpbIe 6yAYT BbIMOJHATLCA U
yCTaHaB/IMBaTbCA NOUIe 3arpy3km c Hocmtena ESET SysRescue.

BK/1IOUYNTDb BHELWWHUeE NPUI0XeHUs: No3BOIAeT 006aBUTb BHELLIHWE nporpamMmmsbl B KOMNUAALUNO ESET SySRESCUE.

Bbi6paHHaa nanka: nanka, rae pacnosioXeHbl NMporpamMmMmsbl, KOTopble cieayeT A06aBnTb Ha Anck ESET SysRescue.

5.6.4.2 TpoTnBoBupycHas nporpamma ESET

Mpwu co3gaHnm komnakT-guncka ESET SysRescue MOXKHO BbIbpaTb O4MH U3 ABYX NCTOYHMKOB dannos ESET gna
KOMnungTopa.

Manka ESS/EAV — dansnbl, yke coaepikallmecs B narnke, B KOTOPY YCTAHOB/EH MPpOrpamMMHbIN NpoayKT ESET.
dann MSI — dbannbl, KOTOpble cOAep KaTCa B yCTaHOBOYHOM darine MSI.

[anee MOXHO 06HOBUTb MECTOMO0XeHe nup-dannos. O6bIYHO CeayeT Bbi6MpaTh BapMaHT Mo yMmonyaHuio ESS/
nanka EAV/MSI-¢ain. B HeKOTOPbIX CTyHasx MOXXHO Bbi6paTh CO6CTBEHHYO NanKy 06HOBAEHUI, Hanpumep,
4TO6bI MCNOMb30BaTh 6OEE CTAPYIO UM HOBYHO BEPCMIO 6a3bl JaHHbIX CUFHATYP BUPYCOB.

B KayecTBe UCTOYHMKA MMEHM NOJ1b30BaTe/IA U naposaa MO>XXHO MCNO/1b30BaTb OAVH M3 ABYX C1eAYOLWNX BAPMAHTOB.

YcTaHoB/1eHHas nporpamma ESS/EAV: nms nonb3oBaTens M NapoJ/ib KONUPYOTCS M3 YCTAHOBIEHHOW NPOrpamMMbl
ESET Smart Security.

OT nonb3oBaTens: MM Mob30BaTeNIan Nnapo/sib BBOAATCA B COOTBETCTBYHOLME TEKCTOBbIE MoJid, pacno/io>KeHHble
HWKe.

MPUMEYAHME. MNMporpamma ESET Smart Security Ha komnakT-gmcke ESET SysRescue obHoBnsieTcs nnbo vepes
MHTepHeT, nnbo m3 pewenns ESET Security, yCTAHOBAEHHOIO HA KOMMbOTEPE, HA KOTOPOM 3amnyCKaeTcs KOMMNaKT-
anck ESET SysRescue.
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5.6.4.3 [lononHuUTe/bHble NapamMeTpbl

Ha Bknagke JOMoAHUTENIbHO MOXXHO ONTUMM3MPOBATb NapameTpbl KoMnakT-Ancka ESET SysRescue B COOTBeTCTBUMN
C 06beMOM OMepaTVBHOM NAMATY KOMMbOTepa. YToObl 3anmcaTb COAEPXKMMOEe KOMMAAKT-AMCKA B ONepaTmMBHYHO
namsTb (O3Y), BbibepuTte BapuaHT 576 Mb 1 6onblue. Ecin BbiGpaTh NyHKT meHee 576 MB, npu paboTe cpesbl
npeaycraHoBku Windows 6yaeT NOCTOAHHO MPONCXOAUTb 0bpaLleHne K KOMNAKT-AUCKY BOCCTAHOBIEHMS.

B paspene BHewHme gpaniBepbl MOXXHO BCTABUTb AparBepbl A9 KOHKPETHOro 060pyaoBaHua (06bIYHO 4151 CETEBOMO
afanTepa). XoTs cpega npegycraHoBky Windows ocHoBaHa Ha OC Windows Vista ¢ naketom 06HOBAeHWA 1, KOTopas
noaAep>KmMBaeT caMmoe pasHoobpasHoe 060pyaoBaHMe, MHOTrAA 060pyAOBaHME BCE XKe He paCcno3HaeTcs. B3Tom
cyyae Hy>kHo byaeTt 4o6aBuTb ApariBep Bpy4dHyto. [lo06aBuTb Apameep B Komnuaaumio ESET SysRescue MOXKHO AByMS
cnocobamu: Bpy4yHyto (KHoMka [,o6aBUTb) 1 aBTOMATMYeCkM (KHOMKa ABTO nomck). MNpu fobaeneHmm gpameepa
BPYYHYO HEOOXOAMMO yKa3aTb NyTb K COOTBETCTBYOLWeMyY INF-darny (B TOV »e nanke AOIKEH HAXOAUTLCS U SYS-
dawmn). B a1yyae aBToMaTmyeckoro 4o6asneHns apameBep HaX0ANTCS B ONepaLMOHHON CUCTeMe AAaHHOro KOMMboTepa
aBTOMATUYECKN. PeXKMM aBTOMATNYeCKOr0o A0HaBNeHMS peKOMeHAYeTC s UCMOJ1b30BaTh TOIbKO B TOM C/lyyae, eciu
cpencTBo ESET SysRescue yCTaHOB/IEHO HA KOMMbOTEpe C TakOW Xe CETeBOW KapToK, Kak 1 Ha KOMMbOTepe, Ha
KOTOpOM 6bl1 co3aaH aAnck ESET SysRescue. Mpu co3ganHum gmucka ESET SysRescue apaneep nobasnsertcs B
KOMMUIALKWIO, MO3TOMY MOJ1b30BATE/0 BMNOCIEACTBUM HE MPUXOLNTCS ero UCKaTb.

5.6.4.4 NHTepHeT-npoTOKON

B 3TOM pasgene MOXXHO KOHGUIyprpoBaTb 63a30BYH0 MHPOPMALMIO CETU M HACTPamMBaTb NpeaBapUTeNbHO 3a4aHHble
NOAK/IHOYEeHUs noCne BbinosHeHnsa ESET SysRescue.

BbibepuTe ABTOMaTMYeCKUM YacTHbIM IP-agpec, 4To6bl nony4vatsh IP-agpec aBTomaTmyeckn ¢ cepeepa DHCP.

JIn6o e 370 ceTeBoe NOAK/TOYEHME MOXET MCMNOMb30BaTh 3a4aHHbIN BPYYHYIO IP-aapec (Taikoke Ha3blBaeMbl i
cTatndecknm IP-agpecom). BeibepuTe BapraHT Ocobbli, YTO6bl KOHPUIYPUPOBaTb COOTBETCTBEHHbIE NapamMmeTpbl IP.
Ecnv BbIGpaTh 3TOT BApMaHT, HY>KHO yKasaTb IP-aapec 1 (414 TOKaNbHbIX CETEMN U BbICOKOCKOPOCTHbIX MOAKTHOHEHWN
K IHTepHeTy) Macky nopcetun. Beegnte agpeca OCHOBHOIO M AOMNONHUTENBHOIO cepBepoB DNS B nosns
MpepnouTnTenbHbi cepeep DNS 1 [lononHuTenbHbIN cepBep DNS.

5.6.4.5 3arpy3o4yHoe USB-ycTponcTBo

Ecnu B KayecTBe Le/IeBOro HocuTens 6bi10 BbibpaHo USB-yCTpoONCTBO, Ha BK1aAKe 3arpy3o4Hoe USB-ycTponcTBO
MOXXHO yKa3aTb OAMH M3 AOCTYMHbIX USB-HOCUTenen (ecin 4OCTYNHO HeCKONbKo USB-yCTponcTB).

BbibepuTe Hy>KHOe YCTPOMCTBO, HA KOTOPOe By aeT yCTaHOBNAEHO NpunoXeHne ESET SysRescue.

BHumaHue: BbibpaHHoe USB-ycTponcTBo byaeT oTpopMaTMpoBaHO npwu co3aaHnm ESET SysRescue. Bce AaHHble Ha
3TOM YCTPOWCTBE ByAyT yAaNeHbl.

Ecnn BbIGpaTh BapmaHT bbicTpoe dopmMaTupoBaHue, To Npy GopmMaTmpoBaHum byayT yaaneHbl Bce Gpannbl U3
pasfena, Ho AMCK He ByaeT CKaHMPOBATLCA HA HAJTNYME MOBPEXAEHHbIX CEKTOPOB. MICMONb3yUTe 3TOT BApUAHT, ecu
USB-yCTpomcTBO yyke GOpMaTMPOBaNOCh paHee 1 Bbl YBEPEHbDI, HTO OHO He MOBPEeXAEHO.

5.6.4.6 3anucb

Ecnu B KayeCTBe Le1eBOro HoCuTesn s BbibpaH KoMNakT- uam DVD-AKCK, Ha BKAaAKe 3anmcb MOXKHO 334aThb
OOMONTHUTE/IbHbIE NapaMeTpbl 3anmncu.

Yaanutb ¢pann ISO: ycTtaHoBUTe 3TOT GIAKOK, HTOObI YAATUTb BpeMeHHble Ganbl ISO nocie co3aaHusa KOMMNaKT-
avcka ESET SysRescue.

YpaneHue paspelueHo: 3TOT NapaMeTp N03BOJISET CAeNaTb BbIOOPp MeXay O6bICTPO 1 MOHOM OYMUCTKOM AnCKa.
3anucbiBatoLee yCTPOUCTBO: BbIbepuTe ANCKOBOA, KOTOPbIN ByAeT MCMOb30BaTbCS 415 3aMUCK.

Mpedynpe>xxdeHue. OTOT NapameTp YCTAHOB/IEH MO YMOHaHWUIO. [Py MCNONb30BAHMM Nepe3anincbiBAeMOro KOMMNAaKT-
nnv DVD-AuncKa BCe faHHble Ha HeM ByayT cTepThl.

B pasznene «HocuTenb» ykasaHbl CBeAEHUS O ANCKe B AUCKOBOLE.

CKOpOCTb 3annucum: Bbl6epl/ITe HY>KHYH CKOPOCTb M3 packpblBatoLLeroca MeHw. Mpu Bbl60pe CKopocCTh Heob6xo4MMO
VHUTbIBATb BO3MOXXHOCTW 3aruncCblBarOLLErO \/CTDOPICTBa N TUM KOMNakT- nan DVD-aucka.
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5.6.5 Pab6oTa c ESET SysRescue

Ana 3 deKTUBHOro NCNONb30BaAHMS aBAPUMHOMO BOCCTAHOB/IEHUSI C KOMMNAKT- 1 DVD-AnckoB nnmn USB-ycTponcTs
HeobxoAMMO 3arpy3nTb KOMMbIOTEP € 3arpy304HOro HOCUTENS, HA KOTOPOM YCTaHOB/IEHO cpeacTBO ESET SysRescue.
Mopsapok 3arpysku HacTpamsaeTcd B BIOS. Takyke Ha 3Tane 3arpy3ku KOMnbioTepa MOXKHO MCMNOJIb30BaTb MEHIO
3arpy3Kkm; 06bIYHO OHO Bbl3bIBAETCS C MOMOLLLIO KAaBuLw FO—F12 B 3aBUCMMOCTM OT BEPCUN MATEPUHCKOM NAaThbl U
BIOS.

Mocne 3arpy3km € 3arpy304HOro yCcTponcTea byaeT 3anyuleHa nporpamma ESET Smart Security. NMockonbky CpeacTBo
ESET SysRescue ncnonb3yeTcs NKLb B 0COBbIX TJ1y4asx, HEKOTOPble MOAYAM 3aLWMTbl U GYHKLMM NPOrpaMMbl,
nMetoLmecs B CtTaHaapTHoOM Bepcmm ESET Smart Security, He Hy>KHbI, 2 MOTOMY KX CMMUCOK Cy>KeH A0 QyHKLMA
CKaHMPOBaHMA KOMMblOTepa, O6HOBJIEHUS 1 HEKOTOPbIX Pa3es10B HACTPOMKU. BO3MOXHOCTL 0BHOBNATL 6a3sy
[OAHHbIX CUrHATYP BUPYCOB SIB/ISETCS CAMOW BaXXHOW PyHKUmen ESET SysRescue, pekomeHayeTcs 06HOBUTb
nporpamMmy, Npexze Y4em NpucTynaTtb K CKAHNPOBAHMIO KOMIMbIOTEpPaA.

5.6.5.1 Ucnonb3oBaHue ESET SysRescue

MpeAnoioXnM, YTO KOMMbIOTEPBI B CETU BbISIM 3apaXkeHbl BUPYCOM, KOTOPbIN BHOCUT U3MEHEHUS B UCMIOJTHSEMble
dannbl (.exe). ESET Smart Security MOXeT O4MCTUTb BCE 3apaXkeHHble dansibl KpoMe explorer.exe, KOTOPbI
HEBO3MOXKHO OUYUCTUTb Aayke B 6e30MacHOM pexxmme.

OTO CBA3AHO C TeMm, YTO explorer.exe, 6yay4n OGHUM 13 BaXKHEMLUNX NpoLeccoB Windows, 3amyckaeTca Takke 1 B
6e3onacHomM pexknume. ESET Smart Security He CMOXET BbINOTHUTb HUKAKUX AENACTBUIA C PanioM, 13-3a Yero oH
OCTaHeTCA 3apaXKeHHbIM.

B Takou cuTyaumm MOXHO Mcnonb3oBaTb ESET SysRescue ans peweHns 3Ton npobnemsl. Cpeacray ESET SysRescue
He HY>XKHbl HUKAKMe KOMMOHEHTbl ONepaLMOHHOM CUCTeMbl KOMMbIOTEpa, @ MOTOMY OHO MOXeT 06paboTaTb
(04ncTuTb, yaanuTb) ntobon Gamn Ha ancke.
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6. Fnoccapun

6.1 Tunbl 3apaxeHUn

Mof 3apaxeHnemM NOHMMAEeTCst BpeAOHOCHAsi MPOrpamMma, KOTopas NbiTaeTCst MPOHUKHYTb HA KOMMbKOTEP
noab3oBaTens u (MAn) NPUYMHUTbL EMY Bpej.

6.1.1 Bupychbl

KOMMbIOTEPHbBIN BUPYC — 3TO TaKOW BT, 3apadkeHMs, KOTOPbI MOBpeXaaeT CyLLECTBYoLLME dansibl Ha KOMMbOTEpe.
HasBaHue 6b1/10 BbI6paHO 13-3a CXOACTBA C 6MONOTNYECKUMU BUPYCaMU, TaK Kak OHW UCMO/b3YIOT MOXOXMNE METO bl
L1 pacnpoCTpaHeHMs C KOMMbIOTEPA Ha KOMMbIOTEP.

KoMMbloTepHble BUPYCbl aTAKyHOT B OCHOBHOM UCMOHAEMbIe daibl U LOKYMEHTbI. 19 PAa3MHOXEHWUS BUPYC
NPUCOEAMNHAET CBOE «TENO» K KOHLLY 3apaXkaeMoro danna. KoMnbloTepHbI BUPYC GYHKLMOHNPYET CeAyoLWMM
CnocoboM: Moc/e 3anycka 3apaxkeHHOro danna BUpyC akTUBMPYeTCa (3TO MPOUCXOANUT Nepes, akTMBaLUMen caMmoro
MPUIOXKEHWS) U BbIMOHAET BO3/10XKEHHbIE HA HEro 334a4um. TO/IbKO NMOCIe 3TOMO 3anyCckaeTcs CaMo NPUIOXKEHME.
BMPYC He MOXET 3apa3nTb KOMMbIOTEP, MOKA NO/1b30BaTesb (MO OWMEKE UM HAMEPEHHO) CO6CTBEHHOPYYHO He
3anycTuT BPeOHOCHYIO Nporpammy.

KoMnbtoTepHble BUPYCbl MOTYT 6bITb pa3HbIMW MO LeSISIM U CTeneHn onacHoCTU. HeKOTOpble 13 BUPYCOB 0CO60
onacHbl, Tak Kak MOTyT LiesleHanpaBaeHHO yaanaTh danbl C KecTkoro ancka. C Apyroi CTOpOHbl, HEKOTOPbIe BUPYChI
He MPUYUHAKT HMKAKOTo Bpeda. OHW NPOCTO pa3ApadkaloT NO/b30BaTENSA U AEeMOHCTPUPYIOT BO3MOXHOCT U CBOUX
aBTOpOB.

BaXKHO OTMETUTb, YTO KOJIMYECTBO BUPYCOB NMOCTOAHHO CHUXKAETCS MO CPABHEHUIO C TPOAHCKUMM U LIMUOHCKUMMA
nporpamMmMamu, Tak Kak OHW He MPeACTaBAAoT 419 aBTOPOB 3KOHOMMUYECKOW BbIrobl. KpoMe TOro, TEpMUH «BUPYCH
YaCTO HEeMpPaBUIbHO UCMOMb3YIOT A1 ONMUCAHMSA BCEX BO3MOXHbIX TUMOB 3apakeHun. OHAKO MOCTEMNEHHO OH
BbIXOAMT M3 yNOTpebieHns, 1 Ha CMeHy eMy NPUXOAUT 60/1ee TOYHBIA TEPMUH «BPELOHOCHAs MPOrpaMman.

Ecnm koMmnbroTep 3apaXkeH BUpYCOM, HEeobX0AMMO BOCCTAHOBUTb MCXOAHOE COCTOAHME 3adpa>KeHHbIX q)alz}'IOB, T. €.
OYUCTUTb X CMOMOLLBIO MpOrpamMmmbl aas 3allnTbl OT BUPYCOB.

Mpumepbl BUpycoB: OneHalf, Tenga n Yankee Doodle.

6.1.2 Yepsu

KoMnbtoTepHble YepBM — 3TO COAep KaLLMe 3/1I0HAMEPEHHbI KO MPOrpamMmMbl, KOTOPble aTakyoT raBHble
KOMMbIOTEPbI U PACMpPOCTPaHAOTCA Yepes ceTb. OCHOBHOE pas/inine Mexzay BMpycaMmm 1 YepBAMM 3aK/TH0HaeTCs B
TOM, 4TO YEePBU MOTYT PernINLMPOBATLCSA M PACNPOCTPAHATLCS CAMOCTOATENIbHO, Tak Kak OHW He 3aBUCAT OT
3apaXkeHHbIX GarI0B UM 3arpy304HbIX CEKTOPOB. YepBK pacnpoCTpaHATCA, UCMO/b3y s alPECHY IO KHUTY
NoNb30BaTeNs UK ySI3BUMOCTU B CUCTEME He30MaCHOCT M CETEBbIX MPUTOXKEHNI.

Mo3ToMy YepBM HAMHOIO 60/1ee NMOABUKHbI, YeM KOMMbIOTEPHbIE BUPYCbl. Bnarofaps WpOKoW NonyaspHOCTH
NHTepHeTa OHM MOTYT pacnpoCTpPaHATbCsA MO BCEMY 3eMHOMY LLIAPY 3@ CHUTAHbIE Yacbl WK AaXKe MUHYTbI Mocie
3anycka. 3Ta cnocobHOCTb 6bICTPO CAMOCTOATE/IbHO PENIULMPOBATLCA AeNaeT YepBu 60/1ee OnacHbIMM, YeM Apyrue
TUMbl BPEAOHOCHbBIX MPOrpaMM.

AEVICTBVI-OLU,I/II;I B CMCTeMe 4YepBb MOXET A0CTAaBUTb MHOXXeCTBO HE\/,D,O6CTB NMoNb30BaTe/1t0: OH MOXKET yaaNATb
Cbal;lﬂ bl, CHMXXaTb MpOnN3BOANTE/TbHOCTb CUCTEMbI U1 AaXKe OTKKYaTb Apyrmue nporpamMmmbl. Mo cyTH KOMI'IbIOTeprIIZ
YepBb MOXKeT UTY>)KUTb B Ka4eCTBe «TPaHCMNOPTHOIro cpeacTBa» ansa agpyrux Tmnos 3apa>|<eH|/||7|.

EC/IY KOMMbIOTEP 3apakeH YepBeM, PeKOMEeHIyeTCa yaAaUTb 3apaXkeHHble darsibl, MOCKO/bKY OHM C 60/1bLLOWN
BEPOATHOCTbIO COAEPXKAT 3/I0HAMEPEHHbIN KO,

MprMepbl LLMPOKO N3BECTHBIX YepBen: Lovsan/Blaster, Stration/Warezov, Bagle n Netsky.
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6.1.3 TposHcCKue nporpamMmmbi

McTopuryeck TpOSHCKMMK NMporpaMmMamMm Ha3blBa/IM TaKOM K1ACC 3apaXkeHWI, KOTOPbIE MbITAKTCS MAaCKMPOBATbCS
NoJ nosie3Hble NporpaMmbl, TEM CaMblM 3aCTaB/AS NMOJIb30BATE/N A 3aMyCkaTb MX. OA4HAKO BAXKHO OTMETUTb, YTO Ha
CeroAHSALHNA AeHb 3TO OnpeAeeHre YyCTapeno, U TPOSHCKME NporpaMMbl 60/1bLLe He HYXKAAKTCSA B MOA06HOM0 poaa
MaCKMPOBKe. EANHCTBEHHOW WX LIe/bIO SIBASETCS KAK MOXKHO 60s1ee MpoCTOe NPOHMKHOBEHME B CUCTEMY U
BbIMOJIHEHWE CBOMX BPeAOHOCHbIX 334a4. CerofiHa «TposHCKas NporpaMmman — o4YeHb 06NN TEPMUH, UCMO/b3YEMbIN
N8 0603HaYeHNs 11060ro 3apakeHms, KOTOPOE HEBO3MOXKHO OTHECTU K KAKOMY-/TMH0 KOHKPETHOMY K/1accy.

Tak Kak aTa KaTeropua seCbMa LWMPOKa, ee 4acTto pa36v|Bar0T Ha HeCKoJ1bKo I'IO,CI,I(aTEFOpI/IIh.

e 3arpysyMKk — BpeOHOCHas NporpaMmmMa, CnocobHas 3arpy>atb Apyrue 3apaXkeHns n3s MIHTepHeTa.

e Dropper — TuMn TPOSIHCKOM NporpamMMbl, KOTOpas npeaHasHayveHa Ans 3apaXkKeHns KOMMbOTEPOB APY UMM
BPeLOHOCHbIMM NPOrpaMmmamu.

e Backdoor — npunoxeHuve, KOTOpoe 06MEHMBAETCA AAHHBIMM CO 3/10YMbILLTEHHMKAMM, NMO3BOJIAS UM MOYYUTb
[OCTYM K CUCTEME U KOHTPOJb HAZ, HEM.

e KnaBMaTypHbI WNMOH — NPOrpaMmma, KoTopas permcTpupyeT Bce, 4TO NMoJIb30BaTe/lb HAbMpaeT Ha kKaaBmaType,
M OTNPaBASAET 3TY MHOOPMALMIO 3/10YMbILLTIEHHUKAM.

e MporpaMma f03BOHA — NpOrpaMmma, KoTopas npefHasHavyeHa a8 Habopa HOMepOB TeslepOHOB, BbI30BbI Ha
KOTOpble OMa4MBaeT Bbi3blBAOLMIA A6OHEHT. MPKY 3TOM NO/Ib30BATE b MPAKTUYECKM HE MOXKET 3aMeTUTb, YTO
CO3[1aHO HOBOE NoAK/toYeHKe. MporpamMmbl 03BOHA MOTYT HAHECT W BpeJ, TO/IbKO N0/1b30BaTeNAM MOAEMOB. K
CYACTbIO, MOZEMbI Y>Ke He pacnpOCTPaHEHbI CTO/Tb LWUIMPOKO, Kak paHbLUe.

TposHcKkaa nporpamma o6bl4HO NpeacTaBaseT co60M UCMOHAEMbI Gans C pacluMpeHnem exe. ECM Ha KOMMbloTepe
obHapy>keH Gai, KnaccubuLMpOBaHHbIN KaK TPOSIHCKAs NMporpaMmMa, peKoMeHayeTcs yaauTb ero, Tak Kak OH C
60/1bLLION BEPOATHOCTbIO COAEPXKUT 3/T0HAMEPEHHbIN KOZ,

MpumMepbl LLMPOKO N3BECTHbIX TPOSSHCKUX Nporpamm: NetBus, Trojandownloader.Small.ZL, Slapper

6.1.4 PyTKUTbI

PYyTKNTOM Ha3blBaeTCsa BpeOHOCHAs MPOrpaMma, KoTopas npefoCcTaBaseT 3/10yMblLLUIeHHUKAM MOHbIA J0CTYN K
KOMMbIOTEpPY, He NPOABASASA NPU 3TOM CBOEro NPUCYTCTBUS B cMcTeMe. [ocie noyveHns ocTyna Kk cucteme (06614HO
nyTeM UCMOJIb30BaHMS ee YA3BUMOCTEN) PYTKUTbI MCNONAB3YIOT GYHKLMN ONepaumoHHON CUCTEMBI, YTOGbI n3bexaTb
06Hapy>KeHMa NporpamMMHbIM 0becrneyeHnem 3aLMTbl OT BUPYCOB: UCMOb3YHOTCS MeXaHN3Mbl MaCKMPOBKM
npoLeccos, GanoB 1N AaHHbIX CUCTEMHOrO peecTpa. 10 3TOW NPUYMHE UX aKTUBHOCTb HEBO3MOXKHO 06HAPYKUTb
CTaHZAPTHbLIMU MeTOAaMM MPOBEPKMU.

CyLLeCTBYET [ABa YPOBHS 06HAPYXXEHMS, HaNpaB/eHHbIX HA 60pbOyY C pyTKUTaMU.

1. OBHapy>KeH1e Npy NOMNbITKE MPOHMKHOBEHWS B CUCTEMY. VX eLe HeT B CUCTEME, TO eCTb OHU He aKTMBHbI. MHoruve
CUCTEeMbI 3aLLUMTbI OT BUPYCOB CMOCOBHBI YCTPAHUTb PYTKUTbI HA 3TOM YPOBHE (MpY yCU10BUN, YTO OHU
[enCTBUTENbHO 0BHApY>KMBAKOT Takme Ganbl KaK 3apaXkeHHble).

2. ObHapy>eHue nNpu NoMbITKe CKPbITbCS BO BpeMS 06bI4YHOM NPOBEPKX. B pacnopsbkeHum nonb3osatenen ESET
Smart Security ecTb nperMyLLecTBa TexHonorum Anti-Stealth, koTopast no3BossieT 06HApYXKUTb N YCTPAHUTb
AKTUBHbIE PYTKUTbI.

6.1.5 PexknamHbie nporpamMmmbi

Mon pexnaMmHoM NporpaMmMon MOHNUMAETCA MPOrpaMMHOe 0becrneyeHne, CyLEeCTBYOLLEE 32 CHET peKIaMbl.
MporpaMmmbl, 4EMOHCTPUPYIOLLIME MOb30BATENIO PEK/IAMHbIE MATepUasbl, OTHOCATCA K 3TOM KaTeropuun. PeknamHble
MPUNOXKEHMS HaCTO aBTOMATMUYECKM OTKPbIBAKOT BCMJIbIBAKOLLME OKHA C pek/iaMOol B BeH-6pay3epe Uiv U3MeHSAIOT
[OMALLHIOK CTPaHuLy. PeksiaMHble MporpaMMbl YacTo pacnpoCTPAHAOTCS B KOMMJIeKTe ¢ 6ecniaTHbIMM
nporpamMmMamu. 3To NMo3BOJIFET UX CO34aTeNIM NOKPbIBaTb pacxoAbl HA pazpaboTky noe3HbIx (Kak npasusio)
nporpamm.

Camu no cebe peknamMHble MporpamMmmMbl He OMacCHbl, HO OHWM pa3gpa>karoT nosnb3oBaTenen. ONacHOCTb 3ak/1t04aeTCs B
TOM, 4YTO B peKlaMHbIX MporpamMmmax MoryT ObITb peann3oBaHbl AOMNO/THUTE/IbHbIE CD\/HKLI,I/II/I CnexxeHusa, nogobHo
LUMMOHCKMM NMporpaMmMam.

ECn1 Nonb3oBaTeb pellaeT UCMoib30BaTh 6eCnIaTHbIA NPOrpaMMHbIA MPOAYKT, eMy CTOUTb YAEIUTb 0coboe
BHMMaHWeE yCTaHOBKEe MpOrpaMMbl. Halle BCero nporpamMmma yCTaHOBKM NpeaynpexaaeT 06 ycTaHoBKe
[OMONHUTENbHOWM PeKNaMHOM NPOrpamMMbl. 3a4acTyo NOb30BaTe/lb UMEET BO3MOXHOCTb OTKA3aThbCs OT €ro
YCTQHOBKM M YCTAHOBUTb HEOBXOAMMYO MPOrpamMmmy 6e3 peknaMHOW.

HekoTopble NporpamMMbl Heslb3s YCTAHOBUTb 63 peksiaMHbIX MOAY e NMB0 MX GYHKUMOHANBHOCTb ByaeT
OorpaHuyeHa. OTo NPUBOAMUT K TOMY, YTO peksiaMHas nporpaMmMa 4acto noJiyyaeT LOCTYMN K CUCTEME HA «3aKOHHbIX»
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OCHOBAHMAX, Tak KaK MoJib30BaTe b Aasl COr/lacue Ha ee yCTaHOoBKY. B 3TOM Clyyae siyylle nepectpaxoBaThbes. B
clydae 06HapyKeHMs Ha KoMMbloTepe darna, KnaccudmuumpoBaHHOTO Kak peKkiamMHas nporpamMmMa, peKoMeHayeTcs
yOaNINTb €ro, Tak Kak OH C 60/1bLLO BEPOATHOCTbIO COAEPKUT 3/I0HAMEPEHHbIN KO/,

6.1.6 LUNnuoHcKMe nporpammbl

K 3TOM KaTeropum oTHOCATCS BCE MPUNOXKEHUS, KOTOPble OTNPAaBASAT NNYHYI0 MHDOPpMaLMIo 6e3 Begoma 1 cornacms
Bnagenbua. LUNrMoHcKre nporpaMmbl UCNOAB3YIOT QYHKLWM CTeXeHUs 419 OTAPaBKM PA3/INYHOM CTaTUCT UHECKOn
NHOOpPMALMM, TAKOW KaK CMUCOK MOCELLIEHHbIX BEH-CaNTOB, aapeca 3/IeKTPOHHOM MOYTbI U3 aAPeCHbIX KHUT
Nnosb30BaTeNs UM HAbMpaeMbl Ha KNaBMaType TeKCT.

ABTOPbI LWUMNNOHCKMX MPOrpamMM YTBEPXKAAIOT, YTO 3TU TEXHOIOT UM CYXKAT A8 M3yHeHUa TpeboBaHNN U MHTEepecoB
noJib30BaTEeNen 1 MNO3BONAIOT CO34aBaTh pekSaMHble MaTepuanbl, 6oee COOTBETCTBYOLME LIEIEBOM Ay ANTOPUN.
Mpob6aema 3aKk1to4HaeTca B TOM, YTO HET YETKOW rpaHMLLbl MeXay NoAe3HbIMU U BpeAOHOCHBIMU MPUTOXKEHUAMU, U
HUKTO He rapaHTUpPYeT, YTo NnosyvaemMas MHGopmaums He ByaeT UCNoNb30BaHa BO Bpef,. JaHHble, MoyYeHHble
LUMWOHCKUMM MpOorpaMmmamu, MOryT COAEpIKaTb 3alUMTHbIe Koabl, PIN-koAbl, HOMepa cHeToB 1 T. 4. LUnnoHckme
NporpaMmmbl 4acTO NOCTABAATCA B KOMMIEKTe C 6ecniaTHbIMY BEPCUAMM MPOrpaMm CaMUMU UX aBTOPaMU C LIEbHO
NnoJly4eHmns OXO0A0B N CTUMYTMPOBaHWA NPOoAaXK MPpOrpaMMHOro obecrnevyeHms. YacTo Noab3oBaTesen
NHPOPMUPYIOT O HATUYUM LUMMNOHCKMX MPOrpamMm BO BPEMS YCTAHOBKW OCHOBHOWM NporpamMMbl, HTO6bI MOOLLPUTb MX
K NprOoBpeTeHNIO NAATHOW BEpPCUNA.

MprMepaMm XOpoLLIO M3BECTHOrO 6ecnaaTHOro NporpaMMHoro obecneyeHms, BMeCTe C KOTOPbIM MOCTaBAseTCS
LUMMOHCKOE, MOTYT CIY>KUTb KAMEHTbI MUPUHIOBbIX (P2P) ceTen. Mporpammbl Spyfalcon v Spy Sheriff (1 mHorme
Lpyrve) oTHOCATCA K 0COH60M NOAKATeropum LMMOHCKMX MPOrpaMM. YTBEPXKAAETCS, YTO OHU NpeAHa3HayeHbl A
3aLLMTbl OT LWUMNOHCKMX MPOrpaMM, HO Ha CAaMOM [iefle OHW CAaMU SIBASKOTCS TAKOBbIMU.

B cnyyae o6Hapy»KeHWs Ha KoMMbloTepe Ganna, KnaccudmLMpoBaHHOMO KaK LWUMMOHCKAs MpOrpamMmMa, peKoOMeHAyeTCs
yAANUTb ero, Tak Kak C BbICOKOM BEPOATHOCTbIO OH COAEPIXKUT 3/TOHAMEPEHHbIN KOZ,.

6.1.7 lNoTeHUuMaNbHO ONacHble NPpUNOXKeHUS

CyLecTtByeT MHOXKECTBO HOPMaJsibHbIX MPOrpamMm, npeaHasHa4YeHHbIX 414 yNpoLweHna agMUHUCTpUpOBaHNA
NOAK/TFOYEHHbIX K CeTW KOMTMbOTEpPOoB. O4HAKO 3/10YMblLLTEHHUKM MOTYT MCMOJ1b30BaTb UX A5 NPUYMHEHWSA Bpeaa.
MporpammHoe obecneyeHme ESET Smart Security no3BossieT 06Hapy>XMBaTb TaKMe yrpo3bl.

B KayecTBe «MoTeHLMaNbHO ONaCHbIX I'IDI/U'IO)I(EHI/IPI» BbICTYyMaeT HOpMa/ibHOE KOMMep4eCKoe nporpamMmmHoe
obecneyeHue. B 3Ty KATEropuro BXOAAT Takme nporpaMmmbl, Kak cpeacrtea yaa1eHHOro gocryna, npunnoXXeHnda angd
B3/10Ma napone|7| M KNnaBnaTypHbIe LWNMMOHbI (I'IDOFDaMMbI, 3anncCbliBakOLLMe HaXKaTus KaBnL Ha I(J'IaBl/IaTVDE).

Ecnn noTeHumManbHO onacHoe NpuioXKeHue o6Hapy>|<eHo n pa60TaeT Ha KOMMbKOTEPE (HO Nnosb3oBaTeNb He
yCTaHaB/1MBan ero), caegyer O6paTl/ITbCFI K aAMWHNCTPAaTOpy CETU TN YOANUTb NMPUITOXKEeHWE.

6.1.8 TlNoTeHUMaANbHO HeXenaTesibHble NPUI0XKeHUA

MoTeHuMaNbHO HeXenaTe/ibHble NPUIOXKEHUS He BCeraa sBNS0TCS BPeAOHOCHbIMW, OLHAKO MOTMYT HeraTuBHO
NOBAUATb HA NPOU3BOANTENBHOCTb KOMMblOTepa. OBbIYHO A9 YCTAHOBKM TakMX MPUAOXKEHWI 3anpallmBaeTcs
cornacve nonb3oBaTtens. Mocie ux yCTaHOBKM MOBeAEHME CUCTEMbI M3MeHSAETCs (MO CPaBHEHMIO C TeM, Kak OHa Bena
cebs 0 YCTAaHOBKM 3TUX MPUI0XKEHUI). Hanbonee 3aMeTHble M3MEHEHMS NepedncsIeHbl fanee.

e OTKPbIBAOTCA HOBbIE OKHA, KOTOPbIE HE MOSBAAINCD paHee (BCMJIbIBAOLLME OKHA, pekaama).
AKTVBUPYIOTCS U BbIMOJTHAOTCA CKPbITbIE MPOLECCHI.

MOBbILLIAETCA YPOBEHb NMOTPEBEHNS CUCTEMHbBIX PECYPCOB.

MosBAAIOTCSA U3MEHeHWs B pe3yibTaTax nomcka.

MpunoxxeHne obMeHMBaeTCs AaHHBIMW C yAANeHHbIMW CepBEPAMMU.
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6.2 Tunbl yaaneHHbIX aTak

CyLLEeCTBYET MHOXECTBO CreLManbHbIX TEXHONOTMUIA, C MOMOLLBIO KOTOPbIX 3/10YMbILLEHHUKM MOTYT aTakoBaTb
yZaneHHble KOMMbOTepbl. OHM NOAPA3AENATCA HA HECKOIbKO KaTeropui.

6.2.1 DoS-ataku

DoS-aTaku (@Taky TUna omkas 8 06¢CAyKUBAHUU) NPeACTaBAAT CO60M NOMNbITKY CAeNaTb KOMMNbIOTEP UK CeTb
HeLOCTYMHbIMMY TEM MOJIb30BaTEeNAMM, 418 KOTOPbIX OHU NpefHasHaveHbl. ObMeH AaHHbIMY Mexay
No/s1b30BaTeNSIMWN MNOPAKEHHOT0 KOMMbIOTEPA 3aTPYAHEH WX HEBO3MOXKEH B MPUEMIIEMOM pexxmme. KoMnbroTepsl,
noagepriunecs 4encTemio DoS-ataku, 06bIYHO A0/DKHBI BbITb Nepe3arpy>KeHbl 415 BOCCTAHOBEHWUS HOPMaJibHOM
paboThl.

B 6onbLlIMHCTBE cy4yaeB 06beKTaMM 3TOM aTaky CTAaHOBATCS Be6-CepBepr, a uenblo aBngeTcsd BbiBO UX N3 CTPOA U,
KakK cnegcreume, X HeAOCTYNMHOCTb Ha HEKOTOpOe BpeM4.

6.2.2 ATaka nyTtem noppesikv 3anucen kawa DNS

ATaka nytem nogaenku 3anucer kawa DNS (cepeep AOMEHHbIX MMEH) NO3BOSAET Xakepam ybeants DNS-cepsep
nto60oro KOMMNbOTEPA B TOM, YTO NPeaoCTaBAsieMble NOATOXHbIE AAHHbIE SBASOTCA UCTUHHBIMW. JTIOXKHasA
MHPOPpMaLMS KILWMPYETCS Ha onpeaeneHHoe BpemMsi, AaBas 3/10YMblLWIEHHUKAM BO3MOXXHOCTb Nepe3anmcaTb OTBEThI
DNS-cepBepa c IP-agpecamu. B peaynbTaTe npm NonbIiTKe NOCELLEHMNS BeO-CaNTOB NO1b30BaTE b 3arpy>XaeT
KOMTMbOTEpHble BUPYCbl U YepBU BMECTO UCXOLHOTO COAEPXKMMOrO.

6.2.3 ATaku 4yepBemn

KoMMbloTepHble YepBM — 3TO coepyKalme 3/10HaMepeHHbI KO, MPOorpaMMbl, KOTOPble aTakytoT r1aBHble
KOMMbIOTEpPbl 1 pacnpoCTpaHAoTCA Yepes ceTb. CeTeBble YePBU UCMOb3YIOT CETEBbIE YA3BMMOCT M Pa3/INYHbIX
npunoXxeHui. bnarogapa MIHTepHETY OHM pacnpoCTPaHATCA MO BCEMY 3eMHOMY LLAPY 3a CYMTaHble Yacbl nocie
3anycka B CeTb. B HEKOTOPbIX C/Ty4asax CYeT UALT HAa MUHYTbI.

MHormnx 13 atak Yepsen (Sasser, SqlSlammer) MOXHO n3bexkaTb, NCMOJb3y s HACT POMKI MepCOHaNbHOrO darnepsosa
MO YMOJTHAHUIO NI C MOMOLLbIO 6/10KMPOBKM HE3ALUMLLEHHbIX U HEMCNOb3yeMblX MOPTOB. OUYeHb BAXXHO perynspHo
yCTaHaBAMBATb HOBENLUME NaKeTbl OOHOBIEHNS OMepaLMOHHON CUCTEMBI.

6.2.4 CkaHupoBaHue NOpTOB

CKaHMpOBaHKe NOPTOB UCMO/b3YeTCs, HTOObI ONpeaenuTb, Kakie NOPTbl KOMMbIOTEpPA OTKPbLITbI HA y3/1e CETH.
CKkaHep NoOpTOB NpeacTaBaseT cobon nporpaMmmHoe obecrnedeHre, KOTOpOe NpefHA3HAYeHO A1 NOUCKA Takmx
NopTOB.

KoMnblOTepHbIV MOPT SBASETCA BUPTYa/bHOM TOYKOW, KOTOpAas ynpasaseT ceTeBbiM TpadmKom B 0601x
HanpasaeHNUsIX. DTO ABASETCA KPUTUYHBIM C TOUKM 3peHKns ceTeBO 6e30MacHOCTM. B 601bLINX CeTSX AaHHbIE,
KOTOpble cObMPatTCA C MOMOLLBIO CKaHepa MOPTOB, MOTYT MOMOYb BbISIBUTb MOTEHLMNA/bHbIE YS3BUMOCTHU
KOMMbIOTEPHbIX CUCTEM. Takoe NCMOIb30BaHME SBASETCA AONYCTUMbIM.

OfHako CKaHepbl 4aCTO NCMNOJIb3YKOTCA 3/I0YMbILUNTEHHUKaMW 14 B3/1OMa CUCTEM 6e30MacHoOCTL. [TepBbIM LLArom
OTNpaB/ideTCa cepusd NakeToB Ha KaXkablin 13 MOpPTOB. B 3aBUCKMMOCTU OT NOJIYyY4EeHHbIX OTBETOB ONnpefenseTcs, KaKom
M3 NMOPTOB MO>XHO NCMNOJ1b30BATb. CKaHl/IDOBaHIAe He NpninHAaeT Bpeda camo no cebe, HO aleayetr UMeTb B BMAY, 4TO
TaKasd aKTUBHOCTb 3a4aCTyHO ABTAETCA NPU3HAKOM MOMbITKWM BblABTEHNA YA3IBUMOCTU U I'IOC}'IE,EI,VI-OU_I,EVI aTaku
3/IOYMbILLUTEHHMKOB Ha CUCTEMY.

CeTeBble aAMNHNCTPATOPHbI 06bI4HO COBETYHOT 6ﬂOI(MpOBaTb BCe& HENCMOJIb3yeMble MOPThbl U 3aLLUNLLATb
ncnosibdyemble OT HeaBTOPM3OBAHHOIO AOCTYyMaA.
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6.2.5 TCP-pecuHxpoHusauunsa

TCP-pgecHXpoHmM3aLma — 3TO MeTOo4, UCMOJ1b3yeMblX B aTakax nogMeHbl 04HOIo U3 y4acTHUKOB TCP-coeamnHeHus.
DTOT MeTOoZ OCHOBaH Ha Npoueccax, KOTOpble MPOUCXOAAT, KOr4a NOPsSAKOBbLIA HOMEP NPUXOAALLEro nakeTa
OT/IMYAETCA OT OXKMAAEMOTO. MaKeTbl C HEOXKMOAHHBIMW HOMEPaMM MPOMNYCKAKTCSA (MM COXPAHAOTCS B
cneumansHom bydepe, e OHM NOMAJAKOT B TeKyLlee OKHO COeguHEeHNS).

Mpy ecMHXpoHM3aLmMM 06e CTOPOHbI 06MeHa AaHHbIMM MPOMYyCKalT MNOIyYeHHbIe NaKeTbl. B 3TOT MOMEHT
3/10YMbILLITEHHUKW MOTYT 3apasnTb M NepeaaTb NakeTbl C MpaBWibHbIM NOPAAKOBbIM HOMEPOM. 3/10YMbILLTEHHWKM
MOTYT AaXKe MaHUMyIMpOBaTb 06MEHOM JaHHbIX 1 BHOCUTb B HErO M3MEHEHUS.

B aTakax nyTem nogMeHbl O4HOM0 M3 Yy4aCTHUKOB LieNbio ABNSIETCA BHeApeHve B /J,BVXCTODOHHVIVI obMeH AaHHbIMMN
MeXay CepBepoM U KJIMeHTOM. MHOrme ataky B 3TOM Csiydae mMoryT 6bITb npenoTrepalleHbl nyTeM NCnoj1ib30BaHNA
ayTeHTUdUKaLUM 45 Kaxkaoro n3 cermeHToB TCP. Kpome TOro, cieayeT UCMNob30BaTb pekoMeHayeMble napameTpbl
Ona ceTeBbIX yCTDOPICTB.

6.2.6 SMB Relay

SMBRelay n SMBRelay2 aBaat0Tcs 0cOObIMKM MpOrpaMmmamm, KOTOpble CNOCOBOHbI aTakoBaTb yAaleHHble
KOMMbOTEPbI. DTW NPpOrpaMmMbl UCMOb3YIOT YA3BMMOCTb NPOTOKoAa SMB, KOTopbIn BCTpoeH B NetBIOS. Ecau
noJsib30BaTeNb NPeAOCTaBAAET OOLWMA OCTYN K KAKUM-TMOO0 Nankam Yyepes N10KaabHYH CEeTb, CKOPee BCero 370
OCyLLEeCTBASETCS C MOMOLLbIO NpoTOKoMa SMB.

B paMmkax o6meHa AaHHbIMM MO JIOKa/IbHOM CETU MPOUCXOANT 06MeEH AaHHbIMU XeLl-TabinL, Naponen.

SMBRelay npuHumaeT coeanHenus no UDP Ha nopTax 139 1445, TpaHCMpyeT NakeTbl, KOTOPbIMM OOMEHMBaeTCs
K/IVEHT 1 CcepBep, U NoaMeHseT ux. Moaie NoAKAYEHNS U ayTeHTUDUKALMM COeMHEHNE C KTMEHTOM NpepbiBaeTCs.
SMBRelay co3paeTt HOBbI BUPTYa/ibHbIN IP-aapec. HOBbIM agpec 4OCTYNeH C NOMOLLBIO T1eAyoLlen KOMaHabl: net use
\\192.168.1.1. Mocne 3T0ro 4oCTyn K agpecy OTKpbIT Anas atobon ceteBon dyHkumMmM Windows. SMBRelay TpaHcimnpyeT
BeCb OOMEeH JaHHbIMM Yepes cebs, KpoOMe MPOoLEeCCOB YCTAHOBIEHUS COeAMHEHNS 1 ayTeHTUdMKaunn. Y aaneHHas
aTakyloLwas CTopoHa MOXEeT UCNOb30BaTh IP-aapec, NoKa NOAKMYEH KIMEHTCKUA KOMMbIOTEP.

SMBRelay2 paboTaeTt Ha OCHOBE TOro e NpuHLMAA, 4To U SMBRelay, HO ncnonbsyeTt MMeHa NetBIOS BmecTo IP-
agpecoB. Obe NporpaMmbl UCMOb3YIOT aTakM «3/10YMbILLEHHVK B CEpeauHe». ITU aTaku MO3BONSIOT yYAAIEHHOM
aTaKyloLen CTOPOHE CYATBIBATD, BCTABISATb M M3MEHATb COOOLLEHNS MeXAY ABYMS CTOPOHAMM, He 0BHapyKmMBas
ceb64. ATaKOBaHHbIe TakMM METOA0M KOMMbIOTEPbI 3a4aCTyHO MPEKPALLAOT OTBEYaTb Ha 3anpoChl MOb30BaTENS UK
BHe3anHo rnepesarpy»aroTcs.

[nsaToro yto6bl M36EXKaTh Npo6eM NOA06HOr0 poAa, PEKOMEHYeTCsa UCNO/b30BaTh Napoauv 4718 ayTeHTUGUKaLmMm
WA KITHOYUMN.

6.2.7 ATtaku no npoTtokonay ICMP

MpoTokon ICMP aBnsgeTcd nonyagpHbIM U LLMPOKO MCMOJIb3yeMbIM NPOTOKO/IOM MHTepHeTa. [NprmeHseTcsi OH
NpenMyLLeCcTBEHHO NOAKIKYEHHBIMW K CETU KOMMbOTEPaMU A5 OTNPaBkK coobLeHmr 06 owmnbKax.

YaaneHHble 3710y MblLWIeHHUKW MbITAOTCA UCMOJ1b30BaTb YA3BUMOCTU npoTokona ICMP. MpoTtokon ICMP
npefHasHaveH ana nepegayu aHHbIX B O4HOM HanpasneHun 6e3 ayTeHTudrKaumm. 310 No3BoaseT
3/10yMbILU/TEHHVKAM OPraHn3oBbiBaTb DoS-aTaky (0TKkas B 06C1Y>KMBAHWM) UM aTaKW, NpesoCTaBasoLLme He
MMeLWMM Ha 3TO Npasa nuam AOCTYN KO BXOAALWNM U UCXOAALLMM NakeTam.

TUNMYHBIMY NpUMepamu aTak no npoTokony ICMP senstoTca ping-daya, daya 3xo-3anpocos no npotokony ICMP un
smurf-atakm. KomnbloTepbl, MoABepratoLmecs atake no npotokony ICMP, 3HaUNTeNbHO 3amMeanatoT CBOO paboTy
(370 KacaeTCs BCeX MPUTOXEHWUI, NCMONb3YIOLWMX MHTEPHET), Uy HUX BO3HWKAKOT NpO61eMbl MPU MOAKTOHEHNN K
VIHTepHeTy.
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6.3 DnekTpoHHas NoyTa

DN1eKTPOHHAs MoYyTa AB/ISeTCA COBPEMEHHbIM CPeCTBOM O6LLEeHMS, KOTOPOe NPUMeHSeTCs BO MHOrMx o6a1actax. OHa
OT/INYAETCSA TMHKOCTBIO, BbICOKOM CKOPOCTbIO M OTCYTCTBMEM MOCPEAHWKOB W1 Cbirpasia K/KOYeByo posb B
pacnpoctpaHeHun VIHTepHeTa B Hayasne 90-x ro0B NpoLLI0ro Beka.

K co>kaneHuto, BC1eACTBME BbICOKOIO YPOBHA AHOHUMHOCT M 3/1EKTPOHHAA MOYTa U VIHTEpHET OCTaBNAl0T
NPOCTPAHCTBO /19 HE3AKOHHbIX AENCTBUI, TAKMX KAK paccbiika crnama. K cnamy OTHOCSTCSA HeXXenaTesibHble
peKslaMmHble 06BbABEHNS, MUCTUPUKALMN N COOBLLEHS, MPeAHA3HAYEeHHbIEe 419 pACcnpoCT PAHEH WS BPEAOHOCHbBIX
nporpamm. [loctasnseMble MNOb30BATENO HEYA0HCTBA M OMACHOCTb YBETMYMBAIOTCA 13-3a TOFO, HTO CTOMMOCTb
PaccblIKU MMHMMA/TbHA, @ B pACNOPSHKEHM aBTOPOB CMama ecTb MHOXECTBO CPEACTB AJ/15 MOyYeHMs HOBbIX 3 pecoB
3/1EKTPOHHOM NMOYTbl. KpOMe TOro, KOJIMYeCTBO 1 pazHoobpasne cnama CUibHO 3aTPYAHSAIOT KOHTPO/b HAZ HUM. Yem
[O/bLUE NUCMOJIb3YeTCsa aipec 3/1EKTPOHHOM MOYTbI, TEM BbILLIE BEPOSATHOCTb TOF0, YTO OH MOMNAAET B 6a3bl AAHHBIX,
MCMoJIb3yeMble 419 PaccblIKK Cnama. BOT HEKOTOPbIe COBETHI, MOMOTatoLLme n36exaTb 3TOro.

e [10 BO3MOXXHOCTU He pa3meLlanTe CBOM aapec 31eKTPOHHOW NoYTbl B VIHTepHeTe.

e [laBanTe CBOW afpec TO/IbKO TeM, KOMY MOSIHOCTbIO fJOBEpSeTe.

e ECNM BO3MOXHO, He UCMOJIb3yTe pacnpoCTPpaHeHHbIe CJ10Ba B KAYeCTBe NCEBAOHUMOB (YeM C/TOXKHee NCEeBAOHMM,
TeMm TpyAHee oTUIeAnTb aapec).

e He oTBeYamTe Ha MOJIyYEHHbIN CNaMm.

e byabTe OCTOPOXKHbI MPY 3aN0HEHUM GOPM Ha Beb-camnTax (0CO6eHHO eciv OHM COAEP AT MYHKTbI TMa «/[la, s Xxo4uy
noayyaTb MHPOPMALMION).

e Icnonb3ymnTe «Cneunanm3mpoBaHHble» aapeca 31eKTPOHHOW NOoYTbl (HanpuMep, 3aBeauTe OAWH aapec ana paboTsl,
Apyron Ans obweHms C 4py3baMn U T. 4.).

e Bpems OT BpeMeHU MeHanTe aApec 31eKTPOHHOWM MOYTbI.

Mcnonb3ymnTe Kakoe-nmbo pelleHme g 3amThbl 0T cnama.

6.3.1 PeksnaMHble 06bABIEHUA

Pexnama s MHTepHETe ABNAETCA OAHUM M3 Hambonee 6ypHO pa3BMBalOLLINXCA BUAOB peK/iambl. Ee npenmyLectBamMmm
ABNAKTCA MUHUMAJ1bHbI€ 3aTpaTbl M BbICOKasd BEpOATHOCTb HenocpeaCTBeHHOro obLeHms ¢ I'IOTDE6I/ITEJ'IEM. KDOME
TOro, co06LleHMs 4OCTaBNAOTCA npakTnyeckn MrHOBeHHO. MHoOrve KoMnaHum MCNONb3YIOT 3/1eKTPOHHYIO MOYTY B
Ka4yecTBe 3¢¢EI(TI/IBHOFO MapKeTMHIroBoro MHCTpymMmeHTa aas 06LLeHNA CO CROUMMN cywecrTesyrowmMmm n
noTeHUMa/IbHbIMU KNTMEHTaMW.

OTOT BM[, peK/iaMbl IBNSETCS HOPMa/ibHbIM, TaK KaK I'IOTDEGVITQJ'IM MOryT ObITb 3dnHTEpeCcOoBaHbI B MOJTy4eHNN
I<OMMEDLleCI(Ol7I MHPOPpMaLMM O HEKOTOPbIX ToBapax. OAHAKO MHOTrMe KOMMaHMUM 3aHUMAKTCS MACCOBbIMM
paccbliIKaMn HeXXesliaTeJIbHbIX KOMMep4YeCKmnX COO0bLLEHWN. B Takmx aiydadax peksiamMma no 3)'IEKTDOHHOPI no4rte
BbIXOAWT 3a rpaHnLbl 4ONMYCTUMOTO, N3TWU coobueHus KTACCUPUUMPYIOTCS Kak Cham.

KonmyecTBO HexenaTenbHbiX COOBLLEHNI y3Ke CTano NpobaemMon, v Npu 3TOM HUKAKMX MPU3HAKOB ero COKpaLLeHus
He HabntopaeTcs. ABTOPbI HexenaTebHblX COOBLLEHN YacTo NbITAKTCSA BblAATh CNam 33 HOPMasbHble CO0bLLeHNS.

6.3.2 Muctudunkauum

MucTndmkaumen HasbliBaeTCa N0XKHAA MHPOpMALMS, pacnpoCTpaHsaoLwancsa Yepes MHTepHeT. O6bI4HO
MUCTUDUKALMM PACCHINAKTCA MO 3/1EKTPOHHOW NOYTE UM C MOMOLLBIO TaKMX CpeacTB 0bLeHms, kak ICQ m Skype.
CobCTBEHHO COObLLIEHNME YACTO NpeACTaBNAeT COOOM LWYTKY UAM FOPOACKYIO ereHay.

CBsi3aHHble C KOMMbIOTEPHbIMW BUPYCAMMN MUCTUDUKALMN HANPAB/IEHbI HA TO, YTOObI BbI3BATb B MOyYaTeNsax CTpax,
HeyBepeHHOCTb N MHUTE/IbHOCTb, NOBYXKAAsA MX BEPUTb B TO, YTO «He MNOAAAIOLLMICA OOHAPY>KEHWNIO BUPYC» yaanseT
nx Gansibl, KpageT Napoan WY BbINONHSAET Kakne-n1Mbo Apyrve KpamHe HexxenaTtesbHble 4eUCTBUSA C KOMMNbOTepaMu.

HekoTopble MUCTUdMKALMM paboTatoT, Npeasarasa nosiyyatensam nepeciatb COO6LEHME CBOMM 3HAaKOMbIM, 3a cyeT
Yyero yBeM4MBaeTCa MacuTab muctupmkaummn. CywecTByoT MUCTUOUKALMM, KOTOPbIE NepeaatTcs Yepes
MOBUIbHbIE TenedOoHbl, MUCTUDUKALNN, NMPeACTABAAOLLME COBOM MPOCbObl O MOMOLLM, MPEaOXKEHUS NOTYYUTb
[leHbIM 13-3a FpaHuLbl, 1 NpoYme. YacTo 6biBaeT HEBO3MOXKHO MOHATb MOTMBALMIO CO34aTeNd MUCTUDUKALMN.

Ecnn cooblueHre cofep>KnT Npockby nepeciaTb ero BCeM 3HAKOMbIM, 3TO CO0bLLeHMe C 60NbLIOM BEPOATHOCTbIO
aBngeTca Mmuctudmkaumen. CyecTyeT 60/blUOE KOMMYECTBO Be6-CanToB, KOTOPbIE MOMYT MPOBEPUTb, BASETCS 1N
coobLeHre HopMasbHbIM. MpeXxae Yem nepecbiaTb COObLLEHMe, KOTOPOe KKeTCs BaM MUCTUdUMKALMEN,
nonpobynTe HaUTKN B VIHTepHeTe MHPOPMALMIO O HEM.
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6.3.3 OULWWUHT

TepMUH «DULLMHM 0603HAYaeT NPecTynHyo AedaTe/IbHOCTb, B paMKax KOTOPOW UCNOb3YIOTCA MeTOAbl COLMASIbHOM
NHXXeHepun (MaHMMyNMPOBaHMe Nob30BaTe1eM, HanpasieHHOe Ha NoyYeHne KOHOUAEHLMANbHON MHPOPMaLUK).
Llenbto duwmHra sBnseTcsa noayyeHme 4oCTyna K TakuM KOHGMAeHUMaNbHbIM AAHHbBIM, Kak HOMepa 6aHKOBCKMX
cyetos, PIN-koabl M T. M.

MonbiTKa noayyeHna nHdopmaLmm obbivHO NpeacTaBnseT cobom 0TnpaBKky CO0H6LLEHMS SKObbl OT AOBEPEHHOr0 nUA
NV KOMAAHUK (TAKOW Kak GMHAHCOBOTO YUPEXAEHNS U CTPAXOBOM KOMMAHMK). COOBLLEHNE MOXKET Ka3aTbCs
61aroHageXXHbIM 1 COAEPKaTb N306PAXKEHUA U TEKCT, KOTOPbIe MOT/TN M3HAYaNbHO H6bITb MNOYYEHbl OT UCTOYHMKA,
AKOObI ABNSAKOLLEroCs OTNpaBUTeNeM AHHOTO CO0bLWeHNs. Moa pasHbiMY Npeanoramm (NpoBepka AAHHbBIX,
dUWHAHCOBbIE ONepaLmm) NpeanaraeTcs NpefoCTaBmUTb Kaky-11b0 NMYHYI0 MHGOPMALMIO, TaKyH Kak HOMepa
H6aAHKOBCKMX CHETOB, MMEHA NO1b30BaTeN s, MAPOAN U T. 4. ECIM Takme AaHHble NpefoCTaBASOTCS, OHM 1ErKO MOTyT
6bITb YKPaAEHbl 1 UCMOMb30BaHbI B MPECTYMHbIX LEesIX.

baHKK, CTpaxoBble KOMMNAHWW N opyTrye NernTrUMHbIe OpraHu3aumm HMKorga He 3anpallyBaroT MMeHa no/sib30BaTeNen
M Naposiv B HE3aMNpOLEeHHbIX Co0bLLEHMAX 31'IeI<TpOHHOl7I MOYThI.

6.3.4 Pacno3HaBaHWe MOLUEHHMUYECKUX COObLeHNNn

Boobuue cyuiecrTByeT HeCKOJ1bKO MpM3HAKOB, KOTOPpble MOTYT MOMOYb paCNO3HAaTb CramM (He>xenaTenbHble COO6LLI,€HVIFI)
B MOYTOBOM fALLMKe. Ecnu cooblieHmne COOTBETCTBYET XOTA 6bl HECKOJIBKNM M3 3TUX KpnTepues, OHO, Hambonee
BEPOATHO, ABNAETCA HEXXeNnaTe/IbHbIM.

e AZlpec OTNpaBuUTesIas OTCYTCTBYET B aipeCHOM KHUre noJiyvaTens.

o [lpensiaraeTcs noayyYnTb 60/bLLIYIO CYMMY AEHET, HO CHavaia HY>KHO OMaTUTb HEBO/bLLYIO CYMMY.

e of pasHbIMKM NpeasioraMmm (MpoBepKa AaHHbIX, GUHAHCOBbLIE OMepaLmm) NpeaaaraeTcs NnpefoCcTaBmTb Kakme-nnbo
JINYHbIE AaHHble, TaKne Kak HoMepa 6aHKOBCKMX CYETOB, UMS MO/b30BaTes, Mapo/ib U T. 4.

e CoO0bLIeHME HAaMNCAHO Ha MHOCTPAHHOM Si3bIKe.

e [peasnaraeTca NOKynKa npoayKumumn, B KOTOPOW NMoJlyyaTe b He 3auHTepecoBaH. OAHaKo ecin nosyyaTens
3aMHTEepecoBasno NpeaoXKeHue, CieayeT NpOBEepPUTb, ABAFETCA 1M OTNPABUTE/b HAEXKHbIM NMOCTABLIMKOM
(Hanpumep, NPOKOHCYIbTUPOBATLCA C MPeACTaBUTEIEM MPOM3BOAUTENA NPOAYKLNN).

e HeKoTOpble M3 OB HAMEPEHHO HamnMcaHbl C oWMBKaMu, 4To6bl 06MaHyTb GUALTP cnama. Hanpumep, «Bearpo»
BMECTO «BMarpa» U T. .

6.3.4.1 MNpasuna

B KOHTeKcTe peLUEHl/II7I 014 3alnThl OT CnaMa U NMOYTOBbLIX KJTMEHTOB Mo npaBn1aMu MOHNUMAKOTCA MHCTPYMEHTbI
O6Da6OTKVI 3)'IEKTDOHHOPI noyThbl. [1paBUIO COCTOUT U3 ABYX IOTNYECKUX yacTen:

1. yaioBue (Hanpumep, Nosly4eHme CO0bLLeHUs C oNpeaeseHHOro agpeca);
2. nencTeue (HanpumMep, yaaneHue cooblleHns, nepemMeLLeHmne ero B yKasaHHyo nanky).

KonunyecTBo 1 coveTaHms NpaBua 3aBUCST OT KOHKPETHOIO peLleHuns no 3alimTe OT cnama. lNpasmia npegHasHayeHbl
Ana 60pbbbl CO CNamoM (HexkenaTtenbHbIMU CoobLeHraMm). CTaHAAPTHbIE NpUMepbl NpUBeAeHbI Janee.

e 1. YcnoBue: BO BXOAALLEM COOBLLIEHMM COAEPIKATCA HEKOTOPbIE C/I0BA, YacTO MPUCYTCTBYIOLLME B HEXENaTeNIbHbIX
COODLLEeHUSAX.
2. [lencTBme: yaanutb coobLieHme.

e 1.YCnoBue: y BXOAALLErO COOBLLIEHNS €CTb BAIOXKEHWNE C PACLLIMPEHMEM .€XE.
2. [lencTBue: yaannTb BAOXKEHWNE U OCTABUTb COOBLLIEHME B MOYTOBbIN ALLIMK.

e 1. Ycnosue: Bxoasilee COObLLeHVEe OTMNPaBAeHO COTPYAHMKOM KOMMNAHMK, B KOTOPOW paboTaeT noab3oBaTeb.
2. [lencTBre: nepemMecTnUTb CoO0bLLEeHMe B nanky «PaboTan.

PekomMeHAyeTCsa UCMOb30BaTb COYETAHME MPaBW B MpOrpaMMax 3almTbl OT crnama, YTobbl ypoCTUThb
aAMUHUCTpUpOBaHMe 1 6onee 3ddeKTUBHO 0TOUILTPOBbLIBATb CMaM.
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6.3.4.2 banecoBckun punbTp

barecoBckas GunbTpaumns cnama aeaseTcs 3GPeKTUBHbIM MeTOA0M GUIbTpaLMM 31eKTPOHHOM NOYTbI, KOTOPbIN
nprMeHseTCcs B 60/1bLUMHCTBE NPOrpaMMHbIX NMPOAYKTOB A4 3aLLUMTbl OT CramMa. OTOT MeTO/ MNo3Bo/sSeT
NOeHTNONLMPOBATbL HeXXenaTe /ibHble CO0BLLEHMS C BbICOKOW TOYHOCTbIO 1 MOXKET HACTPamBaTbCs 415 KKAOIO
nosb30BaTesist OTAE/bHO.

PaboTa meToAa OCHOBaHA Ha OMMCAHHBIX Aanee NpuHUMnax. Ha nepBom 3Tane NponcxoauT NpoLecc 0byyveHums.
Monb3oBaTeb BPYUYHYO MOMeYaeT 4OCTAaTOYHOE KOMMYECTBO COOBLLEHMIN Kak HOpManbHble nan cnam (06b14HO 200 r
200). ®unbTp aHaNM3MpyeT 0be KAaTeropum 1 y3HaeT, HaNnpMMep, 4YTO B CNamMe 4YacTo COAEepP XKaTCs J10Ba «POEKC» UK
«Buarpar, Toraa kak HopMasabHble COObLLEHNSA OTNPABAATCA YieHaAMM CEMbU U KOPPECNOHAEHTaMM U3 a4PeCcHOM
KHUIMM Nosib3oBaTena. MNocie 06paboTkm 4OCTATOYHOIO KOIMYECTBa CO0bLEeHNI 6anecoBCKMn GUABTP MOXKET
NPUCBOUTb KKAOMY COODLLEHMIO ONpeaeeHHbI «MHAEKC Cnamay, MOKa3blBAKLLMI, IBASETCA 1M JaHHOe CO0bLLeHe
CNamMoM.

OCHOBHbIM MPenMyLLECTBOM 6ANeCOBCKOro GUAbTpa ABASETCS TMOKOCTb. Hanpumep, e Noab30BaTeNb Mo
npodeccnm 6MoNor, BCEM BXOAALLMM COOBLIEHNAM, COAEPXKMMOE KOTOPbIX MOXET 6blTb OTHECEHO K HUONOTUK 1
OpYrM 61M3KMM chepam 3HaHWK, 06bI4YHO ByAeT NpUCBOEH Bonee HU3KMIN MHOEKC BEPOATHOCTU. ECnin coobuueHme
COLEP>KUT C/T0BA, KOTOPbIE 06bIYHO MO3BONAOT KNACCMPULIMPOBATb €ro Kak HeXXenaTenbHOe, HO MPU 3TOM OHO 6bI/10
OTMpaB/IEHO KOPPECMOHAEHTOM W13 3PECHOM KHUTM NOJ1b30BaTEN S, OHO ByAeT NOMeYeHO Kak HOpMasibHOE. 3TO
NPOUCXOAUT MOTOMY, YTO HaIMYMe OTNPABUTENSA B A PECHOM KHUMe YMEHbLLAET 061yt BEPOSATHOCTb CNama.

6.3.4.3 «benbl» CNMUCOK

BoobLue nog «6ebiM» CMUCKOM NMOHUMAETCA NepeveHb 06beKTOB UM JINLL, KOTOPbIE ABASIOTCS NMPUEMIEMbIMU UK
MMEIOT A0CTYM. TEPMUH «"6e/bIn" CMUCOK 3IEKTPOHHOM MOYTbI» 03HAYAET CMMUCOK 3APECOB NOb30BaTENEN, OT
KOTOPbIX pa3peLLeHo Nojy4aTb COO6LLEHNS. TAKOro POAA CMIMCKM CO34AKTCA HA OCHOBE NMOMCKA MO K/TOYEBbLIM CJTOBaM

B aapecax 3}'IEKTDOHHOI;1 noYyTbl, UMeHax goMeHa nnu IP-agpecax.

Ecnu «benbiny CNUCOK paboTaeT B «UCKIHOUYUTEIBHOMY PeXXMMe, CO0BLLEHMS C APYrMX aApecoB, LJOMEHOB Uaun |P-
a[lpecoB NoJly4aThCa He byayT. ECin xe «benblity CMMCOK He ABSIETCS UCKTKUYNTENbHBIM, Takme cCO0bLeHns He byayT
yaanaTecs, a byayt 06pabaTbiBaThCA KAKMM-1ME60 ApyrM Cnocobom.

«benbiy cnncok 061a4aeT NPOTUMBOMOMOXHbBIM «4EDHOMY» CMUCKY Ha3HaYeHWeM. «beniblen CMMCKM CPaBHUTEBHO
NPOCTO NOAAEPXKMBATb, 3HAYUTE/IbHO MPOLLE, YeM «4epHbleyn. g 6onben 3bPekTBHOCTU GUabTpaLmMm cnama
pPEKOMEHAYETCA UCNO/Tb30BATb U «Benbliny, 1N «4epHbIAY CMUCKU.

6.3.4.4 «YepHbIA» CMNCOK

B obuiem cy4dae «‘-IeprIVI» CNNCOK ABNAeTCA CMUCKOM HernpuemMmieMblX UK 3anpelleHHbIX 06beKToB UAN L. B
BUPTYa/lbHOM MUpe 3TO MeTOo., NMO3BO/IA LM NMPNHUMATb coobulenHmns, KOTOpble NpUXoaAaT OT BCeX nosb3oBaTenen,
OTCYTCTBYHOLWMX B TAKOM CrnCKe.

CyLiecTByeT ABa TUMNa «4epHbIX» CMUCKOB. K MepBOMY TUMY OTHOCATCA CMUCKK, CO34aHHbIE CAMUMM MOJ1b30BaTEIAMMU,
B VX MPUIOXEHUAX 15 3aMThI OT CNama, a KO BTOpoMy — npodeccmoHanbHble perynsapHo 0obHOBNISEMbIE «4epHblen
CMUCKK, KOTOPble CO34atTCs Crneunanmm3npoBaHHbIMK yUpeXXaeHNAMIN N pacnpoCTpaHATCA Yepes VIHTepHeT.

MPpUHLMNMANbHO BXKHO MCMOJ1b30BaTb «4EePHbIV» CMUCOK ANS 610KMPOBKM Clama, HO MPY 3TOM BECTW TaKOW CMCOK
CJIOXKHO, TaK Kak HOBble 06beKTbl 6/10KMPOBaHMA MOABAAIOTCA eXXeJHEeBHO. PeKOMEHAYEeTCA MCNOMNb30BaTb U «benbliny,
N «4EPHbIM» CMUCOK, YTOObI MaKCUMaibHO 3O PEKTMBHO OTHUIbTPOBbLIBATH CNaM.

6.3.4.5 KoHTpo/b Ha CTOpOHe cepBepa

KOHTpO/1b Ha CTOPOHe cepBepa — 3TO METOJ, BblSIB/IEHNSA MACCOBbIX pacCbl/IOK CMamMa Ha OCHOBE KO/TMYeCcTBa
MOIy4eHHbIX COOBLLEHNI 1 peakummM Noib30BaTenen Ha HUX. Kaxkgoe coobLueHne 0CTaBASeT YHUKANbHbIN LdPOBOM
«0TMeyvyaTok», KOTOPbIM OCHOBAaH Ha ero COAEP>KUMOM. YHUKAbHbIN MAEHTUPUKALMOHHbBIA HOMEP HUYEro He roBOpuUT
0 COAEP>KMMOM coobLeHma. OfHaKo ABa OAMHAKOBbLIX COODLLEHNS MMEOT 04MHAKOBbIE OTMeYaTKkM, Toraa Kak Aga
pas3INYatOLLMXCS — pa3Hble.

Ecnv cooblieHMe MoOMeYeHo Kak Cram, ero oTrneyaTok oTnpaBasgeTcs Ha cepeep. ECin cepBep NosyyaeT v apyrue
NOEHTUYHbIE OTMNeYaTKy (COOTBETCTBYOLIME OAHOMY M TOMY XKe HeXXenaTeslbHOMY COOBLLEHMIO), 3TOT OTNe4YaTokK
CcoxpaHseTca B 6a3e AaHHbIX 0TNeYaTKoB cnama. MNpu ckaHMpOBaHWKM BXOAALLMX COOBLLIEHN NMporpamMMa oTrnpaBnseT
oTneyaTKn cooblleHn Ha cepeep. CepBep BO3BPALLAET [aHHble O TeX 0TMe4YaTKax, KOTOpble COOTBETCTBYIOT
COOB6LLEHMAM, Y>KE MOMEYEHHbIM MOJb30BaTeIAMMU KaK Criam.
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